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Introduction

India is experiencing an unprecedented surge in online scams, fu-
eled by rapid digitalization and widespread adoption of mobile
payments. The scale and impact of these scams are staggering.
According to the Indian Cyber Crime Coordination Centre (14C),
an average of 7,000 complaints were registered daily between
January and April 2024, a 113% increase over the same period in
2021-2023 (R. Singh 2024). Financial fraud accounts for three-
quarters of all cybercrime in India, with approximately 47% being
UPI-based (Tripathi2024). A 2023 YouGov survey found that 47%
of respondents said a friend or family member had lost money to
an online scam (B. Singh 2023).

A recent global study revealed that Indian users receive an aver-
age of 12 scam messages daily, spending an estimated 1.8 hours
per week dealing with them (Dixit 2023). Moreover, in a 2023

McAfee survey, 60% of Indian respondents reported difficulty iden-

tifying scam messages, attributing this to scammers’ increasing
use of Al (Rao 2023). India’s diverse and rapidly evolving digi-
tal landscape, while empowering millions, has also become a fer-
tile ground for scammers. The Unified Payments Interface (UPI),
a cornerstone of India’s digital payment revolution, has unfor-
tunately become a tool for fraudsters. This, coupled with the
widespread use of mobile devices and varying levels of digital lit-
eracy, creates a complex challenge demanding innovative solu-
tions.

In the first four months of
2024, Indians lost over INR
1,750 Crore (approximately
USD 209 million) to cyber-
criminals (Tripathi 2024).

Y7
They [scams] involve
the misrepresentation of
facts and the deliberate
intent to deceive with the

Traditional awareness campaigns—informational videos or text based promise of goods,

tips—have unknown or unproven efficacy in empowering users to
combat online scams (Chugh and Narang 2023; Rahman, Chong,
and Hisham 2023). Their broad targeting, lack of clearly defined
success criteria, and infrequent measurement of impact further
contribute to uncertainty about their effectiveness (Christiano
and Neimand 2017). Research has also shown that simply provid-
ing more information or facts is unlikely to effectively change be-
havior (Christiano and Neimand 2017), particularly when scam-
mers induce a “hot” emotional state, increasing impulsive deci-
sions and errors in judgment (Loewenstein et al. 2001; Slovic et
al. 2007). Also, because scams rapidly evolve, training focused
on specific scenarios risks obsolescence. Moreover, the rapidly
evolving nature of online scams poses a challenge for traditional
training methods that focus on specific scenarios.
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services, or other financial
benefits that in fact do not
exist or that were never
intended to be provided.”

(Titus, Heinzelmann, and
Boyle 1995)
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To address these limitations, we explored game-based inocula-
tion, leveraging the psychological inoculation theory (McGuire
1961). This approach preemptively exposes individuals to weak-
ened forms of persuasive messages (scam manipulation tactics)
and provides preemptive refutation of these tactics so as to build
resistance against future manipulation. Additionally, game-based
learning offers a safe and engaging environment to experience
and learn from potential threats, promoting active learning and
knowledge retention (Hu et al. 2023; Breuer and Bente 2010).

This case study presents ShieldUp!, a mobile game prototype de-
veloped to inoculate users against common online scams preva-
lent in India. We detail the game’s development—guided by re-
search on scam tactics and user behavior—and highlight key find-
ings from a pilot study. We discuss the implications of our find-
ings for scam-resistant products and outline future research di-
rections.

Inoculation Theory & Scam Preven-
tion

Traditionally, scam prevention strategies include general aware-
ness campaigns, digital / financial literacy training, technology
based solutions, and scam-specific training. Additionally, gov-
ernments and regulatory institutions have intervened with legal
and regulatory measures. However, a recent review of real-world
fraud prevention interventions highlights a lack of rigorous eval-
uations and an over-reliance on diagnostic studies and untested
assumptions (Prenzler 2019).

General awareness campaigns, such as the UK’s National Cyber
Security Centre’s Cyber Aware campaign and Australia’s ACCC’s
Scamwatch, aim to raise public awareness (National Cyber Secu-
rity Centre UK; Scamwatch Australia 2024). These campaigns of-
ten use mass media, social media, and public service announce-
ments. While they are prominently deployed as a tool by both
the public (NCPI Fraud Awareness Program) and private sec-
tors (Chadha 2022), there is limited direct evidence that they help
raise awareness and are efficacious. Research consistently chal-
lenges the ‘information deficit model,” showing that simply pro-
viding more information is unlikely to change behavior, particu-
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As scammers constantly
adapt their tactics and
exploit new vulnerabilities,
training that emphasizes
recognizing static red
flags may not adequately
prepare users to identify
novel scams, risking ob-
solescence and limited
transferability of skills.

Figure 1: ShieldUp! has 3
increasing difficulty levels
creating a skill ladder and
coghnitive scaffolding.
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larly when other cognitive or emotional factors are at play (Chris-
tiano and Neimand 2017). This is particularly relevant in scam
contexts, where scammers often induce a "hot” emotional state—
fear, excitement, or greed—precisely to exploit these vulnerabil-
ities in judgment and increase impulsive decisions (Loewenstein
et al. 2001). Combining these effects leads to reduced vigilance
as victims fail to scrutinize information that might otherwise raise
alarms. A meta-analysis of social engineering interventions found
that awareness campaigns, while sometimes helpful, are gener-
ally less effective than more interactive and targeted approaches
(Bullee and Junger 2020).

Digital literacy training aims to equip individuals with critical
thinking skills and knowledge to navigate the digital world safely.
Organizations like MediaSmarts in Canada and Google’s Be In-
ternet Awesome program provide educational resources (Jones,
Mitchell, and Beseler 2023; Hoechsmann, DeWaard, and Lake-
head University / MediaSMarts 2016). This approach acknowl-
edges that a lack of digital literacy can increase vulnerability. How-
ever, digital literacy training is often broad, and its effectiveness
for scam prevention requires further research.

Technology-based interventions are crucial. Anti-phishing tools,

spam filters, and multi-factor authentication prevent scams and
protect accounts. For example, the Singaporean government de-
veloped ScamShield that provides a product suite to help users

check suspicious calls, websites, and messages (ScamShield Web-

site). While these offer a first line of defense, they cannot fully
address the human element of scams, which often uses social en-
gineering and psychological manipulation to bypass technologi-
cal safeguards. Over-reliance on technology can create a false
sense of security, discouraging critical thinking.

Financial literacy education can indirectly help prevent finan-
cial scams by empowering individuals to make informed decisions
(Lusardi and Mitchell 2014). This approach emphasizes that fi-
nancial knowledge can be a protective factor. For example, un-
derstanding the concept of compound interest and legitimate in-
vestment returns can help individuals spot unrealistic promises of
quick riches, a common tactic in many scams. Burke et al. (2022)
explored educational interventions, finding some positive effects
(Burke et al. 2022). However, maintaining and scaling this ap-
proach is challenging, and its impact on broader scam recogni-
tion is uncertain.
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Figure 2: General Awareness
Campaigns are based on
Miller’s ‘information deficit
model,” which assumes that
users lack knowledge and that
simply providing more
information will change their
behavior. (Miller 1983)
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Our Approach: Inoculation Against Manipulation
Techniques

Manipulation techniques, a perversion of persuasion techniques,
are central to scams. While persuasion involves ethically influ-
encing for mutual benefit; manipulation exploits victim’s psycho-
logical vulnerabilities. Robert Cialdini’s The Psychology of Per-
suasion outlines six core principles: reciprocity, scarcity, author-
ity, consistency, liking, and social proof (Cialdini 1984). These
principles leverage our natural tendencies for trust, social con-
formity, and reciprocation to increase compliance with requests,
even when those requests are deceptive or harmful. For exam-
ple, scammers often create a false sense of scarcity or urgency Please choose a response
to pressure victims into making quick decisions without careful
consideration (Ariely and Zakay 2001).

Let's Open UPI and initiate a payment.

Since emotional appeals and psychological manipulation tech-
niques often bypass rational decision-making (Petty 1977), an ap-
proach that preemptively addresses these emotional vulnerabili-
ties is crucial for effective scam prevention. Ergo, Psychological
Inoculation, introducing users to weakened threats to increase Figure 3: ShieldUp! confronts
resilience, is an approach worth exploring. users to make choices

simulating real-world scam
scenarios

Introduced by McGuire (1961), inoculation theory posits that re-
silience can be built by introducing weakened attacks and then
refuting them (McGuire 1961). An inoculation treatment includes

a forewarning and preemptive refutation (Compton and Pfau2005).
Thus, pre-exposing users to weakened scams and providing coun-
terarguments could build future immunity. Recent studies have
shown inoculation improves scam detection without harming trust
(Robb and Wendel 2023; DeLiema, Robb, and Wendel 2024).

Inoculation theory has demonstrated efficacy in bolstering atti-
tudinal resilience against misinformation (Roozenbeek and Lin-
den 2019; McPhedran et al. 2023), extremist narratives (Saleh et
al. 2023), and even in smoking prevention (Pfau, Van Bockern,
and Kang 1992). Inoculation theory, therefore, offers a robust
framework for building resistance against persuasion and manip-
ulation.

To summarize, therefore, our thesis was that inoculating users
against common manipulation techniques rather than specific sce-
narios might be a robust alternative to traditional methods of in-
terventions against scams. We posit that this approach has the
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following advantages:

 Scalability: Focusing on core techniques covers a wide ar-
ray of scams.

» Adaptability: New techniques can be added easily.

» Cross-protection: Recognizing techniques in one context
aids identification in new scenarios.

» Cognitive Efficiency: Teaching principles is more effective
than teaching about specific instances.

» Long-term Relevance: Techniques persist even as specific
scams evolve.

* Empowerment: Critical thinking skills extend beyond scams.

Developing ShieldUp!: A Game-Based
Approach to Scam Prevention

Building upon the principles of inoculation theory and a deep un-
derstanding of the Indian scam landscape, we developed ShieldUp!,
a mobile game designed to empower users with the knowledge
and skills to identify and avoid online scams.

Understanding Victim User Journeys

Broadly, most scams follow a three phase trajectory: hook, in-
teraction and closure. Hooks are designed to capture attention,
followed by manipulation tactics to gain trust and exploit vulnera-
bilities, ultimately leading to loss of utility (monetary/information)
for the victim. For example, a common tactic employed by scam-
mers is to impersonate legitimate entities such as banks, courier
services, or government agencies to gain the victim’s trust (Tri-
pathi 2024). They may also leverage social pressure, using fake
testimonials or creating a sense of urgency to coerce individuals
into making hasty decisions.

Our preliminary analysis of India’s scam landscape revealed that
UPI scams, customer care scams, job scams, loan scams, mar-
ketplace scams, and crypto scams are among the most prevalent
in India (Tripathi 2024; R. Singh 2024).
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We used Google advanced search features to search for a com-
bination of keywords and identify user journey stories that were
reported by 3rd party agencies like news and watchdog agencies
or were self-reported by users on social media (Reddit, Twitter,
Facebook etc.). We scanned and filtered through the first 5 pages
of Google Search Results. In total, we collected 31 victim stories
for 8 scam schemes, a full breakdown of which is available in Ap-
pendix A.

We captured the following aspects of the Victim User Journeys
(VUJs):

1. Key aspects of a typical victim’s user journey (Hook, Inter-
action & Closure)

2. Manipulation techniques and other tactics used by scam-
mers in different parts of the VUJ.

3. Victim vulnerabilities targeted

4. Mental state and emotions felt by the victim (before, during
and after the end of the VUJ).

This analysis allowed us to identify common scam narratives, ma-
nipulation techniques employed by scammers, and vulnerabilities
targeted in victims.

Identifying Target Vulnerabilities

Our analysis revealed a range of emotional and cognitive vulner-
abilities that scammers frequently exploit:

e Trust in Authority: Scammers often impersonate authority
figures or well-known companies to leverage pre-existing
trust.

» Desire for Quick Rewards: Promises of easy money, high
returns on investments, or quick solutions to problems often
cloud judgment.

» Lack of Awareness: Limited knowledge of common scam
tactics, digital security measures, or the workings of spe-
cific online platforms can increase vulnerability.

* Emotional Reasoning: Scammers often induce fear, ex-
citement, or a sense of urgency to trigger impulsive decision-
making.
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Design Principles for Developing ShieldUp!

Informed by the aforementioned research, we designed ShieldUp!
as an interactive mobile game prototype that simulates real-world
scam scenarios, allowing users to safely experience and learn
from potential threats.

Key design features of ShieldUp! include:

» Realistic Scenarios: The game features a variety of scam
scenarios based on real-world examples collected through

our research, ensuring relevance and familiarity for Indian Everyone’s doing it
users.

» Gradual Difficulty Progression (Skill Ladder): ShieldUp! We often look at what
utilizes a “skill ladder” approach, gradually increasing the others are saying or doing

complexity of scams as players progress through the lev- to confirm our choices.

els. This allows users to build confidence and apply their
growing knowledge to increasingly challenging situations.
This approach incorporates principles of cognitive scaffold-

Always do your own research and
do not trust online reviews blindly!

ing, where users are initially provided with more support and Figure 5: ShieldUp! has

. . . . . animated figures helping users
guidance, which is gradually reduced as their skills and un- understand manipulation
derstanding develop. techniques.

 Interactive Storytelling: The game utilizes an engaging
narrative format, presenting players with choices that de-
termine the course of the interaction. This interactive ap-
proach fosters active learning and allows users to experi-
ence the consequences of their decisions in a safe environ-
ment.

» Explicit Teaching of Manipulation Tactics: After each sce-
nario, the game provides clear explanations of the manipu-
lation tactics used by the scammer, using simple language Whitscrling trovgh a poplar sociel
and memorable visuals. This equips users with the knowl- T
edge and vocabulary to identify these tactics in real-world | oo omermensictbuy e

product.

SettlngS. Impressed by multiple 5 star

reviews, you order the product.
¢ Active Recall and Reinforcement: ShieldUp! incorporates roraleradlant e vessns o
. . . longer active.
quizzes and interactive elements throughout the game play
to reinforce learning and promote knowledge retention.

Targe.tmg Sp.ecn"lc Man[pulatlon Tactics To ensure Sh{eIdUp. Figure 6: The game ends up
effectively builds user resilience, we focused on incorporating the with a short interactive quiz as
most prevalent and potent manipulation tactics identified in our an active recall exercise.
research. These include:
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e Social Proof (Conformity): ShieldUp! presents scenarios
where scammers leverage fake testimonials, inflated user
numbers, or group chat dynamics to create a false sense of
legitimacy and urgency. The game then teaches players to
recognize and question such attempts to manipulate their
behavior through social pressure. (Cialdini et al. 1999)

» Appeal to Authority: The game features situations where
scammers impersonate authority figures, such as bank of-
ficials or government representatives, to gain trust and co-
erce action. ShieldUp! trains users to be wary of such au-

thority claims and verify information through official chan- . e
nels. (Milgram 1965) ~ 2

* Foot in the Door: ShieldUp! incorporates scenarios where -t ““’:;
scammers start with small, seemingly harmless requests that I e
gradually escalate into larger demands. Playerslearn torec- K li,'];

ognize this pattern and set boundaries to prevent being drawn | et sty s Sz e
into exploitative situations. (Freedman and Fraser 1966) ﬂ

* Urgency/Scarcity: The game simulates scenarios where - o
scammers use time pressure, limited-time offers, orimpend- —;—‘la
ing deadlines to trigger impulsive decision-making. ShieldUp! - £}
trains players to resist this pressure, step back, and assess Figure 7: Active control group
situations rationally before taking any action. (Ariely and Za- watched 5 short scam

awareness campaign
kay 2001) advertisements

» Appeal to Emotions: ShieldUp! includes scenarios designed
to evoke strong emotions like fear, excitement, or greed,
mirroring real-world tactics used to cloud judgment. The
game teaches players to recognize these emotional triggers
and seek alternative sources of information before making
any decisions. (Loewenstein et al. 2001)

e Norm Activation: Activation of personal or social norms
(what one believes they should do) can significantly mo-
tivate behavior, especially in contexts where these norms
are made salient. The game simulates scenarios which try
to trigger and help users recognize how norm activation is
used in by scammers to manipulate them into their schemes.
(Schwartz 1977)

By directly addressing these specific manipulation tactics within
the game’s scenarios, ShieldUp! equips players with the knowl-
edge and skills to recognize and resist such tactics in real-world
settings. Combining realistic scenarios, interactive gameplay, and
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explicit teaching of manipulation tactics, ShieldUp! aims to em-
power users with the critical thinking skills and behavioral strate-
gies needed to navigate the digital landscape safely and confi-
dently.

Pilot Study and Key Findings

To evaluate the efficacy of ShieldUp! in improving scam identi-
fication, we conducted a randomized controlled trial with 3,000
participants in India.

Experimental Design

The experiment had 4 parts: a pre-test to establish baseline scam
and not scam identification abilities, the intervention, a post test
to measure any change in abilities and a 21 day follow up assess-
ment of ability. Participants were randomly assigned to one of
three groups:

1. ShieldUp! Group (Treatment): Participants in this group
played ShieldUp! for approximately 15 minutes.

2. General Awareness Group (Active Control): Participants
in this group watched a series of scam awareness videos
and read safety tips for approximately 10 minutes. The con-
tent for this group was curated from reputable sources, in-
cluding government agencies, news channels and technol-
ogy companies and can be found here and the safety tips
can be found in Appendix B.

3. Chrome Dino Group (Control): Participants in this group
played the Chrome Dino game for approximately 8 minutes.
This group served as a baseline to control for the effects of
simply engaging with a digital activity.

Measuring Scam Discernment Ability

To assess a user’s scam discernment ability, we developed the
Scam Discernment Ability Test (SDAT-10), a 10-item test designed
to measure an individual’s capacity to identify and differentiate

between scam and non-scam scenarios. The development of SDAT-
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; 3000 :
Pre-Test
Time: 10
minutes
ShieldUp! General Chrome
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. Recontact Treatment :
A & B after 21 days

Figure 8: Experiment Design
for the Randomized Controlled
Trial
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10 involved a rigorous three-stage process: item generation, item
condensation, and scale construction.

Item Generation Drawing on 14C data, we identified the most
prevalent scam types in India: Customer Care, Courier, Refund,
Jobs, Friends/Family Impersonation, Online Shopping & P2P Mar-
ketplace, and Crypto & Investment scams (R. Singh 2024). We
then conducted a thematic analysis of 31 real-world scam victim
user journeys reported in news media, social media, and civil so-
ciety reports. This analysis allowed us to identify common scam
narratives, manipulation techniques employed by scammers, and
vulnerabilities targeted in victims.

Based on this analysis, we generated over 40 storylines, each with
both scam and non-scam variants, resulting in a pool of over 80
potential test items.

Item Condensation An expert committee reviewed the initial
pool of items for content validity, resulting in the selection of 23
items for further testing. We tested these 23 items with a random
sample of 360 users in India via an online survey. Based on Ex-
ploratory Factor Analysis (EFA), Item Response Theory (IRT) anal-
ysis, reliability analysis, and validity assessments, we shortlisted
the 10 best performing items.

Scale Construction To mitigate memorization effects between
pre- and post-tests, we created a second version (replica) of the
SDAT-10 by making aesthetic changes to each item while main-
taining the core storyline. Both versions were then tested again
with a random sample of 600 users in India (300 per version) to
confirm the 2 factor structure (one for scam identification abil-
ity and one for not scam identification ability) and to ensure that
both the test sets were balanced.

The final SDAT-10 comprises five scam scenarios and five non-
scam scenarios, each presented as a medium-fidelity interactive
prototype depicting a typical scam user journey. Each scenario is
accompanied by three questions assessing:

1. Scam Compliance: Likelihood of continuing engagement
with the scenario.

2. Discernment: Categorization of the interaction as “Scam”
or “Not Scam.”

3. Confidence: Level of confidence in their assessment.
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Caller
Hi. I am calling from a Job
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Key Findings

Using an ANCOVA model, we tested if there was an increase in
user ability to correctly identify Scam and Not Scam scenarios
post-intervention while controlling for their demographic profile
(age, gender, income level, education level) and their pre-intervention
ability of correctly identifying these scenarios. Since there were

5 scam and 5 not scam scenarios, their scam scores (1-5) de-
note their ability to identify scam scenarios correctly and their
not scam scores denote their ability to identify not scam scenar-

ios correctly.

Scam Identification Scores by Intervention Arm

Intervention Arm Control GeneralAwarenessTips @ ShieldUp!

-
o

B
w

.

w
Nl
1

1

1

1

1
L]

Mean ldentification Score

w
N

p?e po'st recontact
Time Point

Figure 10: Mean Scam Identification scores by intervention arm at
pre-test, post-test, and 21-day follow-up. Error bars represent
standard errors.

Our analysis revealed the following key findings:

1. ShieldUp! Improved Scam Identification Ability: Partic-
ipants who played ShieldUp! demonstrated a statistically
significant improvement in their ability to discern scam sce-
narios compared to both the general awareness and con-
trol groups. This effect was observed immediately after the
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Mean |Identification Score

Not Scam Identification Scores by Intervention Arm

Intervention Arm Control GeneralAwarenessTips @ ShieldUp!

& -------m - Difference Not Statistically Significant--------------
3.9- S
3.8-
3.7- e
3.6- 2 |
3.5- S
pFe polst reco;\tact
Time Point

Figure 11: Mean Not Scam Identification scores by intervention
arm at pre-test, post-test, and 21-day follow-up. Error bars
represent standard errors.

intervention and persisted at a follow-up assessment con-
ducted 21 days later.

Users have increased skepticism towards genuine of-

fers following interventions, but this dissipates over time:

Immediately following both the ShieldUp! and general aware-
ness interventions, participants exhibited heightened skep-

ticism towards certain genuine online offers, such as cash-

back rewards and shopping discounts. This s similar to what

Kubilay et al. observed in their intervention as well (Kubilay

et al. 2023). However, we observe that this initial increase in

skepticism dissipated after 21 days for both ShieldUp! and

General Awareness arms, suggesting that the interventions

did not negatively impact trust in legitimate online interac-

tions in the long term.

Effect Sizes: The ShieldUp! intervention demonstrated a
moderate effect size compared to the control group in im-
proving scam identification. The general awareness inter-
vention showed a smaller effect size compared to both the
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The fact that the increased
skepticism towards gen-
uine offers dissipated over
time is a crucial finding.
It suggests that ShieldUp!
promotes a healthy level
of vigilance without under-
mining trust in legitimate
online interactions which
sustains over at least 3
weeks.
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control and ShieldUp! groups. This suggests that the ac-
tive, game-based approach of ShieldUp! was more effec-
tive in enhancing scam identification than passive exposure
to awareness materials.

The findings of our pilot study provide promising evidence for the
effectiveness of ShieldUp! as a game-based intervention for im-
proving scam identification. The game’s ability to engage users,
simulate realistic scenarios, and explicitly teach manipulation tac-
tics appears to translate into tangible improvements in users’ abil-
ity to identify and avoid potential scams. Moreover, the observed
increase in skepticism towards genuine offers was temporary, sug-
gesting that the game does not promote undue distrust in legit-
imate online interactions over longer periods of time while the
improvements in scam identification abilities stay at an elevated
level after 21 days.

Implications and Recommendations

The ShieldUp! pilot study demonstrated the effectiveness of inoculation-
based gamified training in improving users’ scam identification

skills. This has significant implications for product design, policy,

and future research in combating online scams.

Implications for Product Design

1. Integrate Inoculation-Based Training:

* Interactive Learning Modules: Introduce users to com-
mon manipulation techniques and provide opportuni-
ties to practice identifying scams in a safe environment.
This can be achieved through engaging tutorials and
interactive simulations that mimic real-world scam en-
counters, offering immediate feedback and guidance.
These modules could be triggered at key moments in
the user journey, such as when setting up a new ac-
count or making a transaction.

e JustIn Time Interventions: Implement real-time warn-
ings that alert users to potential red flags when en-
gaging in risky online activities. These alerts should be
context-specific and provide concise explanations of
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the manipulation tactics being employed. For instance,
if a user receives a message containing a shortened
link or a request for personal information, an alert could
pop up explaining the potential risks.

2. Context-Specific Interventions: The effectiveness of in-
oculation interventions can be further enhanced by tailoring
them to specific contexts, platforms, and demographics.

» Platform Specificity: Design interventions tailored to
the specific platform where scams are prevalent. E-
commerce sites could incorporate scam prevention mod-
ules during checkout, while social media platforms could
provide tailored tips based on users’ interaction pat-
terns or offer warnings about suspicious profiles or mes-
sages.

e Demographic Targeting: Customize interventions based
on user demographics, literacy levels, and risk profiles.

3. Gamification for Enhanced Engagement: ShieldUp!’s suc-
cess highlights the value of gamified learning. Some best
practices learnt from this experiment indicate that future
efforts could benefit from incorporating design elements
such as interactive narratives, effective sound design, re-
ward mechanisms, cognitive scaffolding and active recall
based quizzes to enhance user engagement and longer term
knowledge retention.

Policy Recommendations

1. Promote Digital Literacy and Scam Prevention Educa-
tion: Policymakers can play a vital role in fostering a safer
digital environment.

e Curriculum Integration: Integrate digital literacy and
scam prevention education into school curricula at all
levels.

* Public Awareness Campaigns: Develop targeted pub-
lic awareness campaigns using various channels to dis-
seminate information about common scam tactics and
prevention strategies.

* Financial Literacy Programs: Incorporate scam pre-
vention education into financial literacy programs to
help individuals understand the link between financial
knowledge and scam susceptibility.
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2. Support Research and Evaluation: Continued research is
crucial. This includes investing in data collection and anal-
ysis to understand scam trends and evaluating intervention
effectiveness. Further research should focus on developing
and refining scam prevention strategies, particularly those
addressing the psychological aspects of scam susceptibil-

Ity.

Future Research Directions

1. Longitudinal Studies: Conducting longer time horizon (1-
3 months) longitudinal studies can provide insights into the
long-term effectiveness of interventions like ShieldUp! and
determine whether booster interventions are needed to main-
tain heightened scam identification over time.

2. Cross-Cultural Adaptations: Given the global nature of
online scams, adapting ShieldUp! and similar interventions
for diverse cultural and linguistic contexts is essential. Re-
search should explore how to tailor game narratives, char-
acters, and scenarios to resonate with different cultural val-
ues and beliefs.

3. Personalized Interventions: To maximize effectiveness, fu-
ture research should explore the development of personal-
ized scam prevention interventions that take into account
individual user characteristics, such as cognitive abilities,
learning styles, risk preferences, and previous experience
with scams. Personalized interventions can improve effec-
tiveness by accounting for individual needs (DeLiema, Robb,
and Wendel 2024).

Conclusion

The pervasiveness of online scams poses a significant threat to
individuals, communities, and the digital ecosystem as a whole.
Traditional awareness campaigns, while important, often fail to
equip users with the skills and knowledge needed to effectively
identify and avoid sophisticated scam tactics.

This case study presented ShieldUp!, a mobile game developed
specifically for the Indian context, leveraging the principles of in-
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oculation theory to provide users with a fun, engaging, and ef-
fective way to learn about online scams. By simulating real-world
scenarios, gradually increasing difficulty, and explicitly teaching
manipulation tactics, ShieldUp! empowers users to develop cog-
nitive resistance and make safer choices online.

Our pilot study findings provide promising evidence that a game-
based inoculation approach can significantly improve scam iden-

tification and potentially mitigate the growing threat of online scams.

The observed improvements in scam identification, coupled with
the dissipation of increased skepticism towards genuine offers
over time, suggest that ShieldUp! can enhance user resilience
without fostering undue distrust in legitimate online interactions.

By embracing a proactive, evidence-based approach and foster-
ing a culture of digital literacy and critical thinking, we can create
a safer and more trustworthy digital world for everyone.
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Appendices

Appendix A: Thematic Analysis of Victim User Jour-
neys

Table 1: Search Strategy and Results for Scam User Journey Artifacts

Scam Type Search Keywords Stories Analyzed | Example Story Link
Courier Scams (“courier” OR “parcel” OR 5 https://tinyurl.com/fe
“fedex”) AND “scam” AND dex-scam-story
“india”
Customer  Care | (“customer care” OR “re- 3) https://tinyurl.com/cu
Scams fund”) AND “scam” AND “in- stomer-care-scam-story
dia”
Jobs Scams (“jobs” OR “recruitment”) 5 https://tinyurl.com/jo
AND “scam” AND “india” bs-scam-story
Friends/Family (“friend” OR “family” OR 3 https://tinyurl.com/fr
Impersonation “impersonat*”) AND “scam” iends-scam-story
Scams AND “india”
Online Shopping & | ((“shopping” AND “online”) 3 https://tinyurl.com/ma
P2P Marketplace | OR (“olx” OR “facebook rketplace-scam-story
Scams marketplace” OR “quickr”))
AND “scam” AND “india”
Crypto/Investment | “online” AND (“investment” 4 https://tinyurl.com/in
Scams OR “crypto” OR “cryptocur- v-scam-story
rency”) AND “scam” AND
“india”
Loan Scams (“loan” OR "quick loan” OR 4 https://tinyurl.com/lo
“payday”) AND (“scam” OR an-scam-story
"fraud”) AND “india”
Other UPI Scams | (“gr code scam” OR “upi pin 2 https://tinyurl.com/up
scam” OR "fake payment” i-scam-story
OR “money transfer scam”)
AND “upi” AND “india”
Total 31
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Appendix B: Safety Tips Infographic for the Active
Control Group

Safety Tips for Online Transaction per RBI

Safe Online
Banking

Emall and
Password

Security

-_—

>

DOs
") Check for a secure payment
gateway (hitps.if - URL with &

padiock symbeol) before making
onlne payrnents / transactions.

{7 Turn on two-factor
authentication where such
facility is avaliable.

{7 Change passwords at regular
intervals.

[*J \nstall antivirus on your
devices and install updates
whenever available

"] Alvways scan unknown
Universal Serial Bus (USB)
drives | devices before wsage.

% Atvwarys use virtual keyboard
on public devices since the
kaystrokes can also be captured
through compromised devices,
keyboand, etc.

"/ Log out of the internet
banking session immadiately
after usage.

"4 Use a combination of

alphanumeric and special
characters in your password.

DON'Ts

X Do not share confidential
financial information (PIN.
password, debit or credit card
number, CVV atc.) with banks/

financial institutions, friends or even
family members.

X Avoid saving card detalls on
websites / devices / public laptop /
ceskiops.

X Do not leave your device
unlocked.

X Do not install any unknown
applications or software on your
phone [ aptop.

> Do not store passwords or
confidential information on
devices.

X Do not use same passwords for
your emai and internet banking.

2 Avosd using public terminals
(viz. cyber cafe, etc.) for financial
transactions.

X Do not click on links sent from
unknown addresses / names.

X Avoid opening emails on public
or free networks.
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