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T—43 Hi13 7> RAEE S (Data governance council)
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o NALRIGHNFTURRBIZERE
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o T—AIRVAUCDIL—LT—IRHRH DB
o Enterprise Data Management Council (EDMC)
m Data Management Capability Assessment Model (DCAM)
m Cloud Data Management Capability (CDMC)
GDPR
B ANFERREE
HIPAA
PCI-DSS
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Data Catalog

BigQuery 15 Cloud
1. Google Cloud EDT—271vb®D DLP
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\Data Catalog /
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2. CloudDLP &EDAVTIL—avIZ&Y.  Pub/Sub L0,
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o
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ou
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Non-GCP Data Assets

1]

Hive, Oracle, SQL Server,
Teradata, Redshift, MySQL,
PostgreSQL, Looker, Tableau
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BigQuery & Cloud DLP (Data Loss Prevention) ME#T
BNEHREEDFT B ENTE

Cloud
BigQuery

Inspection Scan 5 5 Annotate with Tags l' ' '\
0 0 D

L~ 4

cust_name Cloud cust_value Data
- DLP - Catalog

column:credit_card_number: DLP Result Scan Template (travel-bookings-236421.dIp_result_scan_template)

Attribute
scan_date_time
result

has_pii
num_rows_scan
result_percentual
all_result
num_rows_table
result_likelihood

num_match

Display name Value

Date Time of Scan 04/04/2019 04:44

Result CREDIT_CARD_NUMBER

Has PII Information

Cloud DLP [Z&Y E18h

Number of Rows to Scan in DLP 1000 9711_[_}3*"1,:}9?_9 97

Result percentual 1

all result |CREDIT_CARD_NUMBER(LIKELY : 100.0%);|
Number of Rows in the table scanned 13000010

Results likelihood LIKELY

Number of Results 1000
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Cloud Data Fusion IZ&AT—2)+— 2D EHR

= Cloud Data Fusion |

anpment Q
Cleaned-Shipments e
. 8 Summary  Unesge

OnTime Shpments— ),
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Cloud Data Fusion

Select afield 1 view ineage and transformations
Viewing 110 18of 18 felds
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Google Cloud Platform | 3 stofestorage | Q@ Search products and resources

2 Moo Convert CSV da
2 Secure query friendly for
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CREATE NEW J0B

X c m
Input asset Output asset Lake Status Lastrun 4
— -

— @ Running g 2/6/2020 10:10:32 PST
© Running 2/6/2020 10:10:32 PST
~ — -— Completed 2/5/2020 2:10:32 PST

o TUTL—h BHEIIT . RTPa—iLEnt=
Completed 2/5/2020 12:10:32 PST
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BigQuery T—2{RERDIES L

o TIAINTEBMICHEBESNTRRE
o HRAMYDRIZEHMICESIE
e Google EEF-IIERFEEHDIFSH (CMEK) ZFIFATHE

Create dataset
Dataset ID

Letters, numbers, and underscores allowed

Data location (Optional)

Default

Default table expiration v Google Eﬂs ﬁggﬂw E%ﬁw :ﬁw 8-6 Bb\
e => BTHEEESID

g n el‘lCI’yp\‘i’:ﬁ key management solution.
(® Google-managed key

No configuration required
Customer-managed key

Manage via Google Cloud Key Management Service

Google Cloud
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BigQuery T—J JLD{EDIEE 1L

>
'l‘$$& s&*%/ll& s,fﬂi*&é INSERT tablel(Customer id, customer name, zipcode ) VALUES
® 1@A B fd‘ 17[‘ fd‘ B .‘. ‘jane doe’
@first_level_keyset), 95134, ‘zipcode_ad’) as zipcode));
1
123 Jane 94566 AEAD

. (123’
EEILTHENTES ;
ﬁ%*”ﬁﬁﬂﬁg Doe Encryption | 123 Jane Doe | fgtyjjllo=

Cloud KMS @+ v THES 1t
. AEAD. ENCRYPT (KEYS . KEYSET_CHAIN(@kns_resource_name,
o SQL B% &L TAEAD FES1ERE i el s S e |
o AES GCM 256 bit e oo [N :> 456 John Doe | m7Vmuawqry

678 Lizzy 95135

i-‘z I\ Doe 678 Lizzy Doe |koemFS5ter=
o Bty
890 Honey 94524 890 Honey Doe |dGhpYmF1ZA
N Doe
o BigQuery NTCHERLT=% :
gQ y -C LT 0) ? SELECT customer name, *
1 AEAD.DECRYPT_STRING(KEYS.KEYSET_CHAIN(

o Cloud KMS TERELT-3:D ! @kas_resource_nane, ‘ :‘%

Raw Data @first_level keyset), -

zipcode, ‘zipcode_ad’);

Google Cloud
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Data Catalog 7R\ > —4%

v Q@ Sensitive

D v Q@ Restricted
O b @ PHI
T—RISRABMTODTVERAEE O - Pl
BigQuery M FILANJILtFa)T+1E, Data Catalog T .
BEY 57— 455 AOBEIH-THEENS O @ Email
e DataCatalog WM T—4Y5ANDR) > —4E O ® IMEI
BEOJVIT—HRISREERE 0 Q IPAddr
D Q@ Personal_Car_VIN
D Q@ Phone_Num
W Q@ SSN
O
O

P Q@ Financials

Google Cloud
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Data Catalog & BigQuery Z##l#EHE . FILRNILTODT VA EE

Incidentld

234698

089145

(R
b O
A4
Data Catalog
PhoneNum Location
IncidentType ReporterPhone Position
Mooring 510-45-6789 40.44N, 73.59W
Coclnspection 405-94-7201 37.46N, 122.25W

| |

$Amount

Manifest

$10,000

$25,000,000

e P

Responder

\
@

BigQuery

Financial e

Auditor

Google Cloud
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Cloud Data Loss Prevention (DLP)

o« TRENEL.EANFHRFD
IR HRE R

o T—ATRXULX,
TA—yhEHELT-
iER=g (gl

o k-ERMRGEHFFANIRIDSH

359740

981587

394091

986941

490456

Senior
Engineer

VP,
Engineer

Lawyer

Senior Ops
Manager

Junior Ops
Manager

307-964-0673

713-910-6787

692-398-4146

294-967-5508

791-954-3281

" [ sobTiie | Phone | conmems |

Please email them at
jane@imadethisup.com

none

Updated phone to:
692-398-4146

none

Tried to verify account
with their SSN
222-44-5555

Google Cloud
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Cloud DLP, Cloud KMS & Dataflow M EEEIZKBELZ L/ N\AMTS51

Google Cloud

Data de-identification

Configuration (DLP template and key)
marzagemem

e Security
“=® admins

Data validation and re-identification

Q BigQuery & ------
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"""""""""""""""" ; _) o= Other data v
== storage S
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9 Cloud
pLP

Cloud
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s Security
“=® analysts

\; Dataflow

Subscriber
client
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e Google Cloud DEFEIFHHY—ERIZKH>T, T—2WMBENOT—2FAIZE NS
FATHAVIWERIZHL T, T—% ANFURADHEEEZES

e Google Cloud MT—% /3 RBELEMEEIZRE T 554
DZIRIZHBIFET—2 HINFVR - /i—h1-fAANETOER | Google Cloud Blog
H25IRIZEHFET—2 H/NFV R - 18—k 2-Y—)L | Google Cloud Blog
Overview of data security and governance | BigQuery | Google Cloud
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https://cloud.google.com/blog/ja/products/data-analytics/data-governance-and-operating-model-for-analytics-pt1
https://cloud.google.com/blog/ja/products/data-analytics/data-governance-in-the-cloud-part-2-tools
https://cloud.google.com/bigquery/docs/data-governance
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