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o HEIZYYBZREELAIENE#HMNS 2 AAEE)
m  HAProxy ® DNS YIYE X [CEFREI A BN S
. TAANTOBITHEE
o VILFUSRAMDBIEDEHS
o APIServer -> T—HRXR7 DY —E RBRHMNEH
m colopl/k8s-local-dns (*1) + colopl/expose-kubedns (*2) T¥d B £ (*3)
o FILEREMNEZ TS (*4)
e  Multi-cluster Services
e  Cloud DNS for GKE

*1: https://qgithub.com/colopl/k8s-local-dns
*2: https://qgithub.com/colopl/expose-kubedns
*3: https://speakerdeck.com/toversus/reliable-and-performant-dns-resolution-with-high-available-nodelocal-dnscache

*

Google Cloud 4: https://cloud.google.com/kubernetes-engine/docs/concepts/service-discovery#service_discovery outside_a_single_cluster
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e Temporal (*1)
o Uber 0 Cadence MbREVH D
o HEFMEOHLHIKREEZRE = Workflow TPy
m  Amazon Simple Workflow, Azure Durable Functions M JtBEFE
o IA—ARH4—RX
m  Netflix A%t N D Workflow &L TIREE (*2)
e Spinnaker # Temporal N\—X TEE# %
m  Hashicorp A% Terraform Cloud W42 275 FRE 3= 4 (ZfE A (*3)
e Temporal M Workflow )T Terraform #3417
m Datadog M T—AR—XDEREEFTI—FIELTEFT (*4)
*1: https://temporal.io/
*2: https://www.youtube.com/watch?v=LIiBP7YMGyA

*3: https://www.youtube.com/watch?v=vOoPxs9NHgc
*4: https://[docs.temporal.io/blog/how-datadog-ensures-database-reliability-with-temporal
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e GKE E#H®D Workflow & Temporal + Go SDK TE%E
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Max surge ZEIE MO BIHIETE
HEMERREED EINL

Surge upgrade M E{T

Surge upgrade M5E T #H
BHEMEE DB

|Activity5.NoﬁinKEquradeStarted weur [ { "Nane": “Jll-production-nisc-0", "Location": "asia-northeastl”, "ProjectL. |

|Aclivhyll‘GetCunenmAasterVerslon weur [ "Nane": [l -production-nisc-0", "Location": “asia-northeastl’, "ProjectL.| Resur [[ "1.20.15-gke.3400" ]
|Acliv'rtyl7:Ge(ValidMasterVersions INPUT l( { "Name": "[Jlj-production-nisc-0", “"Location": “asia-northeast1", "ijectI...] RESULT ‘ [ [ "1.23.5-gke.2400", "1.23.5-
|Acliv'rty23:CanMasierqurade INPUT ll { "Name": "[JJll-production-misc-0", "Location": “"asia-northeastl", "ijectl...‘ RESULT ‘ [ true J‘
|Ac1ivrty29:PIanMasterUpgradeOrder weut [ [ { "Name": "[l-production-nisc-0", "Location": "asia-northeastl”, "Projectl. | Resur [ [ [ "1.21.10-gke.2000" ] ]
|Acuv§ty35:NoﬁMAasterUpgvadeStaned weuT [ [ "Nane": "Jl-production-nisc-0", "Location": "asia-northeastl”, "ProjectL. |

Activity 41: UpgradeMaster weut [ "Nane": “[Jll-production-nisc-0", "Location": “asia-northeastl’, "ProjectlL.| Resut [[ { "name": "operation-1653364
|Act|w(y47,Wa\chMasterqurade neur [ “Nane": "JE-production-nisc-0", "Location": “asia-northeastl”, "Projectl.| Resur [ [ { “endTine": “2022-05-24T04::
| Activity 53: NotifyMasterUpgradeCompleted weur [ { "Nane": “[Jll-production-nisc-0", "Location": "asia-northeastl”, "ProjectL. |

o TMHEZMEIAHAINDTEEMNENNTLVS GKE VTR AL EHAIHE

Google Cloud




GKE #FH#8E~ D *F its

e GKE Dataplane v2
o CiiumIZ&darvTF RV T—UDEEHZ
o eBPF R—RDIL—TFT127J rybT—Y RYL—&OxT
o I&KD%5 kube-proxy
o  G#&D Cilium N—XDHEEEILRIR~ D HATF
m  Hubble (*1) + Tetragon (*2) &
m  Sidecar-free eBPF Service Mesh (*3)
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*1: https://github.com/cilium/hubble [ | ’@
*2: https://github.com/cilium/tetragon & n
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DNS ~X—X
Global Load Balancer
m  JATSDHEEIL HAProxy MIGs
Multi-cluster Ingress (*1)
Multi-cluster Gateways (*2)
Traffic Director service routing APIs (*3)

*1: https://cloud.google.com/kubernetes-engine/docs/concepts/multi-cluster-ingress
*2: https://cloud.google.com/kubernetes-engine/docs/how-to/deploying-multi-cluster-gateways

*3: https://cloud.google.com/traffic-director/docs/service-routing-overview
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e Agones e Helm

e ArgoCD e Helmfile

e Berglas e kube-state-metrics
e ChartMuseum e Nginx

e Datadog (APM) e Prometheus stack
e Dex e Spinnaker

e ExternalDNS e Temporal (Cadence)
e Falco e Terraform

e Fluentd e Victoria Metrics

e GitLab

e Grafana
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o IUTF LIARN)DERIKER
o Z{KHIZ DockerHub M5DEZHHETRLY
o  Kubernetes SIG (Special Interest Group) Bii&E (¥ GCR A% LY
o  Quay * GitHub Container Registry MR #1551FE5
o HERIZTEIDOMN?
o HNEBAVTF LPRNIMLDTIL
m T5AR—k UF5RAfZE Cloud NAT H\hZE
o DockerHub @ L —KlfR

m  kubelet [FERI—F—TAA—C%FTILT D
e 100 pulls per 6 hours per IP address
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e mirror.gcr.io (*1) DFEEIZIKTF

o latest AT LHMMEZLLY
o FRHEEDEWVNAA—VIEFTYyylahbBASREEENH S
n HHRIBETSEBLTUL: Debian 1 A—UHAHEZ=CENH S

e Docker Registry Synchronizer (*2)

o Python TEMN=RV)TrEEHRETLTHELE
B EDAA=UDNEFHIN=MDHBHE

e dregsy - Docker Registry Sync (*3)

Google Cloud

o Golang TEMNNT=FEHZEIT or T—EVELTHRA AT ERAN
m (AU DREANEL Docker T—E 4> skopeo (*4) 2k (T3

*1: https://cloud.google.com/container-reqistry/docs/pulling-cached-images
*2: https://github.com/AliyunContainerService/sync-repo

*3: https://github.com/xelalexv/dregsy

*4. https://github.com/containers/skopeo
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) tree -a
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L— config.yml
e GitHub + Dependabot + Cloud Build TEE)E i — .cloudbuild.yaml
. . — .editorconfig
o [[EILT=L> Docker f A*—#FE/LRTEHE — .dockerignore
. - . — argoproj
o Dependabot T Dockerfile DRN—RX A A= DAY B ZERRE L argocd
«as o g Dockerfile
m RHONA—TIVEER L chartmuseum
= Nodejs D&S3IZ LTS BNBREFTHMES '— chartmuseum

L— Dockerfile
e ignore (*1) X ELTERD (..

o Dependabot A% PR Z4{ERK

m HBEDISUFLTPREEM
° dependabot/docker/argoproj/argocd/argoproj/argocd-v2.3.4 FROM argoproj/argocd:v2.3.4

) cat argoproj/argocd/Dockerfile

*
1.
https://docs.github.com/en/code-security/dependabot/dependabot-version-updates/configuration-options-for-the-dependabot.yml- ﬁle#linore z :i
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) tree -a
- .dependabot
L— config.yml
e GitHub + Dependabot + Cloud Build — .cloudbuild.yaml
) \ : — .editorconfig
o PR 1’EEE%_‘—I~'HJ—tL,’C Cloud Build E?&’ﬁ' — .dockeri'gnore
] . . — argoproj
m RVUTFCRIEAREDAA—DLEHTE L— argocd
N — ~ . ke P I— i
o TJSUFHMB Dockerfile M/ SRE4ETE L Chartmusza;kerflle
e Dockerfile DHZE/N—ALTHEDAA—T L EATEHETE L— chartmuseum
) L— Dockerfile
o  argoprojlargocd:v2.3.4 (...)
m crane (*1) T GCR/ Artifact Registry [ A—U%FaE—
o TIIFT—FXTUOFYRIELIzAA—CZRIEATRE ) cat argoproj/argocd/Dockerfile
I“I FROM argoproj/argocd:v2.3.3
‘ ’ Dependabot PR trigger " S
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Google Cloud *1: https://github.com/google/go-containerreqgistry/tree/main/cmd/crane
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m fEEHEEABEL
m FEELNFEZTOHN
m NJBEOBREZZITONESD

o Helmchart DEHEENEHER

o BH—LAARIVIZIERER
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GKE Qv rA—)LTL—TENME

° v1.21.10-gke.2000 18 3E
o IIRGTHEMIELTVDEEICL>T—H RS

e  Cluster Autoscaler
o https://github.com/kubernetes/autoscaler/tree/cluster-autoscaler-1.21.0

e Common Webhooks

e etcd
o https://github.com/etcd-io/etcd/tree/v3.4.13

e GLBC (ingress-gce)
o https://github.com/kubernetes/ingress-gce/tree/v1.13.4/cmd/glbc

e  Konnectivity server

o https://github.com/kubernetes-sigs/apiserver-network-proxy/tree/v0.0.24/cmd/server

e kube-addon-manager

o https://github.com/kubernetes/kubernetes/tree/v1.21.10/cluster/addons/addon-manager

e kube-api-server
e  Kkube-scheduler
e  kube-controller-manager

Google Cloud
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v1.21.10-gke.2000 18 7E
IIRGTHEMIELTVDEEICL>T—H RS

e cAdvisor (kubelet F4#)
o https://github.com/google/cadvisor/tree/v0.39.3
e  CNI network plugins

o https://github.com/containernetworkina/plugins/tree/v1.0.1

e containerd
o https://github.com/containerd/containerd/tree/v1.4.11
e containerd-shim-runc-v2

o https://github.com/containerd/containerd/tree/v1.4.11/cmd/containerd-shim-runc-v2

e containerized_mounter (*1)
o https://github.com/kubernetes/kubernetes/tree/v1.21.10/cluster/gce/gci/mounter
e crictl (cri-tools)

o https://github.com/kubernetes-sigs/cri-tools/tree/v1.20.0

° ctr

o https://github.com/containerd/containerd/tree/v1.4.11/cmd/ctr

Google Cloud I . . . . o
https://github.com/kubernetes/design-proposals-archive/blob/main/storage/containerized-mounter.md
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° v1.21.10-gke.2000 18 3E
o IIRGTHEMIELTVDEEICL>T—H RS

e gke-exec-auth-plugin
o https://github.com/kubernetes/cloud-provider-gcp/tree/providers/v0.21.0/cmd/gke-exec-auth-plugin
e  kubectl
e kubelet
e Node Problem Detector

o https://github.com/kubernetes/node-problem-detector/tree/v0.8.7

° runc

o https://github.com/opencontainers/runc/tree/v1.0.0-rc95

Google Cloud



https://github.com/kubernetes/cloud-provider-gcp/tree/providers/v0.21.0/cmd/gke-exec-auth-plugin
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GKE @ addons &L TENME

° v1.21.10-gke.2000 18 3E
o IIRGTHEMIELTVDEEICL>T—H RS

e event-exporter
o https://github.com/GoogleCloudPlatform/k8s-stackdriver/tree/event-exporter-v0.3.5
e  Fluent Bit
o https://github.com/fluent/fluent-bit/tree/v1.5.7
e  GCE Persistent Disk CSI Driver
o https://github.com/kubernetes-sigs/acp-compute-persistent-disk-csi-driver/tree/v1.3.6
e gke-metadata-server

e gke-metrics-agent (OpenTelemetry Collector)
e  kube-proxy (static Pods)
o https://github.com/kubernetes/kubernetes/tree/v1.20.10/cmd/kube-proxy
e  kube-dns (Kubernetes DNS)
o https://github.com/kubernetes/dns/tree/1.21.0
e  kube-dns-autoscaler (Cluster Proportional Autoscaler)

o https://github.com/kubernetes-sigs/cluster-proportional-autoscaler/tree/1.8.1

Google Cloud
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GKE @ addons &L TENME

° v1.21.10-gke.2000 18 3E
o IIRGTHEMIELTVDEEICL>T—H RS

e Kubernetes Metrics Server
o https://github.com/kubernetes-sigs/metrics-server/tree/v0.4.5
e Kubernetes Metrics Server sidecar (Addon-resizer)

o https://github.com/kubernetes/autoscaler/tree/addon-resizer-1.8.13

e  Konnectivity agent
o https://github.com/kubernetes-sigs/apiserver-network-proxy/tree/v0.0.24/cmd/agent
e |7-default-backend (404-server-with-metrics)

o https://github.com/kubernetes/ingress-gce/tree/v1.13.4/cmd/404-server-with-metrics

e netd
o https://github.com/GoogleCloudPlatform/netd/tree/v0.2.13
e Node Driver Register

o https://github.com/kubernetes-csi/node-driver-reqgistrar/tree/v2.1.0

e prometheus-to-sd
o https://github.com/GoogleCloudPlatform/k8s-stackdriver/tree/prom-to-sd-v0.10.0

>

¢
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https://github.com/kubernetes/ingress-gce/tree/v1.13.4/cmd/404-server-with-metrics
https://github.com/GoogleCloudPlatform/netd/tree/v0.2.13
https://github.com/kubernetes-csi/node-driver-registrar/tree/v2.1.0
https://github.com/GoogleCloudPlatform/k8s-stackdriver/tree/prom-to-sd-v0.10.0

GKE EDfFEELVA

o I hA—L TL—UEHOTE
o =23y JFRF (M) EEE#HPICH—EREZETLEL
o kube-addon-manager TEEL TSIV R—RUMDEFH
m  kube-system M namespace [ZLV5 GKE EED Y AT LD Pod HxfR
m FHLLOVR—UMEMENZVEIBRENTZUET S
o RAFT— N—I3 FEFHRIZ APl DEIBRESN L ENH D
m  GKE 122 THIREN S APl —& (*2)
n HIBRSKhTHLEREDA T IMIFEILR (<3)
o HiBrENhi= API THRBIA TS HRAMENLLED
o HIBgShiz API TEAFEDA T UNEEFH TELED

*1: https://cloud.google.com/kubernetes-engine/docs/concepts/regional-clusters
*2: https://cloud.google.com/kubernetes-engine/docs/deprecations/apis-1-22
*3:

Google Cloud https://github.com/kubernetes/community/blob/master/contributors/devel/sig-architecture/api_changes.md
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GKE EDfFEELVA

o /—RI—ILEHOEE
o J—KFLETHEMELTLS Pod BNiLT BIEEEIT S
o J=FDAA—DICRELGEENHIGEITEE
m  GKE 1.20 T Ubuntu 18.04 A5 20.04 IZE#
e NPD Service doesn't start properly on Ubuntu based GKE Nodes version 1.20.* and 1.21.* (*1)
m  Ubuntu ®/\—232 (& GKE ) —R/—k (*2) THEINGLG-T1
m COSDN—2avEEFERIL GKE ) —R/—b B iEFERTRE

*1: https://issuetracker.google.com/issues/202338644
*2: https://cloud.google.com/kubernetes-engine/docs/release-notes

Google Cloud
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GKE EDfFEELVA

e GKETHALTWAIOALRATLIE GKENEHE
o [EMNEE-oYR—NMIEMEICHRET S
n EEANOREELHERE
e  Google IssueTracker (*1)
o GCCPO —REZREEMNLENDEEFMDIERE (*2)
e GKEWY—R/—K(*3)
o KFXaAUrDBIDBBED LIy
e Kubernetes EEY HTILXT LD Issue/ PR
m OJEBBRFIEZLTRMA
n BHOMBEELTEMLTESS

*1: https://issuetracker.google.com/issues
*2: https://cloud.google.com/support/docs/manage-cases#viewing_known_issues_with_services
*3: https://cloud.google.com/kubernetes-engine/docs/release-notes
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Google Cloud



https://issuetracker.google.com/issues
https://cloud.google.com/support/docs/manage-cases#viewing_known_issues_with_services
https://cloud.google.com/kubernetes-engine/docs/release-notes

Dataplane v2 @ Pod IP ')—/ [ #&

e Pod A ContainerCreating JKEE TR A2 VY
e PodSandbox M {ERKIZ5KER
o kubelet A% Pod Sandbox M1k k=5 BX
o PodIP ®EY L TrAIBESER (10.0.0.64/26) [CEE A7

) kubectl describe pods -n kube-system metrics-server-v0.4.4-5698c9f6fc-sptpn

Name : metrics-server-v0.4.4-5698c9f6fc-sptpn

Namespace: kube-system

(...)

Events:

Type Reason Age From Message

Warning FailedCreatePodSandBox 81s (x722 over 158m) kubelet, dummy-node (combined from similar
events): Failed to create pod sandbox: rpc error: code = Unknown desc = failed to setup network for
sandbox "6a2d08a2aB2fc8e49119237¢598b0d505e56eb7731d757f4d0c1d62eeee3012¢c": failed to allocate for range
0: no IP addresses available in range set: 10.0.0.65-10.0.0.126

Google Cloud




Dataplane v2 @ Pod IP ')—/ [ #&

e kubelet DAY HIES

o logName="projects/<project id>/logs/kubelet"
o resource.labels.node_name="dummy-node"

E0209 00:03:12.758449 2377 kuberuntime_sandbox.go:68] \"Failed to create sandbox for pod\" err=\"rpc error:
code = Unknown desc = failed to setup network for sandbox
\\\"372ea79037673d222c21d600302c83fbe139d4ba82adf61699aad8c102011ab4\\\": failed to find plugin
\\\"cilium-cni\\\" in path [/home/kubernetes/bin]\" pod=\"kube-system/metrics-server-v0.4.4-5698c9f6fc-sptpn\"
(...)

10209 00:03:12.553946 2377 kuberuntime_manager.go:466] \"No sandbox for pod can be found. Need to start a
new one\" pod=\"kube-system/metrics-server-v0.4.4-5698c9f6fc-sptpn\"”

(...)

E0209 00:03:33.803332 2377 kuberuntime_sandbox.go:68] \"Failed to create sandbox for pod\" err=\"rpc error:
code = Unknown desc = failed to setup network for sandbox
\\\"6a2d08a2a02fc8e491f9237¢598b0d505e56eb7731d757f4dBc1d62eeee3012c\\\": failed to allocate for range 0: no IP
addresses available in range set: 10.0.0.65-10.0.0.126\"

pod=\"kube-system/metrics-server-v0.4.4-5698c9f6fc-sptpn\"” .
A <%E§ )

A ---;"f

Google Cloud r*ﬂ "F



Dataplane v2 @ Pod IP ')—/ [ #&

e container runtime (containerd) A4 %5

o logName="projects/<project id>/logs/container-runtime"
o resource.labels.node_name="dummy-node"

time=\"2022-02-09T00:03:12.752015398Z\" level=error msg=\"Failed to destroy network for sandbox
\\\"372ea79037673d222c21d600302c83fbe139d4ba82adf61699aad8c102011ab4\\\"\" error=\"failed to find plugin
\\\"cilium-cni\\\" in path [/home/kubernetes/bin]\"

(...
time=\"2022-02-09T700:03:12.755882291Z\" level=error msg=\"RunPodSandbox for

&PodSandboxMetadata{Name :metrics-server-v0.4.4-5698c9f6fc-sptpn,Uid:935de484-bel1b-4e9a-8681-8331f469d8cd,N
amespace :kube-system, Attempt:0,} failed, error\" error=\"failed to setup network for sandbox
\\\"372ea79037673d222c21d600302c83fbe139d4ba82adf61699aad8c102011ab4\\\": failed to find plugin
\\\"cilium-cni\\\" in path [/home/kubernetes/bin]\"

Google Cloud




Dataplane v2 @ Pod IP ')—/ [ #&

e Pod ARYEHTLVEL/—KT Pod IP B BRI E TEDZELMER
o  Endpoints {fEERDL—FFIRIZS I oE M UREBIAEN D

) kubectl describe pods -n default nginx

Name : nginx

Namespace: default

(...)

Events:

Type Reason Age From Message

Warning FailedCreatePodSandBox 5m25s kubelet, dummy-node Failed to create pod

sandbox: rpc error: code = Unknown desc = failed to setup network for sandbox
"5be5d50aa4b186fh0a5c232968cd43996dc3ed7e77¢chab69b4e1c09a66784903" : failed to find plugin "cilium-cni”
in path [/home/kubernetes/bin]

(...)

Warning FailedCreatePodSandBox 4m38s kubelet, dummy-node Failed to create pod
sandbox: rpc error: code = Unknown desc = failed to setup network for sandbox
"0f654d461f604a0780b96be6a80d03b05f265eb5a07c64e1330c3f048366d%9ed" : unable to create endpoint: [PUT
/endpoint/{id}]1[429] putEndpointIdTooManyRequests

(...)

Normal  Started 31s kubelet, dummy-node Started container

controller L s

Google Cloud rg M



Dataplane v2 @ Pod IP ')—/ [ #&

e CNI & GKE OEZEDERE (*1)
o CNIEZEH®D plugin A& (chain) ATEE
o netd M CNIDEEIT7AMIEHRAMLEICERE
o GKE ® IPAM (IP Address Management) [ host-local
m  Node IPAM controller A'/—R[ZEIt) £ T7= Pod CIDR (10.0.0.64/26) m s Ly H L
e Dataplane v2 ZE3NLLI-BDEEDZEL
o netd A CNI DERFE I 74 ILIZ Cilium CNI @ chain ZEMLTE&E
o anetd (cilium-agent) A% cilium-cni D/ F1)%&FHRRX+ EIZERE
m  PostStart Hook T cni-install.sh (*2) 31T
m  netd NCNI DEREFEMLTHSRHENZENGYIZHD

*1: https://giita.com/toVersus/items/4ff2525d562d8de4d530
*2: https://github.com/cilium/cilium/blob/v1.10.3/plugins/cilium-cni/cni-install.sh

Google Cloud



https://qiita.com/toVersus/items/4ff2525d562d8de4d530
https://github.com/cilium/cilium/blob/v1.10.3/plugins/cilium-cni/cni-install.sh

Dataplane v2 @ Pod IP ')—/ [ #&

o [HHROBEBLYR—I—IXDIERK
o Dataplane V2 ZHMIZLI=USRETOHFEE
o J/—FDEHZE 0 BENLART—ILSEIGEICHKELDLTL
m /—RERERIZZLD Pod HEENT HIKEE
m  /—FIZPod MENIZEH >TWVEWNEEIIEBZENTEFHTES
o WERMD/—KD kubelet & container-runtime M O% % &4+
o PodSandbox MIERIZLEALT=#(Z IPAM A LLVELT= IP ZEIRTETHESES

m  Sandbox vk T—OD{EREHIBRIZKER
m  Sandbox Z#T=IC{EADELTIEAR EELMLTIP A5

Google Cloud



Dataplane v2 @ Pod IP ')—/ [ #&

e containerd T Pod IP ") —Y 9 5RERE (*1)
o YiR—IILHEFEZIT
o Dataplane v2 (cilium-cni) [ZEER <RI N DR S D Ho1-fEE
m Pod RYET—VDMMEAETRA LT I DIGZE DHRERFH
m DI F— (e.g.cilium-cni D/NAFUNFELLG) DNFEELIGETRAR
e Dataplane v2 DEERIDRBIEND I aVIZEEBMLTE ST (*2)
o FITERRRNELZSTZo1:
m fthOI—HF—~DHF
m fRRLEMAZEBLZLY

*1: https://github.com/containerd/containerd/issues/5768
*2: https://cloud.google.com/kubernetes-engine/docs/how-to/dataplane-v2#containerd-pod-ip-leak

Google Cloud



https://github.com/containerd/containerd/issues/5768
https://cloud.google.com/kubernetes-engine/docs/how-to/dataplane-v2#containerd-pod-ip-leak

Dataplane v2 @ Pod IP ')—/ [ #&

e Dataplane v2 DEEFNIDRIED I3 TREIRFE A

o HUTDN—I3>TEIERH
m  1.23.4-gke.1600 or later
m 1.22.8-gke.200 or later
m 1.21.11-gke.1100 or later
m  1.20.15-gke.5200 or later

o 1.21.11-gke.1100 [ZEIF CRAREMN R LE LG o= LE R
m  cilium-cni DN\LFUNRRDOMSHNIS—AH AL o1

Google Cloud




Dataplane v2 @ Pod IP ')—/ [ #&

o GCKEI[XESHIBEZERFHRLIZM?
o containerd O IP %8 B X RRFER TETLVELY
m  Google AN PRZHZEITFTIXL DA EERF (*1)
m  GKEHIAERIZ/\yFZE@ERALI-?
e containerd M/\—23 (& COS DA A—D (2K TE
o NAFVDN—JavEHRLIEEIAERIRONT
o  cilium-cni M/\(F)ZEFRIBEEL=?
m  anetd [(CEHMB/NNYFOREHMNR LN
o netd T cilium-cni H® chain DR TEEBMZESET= (*2)
m  cilium-cni D/N\AF)NEETHENER TETHLEREZTIEM

*1: https://github.com/containerd/containerd/pull/5904
*2: https://qgithub.com/GoogleCloudPlatform/netd/pull/121

Google Cloud



https://github.com/containerd/containerd/pull/5904
https://github.com/GoogleCloudPlatform/netd/pull/121
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Kubernetes ED =& ULVA

e Kubernetes D RELE R ILFERIITH I
o BEIEFED APl DT
m VZIJIRAMDEH
m OVRA—S—HENERLFED API ZFUHELTULVELAFER (*1)
m YA FT— N\—Ta EHORERMKEE (*2)
o EEIZHIFRINS APIFUHELAEE 30 BEHIEBHMEHMILEEDS
o TIHILDEFHDOER
m EHHEEENR—Z(ZBITLTHZNE (Kubernetes < 1.24)
m NTBEICKIEFODER

R
https://cloud.gooale.com/kubernetes-engine/docs/deprecations/apis-1-22#locating_api_clients_writing_to_deprecated_apis

Google Cloud

*2: https://cloud.google.com/kubernetes-engine/docs/deprecations#how_kubernetes_deprecations_work with



https://cloud.google.com/kubernetes-engine/docs/deprecations/apis-1-22#locating_api_clients_writing_to_deprecated_apis
https://cloud.google.com/kubernetes-engine/docs/deprecations#how_kubernetes_deprecations_work_with

Kubernetes ED =& ULVA

e Kubernetes (upstream) DE B ZFBULIVAFTTHEE
o ZFPESTWEoRMEARYZVLDTETDREZELS
m  kubernetes/kubernetes
m  kubernetes/enhancements
o YTLvwial PBENGNTREDIEE
n V)—RERIVFIRAENBZ -1V TRENERD
o KEOHDIVIFIRIVT WA= RIIER
m  KEP 3138: Increasing Reliability Bar (*1)
o TRMDRECHEERDEIZHRE
o  REICHEEEMWL)IFIRI) TN TESLIC
o HHRRIYLREMNKSE

*1:
Google Cloud https://github.com/kubernetes/enhancements/pull/3139



https://github.com/kubernetes/enhancements/pull/3139

client-go / kubectl DRI A ENE R

e KEP 541: External credential providers (*1)
o Kubernetes 1.22 T GA

o client-go MBYZIRTONASF —EH DRBIED LA EHIBR
m U5 VRTANAFZ—HEREE plugin 12
m  ExecCredential (*2) IZ$§E L TEFR3E

o Kubernetes 1.25 T gcp & azure M in-tree M FREEHEEEH EIBR

m  GKE 1.25 £TIZ kubect! FI A& (EHITHARE (*3)
e  gke-gcloud-auth-plugin (*4) Z | F

*
1
https://github.com/kubernetes/enhancements/tree/master/keps/sig-auth/541-external-credential-providers %

*2: https://kubernetes.io/docs/reference/access-authn-authz/authentication/#configuration

A
n
i |

*3: https://cloud.google.com/blog/products/containers-kubernetes/kubectl-auth-changes-in-gke

Google Cloud

*4: https://aithub.com/kubernetes/cloud-provider-gcp/tree/master/cmd/ake-gcloud-auth-plugin



https://github.com/kubernetes/enhancements/tree/master/keps/sig-auth/541-external-credential-providers
https://kubernetes.io/docs/reference/access-authn-authz/authentication/#configuration
https://cloud.google.com/blog/products/containers-kubernetes/kubectl-auth-changes-in-gke
https://github.com/kubernetes/cloud-provider-gcp/tree/master/cmd/gke-gcloud-auth-plugin

Kubernetes Service Account D{t#ZLE =

e KEP 1205 : Bound Service Access Token (*1)
o Kubernetes 1.21 T Beta -> 1.22 T GA

o BE7FED Service Account Token D FEIRED iz
m  Service Account ZEp9 B & Secret IZIWT b—OU BT RESNS
B IWTF—OUICRO—THREESINTIVELDTHTEHEZS
n IWT b= IZBER AL

e KEP 2799 : Reduction of Secret-based Service Account Tokens (*2)

o Kubernetes 1.24 T Service Account Token M BEIAE RN T 74 L TEME

m  TokenRequest APl R CHARFTED M=V 2 FBERT ILELHD
e  Kkubectl create token <sa name> --namespace <namespace>
o fFEMIZ Pod [SRHUFSNTOED BB BEN b —7 £ HIR
*1: https://github.com/kubernetes/enhancements/tree/master/keps/sig-auth/1205-bound-service-account-tokens

*2:
Go gIeIgllﬁ%j.//cﬂthub.com/kubernetes/enhancements/tree/master/keDs/siq—auth/27‘?‘?—reduc:tion—of—secret—based—service—account—token



https://github.com/kubernetes/enhancements/tree/master/keps/sig-auth/1205-bound-service-account-tokens
https://github.com/kubernetes/enhancements/tree/master/keps/sig-auth/2799-reduction-of-secret-based-service-account-token

Kubernetes Service Account D{t#ZLE =

I Argo CD A Spinnaker

o AN REIREN ?
o CI/CD Mi@&FE T Argo CD % Spinnaker % ¥ F Na]  APIServer W) ve sreaming

m VILFISRIEED=ONERISRAEID))—REEE
m  cluster-admin #E[RZ#R 1 [+7= Service Account Token Z A AE & THEH
o Secret A—X®M Service Account Token AN B I IZFITESNALED
m  Secret N—XDEHARDM—U L FEIFRITAIEE (*1) 12H3...
o OO —T—IarENBLDIEEF)ToHIIZRHERE
o JRHRELGI-O. SREIREINSAIREMEELHD
o Bound Service Account Token {515 &
m USRAEBEVNTEIMICN I EO0—T—23 ) TERL
n EBECEBAIRAEOSSICAEVNHAREZROICEEL TEHELV ALY

*1:
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/#manually-create-a-service-account-api-token

Google Cloud



https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/#manually-create-a-service-account-api-token

Argo CD IZxfliz & AN T=5a

e ArgoCD DA A= M= GKE FH® creadential plugin Z3&0 (*1)
o  Argo CD v2.4.0 hi>F| AR RE
o ARBL AA—TMNTE(C
m  gcloud +> gke-gcloud-auth-plugin & upstream D A A—J [ZREHRLFELD
o AA—TDHYHAXHIEZS
o NAFVDN—T3VEBELNEE
m argocd-k8s-auth D {T#EAIZHHEY
o AWSLNDIZSORTANAT =B R—rL 0T ULMEAD RIEA DT
e credential plugin D F R
o TATIYELTRING HTETLEDHBELER
o  GCP Service Account MR T —RE IR VERTBE
m  Workload Identity S A EHENIEH—ERX PHhOURF—DRTEFRE

m ClusterRole THELIERIZK S _ELHATRE *1:

Google Cloud https://github.com/argoproj/argo-cd/pull/9190



https://github.com/argoproj/argo-cd/pull/9190
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