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VPC Service Controls (VPC-SC)
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Workload Identity Federation
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Network Intelligence Center - Connectivity Test

Google Cloud

& Create Connectivity Test

[ Test name *

Lowercase letters, numbers, hyphens allowed

Protocol
e - o
Source
Source endpoint
[ J { Source IP address *
VM instance
Example: 192.0.2.1
IP address
(] 3o00gle Cloud. @
App Engine
ot
[ Cloud Function 1st gen SELECT PROJECT ) ]
Cloud Run

Cloud SQL instance

(—

GKE cluster control plane ] { Destination IP address *

Example: 192.0.2.1

B VMinstance (ipv6-net-external-instance-1)
Network interface: nicO
Network: ipv6-net
Internal IP:
External IP; 2600:1900:4040:f55f../96
View network interface details

Default egress firewall rule
Network: ipv6-net

Action: ALLOW

Priority: 65535

N3 subnet route (default-route-faf6cd65ca66dafs)

Network: ipv6-net
Destination IP range: fd20:1ee:2165:8001:/64
Priority: 0

Next hop: VPC network gateway

B VMinstance (ipvé-netinternalinstance-1)
Network interface: nicO
Network: ipvé-net
Internal IP: fd20:1ee:2165:8001:/96
External IP: -
View network interface details

Ingress firewall rule (ipvé-allow-known-ip)
Network: ipv6-net

Action: ALLOW

Priority: 1000

Q Packet could be delivered

~

Configuration analysis determines that the packet could be

delivered to VM instance (ipvé-netinternalinstance-1)



Identity Aware Proxy (IAP)
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VPC Service Controls (VPC-SC) - R A v ati—F
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Google Cloud | B agiraaftostrat.com I Search (/) for resources, docs, products, and more | Q_search ‘ +B00:0
@ security / VPC service controls / Violation dashboard
Violation dashboard REDITLOG SINK
- Mode Traffic direction -
Access policy - ] ‘ Resource. - ] ‘ Perimeter - ] ‘ Principal - J Any - J [ Any - ‘ [ Service - ‘ I Method -
CLEAR
1hour 6hours 12hours 1day 2days 4days 7days + 14days 30days Custom v — st I
yj A } < ) ZIi1=
- Ji=E
Violations m
Timestamp Troubleshooting token Principal Principal (P Access policy Service perimeter Resource Service Method Dry run
6/2/25,6:42PM g i googl | private default policy roject_vpesc_perimeter projectpcsc googleapis.com ud. 3. TagKeys.GetTagK false
6/2/25,6:42 PM AXKODjIRP2vIDIXSLZ23Cn. google-internal private default policy project_vpcsc_perimeter project-vpesc cloudresourcemanager googleapis.com 9 TagValues Li false
6/2/25,6:33 PM dIYiP).. I private default policy project_vpesc_perimeter project-vp 1 TagKeys GetTagKey false
6/2/25,6:33PM AXKO0nTBTtUXa_KR6_XH google-internal private default policy project vpesc_perimeter projectvpcsc cloudresourcemanager.googleapis com googl 3 TagValues L false
6/2/25,533PM AXKk00jI-DQWGDDHOWAUW . u..@ag..m private default policy project_vpesc_perimeter Proj P com Tmain. false
6/2/25,437PM AXKOOjL KTjVOTSBBTxHH2. u.@ag.m default policy project vpcsc._perimeter project-vpcsc compute.googleapis.com compute beta SubnetwarksService ListUsable false
6/2/25,4:33PM AXKOOJKBMA1Mu78S0cZ.. u..@ag..m private default policy project_vpesc_perimeter project-vpesc compute.googleapis.com compute.v1 NetworksService Get false
6/2/25,433PM AXK00j1_681fWIINJEMUZS. u..@ag..m private defauit policy project_vpcsc_perimeter project-vpesc ‘compute.googleapis.com compute v1 NetworksService Get false
6/2/25,4:33 PM AXK0Ojkz-pazjoUthh4UXYY. u..@ag..m private default policy project_vpesc_perimeter project-vpesc compute.googleapis.com ‘compute.v1.NetworksService Get false
6/2/25,433PM AXK00jIUnInIBu4T7ZwdsP. u.@ag.m private default policy projectvpcsc_perimeter project-vpcsc ‘compute googleapis.com compute.v1 NetworksService Get false
Rows per page: 0 1-100f10000 < >
Top violations by principal Top violations by principal IP Top violations by service Top violations by method Top violations by resource Top violations by service perimeter
Principal Count 1P Address Count Service name. Count Method name Count Resource name Count Service perimeter Count
786524981509-compute@developer.gs._. 166704 10114 167415 logging googleapis com 150621 google.logging v2.LoggingServiceV2 Wr. 150621 project-vpesc 167867 project_vpcsc_perimeter 167881
Unknown 731 private 387 monitoring googleapis.com 16094 google.monitoring v3 MetricService Cre. 16094 project-vpesc-servicel 4
google-internal 280 17 artifactregistry.googleapis.com m artifactregistry.googleapis.com/AptRead m
u..@ag..m 72 12 cloudresourcemanager googleapis com 280 google.cloud resourcemanager.v3 TagK. 140
service-0rg-673390147301 @security-ce. 56 10 ‘compute.googleapis.com 67 google.cloud.resourcemanager.v3.TagV.. 140
service-825213476080@gcp-sa-vertex- 20 10 discoveryengine.googleapis.com 60 google.cloud discoveryengine.v1main 44
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Thank you
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