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R4S —EXDBELBE

SHEEETRE DN LS TFRDMI IS K8s & Istio Tl
Cloud Service Mesh & Cloud Run TV FILIZEERTEAHE?
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ZTDY—ER Ay, ERTFELAD

IO —ERADEELHE
Cloud Service Mesh(CSM) + Cloud Run NERREZfZR ?

CSM T Cloud Run OB% /1 ERIXZS5ZEDHS
AHOEE: YT IDR(o/a—ERDHERE
5 DD FELHMEEREN

Cloud Run on CSM D#EEHYF—HI X JL—

BREDKSIEE (CSM, Cloud Run, Network, SA)
ATYFZLDOBEFEMBLE CI/ICD O

SEEHEY T ILa—F

05



Proprietary

REFR

2025 &£ 7 A 1 BEf & Tl& Cloud Service Mesh # Cloud Run [ZFIB9 42 &%
Pre-GA iU ET,

HEMORNRIIFHRNICERSNDAREENDHYFT

CSM & GKE Mg 5, CSM & Cloud Run DIERABITZHE T 5L D TIE
pYUYFE A,
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YAMOAY—ERDERE. TORE

T/ RIGEEETDRBERRRT D-HICTA/OY—E RGN ER
DRLI=T TN r—2a vz BCHLSAFT-G0RELLD

AN 2
Sgs ’ sET/?c[e ’ ‘ i \ (Inlernet) ( gerl;z?:lor o
HTTP HTTP l
uuuuu v e ! -
i \
e Database l Psey'z:cet { [ C:ervi'(cet }- = fiontend Sé::/:tce
e _J__:-D
Cach
\ Shipping |, ‘ Currency ‘ Pdt_tlg‘ |R m‘dtiow (Redis)
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Kubernetes EDH—E XAy ahiiaz 258

H—EX Ay aldvA4o0—ERADREBERRTHY)1—3>D 1D
FTIXER LA EACERAOEEAKRESVVONEIZES

Service B

AT FT7 T DEHEDIEN

T l / o HAFH—ZEMYDHERE

[ pow | o ST a—TFTaTHELL
e TTEBOEHEDEM
- e Kubernetes ME A L#f 1

o Istio (W—ERAvya) DE ALK

H AR H—F—RDlIstio D7—FTIF¥X
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Cloud Service Mesh (CSM) & Cloud Run A3ERREfR R

CSM (& Google Cloud MM Rt 9 57 Rr—IRGH—ERX AV a
Cloud Run EiAEHEDET—E R AV 1 DE A LH#FOANHMERE

Mesh/Platform/Network O ‘ | Mesh 770 1) %%@@ﬁ'@@ﬁ*ﬂ
e e o UTFEBII Google EFH
Service foo g s \‘\ """" el ey = ey ) L 'U'_EX)(“J:/:LEE:B GOOg|e {Iﬁ
HTTPRoute HTTPRoute ‘
Service ’hv‘.‘;\“,‘ \‘.::_ ! Service |
e G , Owner LT F T T DB DRER
i Service Service ey [ J Cloud Run (j: K8s J:Ljﬁgﬁ
GKE CloudRun «— o HARA—EBECEASND
e o TFULRFIHIEIAM

3H5A CSM (& K8s THFIFAFATAE
(SHIFELEEA)

East-west service-to-service traffic

Cloud Service Mesh TE&I 9 % GKE/Cloud Run ®H—E X Ay 1 IRIE
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ABOEE : HoTILD214o09—ERDERE

Google Clood
3 |
|
1 A .
I O l |
|

Gateway Client Proxy Target1 1
TFII External LB l’ Cloud Run l’ Cloud Run l’ Cloud Run 1
1 |
I |
| . |
| Balancing 1
I N Target2 1
| J» CloudRun |
. |
I' Cloud Service Mesh FA® VPC :
' e  CloudRun [R5 ZAE I

| . Target3
L Ingre§sli§$ internal M #* U 1P Cioud Run I
I ° H—E XfEIZGCLB (%L |
L _____________________________________ I

meshapps.internal Access Control [ A Trace
gs Cloud Service Mesh 8 Cloud IAM + Cloud Monitoring

Google Cloud Next Tokyo 012



Proprietary

ABOEE : HoTILD214o09—ERDERE

Google Cloud e e e e e
| (3) IAM £+ TRRT B 2ORSR MR :
[ D) I
I Y |

I I
Gateway Client Proxy Target1 1
’I-F'I External LB l’ Cloud Run l’ Cloud Run l’ Cloud Run I
I |
! (AR TORSE (4) YAML —HTRRT SRLELHFTUTII—R :
: (2) EREEEEa—FNS DRI Balancing I
| N Target2 |
| J¥ CloudRun 1
I Cloud Service Mesh FH® VPC :
I e  CloudRun X2 A7E I

1 | + = ZK ; D Target3
;o ngress(&&2 interna H U JP  CioudRun I
I ° H—E X[EIZGCLB (F%:L |
1

(5) FAHELESTHH—ERBEHEN AR RIS

< meshapps.internal Access Control PNy Trace
¢X."® Cloud Service Mesh Cloud IAM =& Cud Monitoring
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HeE 1-2: Y —EXROBEEENTIVIC

BIEEDIEEZY —ERXAYL2DRANE TRIEEEGD

Cloud Run [ElD & E

Client

CSM UL/ l’ Cloud Run

g:( CSM &U I’ gllioeurgRun

Google Cloud Next Tokyo

SREENVT — (b—02) [ EHTEELS

3B %¢: https://without-mesh-target-1088...517.asia-northeast1.run.app
HTTP UH T AAwH —: {"Authorization": "Bearer eyJhbGciOiJSUzI1Nil..."} &0

5B45E: http://target.meshapps.internal
HTTP U ZRRAYZ —~DFBEEERE—V>) DEMIETE

w

w
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Target
Cloud Run

Target
Cloud Run
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http://target.meshapps.internal

Proprietary

HEE 1: 7TVADIEELH CSM ARBHRRMAIC

CSM ZEh LG T

= Google Cloud ‘ ** yuichiito-servicemesh3 cloud service mesh X | Qsearch ‘
Open project picker (38 0) -

] & Cloud Run a < Service details /" Edit & deploy new revision @ Set up Continuous Deployment

&  Services

Q Without—mesh—target Region: asia-northeast1 URL: https://without-mesh-target-1088664260517.asia-northeast1.run.app 0

i=  Jobs

s  Worker pools Metrics SLOs Logs Revisions Source Triggers  CSM 2L D IZE(Z Client A Target ZIEUH 9 URL
B Domain mappings Predefined Google Cloud 52 H5RUKRARE

LN N yuichiito@yuichiito-macbookpro:~

yuichiito @ yuichiito-macbookpro in ~ [23:32:08]
$ curl -H "Authorization: Bearer $TOKEN" \
https://without-mesh-client-1088664260517 .asia-northeastl.run.app/call-with-authheader/without-mesh-target-1088664260517.asia-northeastl.run.app

",n

{"message" : "without-mesh-client <- without—mesh—target"}z
)

yuichiito @ yuichiito pro in ~ [23:32:10]

Google Cloud Next Tokyo 015
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e 1: 7TVADESERD CSM RERHRRMAI

% CSMZESHE

"route-proxy"

SEEICHIAEINSCSM RZITTDHRRANE
%9 % HTTP Route M E £ T Backend Service EXVEV T DEEET S

+ "proxy.meshapps.internal"

projects/yuichiito-servicemesh3/locations/global/meshes/meshapps"

yuichiito@yuichiito-macbookpro:~

yuichiito @ yuichiito-macbookpro in ~ [23:36:05]
$ curl -H "Authorization: Bearer $TOKEN" http://${ELB_IP}/call/proxy.meshapps.internal
{"message":"client <- pr‘oxy"}E
CSM HY D15 EI1Z. Client AS Proxy ZFFUH 9 URL (http:// (FREBTHT5)
EEEDHTTP Route EETEHAT-CSM DREHRANRZEFEZ D

Google Cloud Next Tokyo 016
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HRAE 2: CSM TIXCORREIa—F., 2H>EYFEEA

auth_req = google.auth.transport.requests.Request() Google APl Z{E->T

id_token = google.oauth2.id_token.fetch_id_token(auth_req, target_url) M=o %BF
headers = {"Authorization": f"Bearer {id_token}"

b—O EAYEDOT—RICE
hn
try:
async with httpx.AsyncClient() as client:
response = await client.get(

FEADHTTP )T AN
target_url, headers=headers, timeout=5

r—O EELHRELAYEEIE
) iEo
response.raise_for_status() an exceptiol 4XX /5% ZhEPSELN 03 ErrorlZ

CSM #HIBALLLMES Oa—F

XK AMYPTSBEDI—FTY , KEKIFToken DFryaigEEL T

Google Cloud Next Tokyo 017
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HRAE 3: mTLS HHERBREET VAFHHD EITH

RELEMNEIETEDONZ IAM TEE (CSMELTHHEE
MTLS [CKY IS4 T oY —/IN—DNE W F 6 BIED HTTPS 1k

D

Client Target1
J»  CloudRun \y 5 J¥ CloudRun

Service Account: meshapps-client@®~ SA: meshapps-target@~
Run.invoke: proxy

Proxy

J» CloudRun

SA: meshapps-proxy@-~
Run.invoke: target1

Google Cloud Next Tokyo 018
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HRAE 3: mTLS ERRRLLT V= AFHHD ETHI

$ curl -H "Authorization: Bearer $TOKEN" http://${ELB_IP}/call/targetl.meshappS.internal Cllent [j: Target1 %IJ?/Si*EBEb{?;L\O)—G
A 7+t RA3F%5E403 Error Forbidden T5EX
> orbidden (BT HZN . EEEHFRO AR

> Your client does not have permission...

® Target1

Client
J» CloudRun

J»  CloudRun

Service Account: meshapps-client@~ SA: meshapps-target@-~

Run.invoke: proxy

Proxy
L
J» CloudRun

SA: meshapps-proxy@-~
Run.invoke: target1

(- N N J yuichiito@yuichiito-macbookpro:~

yuichiito @ yu ac "0 in ~ [16:11:02]
$ curl -H "Authorization: Bearer $TOKEN" http://${ELB_IP}/call/proxy.meshapps.internal .
Client -> Proxy & Proxy -> Target1 (&

{"message":"client <- proxy"}»
TORAERNHLD TEENHDI

yuichiito @ yu acbookpro in ~ [16:11:27]
$ curl -H "Authorization: Bearer $TOKEN" http://${ELB_IP}/call/proxy.meshapps.internal/targetl.meshapps.internal

{"message":"client <- proxy <- targetl"}a 019
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BEE 4: HTTP Route [CEAAED STy O B

Cloud Load Balancer Tl&#:{ CSM @ HTTP Route ¥8E TS 70y EHE

HTTP Route THIFATE HHEEED 5
o HFUTI)—R
e A/BTAK
o oA MIE » E;%Zt;j:e (Current Release)
¢ "j'—-'—‘F“J I\j '/_~jj_ target.meshapps.internal 99% Backend + NEG
o JA—ILhTxHI 3y Clent e

1  CloudRun oute

i %O)Hij' % 1% Backend + NEG

target-green (New Release)

J¥  CloudRun

HFUTI)—ZDBIFH—ERIT1% FEZIFRY)
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HEE 4: Client H\5 Target2, 3 AD /NS B

target > ! http_route_target23.yml > (=] name
1l name: "route-target23"

hostnames:
- "target23.meshapps.internal®

"projects/yuichiito-servicemesh3/locations/global/meshes/meshapps"

tin H
- serviceNar "projects/yuichiito-servicemesh3/locations/global/ba(
\ ht: 50
e: "projects/yuichiito-servicemesh3/locations/global/ba(

HTTP Route 7 2= T3E 4% target23.meshapps.internal ZE AL
target2, target3 12 50:50 T/ 2y

Google Cloud Next Tokyo

N N J yuichiito@yuichiito-macbookpro:~

yuichiito @ yuichiitc D 0 in ~ [16:20:10]
$ for 1 in {1..10}
do
curl -H "Authorization: Bearer $TOKEN" "http://${ELB_IP}/call/target23.meshapps.internal”
echo
done
{"message":"client target3"}
{"message":"client target2"}
{"message":"client target3"}
{"message":"client target3"}
{"message":"client target2"}
{"message":"client target2"}
{"message":"client target2"}
{"message":"client target2"}
{"message":"client target3"}
{"message":"client target2"}

Client ~DIGEh Target2, Target3 TIEIX 111 IZN\SUI VT ENTINVD
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H#BEE 5: CSM & Cloud Trace 0) B BhE

H—E X DBIETIE HTTP AyA ThL—X ID ZGi%
HARA—MNBEE T Cloud Trace IZEEL. Y —E XD EEE L —X

Il 4 Client ] Proxy ] Target1
User App User App User App
—— > ingress }§< egress ingress &( egress ingress )%{ egress

Trace {EHRD T H AHR—k

N Trace
'*_ Cloud Monitoring
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BEE 5: Client -> Proxy -> Target ® HEjIFL—RA D HI

Proprietary

Start time (Asia/Tokyo) = Duration Spans Loge L avants oo
Jul 4 at 10:32:47.807 AM O 459.675ms 8 (s""w on:spans b ] Find i Trdce l . ¥
Name Collapse all | Service ® | Os 114.919ms 229.837ms 344.756ms 459.675ms
v Trace ID 5f0f108851c3ad10f9e3e41c8d527d28 ...
. v (Missing span ID 8e5fcc3ef613426a)
C“ent v /call/proxy.meshapps.internal/target1.mesha.. o
Ly default_inbound_config/*
s default_inbound_config/* 388/294ms!
PrOXy v /call/target1.meshapps.internal Q 1339144
& default_inbound_config/*
L v default_inbound_config/*
Ta rget1 bl 14.722m< T
L default_inbound_config/* 1.597ms ]
/call/target1.meshapps.internal @ View Logs X
@

339.144ms (73.8% of total time)

Logs & Events Stacktraces (0) Metadata & Links

Attributes

= Filter Enter property name or value
Key 1 Value

/component AppServer

/http/host Proxy proxy-1088664260517.asia-northeast1.run.app
/http/method GET

211
200

/h

ttp/response/size
https:/proxy-1088664260517.asia-northeast1.run.app/call/target1.meshapps.internal

/http/status_code

/http/url

Google Cloud Next Tokyo
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BSED K (CSM, Cloud Run, Network, SA)

Google Cloud Next Tokyo

Cloud Load Balancer
(North South MBERTE )

b RSTqwhaVO— LD RS

| CSM HTTP Route

&

--------- H—EXBDEEDE

Cloud Service Mesh
(East West MIBERTE)

! LBA®

Backend Service

CSM A® E

Backend Service i

S ——

Serverless NEG

|

CSM A ® Cloud Run

BH—EADBTE

CSM A M 3EFLARRANZ

EDEINT IR HMERER

VPC, Subnet, DNS
(CSM REF DR YET—2 )

Y—EXFTHIUE
(H—E RO 7 H R HfH)
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BSED K (CSM, Cloud Run, Network, SA)

IR = TlX Gateway APl O F|AIZ(E GKE
*> GCE(Envoy) 7 EMIHE T, Cloud Run
BATEHEERHBLTVEEA,

HiEkA A5 D Application Load Balancer @
MAZEHELET,

CSM REFIADAHDY—ERIZEINS

CLB&LBRA®D NI IR —ERDRTE

Google Cloud Next Tokyo

,,,,,,,,,,,,,,,,,,,,,

Gateway API

Cloud Load Balancer
(North South MBERTE )

(North South DEIEHRTE)

CSM HTTP Route

cSDO4voaVPO—ILDESE

LB A®

Backend Service

— ==

Backend Service

CSM H®D

Serverless NEG

|

CSM A ® Cloud Run

BH—EADBTE

H—EXBOEEDEE -

Cloud Service Mesh
(East West MIBERTE)

CSM A M 3EFLARRANZ

EDEINT IR HMERER

VPC, Subnet, DNS
(CSM REF DR YET—2 )

Y—EXFTHIUE
(H—E RO 7 H R HfH)
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FIE 1: CSM RERvrI—HE, CSM ERDIEE

1. CSMAEHRYET—9 DEEL, H—ERAThOUF OERK (laC OFE@EAI—HRHY)
a. CSM % Cloud Run [ZiAZE7%; Google Cloud APl ®F %1k
b. CSMER® VPC %> Subnet DER, SM &R T S LR, MEIZRLTHERD
Cloud NAT 4> PSC (Cloud SQL 7% & [ #&#t ) EZVERX
c. Subnet T Private IP Google Access B 31t (fRIEIRIE TH Google APl ZIE 5\ 1=8)
d. Cloud Run DH—EXZ&E D SA ERL
m CSMAAICHELIERFRTE
m  SA Tl run.invoker [EERELALY (2T Cloud Run ZIERBKSIZH-OTLESD
T, 77 AHENTEELE5,
m  (Run.invoker [& Cloud Run M % E TEAIICERE T Ho RRX—I THEER )

2. Cloud Service Mesh OEBIEEDRN (laC DFEFEATHELE)
a. CSM#ER®D YAML 274 IL%EYERK, gcloud A< F TR
b. CSMRNERE®D DNS Y —> L a—KRDERL
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E|I§ 2: CSM AIZ Cloud Run Z1# Rk

Cloud Service Mesh H—ERT7AHIUE

. PN (East West MBIEERTE) (H—E RB D7 o+ R )
e Cloud Service Mesh [Z&n CSM MDD SR
e Cloud Service Mesh D vk T—2(12&M HAED—DHE)
(=3—] VPC, Subnet, DNS
O 0 ,
VPC #$5 7 CSM F® Cloud Run corC Subnet, NS

o Subnet #i5E
o  VPC Direct Egress @ All 5% %E T CSM HD:@&{E1Z VPC D F| FZE5aH
e CSMAYET—U HNMWhLDTIERETRELRYERT (Ingress DEXTE)
o Internal + Load Balancer (CSM #} &8/ 5 ELB/ILB T7 VAN 5ED D H)
o Internal (EAR[XZh)
o HSNEMALSEEEHKLEVATY—EXIERT Cloud Run OEBEEZHES , S EREHKD D
AUNEEFFREENGLTHERWNGELH D
o H—ERTLICEFDY—ERTHIVNEIEE (T4 SA DFEAITIEHE)
e |AM TlE7%< Cloud Run DIEREEETE T. EQOY—ERTHIUINED Cloud Run H—
ERZEEREINERERICEER, CCTAYL2AND T I X% % E
o MNBIFETCITRHRETHIELEMHE, V—RAO—FDELFHEEELRET AT BE
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e HTTPRoute D/ \YIITURDER (Cl THREFHEL)
a. Serverless NEG D {ERL
b. CSM B Global % Backend Service ®{ERL (A—K
N AXx—H CSM EA)
c. Backend Service [Z NEG Z##EUDIT

o CSM#Mib CSM NIZHERRT 1= DREELGENLD ELB/
ILB DYERK
o REIF—HRILLDEDOTEE
o SNEEGEOMMNENS T v RBNANELS CDDE

Google Cloud Next Tokyo
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FIIE 3: CSM A Cloud Run AN/ IV FDYER

Cloud Load Balancer
(North South M@IERTE)

l

CSM A®
Backend Service

LB H®D
Backend Service

\/

Serverless NEG

CSM AH® Cloud Run
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1. HTTP Route ® YAML 774 ILZ{ERL
o BMTAHHY—ERAYL21DEE
o WETOEMEIFESIRANBDERE
o CSMANYIIVRERELTNSI0voarb0—
ILDEZE

2. HTTP Route ® YAML Z#A4>7R—kLT. CSM FHDER1%EER
ExT 5
o YAML Z274IL®D Git Push ZrJHi—&LT= CD TD
1 A% HE 42

Google Cloud Next Tokyo
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FIE 4: HTTP Route T CSM NMDRA+E D&

Cloud Service Mesh
(East West D BIEHRTE)

CSM R D ERIBHIZE5E 5t D B 8% I

CSM A®D

CSM HTTP Route FST1v0
avka—)L

CSM R D E{Ri975
EDIVELT

CSM A® CSM A®
Backend Service Backend Service

me: “route-target23"

: .’.meshapps. internal" Eﬁiﬁﬂ’]@:gﬂ% (CSM W@/‘T’\Xf‘% )

- "projects/yuichiito-servicemesh3/locations/global/meshes/meshapps"
£m¥ % CSM

“projects/yuichiito-servicemesh3/locations/global/bag

projects/yuichiito-servicemesh3/locations/global/ba{

ST OHIEIDIL—IL EBIRHITERIE ST

HTTP Route MEZET 71 /L D15l
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FFE (Cl) &ER (CD) DIBEILED 5B 1 DERHI

CSM [FFRBIMAG R EIEEMNZLDO T, FHTOERIINS T ILEED ATEEEN SO
laC (Terraform % &) 4> CI/CD (Cloud Build, GitHub Actions &) D FIFRE#HE4E

1.CSM IRIEE DB E 2.Cl: B EH—E XD #EAR 3.CD: H—E XD 4\ Ff
o CSMAYRIT—UDIEE o TF7I)Da—FDERE e HTTP Route 771V DEE
CSM D& e Git Push T Cl (B4 (HAFV TV )—RIEEMSERLR)

o H—ERXT7HIUEDER #3R T Cloud Run H—ERXD T

A (Revision BH TILAELY)

Git Push T CD D4
Cl TERLT=#7#8 Cloud Run ¥—

o HY—ERXT7THHUUKMIEZH Cloud EXIZcNS D09 0%ERT
Run ZMERSIER DT 5 o [HEMNHNIZEE HTTP Route &
o HY—ERODHNEPTHIER B/ ERL.YIVRT

| S
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SEHOFEELED

Before: Kubernetes + Istio &R TlX. 1275 (K8s, Istio) E7 TV (A FHh—) Dl AL EH#
f=o1=

After: Cloud Run + CSM # R ZEFE 2 (X, 1> 751LGoogle IA+—IRIZHY  HREEIXL T
B7TVRAFKE. EEMLENS T4 7EE HTTP Route) [(CEHRTES

ham (A0S DEMSIEFHEDREDLE IZHEICT-TE D, €NhHCloud Run + CSM D
ROt {E

% [ GKE Autopilot + Managed CSM (Y5 X2AAVrO—)LTL—THW ) IOBERLEREHROERICEIHSTITOHTY,
=T I1EMaTFHEAEIZ Kubernetes ZfEL =L A Cloud Run Z LV =L\ ZERIZHE T ADONLNERINVET,
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