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The 10p § Google Compute Engine instances by CPU
utilization i thelast hour i project query-
are:

BASHEICLBF vk

t <+ Experiencing issues? X J‘

questions about Google Cloud products and best
practices, and retrieve information about your cloud
resources.

Learn more about how to configure and use Gemini
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Google Cloud Assist

Gemini Cloud Assist Operations

Gemini Cloud Assist
Troubleshooting Playbooks

Latency-QPS Correlation
Playbook

Gemini
Cloud Assist

Latency Outlier Playbook
QPS Outlier Playbook

Config change correlation

Gemini UL W _

Gemini is an Al-powered collaborator to help you
get more done faster. Get answers to your
questions about how to get started with a Cloud
solution, strategies for optimizing resources, or
using the gcloud CLI to manage Google Cloud.

In addition to general knowledge about Google

Cloud, it also has some awareness of your context,
like your project and console page.

How does Bigtable handle conflicting write
requests?

How does GKE scale my clusters?

What is the difference between SSD and HDD?

(Enter anmpt here ) >

For best results use a detailed prompt. Prompt guide [
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°
Idle resources

& 8.5 T1E |
MIBBRTIE )

ARAMGEIEZEITIAIE

¢ °
Rightsizing

(post deployment) Re-platforming:

Managed Services
°
Storage Lifecycle
Management @

Rightsizing

° (pre-deployment) ®
Cu.stom Committed Use

Machine Type Discounts

°
Autoscaling
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°
Re-architecting: Serverless,
Containerization, etc.

°
Preemptible VMs
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Gemini EEE b W _

Gemini [CTaXMEEIL A%
ZHEULTHES

Gemini is an Al-powered collaborator to help you
get more done faster. Get answers to your
. . questions about how to get started with a Cloud
Gem NI solution, strategies for optimizing resources, or

. using the gcloud CLI to manage Google Cloud.
Cloud Assist

In addition to general knowledge about Google
Cloud, it also has some awareness of your context,
like your project and console page.

What is the difference between SSD and HDD?
What is Secret Manager?

What can | use Eventarc for?

(Entera prompt here 1 > 9

For best results use a detailed prompt. Prompt guide (4
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Basic filters @)

SQL filters

+ Traffic aggregation
Client == server (bidirectional)

uTC+9 Feb 17 Feb 18

All data flows (Sat Feb 15 2025, 1:00PM - Sat Mar 01 2025, 5:00 PM)

Client VPC network project
project-vpesc

project-vpese

project-vpesc

project-vpesc

Legend
[
—t
Y  project-vpcsc
=t
=
[

project-vpesc

Fob 19 Fob 20

Client VPC network
shared-vpc
shared-vpc
shared-vpc
shared-vpc
shared-vpc

shared-vpc

Client IP
10.1.1.4
1014
10.1.1.4
10.1.1.4
10.1.1.4

10.1.14

Feb23

Server IP

® 151.10
® 18172
® 18172
® 18172
® 18172

® 3.164.

Traffic to server

1.53 MiB

274.88 KiB

365.24 KiB

329.43KiB

296.39 KiB

332.68 KiB

Traffic to client

22.53 MiB

6.35 MiB

5.98 MiB

5.86 MiB

5.14 MiB

3.91 miB

View the query in Log An:

Traffic

24.06 MiB
(XS oeTaLs |
6.34MiB TA

6.18 MiB
5.43 MiB

4.24 MiB

1508/s

1008/5

508/s

VA RUN
V4 RUN
V4 RUN
Y4 RUN
V4 RUN

VARUN

8]

(%] ¢ (@last2weeks v JT Q@ >
Display options >l

+ Metric type (chart and table)

‘ Bytes sent - @ ‘
Alignment period (chart) —————————————

[ Automatic (4 hr) v @ ‘
Sampling points (chart and table) "

‘ Sum of client and server - @ ‘
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Flow Analyzer Z:&iR

VPC Flow Logs

VPCFlow Logs (&, Y NT—9 NS T4 v oYY TV ULT7O0—O7ZEMUEY, VPCFlow Logs (&, #i#. VPC Ry hT—7,
FrldELZDY Y —X (7% wv k., Cloud Interconnect ® VLAN 7% v FX > k. Cloud VPN k> XJLRE) ICF U TR TZ£9, VPC
Flow Logs ZEAI 2 &. XY RT—T S T74v 0 NI—VORHERZERZ LT, BRAZ®RBILLED, XY hNT—0 €Fa2UT 1R

LUEDTEEY, o

VPC Flow Logs D1k Z 810

FEEL NI @ Flow Analyzer TR

T 74)0% TONRT1EBFBEZAN

0o #E& 1 AR D FATT =174 BRI
RRTEZRBLANNLO7O0-O7 DERIEH D FEA

IOV~ LRI DR @ Flow Analyzer TRRY %

VPC %y hT—2 P S VLAN 7% v FA > k Cloud VPN k> %)L

T 740M% TONRFBERFEZEAS

0O =&es VPC Xy hT7—U D&R 4 TR FHA Rer=4I 2

O demo-flow-primary-vpc primary-vpc 58 metadata: AT * Flow Analyzer T&RxR

Google Cloud Next Tokyo



Proprietary

Flow Analyzer T Cloud Assist ZTUZ%{ER

Flow Analyzer A V—Z)7y b _Default (2 RADHEL) ¥ © [@71—KINyoERE

5749 ) ORF

- hSTA DR
by g ui) Y Cloud Assist & T\ % i BET4LY .:‘SQL74)L’J Y—R-R% (F4LoYaFL) v @ < @ BRE15H - Q

Z4NT T EEM @ JO-BEOEE VPCHyhT—2 FOYIIh WCERYRT—F P @ X
T4 T 1LEEEM 0] 70-BEOR%E P v | @ X

TaNE TS E @ IO-BEOEE L | @
RRATVayv
FHENF—F 70— (Wed Jul 02 2025,18:22 - Wed Jul 02 2025, 18:38) O/HMFOSTYERRTS @
BEIAT (Fyr—rER)
e [ s ha -0
~ B0 )
‘ BrRZT71w - ®
FIAXYNAE (Fr—h)
B (%) v 0
i
YIRAUR (Fr—hER)
- ‘ TURRTY R - o

T Y T T

T
183730 18:38:00

uTces 182300 182330 182430 182500 8260 182800 182830 18 83100 183130 \B3230 183300 400 183430 183800 83500 1835
All data flows (Wed Jul 02 2025, 18:22 - Wed Jul 02 2025, 18:38) O/AfOITUEERTTS @

Al EEFLVPC Ry hT7—2 TOV T b EETLVPC Ry hT—2 EETTIP FEHEIP BrF3T1v7

=® tocchy-demo01 primary-vpc 1921681013 (172! 1.39 MiB Vi R=iT

— tocchy-demo01 primary-vpc 192.168.101.3 S 142 116.63 KiB i;‘ E£1F

Y tocchy-demo01 primary-vpc 10.147.0.48 © 138! 105.46 KiB Vi RiT

= tocchy-demo01 primary-vpc 192.168.101.3 78.39 KiB Vi BT
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Flow Analyzer T Cloud Assist 2TV Z{ERX

42 Cloud Assist D7 T ') {ERK
BAREETUVIIRNETOAVTNAR

A

ARIELIEWRY RT =0 RS T70vo070-7T—9%ZLRULET,
development-workstation 55 ntochi-jump01IND ~Z 7 w7 & 7O KN )L ZRR

el ROWINHDFIZRRL X T,

V—VBDOKNZ 74y ERR SSH S 714 v IbhH2Y Y —RAZRR
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Cloud Assist ' SQL Z4 Rk

¥ Cloud Assist 7 T\ {ER%

0 70> 7k T development-workstation 75 ntochijump01IAND ~Z 7 ¢y 7 & 7OKN )L EFRR KT

3 [E1E
Flow Analyzer TR O 91T SQL Z X179 %
SELECT
src_instance_name,
dest_instance_name,
protocol,
src_ip,
dest_ip,
bytes_sent
FROM
“flowLogs"
WHERE
src_instance_name = 'development-workstation'
AND dest_instance_name = 'ntochi-jump@1’

0 71— RNy o %%E BL3 il | O T SQLERTT S
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079 ® < @ BEIEM- st o >

szy_ mnw Ao s

@t [ @EE J[(BsaLUTIrLYA | © ®TTH

T WITH RF—b A2 bE, Gemini ICKYAEMENZITYT VPC Flow Logs ASDLBRT—FF v A MERBTEHOTT., EMENLITYRUTOEBYTY,

flowLogs AS (
SELECT
JSON_VALUE (json_payload.connection.src_ip) AS src_ip,

(
1
2
3
4 WITH
5
6
7
8 JSON_VALUE (json_payload.connection.dest_ip) AS dest_ip,

9 JSON_VALUE (json_payload.src_instance.vm_name) AS src_instance_name,

10 JSON_VALUE (json_payload.dest_instance.vm_name) AS dest_instance_name,

1 CAST(JSON_VALUE (json_payload.connection.protocol) AS INT64) AS protocol,

12 CAST(JSON_VALUE (json_payload.bytes_sent) AS INT64) AS bytes_sent,

13 timestamp,

14 PARSE_TIMESTAMP ( "%Y-%m-%dT%H :%M:%E*SZ", JSON_VALUE(json_payload.start_time)) AS start_time,
15 PARSE_TIMESTAMP (" %Y -%m-%dT%H :%M:%E*SZ", JSON_VALUE(json_payload.end_time)) AS end_time,
16 FROM

17 *tocchy-demo®1. global. Default. Default”

18 WHERE

19 log_id IN ('compute.googleapis.com/vpc_flows',

20 " networkmanagement . googleapis. con/vpc_flows') )

21 -

22 | -- Gemini IC&YEME NS TY DMK

24 SELECT

25 src_instance_name,
26 dest_instance_name,
27 protocol,

28 | src_ip,
29 dest_ip,
30 bytes_sent
31 FROM

32 flowlogs'
33 WHERE

34 | src_instance_name = 'development-workstation’
35 | AND dest_instance_name = 'ntochi-jump@1’

17 src_instance_name dest_instance_name protocol src_ip dest_ip bytes_sent
STRING STRING INTEGER STRING STRING INTEGER
1 hi-jump01 1 192.168.101.3 10.147.0.48 16128
2 hi-jump01 1 192.168.101.3 10.147.0.48 896
hijump01 1 192.168.101.3 10.147.0.48 896

#E (335) F—TI | FEHEHAHBEOF v—~ @A ¥ govo-k @ F5-hEAR Byyvaf—FegE  ~ @

4 hi-jump01 1 192.168.101.3 10.147.0.48 224
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Flow Analyzer Mo TAFDERITEHATRE

70—DF#E (Wed Jul 02 2025, 18:24 - Wed Jul 02 2025, 18:40) x

development-workstation (GCE -1 > 2% > R) — ntochi-jump01(GCE ¥ 2% > X)

HEIETT #EE%

GCEAYRIVR development-workstation GCEA YATUR ntochijump01

3 1921681013 » 10.147.048
VPC#y I ry-pe P Y= asiznortheast1-b

GCP Y— ortheast-a GCEAYRFVRA TAYzY ‘tocchy-demo01
WCRyhT—270Yxs  tocchy-demo0l L]
IS VPC Ry R T7—2
GCEAYRF YA FOAY 2T ‘tocchy-demo01 VPCH TRy hO—7
3 GCPYU—ay
WPCH TRy RT—7 hybrid-subnet01 VPC Ry hT—5 FOYTH  tocchydemo0]
GCPU—¥axy asia-northeast1 ~
70— A—F
Zokan IcMP
rST74vY
BE37095
52.5KiB

ULy TO (Bh#a) ASAR

development-workstation (GCE -f ~ 2% > ) — ntochi-jump01 (GCE f ¥ 2%~ R) (BRIE:E)

wrepn @0 a

200873
15085
Tousss

sonje

urcis 1828 w2 1m0 am asz  mas laas  m3s  mas
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MEDOF A kOB
2025-07-02 (18:40:56)

LHENBEANMTORBR
- © =hEmH

HERLAMA b L —R DR

trace v

ERUT b L—ROMMTER
© /Wy MEREAETT

MRS L —2D/CR

VM A Y29 > Z (development-workstation)
XY RT=9 25 —=7 2 —R:nicd
% k=2 primaryvpe

FYRT—Y (25 -7 1 —ADEMERT

Th hEE) BERI7 7701 —IL R
Ur—=L—b

e e i

5B 1500

4

R

4 #ii: default-route-86d4d418af49e41b

Fv kU —%: primary-vpe

PSS IP HF9: 10.147.0.0/24
FRIARRYTVPCRY RT—9 F—h Tz A

VM A ¥ 2% > Z (ntochi-jump01)
Fv hI=7 A5 =7 =R nicd
Fv k7 —2: primary-vpc

PIER IP:10.147.0.48

HEBIP: -
Ry bT—9 425 -7 1 —2OFMERT
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Proprietary

fRRE 1:
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HY—EX 7HOULOFA Security Command Center
IAM 2@ L T=5/MERB O R Al OME Cloud Operations
&Ry —niER VPC
» Service Controls
%27
1/ I5DME FRHIBEH . £H17 1UISOME %
Private Service Connect _j-j:;: g%;j;,\ﬂ_);fgr

Cloud NGFW (Firewall, IPS)
Cloud Armor (WAF, DDoS*}%)
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Security Command Center
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Container Threat Detection
Event Thread Detection
Security Health Analytics
Virtual Machine Threat Detection
Web Security Scanner

Cloud Run Threat Detection FLEa—

Anomaly Detection
Cloud Armor

Sensitive Data Protection

Asset Inventory

VM Manager

Acalvio Prisma Chef
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Enterprise / Premium Tier

Gemini-generated

Postures for
Google Cloud

B THhRAALD Security Posture
° Policy % ER9 5D [T EELL.
LMD

Gemini & Security Command Center [Z
BHDIIVRRIEIZE ST
Posture Policy Z{Ep L TH5S

4 Create posture tailored to your environment

Posture

Based on details about your environment, these

= GCE_policy_set

= GKE_policy_set

o FALTWEH—ER
° *I“EHL—CL\%)U_:)H\J
o  BRAINBZIVISATURKE

UG I)yHT
R —%ER

policies offer solid monitoring across your region, industry, and Cloud services

Policy set containing list of policies

for GCE service B 19 policies

Policy set containing list of policies
for GKE service

B 11 policies
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Vulnerability Assessment for Google Cloud

‘ ) BEAVCEEANARER

9 I—DxURERE
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instance VMs
) BMDT AR
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Google Compute VM AV REVR TARYDYO—2% FERMIZ/ERLT
Engine AMDELELIE VM AV REZVRATFIvI%EE

PEFRD VM Manager [I2&£5 T—Y b RA—XDMfFHHEEED
F| FA AT BE


https://cloud.google.com/security-command-center/docs/vulnerability-assessment-google-cloud
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Event Threat Detection Rule

%

Backup and DR )/ \WITVTTZ%
/ \ \J 7 7 \J j — - 9 @ ﬁlj % ( : _I.q J;.[:T\ [ Inhibit system recovery: deleted Google Cloud Backup and DR plan association TAKEACTION ~ 1of11 < > X

SUMMARY 'SOURCE PROPERTIES (9) JSON

What was detected

Description backup pl from aworkload. Back g on
the workioad. The resource(s) affected are in us-easts.

state @ Actve ~ state

Ransomware % sevty o -
Create time March 25, 2025 at 5:10:21 PM GMT-4 create_time

- N N Principal email salimhafid@google.com v access principal_email

I\ Ty T LU Backup Vault M .

Service name backupdr.googleapis.com access service_name

e =p =
ﬁlj }/i\ o) Eit 1T Method name google.cloud.backupdr.v1.BackupDR DeleteBackupPlanAssociation  ~ access.method_name
o TUBLITITD
Affected resource
ig BZ Resoue dpiymame Py —

Resource full name I

9 *E Resource type google.cloud resourcemansgerProject ~ resource.type
\g — Projct full name - resource gep.metadata project
/ —
L] Resource path $e geve-productb-demo
Cloud provider Google Cloud = resource cloudProvider

3 « Security contacts @ None contacts. security
o WEEZ ARUIMNEBH
INVITITD N7 T TS BEVN\voI7YT N
EE"‘:_& E *Ej- 4?750)%"“3#\ Nomarks
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Cloud Run D& R RH

NYRIGATURDBH
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Shift-left security
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Reverse shell

Enterprise / Premium Tier

Cloud Run Threat Detection

SUMMARY SOURCE PROPERTIES (15) JSON Available for Premium or Enterprise
What was detected Use kernel-level instrumentation to identify potential
= compromise of Cloud Run resources, including

Description A process started with stream redirection to a remote connectec i o )

workload to an attacker-controlled machine. The attacker can th suspicious binaries. If enabled, all workloads will use the

paitofabistiat second generation execution environment when
state @hcthve ~ redeployed. Test your workloads on second generation
Severity Critical ~ i

Y ea before enabling. Learn more (2
Event time March 19, 2025 at 2:26:38 PM GMT-7
Create time March 19, 2025 at 2:26:38 PM GMT-7
Source IP 16925481 ~
@ Enabled MANAGE SETTINGS
Source port 19623 ~
Destination IP 8888 ~
Destination port 53 v connections.elem.destination_port
Protocol PROTOCOL_UNSPECIFIED + connections.elem.protocol
Program binary */tmp/ktd-test-reverse-shell-2025-03-19-21-26-22-utc” processes.elem.binary.path
Arguments View 1 argument processes.elem.args.elem
Environment variables View 13 environment variables processes.elem.env_variables.elem.name
Containers URI us-docker.pkg.d g ging/ktd-demo-publ containers.elem.uri
1 63 v

Containers create time March 19, 2025 at 2:23:50PM UTC-7  + containers.elem.create_time
Kubernetes pods View 1 kubernetes pod kubemetes pods.elem.name
Affected resource
Resource full name J/run.googleapi g 1 1 resource.name

M v

Cloud provider
Security contacts @

Technical contacts @

Security marks

No marks

Related links

VirusTotal indicator

Detection service

Finding canonical name

Finding class

Source display name

Google Cloud  ~
None

None

VirusTotal Process Binary Link 2

resource.cloudProvider
contacts.security

contacts.technical

15312050782:
34~

Threat ~

Cloud Run Threat Detection +

1d0f570a6 canonical_name

finding_class 5

parent_display_name
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