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TQuestion was asked only of respondents whose organizations have adopted Al in at least 1 function.
Respondents who said “don’t know/not applicable” are not shown. In 2023, n = 913; in 2024, n = 1,052.
Source: McKinsey Global Survey on Al, 1,363 participants at all levels of the organization, Feb
22-Mar5,2024
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GENAI SECURITY PROJECT - 2025 TOP 10 LIST FOR LLMs AND GEN Al

genai.owasp.org/lim-top-10/

2025 OWASP Top 10 List for LLM and Gen Al

CIIED
Prompt Injection

This manipulates a large language
model (LLM)th
causing uninte
LLM. Direct inj
system prompts, while indirect
ones manipulate inputs from
external sources.

h crafty

Luvoz:25 ]

Sensitive Information
Disclosure

Sensitive info in LLMs includes P
financial, health, business, security
and legal data. Proprietary models

or foundation models.

LLM03:25

Supply Chain

LLM supply chains face risks in
jata, models, and

nclude

data vulnerabilities.

CID

Data and Model
Poisoning

Data poisoning manipulates

compromised downstream systems.

CIED

Improper Output
Handling

Improper Output Handling involves

which differs from
Overreliance.

of LLM outputs
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E Agency Sy Prompt

using prior
sequent

actions for dynamic task execution

Leakage

an unintentionally
data
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Vector and Embedding
Weaknesses

outputs, or expose st
posing significant security risi

AEED

Misinformation

users,riski
reputationa
making it a critical vulnerability for
reliant applications

L Luvi10:25 ]

Unbounded
Consumption

r pr predictions
making it a key function of LLMs.

CC4.0 Licensed - OWASP GenAl Security Project

OWASP Top 10 for LLM Applications 2025:
https://genai.owasp.org/lim-top-10/
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e Secure Al Framework (SAIF)
@ Google Cloud Security Solutions
(Al Protection, Model Armor, Sensitive Data Protection etc)

Secure your Al with Google Cloud:
https://cloud.google.com/security/securing-ai?e=48754805

Google Cloud Next Tokyo
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https://saif.google/secure-ai-framework
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Al Protection

Google Cloud’s Al Protection helps
manage risks across the Al lifecycle

Al Protection:
https://cloud.google.com/security/securing-ai?e=48754805
Google Cloud Next Tokyo
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Model Armor - FIADA A=
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from google.cloud import modelarmor_v1l
LOCATION="us-centrall"
client = modelarmor_vil.ModelArmorClient(transport="rest", client_options = {"af

user_prompt_data = modelarmor_v1l.Dataltem()

user_prompt_data.text = "BEOEVFEHA T LS\

request = modelarmor_vl.SanitizeUserPromptRequest (
name="projects/projectid/locations/us—-centrall/templates/next-test",
user_prompt_data=user_prompt_data,

result_for_prompt = client.sanitize_user_prompt(request=request)

model_response_data = modelarmor_vl.DataItem()

model_response_data.text = "{RHEDEY FIZLITO@EY TT"

request2 = modelarmor_vl.SanitizeModelResponseRequest (
name=f"projects/projectid/locations/us—-centrall/templates/next-test",
model_response_data=model_response_data,

result_for_response = client.sanitize_model_response(request=request2)

Proprietary
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sanitization_result {
filter_match_state: MATCH_FOUND sy == 4
TilTer_resutts 1 :HJ/-‘E%E'%
key: "sdp"
value {
sdp_filter_result {
inspect_result {
execution_state: EXECUTION_SUCCESS
match_state: NO_MATCH_FOUND

filter_results [
key: "rai"
value {
rai_filter_result {
execution_state: EXECUTION_SUCCESS
match_state: MATCH_FOUND
rai_filter_type_results {
key: "harassment"
value {
match_state: NO_MATCH_FOUND
}
1
rai_filter_type_results { $IJrHIEEE
key: "dangerous" N
value {

confidence_level: MEDIUM_AND_ABOVE
match_state: MATCH_FOUND
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o Lo |erone | commes [ sl RN o Bt
o HMBOEZITHET—ANEET LI,
350740 | SEMOT | 5o gea0e73 | Please email them at o CFATWMET—ANEFEETHIH
Engineer jane@imadethisup.com
981587 VB 139106787 none
Engineer SRR SHRGTERIEAK
304001 Lawyer | 692-398-4146  UPdatedphoneto: o HIER, Eift, TRAFIT b= AE /N7
692-398-4146 it. B o83 E
986041 | SEMOTOPS | 504 967.5508 none
Manager
’ Tried to verify account
Junior O
490456 0 ; PS 791-954-3281 with their SSN
222-44-5555

Google Cloud Next Tokyo

026



Dataplex - T—32FP V) RAEREFE

Dataplex marketing@xx.com : Viewer Permission

marketing-admin@xx.com : Owner Permission
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|___________)

analytics-ops@xx.com: Editor Permission

Dataplex & Sensitive Data Protection D& #:

Asset

Asset

Asset

Asset

Asset

Asset

Bucket

Bucket

Dataset

Dataset

Dataset

Bucket

https://cloud.google.com/sensitive-data-protection/docs/add-aspects?hl=ja
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