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How Ad Manager works with the TCF



Proprietary + ConfidentialProprietary + Confidential

IAB’s Transparency & Consent Framework 

The framework consists of 3 major components

IAB Europe created the TCF as an industry framework for companies complying with the GDPR, standardising the process 
of obtaining user consent and relaying the information through the advertising supply chain

Standard for how to propagate user 
choice from CMP to ad platform and 

from ad platform to vendors

Policies for how providers can ask 
users to make choices about data 

use

Accept

Reject

10101011010001111...

Consent Management 
Platform (CMP)

Transparency & Consent 
(TC) String

IAB requires all vendors to register 
how they process user data 

(Consent or Legitimate Interest)

Global Vendor List (GVL)
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What is the GVL?

Vendors are signing up for the Global 
Vendor List (GVL) which is a registry 
for vendors participating in the TCF. 

This is done via a form provided by the 
IAB: 

https://register.consensu.org/

● They need to declare all their 
purposes

● They need to agree to comply 
with TCF v2 policies

● They need to confirm that their 
set-up supports the TC String

https://register.consensu.org/
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What is the GVL?

Once approved vendors will be added 
to the GVL stating the different 

purposes.

Google is part of the IAB GVL since 
23rd of July.
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What about vendors who are not on the GVL?

The Additional Consent (AC) is an 
additional technical specification 

defined by Google only intended to be 
used alongside the TCF framework. 

It serves as a bridge and enables 
publishers, CMPs and partners to gather 

and propagate additional consent for 
vendors that are not yet  registered on 
the IAB Global Vendor List (GVL) but 

who are on the ATP.

Note: Publishers who want to leverage 
additional consent need to check if their 
CMP can support “Additional Consent” 

collection.
AC Specification List: containing vendors not registered with the IAB GVL 
https://storage.googleapis.com/tcfac/additional-consent-providers.csv

Helpcentre

https://storage.googleapis.com/tcfac/additional-consent-providers.csv
https://support.google.com/admanager/answer/9681920
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What is the AC String?

CMPs create the AC String (Additional 
Consent String) from the AC 

Specification list. 

An AC string must only be created as an 
additional string to the TC string and 

not instead of the TC string (Google will 
not process the request if the TC string 

is not present in the same request!)

Note: the AC string does not allow to 
specify different legal bases (consent, 

legitimate interest) for the various 
purposes and features in the TCFV2 

framework (only allows CMPs to pass 
ad tech provider IDs). 

Helpcentre

1~1.35.41.101 

AC String Example

V1 Specification User consented to Ad Tech Providers (ATPs) 
with IDs 1, 35, 41, 101

https://support.google.com/admanager/answer/9681920
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Google will read the TC string from the CMP

Publisher implements a TCF v2.0 registered 
CMP on their site/app and the CMP stores 

the consent string 

Google’s ad tags automatically consume the 
consent string - no configuration required in Ad 

Manager/AdMob/AdSense to read the data

21
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Let’s put everything together

CMP (Consent Management Platform)

TC String (Transparency & Consent 
String)

Ad Manager

Reads the TC String 
via the IAB TCF API &
only processes data 

granted by string

CMP encodes and updates 
the TC String including GVL (+ 

Additional Consent)
 with the IAB TCF API

AdOps: Only for reservation : Has to 
specify which ad technology each 
creative is using via creative level or 
creative wrapper. Each network has a 
default “EU User Consent” setting.

collects consent for certain purposes from a 
user

GVL (Global Vendor List)

CMP pulls latest 
version of GVL

AdSense/AdMob
AdOps: No action required.

https://iabeurope.eu/members/sourcepoint/
https://iabeurope.eu/members/onetrust/
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Lawful basis Purpose Required to serve 
personalised ads*

Required to serve 
non-personalised ads*

Consent Purpose 1
Store and/or access information on a device

Yes Yes

Purpose 3
Create a personalised ads profile

Yes No

Purpose 4
Select personalised ads

Yes No

Flexible 
(legitimate 
interest or 
consent)

Purpose 2
Select basic ads

Yes Yes

Purpose 7
Measure ad performance

Yes Yes

Purpose 9
Apply market research to generate audience insights

Yes Yes

Purpose 10
Develop and improve products

Yes Yes

Required purposes and lawful bases

*Subject to local law variations
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Google programmatic channels

Passing: TC & AC strings will automatically be passed via OpenRTB protocol

Serving: Authorised Buyers, other DSPs or SSPs check creatives for consented vendors

● In addition to consent for purpose 1 being required for any ad 
serving, consent is required for purposes 3 & 4 for Google, 
otherwise only non-personalised ads will serve
As with current behaviour, Google will not call out to 3rd party bidders in a non-personalised 
ads scenario

● If a vendor uses purposes 3 & 4, consent is required in order for 
Ad Manager to send bid requests

https://drive.google.com/open?id=1uVpqZBi_U4e-VugcUdUWaw_iPxsieEM0
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● Ad Manager offers support for IAB TCF macros, so you can manually 
pass TC string to creative vendors as needed

○ ${GDPR}, ${GDPR_CONSENT_XXXX}, ${ADDTL_CONSENT}

● Work with your creative provider to identify whether you need additional 
configuration so that they consume the TC string correctly

● Providers usually provide the macros directly with their tags

Passing TC string through non-programmatic creatives
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In-app mediation
How to configure Google?

● Ensure you surface all mediation partners in your CMP 
(including via AC, if they are a non-GVL vendor)

● TC & AC strings are evaluated prior to mediation waterfall 
construction

○ Consent or legitimate interest must be established for at least one 
purpose to allow mediation partner inclusion in the waterfall

● TC string will be available in device local storage and 
accessible to all mediation partners to obtain, parse, and 
respect

○ iOS: NSUserDefaults, Android: SharedPreferences
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New controls for all other line items

● Ad Manager can now check consent for individual reservation creatives, 
and decide which ones are eligible to serve based on the user’s choice.

● Publishers can currently choose whether to enable this option, but it 
might become mandatory at some stage. 

● Detected and declared
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Vendor declarations

● Declare indexed providers (from the GVL & Google’s 
ATP list), or add an owned technology

● “Owned” technologies are only for when you can’t 
find them in the provider list

● 3 levels of control: Network-wide, creative wrapper 
and individual creatives
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EU User Consent tab
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These settings have no impact 
on ad requests with TC strings

Regularly check your TCF Error 
report here

Review of the EU User Consent Settings
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Choose which Ad tech will be 
declared by default (usually 
none or very little)

Impacts reservation 
(non-programmatic) line 
items, will be enabled by 
default at some stage.

Declare the ad technologies 
you own

Review of the EU User Consent Settings
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What happens when “Extend consent checking to all 
reservations in the EEA” is enabled?

● Impacts non-programmatic line items and Programmatic Guaranteed deals with Publisher Managed 
creatives

● Automatically detected and Declared ATPs will be considered for ad selection

● If unknown Ad technologies are detected in a creative, the assigned line items will be excluded from 
from ad selection
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My ad does not show
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● Updated to include missing ATP to show ads

● % of rejections will allow you to know where to look

My ad does not show?
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● Detected and declared ATPs are 
considered for ad selection.

● Based on URLs

● Check if this technology is 
consented.

Detected ATPs, are they on the GVL?
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Suggest registration on either the 
IAB GVL, or Google’s ATP list
IAB Vendor list: https://register.consensu.org/

Google ATP list certification process:
https://support.google.com/3pascertification/co
ntact/3pcertification_request

Is it yours?

No Yes

What to do about “unknown” ad technologies

https://register.consensu.org/
https://support.google.com/admanager/answer/9714284?hl=en
https://support.google.com/admanager/answer/9714284?hl=en
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● For GVL technologies/TC String

○ Use iabtcf.com

○ Check vendor ID on iab.net

If ads are not showing, are you getting sufficient consent?
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About grace periods



Proprietary + ConfidentialProprietary + Confidential

Grace periods are system behaviours 
that get applied based on which errors 
you see from the TCF error report. There 
are several errors listed in categories 
between 1 and 8. 

Only for error categories 2, 3, 4 and 5 a 
grace period is applied.

Our "Troubleshooting TCF Errors" article 
can help you to investigate TCF Errors.

Error System Behaviour

1.1 / 1.2 / 1.3 No grace period, ads not served

2.1a / 2.1b / 2.2a / 
2.2b / 2.2c Grace Period 0: Misconfiguration

3.1 / 3.2 / 3.3 Grace Period 1: TC string issues

4.1 Grace Period 2: Consent must be reobtained

5.1 / 5.2 Grace Period 3: Global scope and out-of-band scope

6.1 No grace period, ads continue serving

7.1 / 7.2 / 7.3 / 7.4 
/ 7.5 / 7.6 / 7.7 / 
7.8 / 7.9

No grace period, Google will apply mitigation

8.1 / 8.2 No grace period, only TC string is used

What are Grace Periods?

https://support.google.com/admanager/answer/9999955?hl=en
https://support.google.com/admanager/answer/9999955?hl=en
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For errors of the category 2, 3, 4 or 5, the following Grace Periods are applied:

Grace Period System Behaviour

Grace Period 0 (category 2 errors)
CMP misconfigurations

Stacked grace period:
● 15th August - 22nd October > no monetisation impact
● 23rd October - 15th November) > non-personalised ads will be served 

(regardless of personalised and non-personalised setting)

Grace Period 1 (category 3 errors)
TC String issues

90 days (15th August - 15th November) > non-personalised ads will be served

Grace Period 2 (category 4 errors)
Consent must be re-obtained

90 days (15th August - 15th November) > personalised or non-personalised ads 
will be served, depending on pre-existing settings

Grace Period 3 (category 5 errors)
Global scope and out-of-band scope

90 days (15th August - 15th November) > ads will be served in accordance with 
TC string, subject to Google policies

After all grace periods end, ad requests will be dropped where there are errors

Overview of Grace Periods
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TCF errors
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Once you integrate with TCF v2.0 Consent Management, the Ad Manager UI will notify you of any TCF related 
errors detected in the ad requests for your network.

Download a TCF error report for the past 7 days, and click “Learn more” to find a
Help Centre article that provides information on error codes in the report.

TCF errors

https://support.google.com/admanager/answer/9999955?hl=en
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TCF Error Reports may be hard to consume if you own a large inventory structure...

Download TCF error report



Proprietary + ConfidentialProprietary + Confidential

Instructions shared in the collateral!

Process TCF error reports

You can easily convert a Report into an actionable overview using Google Sheets!
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For each error code in the TCF Error Report, you’ll find …

● A description of when the error code applies.

● The suggested action to take for troubleshooting and fixing.

● Information on the applicable grace period:

○ Is there a grace period for this error code?

○ What happens during and after the grace period?

Combining the information from that article and a recent TCF error report, you can easily determine if there are any 
urgencies, and prioritise what action to take first.

Interpret the report using the Help Center
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There is no answer to this question that fits everyone, as both

● the overall error ratio, and
● the distribution of error codes

may differ a lot 

● from network to network, and even
● from one inventory slice to another.

Note that error rates depend on the CMP configuration more than anything else.

Overall, how frequent are TCF v2.0 errors?
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Across the board, there are two particular error codes that regularly:

● Account for ¾ and more of the overall error counts reported
● Account for the majority of TCF v2 related questions to Publisher Support

Overall, how frequent are TCF v2.0 errors?

Errors 1.x
● Request lacks required consent
● No grace period, ads not served

Errors 2.1x
● Can’t fetch TC data from a CMP
● Grace period 0: Misconfiguration
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We will not go into error codes other than 1.x and 2.1x today, as they:

• Are relatively less common, or
(anything but error code 1.1 and 2.1x)

• Have rather trivial action items for the CMP (listed in the HC article), or
(error codes 2.2x, 3.x, 4.x, 5.x, 6.x)

• Have a grace period, if any, that allows for more than 30 days to fix, or
(anything but error code 1.1 and 2.1x)

• Do not (necessarily) affect ad serving
(error codes 6.x, 7.x, 8.x)

Troubleshooting TCF v2.0 errors
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We log an error code 1.x, and serve no ads, when Google, as a vendor, is not allowed under consent 
or legitimate interest.

If there are significantly more error codes 1.x reported than expected*, this could point to a 
systematic error in your implementation. It should be a good idea to check if consent, as collected 
and provided by your CMP, actually meets the requirements for Google to serve an ad.

*) Some level of error code 1.x is expected to be present in your error report if you send us ad 
requests for users who have not given all required consent. We ask you not to send any ad requests 
in that situation, but the required mechanism has not yet been implemented everywhere. 

Troubleshooting error codes 1.x
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Personalized ads

Consent for Purpose 1 (Store/access information)
Consent for Purpose 3 (Personalized ads profile)
Consent for Purpose 4 (Select personalized ads)

LI* for Purpose 2 (Select basic ads)
LI* for Purpose 7 (Measure ad performance)
LI* for Purpose 9 (MR for audience insights)
LI* for Purpose 10 (Develop and improve)

* flexibly registered, see next slides
** Subject to local law variations

Non-Personalized ads

Consent for Purpose 1 (Store/access information)

LI* for Purpose 2 (Select basic ads)
LI* for Purpose 7 (Measure ad performance)
LI* for Purpose 9 (MR for audience insights)
LI* for Purpose 10 (Develop and improve)

If neither set of requirements above are met, no ads will be served.

Recap: requirements for serving an ad**
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Work with your CMP to ensure that for ID 755 (Google Advertising Products):

● There is always consent collected for purpose 1
● There is always legitimate interest established* for purposes 2, 7, 9 and 10
● There is consent collected for purposes 3 and 4 (to serve personalised ads)

If that does not help yet, also check that publisher restrictions do not affect the legal bases.

*) or consent collected for the flexibly registered purposes, see also next slide.

Troubleshooting error codes 1.x
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The many different conditions that cause an error 2.1x have these bits in common:

● GPT or SDK check if they can retrieve data via the TCF API.

● They detect that a CMP API is in fact available, but then:

● They do not receive a valid response:

○ Sometimes the response contains unexpected data types

○ Sometimes no response is returned at all, and we end up in a timeout

○ Sometimes the response is completely or partially malformed, or empty

Troubleshooting error codes 2.1x
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To debug all these conditions, it has proved helpful if your technical staff can emulate contacting 
the CMP on your live inventory – just like GPT would do.

While this may sound rather trivial, our technical teams have used this approach many times to 
easily spot mistakes that could then be discussed with CMPs, and eventually be corrected.

Troubleshooting error codes 2.1x
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Based on example code published by the IAB, there are small pieces of code that you can use to 
see what your CMP actually returns when using the methods defined as mandatory by the IAB.

The scripts can easily be run and evaluated in a browser’s console.
Your technical staff shall be familiar with doing so.

When debugging, please note that GPT always uses the “addEventListener” method of the TCF API!

Troubleshooting error codes 2.1x

Instructions shared in the collateral!
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NPA & TCF
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Serving behaviour when both NPA & TC string present

1. ATP list superseded by TC string
2. Publishers can choose to opt-in to 
Ad Manager checking consent for 
ATPs (declared & automatically 
detected).

Is NPA parameter in the ad request?

NPA serves

No Yes
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Next steps for a successful transition
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Next steps
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Where to send your TCF questions?
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● Visit Ad Manager Help Center

● Click “Contact us” on the top right

How to file a Ticket via the Help Center

Issue Category  _

https://support.google.com/admanager/?hl=en#topic=7505988
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How to file a Ticket via the Help Center


