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e HS5HRE. VPC RIZHITIBHRIREE
e Code-0SS % IntelliJ IDEA 7 E (2%t
o IATHIZKAIRENDEE -Ef

ourume

[TV

& Create workstation configuration

@ Basic information

Environment settings
Select the code editor for workstations that use this configuration. I needed, you can

using
o ® Code editors on base images
O custom container image

Code editors

tings [
ge.conaner | Base Editor (Code 0SS)
Browser based IDE

Intelliy IDEA Uttimate M
PyCharm Professional e
Rider
WebStorm

S

A Phpstom type

3 RubyMine

srven

Generative Al
Welcome to the Google Cloud nera 1(https://cloud.
e Welcome to the Google Cloud repository
This repostory contains notebooks and content that demonstrate how to use, develop

and manage generative Al workflows using powered by on
Google Cloud.

pository contains notebooks and content that
denonstrate how to use, develop and manage generative AT
workflows using [ »

generative-ai), powered by [Ve

con/vertex-ai) on Google Cloud.

Folder structure

generative-ai/
|— gen-app-builder/
|— search-web-app/ - Demo of
= searching through document corpus using Enterprise Search
S enarntivesat/ retrieval-augmented-generation/ - RAG using
SR ) Enterprise Search
|— gen-app-builder/ |— tanguage/
|— search-web-app/ - Demo of = exawples/
searching through document corpus using Enterprise Search }— document-qa/

- examples for doc
retrieval-augmented-generation/ - RAG using 0sA

Enterprise Search }— document-summarization/ - exanples for doc
}— tanguage/ sumnarization
L avamnlac/ |— langchain-intro/ - examples for

commit 37b9cobb60027da391a3f33b349155fd6e92ccdS (HEAD -
Author: Romin Irani <romin.k.irani@gmail.com>
Date: Wed Jul 12 14:19:52 2023 +0530
Update RESOURCES.nd (#100)
* Update RESOURCES.nd
* Update RESOURCES.nd
linting as suggested by @shakeebshams
Co-authored-by: Shakeeb Shams <shakeebshams@gmail.com>
* Update RESOURCES.nd
Co-authored-by: Shakeeb Sham: gmail. com>

~authored-by: Polong Lin <polong-lin@users.noreply.github. com>
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pom.xmi — secure-cicd-maven

demo-app \ porr

® ¢ Cloud Code —

2 CRITICAL vulnerabilities detected for org.springframework.boot:spring-boot-starter-
web 2.6.8 (0 direct, 4 from transitive dependencies)

Licenses: Apache-2.0, EPL-1.0, EPL-2.0, MIT, non-standard

CRITICAL [CVE-2022-22965] Remote Code Execution in Spring Framework

IDE 7564“/ ! D_ﬁ}bf%{ﬁiid— (org.springframework:spring-beans 5.3.16; fixed in 5.3.18)

CRITICAL [CVE-2022-22965] Remote Code Execution in Spring Framework
(org.springframework:spring-webmvc 5.3.16; fixed in 5.3.18)

HIGH [CVE-2020-36518] Deeply nested json in jackson-databind
(com. fasterxml.jackson.core: jackson-databind 2.13.1; fixed in 2.13.2.1)
Google Cloud ! :

HIGH [CVE-2022-25857] Uncontrolled Resource Consumption in snakeyaml

org.springframework.boot
spring-boot-starter-web
Cloud

<Zl Workstations .
org.springframework.cloud

=N
H.FI spring-cloud-function-web

+

ora.sorinaframework.boot
“ C|Oud COde PROBLEMS 14 OUTPL DJEBUG CONSOLE TERMIN Filter (e.g. text, **/*. **/node_modules/**)

v pom.xml demo-app 13

CRITICAL [CVE-2022-22965] Remote Code Execution in Spring Framework (org.springframework:spring-...
CRITICAL [CVE-2022-22965] Remote Code Execution in Spring Framework (org.springframework:spring-...

Hf- 'l‘i — t‘ HIGH [CVE-2020-36518] Deeply nested json in jackson-databind (com.fasterxml.jackson.core:jackson-da..

= -

E‘EE 7’( /X HIGH [CVE-2022-25857] Uncontrolled Resource Consumption in snakeyaml (org.yaml:snakeyaml 1.29; fix...
?I‘yg CRITICAL [CVE-2022-22978] Authorization bypass in Spring Security (org.springframework.security:spri

CRITICAL [CVE-2021-42392] RCE in H2 Console (com.h2database:h2 1.4.200; fixed in 2.0.206)
CRITICAL [CVE-2022-23221] Arbitrary code execution in H2 Console (com.h2database:h2 1.4.200; fixed i...

-london-cloudcode Ln 49, Col 16 Spaces: 2 UTF-8

https://cloud.gooqgle.com/code?hl=ja
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Binary
Authorization

$ cat << EOF >policy.yaml
admissionWhitelistPatterns:
namePattern: gcr.io/google_containers/*
namePattern: gcr.io/google-containers/*
namePattern: k8s.gcr.io/*
namePatter gke.gcr.io/*
namePatter gcr.io/stackdriver-agents/*
namePattern: asia-northeastl-docker.pkg.dev/company-common/libs/monitor[@:]*
namePattern: asia-northeasti-docker.pkg.dev/project-alpha/some-app/*
defaultAdmissionRule:
enforcementMode: ENFORCED_BLOCK_AND_AUDIT_LOG
evaluationMode: ALWAYS_DENY # or REQUIRE_ATTESTATIO
globalPolicyEvaluationMode: ENABLE
name: projects/project-alpha/policy
EOF

o HHICEBLIE-ARYL—IZHEST
e GKEAXCloudRunIzF7O49 3
AA—=2% BFA] 13688 LET

v e )» M - hello - Cloud Run -rnat X =+ v
<« C @& console.cloud.google.com/run/detail/asia-northeast1/hello/metrics?authuser=3&cloudshell=false&project=rnak-altostrat Q M W " * @ 0 6 :
= Google Cloud S bin-authz v 25y ZERAL J—Z, RE¥axXy 704 Q a ® o

)P Cloud Run & H—EROHM /i KEFTOA GHRNT 7O c

VEYVarvET7OCMULTVET Az

VEYavEHER © Service update rejected by Binary Authorization policy: Revision 'hello-00026-wox' is not ready and cannot serve traffic. Container image ‘us:
LTWEY docker.pkg.dev/cloudrun/container/hello@sha256:f85693e789a09ea6629b0a7717102db1e7bead5d6c8616e5543e224f9edf5107" is not authorized by policy. Denied by
[N an ALWAYS_DENY admission rule
BREAKGLASS

r>Z4v0%L @ Pending
—Ta4v7LTWV
9

= -3+ (rmak-altostrat) X + ~

admin_@cloudshell:~ (rnak-altostrat)s$
admin_@cloudshell:~ (rnak-altostrat)$ gcloud run deploy hello --region asia-northeastl --image us-docker.pkg.dev/clo
udrun/container/hello --binary-authorization=default
Deploying container to Cloud Run service [hello] in project [rnak-altostrat] region [asia-northeastl]
X Deploying... Revision 'hello-00026-wox' is not ready and cannot serve traffic. Container image 'us-docker.pkg.de
v/cloudrun/container/hello@sha256:£85693e789a09ea6629b0a7717102dble7bead5d6c8616e5543e224£9edf5107" is not authoriz
ed by policy. Denied by an ALWAYS_DENY admission rule
OK Creating Revision...
X Routing traffic... Revision 'hello-00026-wox' is not ready and cannot serve traffic. Container image 'us-docke
r.pkg.dev/cloudrun/container/hello@sha256:£85693e789%9a09ea6629b0a7717102dble7bead5d6c8616e5543e224£9edf5107"' is no
t authorized by policy. Denied by an ALWAYS DENY admission rule
Deployment failed
(gcloud.run.deploy) Revision 'hello-00026-wox' is not ready and cannot serve traffic. Container image 'us-doc
ker.pkg.dev/cloudrun/container/hello@sha256:£85693e789%9a09ea6629b0a7717102dble7bead5d6c8616e5543e224£9edf5107"' is not
authorized by policy. Denied by an ALWAYS DENY admission rule
admin_@cloudshell:~ (rnak-altostrat)$ D
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FRNCEYFEEDD-- L2

o —HISTIOATIRRMETLDD
=EIRT—T4070k

o BB DEREEEIERL. RETS
= RA—TIYNDT—T4T7I+

ece N Cloud Deploy - mak-altostrat - X | =

<« C @ console.cloud.google. theast1/canan 1a636-20230712-171214/artifacts.. @ h % @ ® = O @
= Google Cloud binauthz v | [ 25vva () ERALTUY—R. K¥ax> b, 7057 balE.. ‘ Q #% ] a0 : @
U Jer g 3 FUIU— ATy Yy, e . .
\\‘ Cloud Deploy FURY=IATFAY > L arysample (asianortheast) > git-ofa636d-20230712171214  © VY —AOBE CEii  ®%x
V-0 e
£ git-9fa636d-20230712-171214
fEBR 2023/07/13 212:20
BHOO—ILT k5 dev
Vv IRTRER
o-A7Y bk F=F4779h RATSAY AYRIVR
LyFUvT V=R
7=h17 4 govo—K
gs://572¢3€0f363142bfb220b49ad2e6eb57. 1689181939.151171-87€907226094459a9bd78903(816{7b6.tgz & Fovo—k
EIWR P—F1770k
F—F1770 B P -
api asia-northeast1-docker.pkg.dev/rnak-altostrat/my-apps/api:9fa636desha256 :45690eac14479591b7318¢15f9a0b15c 5 fhaecossedth1car20c
web asia-northeasti-docker .pkg.dev/rnak-altostrat/my-apps/web:9fa636desha256 :9aaef6df1441bef4a7d73c60a1720304c03497139d36 Pab3ed6d6
A -
§=TY b OP—F4TF7I b
S—yk  LYFUVIRF—FR  LyFUVTOY  LYFYVIENEF—F4T7Ih  ARL—TOBRH VYR (VARG
dev [ ¥:3] EJL K e8b8S3. skaffold.yaml, manifest.yam! gs//asia-northeast1 deploy-artifacts.mak. P—T1770 NERER v
prod @ €L K fofease. skaffold.yaml, manifestyaml gs://asianortheast1.deploy-artifacts.mak. F—F47 79 NERR v
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Sonatype: https://www.sonatype.com/resources/state-of-the-software-supply-chain-2021
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Synopsys:
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Software supply chain threats | Software supply chain security
https://cloud.google.com/software-supply-chain-security/docs/attack-vectors?hl=ja
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