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Why are
we here?

Learn how to take a policy driven approach to governing your cloud resources and data

Guidance on best practices for defining and enforcing policies across GCP environment 
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Defense in 
Depth Controls

Policy at
Scale

Intelligence & 
Automation

How GCP Security approaches Policy 
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IAM Grant

Who can do 
what on which 

resource.

Defense in Depth Security
GCP Security Policies 

IAM Deny

Explicitly block 
the use of  

permissions in 
resources 

VPC Service 
Controls & 
Firewalls

Constrain data 
within a VPC and 

mitigate data 
exfiltration risks.

Org Policy

Enforce 
guardrails 

around which 
resource 

configurations 
are allowed.

Tags

Organize and 
govern 
resources across 
various Business 
dimensions and 
conditionally 
enforce IAM & 
Org policies 
using ACLed 
Tags.

Policy 
Intelligence

Capabilities 
which provide 
more visibility 
and automation 
to understand 
and manage 
policies to 
reduce risk. 
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Continuous
Learn 

Correct
Prevent 

Policy Lifecycle 
Design Security Posture to translate business or 
security outcomes into underlying policies and 
configurations so that I can be confident in my 
organization’s posture while meeting my business 
velocity goals.

Deploy confidently with appropriate business 
and compliance requirements to reduce risk and 
time spent remediating downstream security 
issues.

Detect   changes to my security posture so 
that I can understand the impact to risk and 
my specified business and security outcomes. 
Report on my security posture for governance 
and auditing.
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Design 
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More than 95% accounts 
in IaaS use less than 3% 
of the entitlements 
they are granted.  

Gartner®, Innovation Insight for cloud infrastructure entitlement management, 
HenriqueTeixeira, Michael Kelley, Abhyuday Data, June 15,2021

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally and is used herein with permission. All rights reserved.
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Used permissions

Inferred permissions

Rightsized permissions

Granted permissions

IAM Recommender

Safely achieve least-privilege, with least effort
IAM Recommender looks back at the permission usage in the last 90 days and finds 
unused permissions. 

Next, the machine learning model looks at the used permissions and finds “inferred 
permissions”. These permissions have been granted but not used, however, we can predict 
that the permission will likely be needed in the future based off of similar usage patterns we 
have observed elsewhere.

IAM Recommender then recommends a new role that removes unused permissions and keeps 
inferred permissions.

The best part?

No config or setup required

Helps remove unwanted access to GCP resources by making smart 
access recommendations to help improve security and reduce risk.
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Priority 
Recommendations.

Over-granted 
permissions

IAM Recommendations for Project, 
Folder, & Organization Level Policies  

Recommendations to remove 
or change to less permissive 
role(s)

Recommendations for Human 
users, Groups, & Service Accounts.
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ML-inferred permissions based on similar 
user access paŸerns

Replacement role(s)

Actions

Permissions to be removed aųer 
applying recommendation. 

Impact of taking this recommendation: Reduce 
permissions from 1646 to 11
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● Identify buckets with public access grants

● Help reduce security risk by removing 

excess permissions 

Use Case - Safely remove unnecessary access 
to sensitive data     
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Deploy
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GCP

Manage 
Efficiency & 

Develop

Manage 
Operations & 

Reliability

Manage 
Security / 

Compliance

Manage Cost / 
Spend DEV

UAT

IAT

STG

PROD

Policy at Scale

Ingest

GCP- GKE

AI Sandbox

LOB Applications

Data Warehouse

EDM/LOB

GCP - IaaS/PaaS

LOB 
Applications

Compute

SAP BW

MSSQL

MSFT

NFS

Custom Apps

Security/
Compliance

SecOps

Platform Admin 
(Central IT)

App Developer

App Operator 
(Devops/SysAdmin 
Service operator) 

Managing 1000s of resources & 
applications across 1000+ projects

Across multiple teams, environment, roles 
with an org
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Organization 
Policies

Enable customers to enforce 
constraints around which resource 
configurations are allowed in an 
organization.

70+ resource-based constraints to 
restrict and enforce what and how 
developers can interact with services 
and/or resources.
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Compliance Admin wants to ensure resources are 

only created in Europe.

Compliance needs to ensure only compliant services 

can be used by developers in organization. 

Use Case - Resource Governance at scale  
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https://docs.google.com/file/d/1emNpohX3xQzIaPLhkHHOChf-xfPoKk1R/preview
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Tags are access controlled resources 

Centralized Governance for Tagging Taxonomy 

● Tags Defined at the Organization level

● Tag Keys & Values must defined before use 

Delegation of Tag Usage to Users

● IAM policies control standard CRUD Ops of Tags & Tag Attachment Ops 

Resource management 

● Tags group resources according to custom business dimensions (in 

addition to resource hierarchy organization) 

Policy At Scale 

● Tags can be conditioned in a policy (IAM & Organization Policies) 

P1 P2

PROD DEV

APP-A

TEAM-1

mycompany.com

prod dev

environment:
- prod
- dev
- test

dev

devdev

P3

test

test

TEAM-2
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https://docs.google.com/file/d/170xHK8dvDKAaKPewW5BVzkBDzznsUvqn/preview
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Security Command Center will detect

● Vulnerabilities associated with Identity & 

Access Management

● Vulnerabilities related to configuration of Org 

Policy Constraints 

● Compliance Violations 

 IAM vulnerabilities & Policy Violations  
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https://docs.google.com/file/d/1fN0CHpVWpmzB2S70cSisALAFExsN4-Br/preview
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● Build queries to report on highly privileged 

access to data in GCP.

● Uncover direct and indirect access through 
Service Account Impersonations.

● View history of policies for auditing.

Authorization Access Reviews to Sensitive data     
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BigQuery datasets in org

Principals who have 
access

Roles 
granted

Where Role 
was granted

Who has access to BigQuery 
datasets in organization?
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● Review which external applications leverage GCP data.  

● Review which external identities access GCP data.

Who can access the data across multi-cloud?
GCP Partners
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https://docs.google.com/file/d/1BHZhIO_qiZbCccencoeup9-rlddHRt8i/preview
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Policy Lifecycle 
Design Security Posture to translate business or 
security outcomes into underlying policies and 
configurations so that I can be confident in my 
organization’s posture while meeting my business 
velocity goals.

Deploy confidently with appropriate business 
and compliance requirements to reduce risk and 
time spent remediating downstream security 
issues.

Detect   changes to my security posture so 
that I can understand the impact to risk and 
my specified business and security outcomes. 
Report on my security posture for governance 
and auditing.
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Google Cloud Summit

Thank you for joining


