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Flare-On 10 Challenge 12: HVM
By Dhanesh Kizhakkinan (@dhanesh_k)

Initial analysis

Given file is a Windows x64 executable. Loading into IDA provides clean disassembly and decompilation.
Sklmmlng through the decompiled code one can qwckly ﬁnd the usage of Wlndows Hypervisor Platform API

WmHVPIatform dll. ThIS gives us a hint that the challenge uses Hyper-V for unknown functionality.

Further reading the code and referring to APl documentation, all the while renaming the variables and adding
missing types, we can see that the Hyper-V platform APIs are used to create a VM and run a piece of
shellcode (small OS). The shellcode itself is stored as a resource entry. We can use tools like CFF explorer to
dump the shellcode and try to disassemble/decompile. There are 2 inputs from command line arguments to
the binary and are passed to the VM by copying them to the mapped shellcode.
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Figure 1: Dumping shellcode

Is it 16 bit/32 bit/é64 bit?

Once we try to load the shellcode to IDA, the question whether this a 16/32/64 shellcode pops up. Modern
Intel based processors still start in 16-bit mode and require setting flags in control registers to move to 32 and

64-bit mode. So, for our initial disassembly, we start with 16-bits. Disassembling at the start provides us with
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a small set of instructions, setting the stack pointer and loading GDT and setting the protected mode flag in

CRO.

v seg@00: 0000 BC 00
segff0:0e083 FA
seghbo: 0004 OF 91
ceghbp: 0009 OF 20
seglBd:000C 66 83
seghbe:0010 OF 22
ceghbp:0013 EA 18

80

16 26 @D
ce

C8 o1

ce

00 08 08

mov sp, 8008h

cli

lgdt fword ptr ds:byte D26
mov eax, cr@

or eax, 1

mov cr@, eax

jmp far ptr loc_98

Figure 2: 16-bit startup code

IDA is confused by the last jmp. The OxEA points to a segment:offset(8:18) style far jmp. So, the jump sets CS
as 8 and EIP as Ox18. Now, the instructions at Ox18 are 32-bit and we can either open the file again as 32-bit or
create a new segment starting from Ox18 as a 32-bit segment.

_32b1t:00000018

v _32bit:00000018 66
_32bit:0000001C SE
_32bit:0000001E
_32bit:0000001E SE
_32bit:00000020
_32bit:00000020 3E
_32bit:00000022
_32bit:00000022 BE
_32bit:00000024
_32bit:eee00024 E8
_32bit:000080029 OF
_32bit:00000030 EA
_32bit:00000030

B8 10 00
D8

E@

E8

D@

OE 00 @0 00
a1

15 44 @D 08 8e
F2 @C 6o 00 08 80

sub_18

sub_18

proc near

mov ax, 16h
mov ds, eax
assume ds:nothing
mov fs, eax
assume fs:nothing
mov gs, eax
assume gs:nothing
mov 55, eax

assume ss:nothing

call sub_37 ; setup 64 bit
lgdt fword ptr ds:byte_E44

jmp far ptr unk_D72 ; jmp to 64 bit
endp

Figure 3: 32-bit code

32-bit code does more operations to move to 64-bit and we see another jump (wrongly calculated again by
IDA). The real jump is once again segment:offset which sets CS as 8 and RIP as OxCF2. We need to reload the

shellcode as 64-bit to further analyze the shellcode.

segbbl : 000ORRRRARRACEF2
5eg00:000000000000aCF2
segbidd: 00000000VARBACFL
segbbl: 000RRRRRARRACFS
segbbl: 000RRRRRRARRACFS
seg00:000000000008aCFA
segbdd: 00000000VABBACFA
segbl : 000RRRRRARRACFC
5egd00:000000000000aCFC
segbidd: 00000000VARBACFE
segbbl : 000RORRRRARRACFE
segbl : 000RRRRRRARRACFE
5eg000:0000000000000008
segbdd: 0000000008800

66 B8 10 00
8E D8

8E EO

8E E8

8E D@

48 B8 EF BE AD DE EF BE

AD DE
E8 A5 FE FF FF
Fa

mov ax, 10h

mov ds, eax

assume ds:nothing

mov fs, eax

assume fs:nothing

mov gs, eax

assume gs:nothing

mov ss, eax

assume ss:nothing

mov rax, ODEADBEEFDEADBEEFh

call loc_BB2
hlt

Figure 4: 64-bit code

The 64-bit code is fairly simple. It sets RAX to OXDEADBEEFDEADBEEF and calls a function at OxBB2.
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seghon : 00R00RERDNANABB2 loc_BB2: ; CODE XREF: seg@f@:0000000000000D88Lp
5eg000: 00P0eeEPERRRRBB2 49 B8 50 BO OB E2 FB 57 mov r8, 1ACF57FBE20BBOS5Gh

seghdd: BBPDoRERRBARAEB2 CF 1A

seghdd:0000000000000BBC 41 B9 1B 00 00 00 mov r9d, 1Bh

segl00:0000000000000BC2 E4 03 in al, 3 ; DMA controller, 8237A-5.

segBld: 30B0B000RBRAREC2 ; channel 1 current word count
5eg0@0:00Pe00PRRRAROBCA B7 06 mov bh, &

segBl0: 00B00000RBRARCE 93 xchg eax, ebx

seghdd: 0000000000000BCT 57 push rdi

5eg000: 0ePeeeereERARBCS EC in al, dx

segbdf: 000000000BEREBCY BA FA mov bh, dl

seghdd: 000000000000RBCY et
seg000: PBeeERERRERRRBCE C7 db @C7h

seghe0 : 60e00RAEERRABCC D2 db @D2h

seg000: PeeeERERRERRRBCD 67 db 67h ; g

seghb0 : 0B0000BERRRNBCE DI db @D9h

segho0 : 0000000000000BCF C4 db acah

seg000: PeeeREREERRRBDO DB db @DBh

segho0: 000000EE00RNBD1 3A db  3Ah ;

segho0 : 0000000000000BD2 DA db @DAh

seg000: PeeeEREREERRRBD3 89 db  89h

segho0 : 0000000000000BD4 D3 db @D3h

seg000: PBeeERERRERRRBDS 57 db 57h ; W

seghb0 : 0B0000BE0RNBDE BE db 6Eh ; n

segho0 : 000000000000NBDT7 SF db 5Fh ;

seg000: PeeeEREREERRRBDS 01 db 1

seghb0: 600000EEERRNBDY 7D db 7Dh ; }

segho0 : 000000000000NBDA AF db @AFh

seg000: PeeeEREREERRRBDB 7F db 7Fh ;

segho0 : 0000000000000BDC A4 db @adh

seg000: 0000PRRRERRRREDD AB 60 49 db @ABh, 6@h, 49h

seghdd: 00000RR00AVABED T
seghdf: 00000000000ROBED B8 50 BO BB E2 mov eax, OF20BB@5@h

5eg000: 0ePeeeeRRARARBES FB sti

segbdd: G000BRR00BRRRBEL 57 push rdi

segbdd: 00000000000RBBET CF iret

5eg000: 00PBOB0RARAARBET I e e e e L L e LT
segho0 : 0000000000NANBES 1A db  1Ah

5eg000: 00PeeeRARARRBEY HEE e e e e
segbdd: 0000B000BEREBES 41 B9 1B 00 00 @0 mov r9d, 1Bh

seg0Rf: A0ANA0A0RARARRBEF E6 A3 out 3, al ; DMA controller, 8237A-5.
seg000:0000000000RR0BEF ; channel 1 base address and word count
segbdd: 00000ER0RAREBFL C3 retn

Figure 5: Encrypted code

Function at OxBB2 starts with few valid instructions but soon the disassembly fails. One peculiar instruction
stands out - the IN instruction. IN/OUT instructions are used for IO port access and are special for
hypervisors as it causes VM exits. If we look back at the decompilation of HVYM.EXE, we can see special
handlers for the 10 port access.
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while ( )
{
if ( WHvRunVirtualProcessor( , B, & , BxEBu) »>= 8 )
{
= .ExitReason;
if ( .ExitReason == WHvRunVpExitReasonX64IoPortAccess )
{
Get RIP _R& R9( , & ¥;
if ( ( .IoPortAccess.AccessInfo.AsUINT32 & 1) =8 )
RC&( 3 - 16 - 3 3 ).1
else
RCA( s + 2, s )
Add_RIP_2( ¥;
¥
else if ( == WHvRunVpExitReasonX64Halt )
{
= Get_RAX( );
= B;
¥
else
{
= @;
¥

Figure 6: 10 port VM exit handler

From the decompiled code, we see that the 10 port access handler retrieves current RIP, R8 and R9 registers
and passes them as arguments along with shellcode to an RC4 implementation. Further reading the RC4
implementation, we can deduce that the shellcode is decrypted with the key in R8 and shellcode length in R9
register. Looking at the length we can guess that it is not for the whole shellcode but only a small part - likely
a function. We can also re-verify this dynamically by putting a breakpoint at the RC4 decryption routine and
analyzing the resulting shellcode changes.

Another thing we see is the if . . else condition which checks for IO port AccessInfo. The IO instructions
can read from the port or write to the port. We see that the if. . else condition handles the RC4 invocation
differently based on whether the instruction is for read operation or a write operation. Further looking at the
shellcode and debugging, we can see that after decrypting and running the decrypted shellcode, the OUT
instruction re-encrypts the function. This blocks us from dumping the completely decrypted shellcode at the
end of execution from memory.

There are multiple ways to decrypt the whole shellcode - either write a script to disassembile, find the IN/OUT
instructions and decrypt or let the challenge run and dump decrypted shellcode at the IN instruction to a
separate file. The second one requires fewer lines of code and likely can be achieved by writing a debugger

script.

After dumping the decrypted shellcode, we have a much better looking program to analyze.
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0000000800800BB2 ; _ int64 _ fastcall sub_BB2(_ int64, _ int64)
PROVROVROOROBBB2 sub_BB2 proc near
0000000600EREBB2 49 B8 50 BO @B E2 FB 57 mov r8, 1ACF57FBE20BBO5Gh

0000000000000BB2 CF 1A
0000000000000BBC 41 B9 QA 00 00 00
0000000000800BC2 E4 03
0000000000000BC2
0000000000000BC4 55
000000000000OBCS 48 89 ES
0000000000000BCE 48 81 EC 90 0@
0000000000000BCF BE 00 FE 00 00
0000000000000BD4 BF 0@ FC 00 0@
0000000000800BD9 E8 61 FF FF FF
0000000000000BDE (9
0000000000000BDF 49 B8 50 DO OB
0000000000000BDF CF 1A
0000000000GROBES 41 BY OA 00 00 00
0000000000000BEF E6 03
0000000000000BEF
0000000200800BF1
0000000000000BF1

00 o0

E2 FB 57

[a]

3
sub_BB2

mov
in

push
mov
sub
mov
mov
call
leave
mov

mov
out

retn
endp

rod, esh
al, 3 ; DMA controller, 8237A-5.

; channel 1 current word count
rbp
rbp,
rsp,
esi, BFE@8h
edi, OFC@6h
sub_B3F

rsp
90h

r8, 1ACF57FBE2©BBO5¢h

rod, @Ah
3, al ; DMA controller, 8237A-5.

; channel 1 base address and word count

Figure 7: Decrypted function

Looking at function OxBB2, we see a call to function OxB3F with 2 specific parameters. Further analyzing
OxB3F and child functions, we see that OXFEOO and OxFCOO are supposed to be pointers to strings. Looking
at the static shellcode, those locations are NULL. Looking at the shellcode while executing from HVM . EXE, we
can see the two memory locations contain the data from the command line arguments. We can name those
variables as name and serial.

__inted  fastcall sub B3F{char *name, char *serial, inted a3, _ inted ad)
__int6e4d result; // rax
__inted v5; /f [rsp-18h] [rbp-1@
__inbyte(3u);
HIDWORD(vS5) = CheckName(name);
LODWORD(v5) = CheckSerial((unsigned int *)name, serial);
if ( v5 == Bx2400000001LL )
~esult = @x1337LL; // success
else
result = BLL;

__outbyte(3u, result);
return result;

Figure 8: Check function

Looking at the function, it calls two more functions. One of them checks the validity of the name and the
other checks the validity of the serial.

The CheckName function xors two hard coded strings and compares the result to the name variable and
returns the count of characters which are the same. This resulting count is compared to 0x24 (36 in decimal)
to be a valid name. We can xor the strings and get the expected name.
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Function name 3 | _inte4 _ fastcall CheckMame(char *data)
£
ibg—z 3| _intsa vi; // rbp
sub:EDl A _ int64 result; // rax
7 sub_az1 5| char v3[64]; // [rsp-88h] [rbp-88h] BYREF
7] sub_4aF 6| char vA[52]; // [rsp-48h] [rbp-48h] BYREF
[7] sub_sE1 7| int v5; // [rsp-14h] [rbp-14h]
[F] strlen 8| int i; // [rsp-18h] [rbp-18h]
[7] sub_so3 9| unsigned int v7; // [rsp-Ch] [rbp-Ch]
[7] checkname 10| __int64 v8; [/ [rsp-8h] [rbp-8h]
CheckSerial 11
S| sub_B3F 12| __inbyte(3u);
sub_BB2 13| ¥8 = vi;
14| strepy(va, "*#37([@AF+ . _YB@3!-=7W][C59,>*@U_Zpsumloremips™);
15| strepy(v3, "loremipsumloremipsumloremipsumloremipsumloremips™);
16| v5 = strlen(data);
17| v7 = e;
18| for (1 =0; 1< v5; ++1 )
19
20 if ( (( gned _ int8)v3[i] ~ (unsigned _ int8)data[i]) == v4[i] )
21 7
22| }
23| result = v7;
24| _ outbyte(3u, v7);
25| return result;
26 [}
£ >
00000918 CheckName:25 (918)
Output

Python>def xor(a,b):
return bytes([i~j for 1,37 in zip(a,b)])
Python>print (xor(b'*#37([@AF+ . _YB@3!-=7W][C59,>*@U_Zpsumloremips’, b'loremipsumloremipsumloremipsumloremipsumloremips'))

b’ FLARE2023FLARE2023FLARE2023F LARE2023\x00\x00\x00\x00\x008\x80\x00x00x00\x008\x00\x00 '

Figure 9: xoring the strings
We get the name: FLARE2023FLARE2023FLARE2023FLARE2023
Now onto the CheckSerial function. This function calls two different functions. The first one is a Base64
decode implementation. This can be deduced by either analyzing/debugging the code or looking at the

lookup table which is used (0x40, 0x40...) in the code. The other cryptographic function is much more
involved and needs proper analysis.
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__inte4 v2; /f rbp
int serial_len; // eax
_BOOLS Peswlt' /f rax
3YTE d <=r'c’[J@], // [rsp-48h] [rbp-48h] BYREF
e len; // [rsp-Ch] [rbp-Ch]
v7; // [rsp-8h] [rbp-8h]

__inbyte(3u);

V7 = -;z,-

ed_serial, 6 49 ;
trlen(serial);
asebdDecode(serial, =
len & 7) =9 )

5
B

(1]
=3
w
k
[
(1]

SomeDecryption(decod
result = memcmp(name,
b
_ outbyte(3u, result);

return result;

Figure 10: CheckSerial function

The decryption function creates a keystream using salsa20 algorithm with the first DWORD of name as the
key. The serial (base64 decoded) is split into QWORDs. Two QWORDs and keystream passed to another
function, DecryptBlock.

// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

__inbyte(3u);
memset(out, @, sizeof(out));
for (1 =0; 1 <= 15; ++1 )
in[i] = name_first dword;
5315329 block(( inte4d)out, ( int64)in); // eget salsa key stream
ec ;
a

e
2

DecryptBlock(&decoded[index], &decoded[index + 1], out);

¥
_ outbyte(3u, index);
return result;

Figure 11: Decryption function

The next function is a series of xors in a Feistel-network-like loop (https://en.wikipedia.org/wiki/Feistel_cipher).
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unsigned _ int8 _ fastcall DecryptBlock( int64 *datal, _ int64 *data2, _ int6d *key stream)
{
// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]
result = inbyte(3u);
for (1 =7; 1i>=0; --1)
{
v5 = *datal;
*datal “F RoundFunc(*datz2, i, key stream); // datal *= data2 * keystream[i]
result = (unsigned _ int8)dataz;
*data2 = v5;
¥
__outbyte(3u, result);
return result;
}

Figure 12: Block decryption

Overall, the whole algorithm can be summarized as
1. Create a key stream using salsa20 with the first DIWORD of the name as the key.
2. Split the baseé4 decoded serial into QWORDs and decrypt two QWORDs (16-byte block length) at a
time.
3. Decryption is an 8 round xor sequence (7 to O loop) with the keystream.
To reverse this algorithm, we need to reverse the loop (O to 7) and swap datal and data2. The rest of the
keystream generation remains the same.
Once all the validations are completed, the serial is used in an xor loop to calculate the final flag.

Final algorithm:

import base64
import struct

def u32(b):
return struct.unpack("<I", b)[0]

def u64(b):
return struct.unpack("<Q", b)[0]

def p32(x):
return struct.pack("<I", x)

def p64(x):
return struct.pack("<Q", x)

def xor(a,b):
return bytes([i*j for i,j in zip(a,b)])

def salsa20 step(state):
x = state[:]
def ROTL(a,b):
return ((a << b) | (a >> (32 - b))) & OXFFFFFFFF
def QR(a,b,c,d):
x[b] ~= ROTL((x[a] + x[d]) & @xFFFFFFFF, 7)
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x[c] ~= ROTL((x[b] + x[a]) & OxFFFFFFFF, 9)
x[d] ~= ROTL((x[c] + x[b]) & @xFFFFFFFF,13)
x[a] A= ROTL((x[d] + x[c]) & @xFFFFFFFF,18)
for i in range(10):
QR( 0, 4, 8, 12)
QR( 5, 9, 13, 1)
QR(10, 14, 2, 6)

QR(15, 3, 7, 11)

QR( @, 1, 2, 3)

QR( 5, 6, 7, 4)

QR(10, 11, 8, 9)

QR(15, 12, 13, 14)
out = b""

for i in range(16):
out += p32((state[i] + x[i]) & OXFFFFFFFF)
return out

name = b'FLARE2023FLARE2023FLARE2023FLARE2023\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00"

salsa20_state = [u32(name[:4])]*16

keystream = salsa20_step(salsa20_state)

keystream = [u64(keystream[i:i+8]) for i in range(@, len(keystream), 8)]
data = [u64(name[i:i+8]) for i in range(@, len(name), 8)]

inverse of
for j in range(7, -1, -1):
tmp = data[i]
data[i] ~= data[i+1]"keystream[]]
data[i+1l] = tmp
for i in range(@, len(data), 2):
for j in range(8):
tmp = data[i+1]
data[i+1] 7= data[i]”keystream[]]
data[i] = tmp

data = base64.b6dencode(b’'’'.join(p64(i) for i in data))
final_xor = b'\x19v7/=\x1d&?{\x069X\x12#%k*\x07<8\x18h\x16\x1cO\t4#\x08[ ! $6aj&j\x0fD]\x06"

print("Name:", name.decode("ascii"))
print("Serial:", data.decode("ascii"))
print("Flag:", xor(data, final_xor)[:len(final_xor)].decode('ascii') + '@flare-on.com')

Flag:

Name: FLARE2023FLARE2023FLARE2023FLARE2023
Serial: zBYpTBUWJvVTIMUH4KtcYv7sdUVUPcjOCiU5G5163bb+LLBZsAmEK9YINMplv5SiN

Flag: c4n_i_shl1p_a_vm_as_an_exe_asking_4_a_frnd@flare-on.com
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