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Flare-On 10 Challenge 13: yOda
By Mark Lechtik (@ _marklech )

Overview

y@da . exe revolves around an obfuscation technique applied on x64 shellcode. In fact, it's based on a
real-world malware dubbed JUMPLUMP where this obfuscation was used. JUMPLUMP comes in the form of a
trojanized DLL that gets infected by another malicious component named CORELUMP. The latter takes a
pre-defined piece of shellcode, breaks it down into smaller pieces and incorporates them into one of several
benign DLLs in the %SYSTEM% directory.

The premise of this obfuscation is that the smaller chunks of shellcode are chained together by unconditional
jumps and end up being scattered across the . text section. Since they are also intertwined with other
instructions from the original DLL, the disassembly of the shellcode gets broken, and its flow becomes hard
to track.

Tools

There may be more than one way to solve this challenge, and therefore a variety of tools could be leveraged
depending on the solution method. Nonetheless, here are the ones that | used:

e |DA Disassembler & Hexrays Decompiler for x64: our main task would be to clean up the
disassembly of yOda.exe, thereby producing readable decompiled code.

IDAPython: to clean up the disassembly we’ll need to use some IDA based automation.

Time Travel Debugging (TTD) & WinDbg: while not mandatory for solving the challenge, | find that
the TTD provided capabilities are often useful in dealing with complex binaries. It occurs to me that it
isn't being used widely by malware REs, which is why | think it warrants a basic introduction that you
can find here. A more thorough walkthrough of it by Christophe Alladoum can be found here. Also, |
would recommend Yarden Shafir's two part blog post on WinDbg'’s debugger data model that is full of
interesting use cases and demos of how to harness some of its power (can be found here and here)
TTD is facilitated by several components shipped with Windows 10 installations, one of which is
tttracer.exe, typically found in the %SYSTEM% directory. This component allows capturing a trace of
execution that can then be replayed in WinDbg. To do so, you can simply run tttracer.exe specifying
the target executable to trace as an argument.

The resulting .run file is the trace that can then be opened in WinDbg, allowing us to step through
code forwards and backwards, query the debugger data model for useful run-time information and
introduce JavaScript based automation to glean more insights from the recorded session.

e FLOSS v2.0: as you'll see, the challenge is sprinkled with stack-based strings and several encoded
ones. | find ELOSS helpful in quickly resolving those and allowing me to navigate through them while
seeing the addresses of the functions in which they were found.

e CAPA: being able to understand which common algorithms are found in code can help getting a
better sense of an analyzed sample’s inner workings. CAPA makes it especially useful in this binary, in
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the face of obfuscation that makes it challenging to sift through code and manually find artifacts of
known algorithms.

e Windows 10 based FLARE VM: older versions of Windows (e.g., Windows 7 x64) can also be used, but
in the interest of using TTD, | used Windows 10. Any other common analysis tools are provided with
the installation of ELARE VM.

Challenge Walkthrough

Basic Static Analysis

First let's examine static strings that we see in the binary using FLOSS and the command line:
floss.exe -n 5 --only static -v y@da.exe.
A partial output would look as follows:

b0 ntdll.d11
ed {24CFB51B-7ESE-4736-9B52-78EG4066EEGA Y}
|||L4r|-—.[_|[_|Fr'-_ =

ernEnabled

ClientUIATree
cliindow
'ahl it lHEﬂr

Software, f‘:l. rosofth I.:I.rln'llan'-._DI.-.T-1

Figure 1: Static strings found in yOda.exe's binary

There isn't much helpful information here, except for the fact that most of these strings match a benign
Windows DLL named ApplicationFrame.dll (SHA256:
8FA35F1694595AA5B92E67A1105AF4CC04703DFBEOSE12088E68828C46F99569) that is typically found in the %SYSTEM%
directory. In fact, the string \System32\ApplicationFrame.dl1 can be found within it as well.

A more useful run would entail analyzing stack strings (with a minimal length of 5 characters) using the
command “floss.exe -n 5 --only stack -v y@da.exe"”.Here’s a partial output of it:
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Figure 2: Stack strings found in yOda.exe by FLOSS

We see that most of the interesting strings appear as stack strings, including ASCI| art and ones that indicate
the user must provide a password to get a secret. In addition, we can look for any encoded strings using the
command line “floss.exe -n 5 --only decoded -v y@da.exe” where we’'ll find the following curious
string that’s worth keeping in mind:

Figure 3: String decoded by FLOSS

We will run CAPA to try and identify any algorithms used by y@da . exe. The output indicates that MD5 and
Mersenne Twister are leveraged:
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{6 matches)

Figure 4: CAPA detecting the usage of MD5 and Mersenne Twister by yOda.exe

If we inspect the headers of the executable, we’ll see that the import directory is blank, which is indicative of
the fact that usage of any Windows API functions requires their underlying modules to be loaded by the code
itself and their addresses to be resolved dynamically during run-time:

-

File Settings

I;i I @ yOda_ exe b4

Module Mame Imports OFTs TimeDateStamp | ForwarderChain | Name RVA FTs (IAT)
= EFile: yOda_exe

— [=] Dos Header

=] Nt Headers szAnsi (nFuncticns) Dword Dword Dword Dword Dword
= File Header
2] Optional Header I

2] Data Directories [x]
— (=] Section Headers [x]
— (3 Import Directory
— |2 Resource Directory
— |2 Relocation Directory
— |C2) Debug Directory
— '*‘Lkﬂ'm Converter
— 4, Dependency Walker
— . Hex Editor
— &, Identifier
— 4, Import Adder
— ), Quick Disassembler I
— 4, Rebuilder
— '*‘Lﬂmuce Editor

Figure 5: Blank import table in yOda.exe

In addition, a glance at the resource directory with a tool like Resource Hacker shows an unusual resource
named YOD4 of type M4ST3R which contains a high-entropy binary blob that we may also want to keep in
mind going forward:
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Binary View

- a.exe — O K
File Edit View Action Help M4ST3R: YOD4: 0
N=1-1 13N Ne
v M4ST3R 0008DE04 | C1 94 DO D& 11 EC BC A3 EF 5F 97 E0 7C 61 A0 F9 FF 04 €7 0D BT 42 E3 58 9C EC CC 49 46 3C D2 BT _la g BX IFc
% YOD4: 0 0008D624 | FE F7 72 €5 OA 99 D7 FF SF AF FS 3A EE AA 4A OB 00 0D 79 ES 98 F3 38 34 95 CF C4 22 F2 99 D0 F9 re _ : d y 84 *
Icon 0008DE44 | 2F C4 OE CF F7 83 80 3 €F B3 56 OC CC 9A 49 F2 58 2A 59 AE 47 10 97 08 3B 43 13 22 9F 49 BT 2F ’ oV IXYGE "I/
0008DEE4 | BE €4 61 35 D5 7TA 6A DS 50 D 5A 0% 3F 2F 74 A5 86 24 01 FF FA B2 4R 56 87 18 51 56 C1 11 E0 07 a5zj P Z 2t &8 I¥ OV
 Ion Group 0008DE84 | 32 E6 BF 8D 14 EL 32 8C 7F 10 85 18 FA EG FE 9B A7 59 B7 40 17 26 C5 87 D4 73 €3 49 S5 4E DB 70 g 2 Y@s scIUNp
000BDEA4 | FC 83 BO 99 BE 4F FD BE FC CO 44 48 AF B4 00 84 2F 4E 3E C3 71 2D €4 62 38 27 3B 97 15 FO EA EB © DH /N> q-db8';
0008DEC4 |E4 07 C8 BD C5 6A SC 53 SC F7 AL A0 3F 4B 16 DE 53 29 A0 2C A4 64 40 64 22 SC 4F 1C 24 CB 1D 56 S 2K 5) , d8d™0 § V
000BDEE4 | AE 59 OF 77 2E 39 83 43 B3 DB ES 62 D5 EL SA 59 3D AF 54 3B 5D 44 AR B9 AC 30 F3 42 38 33 18 37 Y w9 H Z¥=T: D 0 B83 7
0008D704 |36 11 D6 98 39 ES CD ES BB 1D 30 3B 4E 7C 83 3A 51 4D SB 3F 69 50 5% 63 A5 66 €7 7A 04 AE 57 02 6 9 0;N| :QM[?iPYc fgz W
0008D724 |23 CC 1C B4 46 CL 9D 76 24 BS 0D AL D4 05 7F 31 37 CO EC 85 77 73 3E 7E 0D F9 BA IF C4 28 6F 9E $ F ovs 17 we>~ to
0008D744 | €2 Aé 1A CF B9 90 0D 02 34 OE 1E 71 AF 78 97 52 A7 51 DE 18 EF FS A3 32 ED ES 35 B9 22 32 50 4B b 4 g{RQ 2 5 "avK
0008D764 | 4R 10 E9 9B 8F 37 98 ES A7 FF DL 12 DA 98 92 96 28 E3 06 SC 34 F6 08 9A 20 75 C2 38 2F 09 23 78 a7 4 w8/ #x
0008D784 |BL DO 68 0D 40 41 CE €3 11 35 D3 E3 74 8D 9B 3F 2B 83 €7 6E 89 1E 6C AF B0 FB 26 FC D3 D1 Cé 3A hEr 5 t 2+agn 1 & :
0008D7A4 |04 28 23 8F FC 9F 89 €E €9 66 50 83 BS 4B 19 BY F3 C7 BA D4 28 3E 90 69 83 31 DC 22 C5 €E 46 4F (# nifP X (> i1l " nFo
0008D7C4 |AS 5D 76 €E FL 08 3B €6 C2 B9 68 FA 06 FD 75 LF 2R 3D 30 B7 OB AB B7 06 0D 93 A7 18 BB E9 1F CF lvn ;£ B u =
0008DTE4 | OC FB 48 BC €3 A4 1B €D 52 1A 3B E€ 98 DY 35 0L DB EB A3 7D 83 51 3¢ 3D FD 19 E2 OF 1D €D EC 3A Kc mR: 5 |} Q6= m:
0008D804 | F2 OF CB 4E €B 96 E4 25 €8 BF 76 DL €1 EB 1D A9 3E AF BL 81 CE 66 0% C2 BS 9B 8B CO S4 €F 5B 47 Nk ( vae > f To[G
0008DE24 |A4 FD OA 3% D2 83 4E BB E8 05 2A 08 31 48 A2 E6 77 ED 8F 44 17 61 E0 E7 EE F1 57 69 9D EE EC 36 5 N *1H w Da Wi &
0008D844 |BA 1B BL A8 SF CO AF SD 12 CC BO 85 B7 46 CO 82 9B AE 81 BE 73 FL Bl 97 7E 88 07 9C 73 SC 98 5C _ 1 3 s -~ s\
000BDEE4 |24 45 38 €A B4 6F 51 09 BA E5 AE E7 90 EO C5 DC 96 70 EA 8B 9D 12 43 19 4E 37 40 EC FD €9 4F ET $E:i o p CHE i0
0008D884 |93 35 59 6F CE 4B 03 9B 32 D2 C3 46 DF DB 4A 84 34 51 D6 83 C2 73 AS DB EL 4D 2D C7 €D 49 B4 95 Sf0K 2 F J4 s M-ml
0008DEA4 |19 22 €D 89 BE ED 90 29 F2 0D 04 C3 27 82 CO A4 Ré B1 FD DO 3D DF 29 21 2R 23 F4 Al 45 E2 4F 98 mooy) =) EOQ
0008DEC4 | F5 FB B7 ©A 82 13 25 OE E5 12 04 70 4E 82 0B 97 BF CF 32 83 D0 3B A5 97 1E AE 98 45 15 81 EC B3 : N 2

Selection - Offset: 0 Length: 0

Figure 6: Binary blob found as a resource named YOD4

Basic Dynamic Analysis

When we run the executable, we'll see a FLARE banner followed by a string that indicates that the process is
listening, likely for incoming connections.
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Figure 7: Console output when running yOda.exe

We can easily corroborate this by checking if there are any connections associated with the y@da . exe
process in TCPView and see that the process is indeed listening on TCP port 1337.

=" TCPView - Sysinternals: www.sysinternals.com

File Edit View Process Connection Options Help

Cl OB G et 4 eeve /] uoewa 4 uoeve | B [vocd]

Process Name Process D Protocol State Local Address Local Port  Remote Address
A yDda.exe maz TCP Listen 0.0.0.0 1337 0.0.0.0

Figure 8: Output of of TCPView when running yOda.exe

If we connect to this port via netcat on the localhost we get a Yoda banner, followed by what appears to be a

standard cmd.exe shell.
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Administrator: Command Prompt - ncat 127

\>ncat 127.0.0.1 1337

oft Windows
oft Corpora

Figure 9: Shell output when connecting to the server run by yOda.exe on port 1337
Looking at the process tree that is generated as a result of executing ydda . exe in Process Hacker, we

observe that it spawns a cmd . exe process, which we can assume is the shell that we are controlling via
netcat.
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¥ m explorer.exe 4608 013 70.25MB  Windows Explorer
) vmtoolsd.exe 3180 006 760 B/s  3845ME  VMware Tools Core Service
v Bl cmd.exe 4724 23TMEB  Windows Command Processor
B conhost.exe 6696 728 ME Console Window Host
v A y0da.exe 1112 4369 6.08 MB/s 960 kB
B conhost.exe 7732 6.9 ME Console Window Host
B crmd.exe 1852 2.06 MB  Windows Command Processor
~ Bl cmd.exe 3880 23BME  Windows Command Processor
B conhost.exe 9120 7.27MB Console Window Host
v &l ncat.exe 1448 1311 ME  ShimGen generated shim - Ch...
[85] ncat.exe 5164 0.02 256 Bfs 1.82 MB
158 ProcessHacker.exe 6236 0.54 2197 ME  Process Hacker v

CPU Usage: 100.00%  Physical memory: 2.1 GB (52.53%) Processes: 133
Figure 10: Process tree created as a result of running yOda.exe

If we switch to the Threads tab we’ll see 3 active threads, one of which is the main thread, the code of which
starts at 180032701, the executable’s entry point.

Memary Environment Handles GPU Disk and Metwork Comment
General Statistics Performance Threads Token Modules
TID CPU Cycles delta  Start address Priority
7248 46,82 2,337,800,... vyOda.exe+0x4928c Mormal
Ta7a yOda.exe +Hlxde0e7 Mormal
478 yOda.exe+HIx32701 Mormal

Figure 11: Threads run in the context of yOda.exe's process
Looking into the stack of the thread that corresponds to the function 18004e0e7 we see that it invokes a

recv API call, which we can assess is related to receiving input for the shell via the established TCP
connection.
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ntoskrnl.exe! KiDeliver Apc +0x 1b0
ntoskrnl.exelKiSwapThread +0x827
ntoskrnl.exe! KiCommitThreadWait+0x 14f
ntoskrnl.exe!KeWaitForSingleObject+0x 233
ntoskrnl.exe! ObWaitForSingleObject+0x9 1
ntoskrnl.exe! NtWaitForSingleObject+0x6a
ntoskrnl.exe! KiSystemServiceCopyEnd +0x 25
ntdll. dl'MtWaitForSingleCbject+0x 14

mawsock. dlllSockWaitForSingleObject +0x 10c
mewsock.dllWSPRecy +0x6 1b

ws2_32.dllrecy +0xcl

yOda.exe+0x38673

Copy Refresh

Close

Figure 12: Stack trace of the thread at address 0x18004e0e7

FLARE

The other thread that corresponds to the function 18004928c calls PeekNamedPipe which would be

consistent with reading the shell’s output via a pipe before sending it back on the TCP channel.

LT R s B o R

[EPE——
=

jury
ma

13

MName

ntoskrnl.exelKidpcInterrupt-+0x2f0
ntoskrnl.exe!lopfCompleteRequest +ixGee
ntoskrnl.exe!TofCompleteRequest+0x 17
Npfs.SYSINpFsdFileSystemCaontrol +0% 51
ntoskrnl.exe!IofCallDriver +0x55

FLTMGR. 5¥S!FltpLegacyProcessingAfterPreCallbacksCom. ..

FLTMGR. SYS!IFitpFsContraol +0x 104
ntoskrnl.exe!IofCallDriver +0x55
ntoskrnl.exe!TopSynchronousServiceTail +0x 128
ntoskrnl.exe!TopXxxControlFile +0x5e5
ntoskrnl.exe!NtFsControlFile +0x 56
ntoskrnl.exe!KiSystemServiceCopyEnd +0x 25
ntdll. dll'MtFsControlFile +0x 14

| KernelBase. diliPeekiamedPipe +0xf1 |
yOda.exe+Jx15b16

Copy Refresh

Close

Figure 13: Stack trace of the thread at address 0x18004928c

All the above behavior would be consistent with an implementation of a Windows bind shell, as outlined in the

figure below. That said, we still need to figure out how to interact with it so that we get the flag.
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/ Bind Shell Architecture N
R
Shell
i Write to Pipe \ Read from Pipe
Input Handling L User Input Pipe ()
%mwﬂ"
™\ Read from sub_1£8004e0e? —
Socket
Incoming
TCP
Socket
<
«
Write to
J Socket W StdOutput
Output \ StdError
Handlin Shell Output Pi < - -
Shell Threa dg Read from Pipe P pe ) Write to Pipe
Output
- J

Figure 14: Bind Shell Architecture

Code Obfuscation: Problem Statement

Looking into the disassembly of y@da . exe in IDA we can spot an obfuscation pattern wherein the code
consists of small basic blocks that consist of two instructions at most. A typical basic block consists of an
instruction, followed by an unconditional jump that leads to the next basic block of the shellcode. The
exceptions to this rule are basic blocks that consist of a single unconditional jump or retn instruction.

To demonstrate how this obfuscation works, consider the following simple piece of code:

start:
sub rsp,
call sub 140012610
add rsp,
retn
; <code>

;.

sub 140012610:

push rsi

mov rsi, rsp

and rsp,

sub rsp,

call sub 140001010
mov rsp, rsi

pop rsi

retn

After obfuscation, it will look like this:
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loc_180004DED:

mov rsp, rsi

jmp loc 18001DDA2
;<junk\other code>
sub 18000853F:

push rsi

jmp loc_18005A0B8

;<junk\other code>

loc_180017663:
retn

;<junk\other code>

loc_18001DDAZ2:
pop rsi
jmp loc 180017663

;<junk\other code>

loc 1800251F2:
and rsp, OFFFFFFFFFFFFFFFOh
jmp loc_180034E4F

;<junk\other code>

loc _1800136A2:
call sub_18000853F
jmp loc 1800340C9
;<junk\other code>
loc_180016D82:
retn
;<junk\other code>
start:
sub rsp, 28h
jmp loc 1800136A2

;<junk\other code>

loc 1800340C9:
add rsp, 28h
jmp loc 180016D82

;<junk\other code>

loc_180034E4F
sub rsp, 20h
jmp loc_18005DFEF

;<junk\other code>

loc 18005A0B8:
mov rsi, rsp
jmp loc_1800251F2

;<junk\other code>

loc_18005DFEF:
call sub_18003CEDE

Google Cloud

FLARE
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Jjmp loc_180004DED

This form of obfuscation thwarts the ability to perform proper static analysis. The biggest hurdle is that IDA
can't immediately tell the flow of the shellcode’s basic blocks apart from other functions that remain in the
executable from the original ApplicationFrame.d1l1l. Consequently, we don’t know the starting addresses
of the real functions that comprise the shellcode, instead we see functions with faulty disassembly of what is
essentially leftovers of dead code from the original DLL, mixed with shellcode basic blocks. In the absence of
information on shellcode related function addresses and their bounds, we need to step through the basic
blocks manually, which proves to be infeasible due to the size of the shellcode.

Inspecting API Calls in the TTD Trace

One of the things that we can do right after recording the trace of y@da. exe is to triage it for API calls that
were invoked throughout its execution. This is made possible due to WinDbg's Debugger Data Model - a
hierarchy of objects that provide debugger extensions with the ability to consume and produce information
that can be accessed by the debugger or other extensions of it. One notable set of objects is the TTD Calls
Objects that hold information about function calls that occurred over the course of the trace.

Before we look at the calls themselves, it's worth checking the modules that were loaded during run-time. We

can do so by stepping to the end of the trace with the command ! tt 100 and inspecting the list of modules
with the Im command. We'll also make note of the address range in which y@da . exe is mapped.
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Setting position to the end of the trace

Setting position: 157951:148

(1228.1888): Break instruction exception - code 886068883 (first/seco

Time Travel Position: 157951:148 [Unindexed] Index

ntdll!NtTerminateProcess+8x12:

peea7ffd ddsed2f2 efes
8:808> 1lm
start end

[eeeeeecl 560ePP00 popoPER] Seacoena  yoda |

syscall

module name

8e867ffd” bdefBoed 8e887ffd” beBcaddd
eeea7ffd de3feces eepe7ffd dz4z0e08
8ea87ffd” da276060 8eee7ffd da2daead
8eea7ffd dabocoed eeee7ffd dac2dese
8ee87ffd dac38ee8 8eee7ffd dad3eese
gees7ffd dadceoed eeee7ffd daechese
8ees7ffd daf3eees eeee7ffd dblfoess
geea7ffd db2560606 eeee7ffd db272e60
8ees7ffd” dbdeeees eeee7ffd dbfelees
8ees7ffd dbfeBoed 8e8e7ffd dcedbase
8ees7ffd dcl3eees eeee7ffd dc25aeee
8ees7ffd dc2deses 8eee7ffd dc38e8880
8e867ffd dcccbbed 8eee7ffd dcdSheas
8ee87ffd dceeBped 8e8e7ffd dcez2base
8eas7ffd dd2e8ee0 8oee7ffd dd3leese
8ees7ffd dd47eees eeee7ffd ddoo5e8e

apphelp (pdb
mswsock (pdb

msvep_win
ucrthbase  (pdb

(no symbols)
TTDRecordCPU # (pdb symbols)

symbols)
symbols)

{pdb symbols)

symbols)

gdi32full # (pdb symbols)
KERMELBASE # (pdb symbols)

win32u # (pdb
user3? # (pdb
ws2 32 (pdb
RPCRT4  # (pdb

KERNEL32 # (pdb

sechost (pdb
GDI32  # (pdb
IMM32 (pdb
ntdll # (pdb

symbols)
symbols
symbols
symbols
symbols
symbols
symbols
symbols

)
)
)
)
)
)
)
symbols)

FLARE

Figure 15: Modules loaded during the execution of yOda.exe and the address range of the main module

Now we can run the following query that would give us calls to functions that start with the Create keyword in
kernel32.d1l and any function invoked from ws2_32.d11 by y@da.exe’s code:

dx -g @$cursession.TTD.Calls("KERNEL32!Create*", "ws2_32!*") .Where(c =>
c.ReturnAddress > 0x180000000 && c.ReturnAddress < ©x1800c9000)

The result looks as follows:

{+) Threadld (+) UnigueThreadId (+) TimeStart {+) TimeEnd (+) Function (+) FunctionAddress {+) Returniddress (+) ReturnValue

We can immediately observe that the program creates a process which we've already established is

Bx1888 152F: 666 1C77:1E ws2_321WSAStartup

@x1888 ax2 ACES8:9E A1CEF:14 KERMEL32!CreatePipeStub
Bx1888 ax2 1068:94 1b64:14 KERMEL32!CreatePipeStub
@x1888 ax2 1E16:1496 2028:13 ws2_32!socket

Bx1888 ax2 2807:1886 2BES:C ws2_32!bind

@x1888 ax2 224F:668 2262:B ws2_32!1isten

8x1888 ax2 251A4:1824 22DA: 98 KERMEL32!CreateProcessAStub
@x1888 ax2 2991:88A 2997:F ws2_32!send

Bx1888 ax2 2997:34 2999: 29 KERMEL32!CreateThreadStub
@x1888 ax2 2999:39 2996:29 KERMEL32!CreateThreadstub
Bxlabd axe 2D98:1B21 37319:18 ws2_32!recv

@xl5ab axs 2DF1:E65 2E82:F ws2_32!send

@x15a8 @x5 3785D:1C0A 3786E:F ws2_32!send

@xlagd axe 37A72:19BC 3D3FB:18 ws2_32!recv

@x15a8 @x5 37B84:280C 37BBA:F ws2_32!send

@x7ffddbfesbld
@x7ffddczfe2se
@x7Ffddc2fa25a8
@x7ffddbfe55f@
@x7ffddbffaoce
@x7ffddbffl2a@
Bx7ffddc2ecTon
@x7ffddbfe23ze
Bx7ffddc2eb5ad
@x7ffddczeb5a8
@x7Ffddbffldoe
@x7ffddbfe23ze
@x7ffddbfel2328
@x7ffddbffldoe
@x7ffddbfel2328

@x182@18ef2
@x18892c6ab
8x182831522
ex188964ac3
2x182982b67
8x1889656a1
2x18294722c
8x188@57ce?
2x182857794
8x1880962fdc
2x188938673
8x188@57ce?
2x188@57ce7
©x188938673
2x188@57ce7

exl
axl
axlasd
axd
exa
axl
ex7a9
exlse
@x15c
axl
exe6b
axl
exl
axb

Figure 16: Partial list of API functions invoked during the execution of yOda.exe

cmd . exe. In addition, there are two threads and two pipes created during run-time, and that recv and send
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operations are made from separate threads. All of this suggests that one thread handles the input passed
from the socket to the shell and another handles output passed from the shell to the socket, all done via

pipes.

As an example, we can step into the first recv call in the above list by navigating to its corresponding index in
the trace, which is 2D90:1B21. What we can do then is step back to the previous frame from which this API
function was called using the g-u command, and step another two instructions backwards. What we'll see is
that the constant Ox5FC8DO02 is passed to r15d. This constant is in fact the name hash of recv according to
Metasploit’s name hashing algorithm, which alludes to sub_180014d24 being a function that dynamically
resolves API function addresses given their name hash.

B:ead4x> Httdext.tt 2D9@:1521|

Setting position: 2D98:1B21

(1228.1a64): Break instruction exception - code 86088683 (first/second chance not available)
Time Travel Position: 2088:1B21 [Unindexed] Index

ggea7ffd dbff1doe 48855c2488 mov qword ptr [rsp+8],rbx s5:80008008° 2993fe68=1bfer7dbasfcadoaz
a:eaa

Time Travel Position: 2C17:1388 [Unindexed] Index

yoda+8x3866e:

98008281 3083866e eBblcefdff call y8da+Bx14d24 (80880881  s0814d24)
e:ee4>[T—_|

Time Travel Position: 2C17:12FF [Unindexed] Index

yBda+@x43671:

ooe0eeal” 8pad36fl 07341 jmp yBda+Bx3866e (BD2OBL61" 8883866e)
a:eaa;-

Time Travel Position: 2C17:12FE [Unindexed] Index

yBda+8x436eb:

Boeaeesl” 888436eb 41bfa2doca5f |mov FiSd,SFCSDQBEhl

Figure 17: Finding recv's name hash passed via r15d by stepping backwards from recv's call in the TTD trace

Navigating a few more instructions backwards, we can see that there’s another value that is likely passed via

ri4:

Time Travel Position: 2C17:12FD [Unindexed] Index

yBda+8x2365d:

A2eereal” 8@A2E865d 959bRAL1AGE Jmp yeda+8x436eb (BEA0E01° BaB436eh)
g:804> t-

Time Travel Position: 2C17:12FC [Unindexed] Index

yada+@x2865a:

beppoael” 2002865a 4d33F6 ®or rid,ri4 |

g:804> t-

Time Travel Position: 2C17:12FE [Unindexed] Index

yeda+ax319fd:

Aeeeeeal” 888319fd e9586CcFTfT Jmp yBda+8x2865a (BEAEAEE1" BOB2865a)
@:804> t-

Time Travel Position: 2C17:12FA [Unindexed] Index

yeda+8x319fb:

depapeal” 388319%9fb 4156 push rl4

Figure 18: Finding another argument passed via r14 when invoking recv

Also, we can note that the four arguments of recv itself seem to be passed according to the fastcall
convention, i.e., via rcx, rdx, r8 and r9:
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9:984> dx -rl @fcurseszion.TTD.Calls("KERNEL32!Create*", "ws2_32!%*").Where{c => c.ReturnAddress > Bx180800022 2& c.ReturnAddress < @x180@c9@@@)[279].Parameters
@fcursession. TTD.Calls("KERMEL3I2 !Create®”, "ws2 32!*").Where(c =» c.ReturnAddress > 8x188808080 &% c.ReturnAddress < 8x1888c3088)[273].Parameters
[Bx@] T Bxl148
[@x1] T Bx29390000
[@x2] . Ex4pes
[Bx3] HCE]
8:984> r rox
rox=g8082eeea00ealds
@:204x r ordx
rdx=g808200023550009
@:8@4> r rd
ré=0gaooooeaagaso0a
@:9e4> r r9
ro=paa222ec0a000008

Figure 19: Parameters of the recv API call passed via the fastcall convention

Cleaning-up the Control Flow using IDAPython

To further understand the logic of y@da . exe we need to have a look at its code, and that requires doing
some fixes to make it readable. Our strategy will be to clean up any dead code that isn’t part of the
challenge’s flow, identify function bounds and designate basic blocks to their corresponding functions.
Consequently, Hexrays decompiler should be able to present us with clean pseudo-code that matches the
actual logic of y@da.exe.

Cleaning dead code can be done in several ways. Our way to go would be by iterating over the relevant
instructions starting from the entry point of the executable and tainting only those that are part of the actual
code flow by writing their addresses to a list. Any other instruction that wasn't tainted in that process can be
later patched out with a nop instruction.

The steps to implement this idea resemble a recursive descent disassembly algorithm:
1. Start from a given address that we will denote entry_point.
2. Traverse through instructions one after the other and add each instruction’s address to the
tainted_addresseslist, until one of the following instructions is reached:

a. Conditional jump: register the jump’s target address to the conditional_jumps list and add
the address of the jump itself to the tainted_addresses list. Go to step 2 with the next
instruction that will be executed if the jump’s condition is not met.

b. Call: register the call’s target address into the function_calls list and add the address of
the call itself to the tainted_addresses list. Go to step 2 with the next instruction that will
be executed right after returning from the called function.

c. Return: Add the address of the return instruction to the tainted_addresses list, break and
move to step 3.

3. Iftheconditional_jumps list is not empty, pop an address from it and go to step 2.
4. If the function_callslistis not empty, pop an address from it and go to step 2.

Here are a few points that are worth considering with regards to this algorithm:

e For step 1, we clearly need to pass the executable’s main entry point at address 180032701. However,
we should also remember that there are two threads executed by the program at addresses
18004928C and 18004EOE7, as we established during the initial analysis phases. Therefore, it's
required that we pass each one of them as an entry_point to step 1as well.
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e One scenario that we should consider with regards to the above algorithm is infinite loops, in which
case the algorithm we'll keep iterating through the same instructions indefinitely. To deal with that, we
will use a simple heuristic of counting the number of instances that we are seeing an instruction that
has already been tainted. If the counter reaches a high number of our choice, we can infer that we are
likely in an infinite loop. This is not a general and robust method of dealing with such cases but will
suffice for the purpose of cleaning up the code in question.

e Aside from cleaning up dead code, we need to help IDA determine which function each basic block
belongs to. For that purpose, we will rely on the notion of chunked functions and function tails.
Basically, chunk functions are ones that are composed of multiple non-contiguous address ranges,
just like y@da . exe’s code exhibits. To be able to associate a code chunk (or basic block in our case)
to a function, we can use append_func_tail in IDAPython.

Following is an IDAPython implementation that deobfuscates y@da . exe’s code according to the above
method:
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import ida ua, idautils, idc, idaapi, ida bytes, ida_ funcs

# Entry points in the code

main entry point ea = 0x180032701
first thread ea = 0x18004E0E7
second _thread ea = 0x18004928C

# Global data structures

function calls = []

conditional jumps = []

conditional jumps mnem =
["jo","jno","js","jns","je","jz","jne","jnz","jb", "jnae","jc","jnb", "jae", "jnc"
,"jbe","jna","ja","jnbe","j31","jnge","jge","jnl","j1le","jng","jg","jnle", "jp","
Jpe","Jnp","Jpo","Jjcxz","Jjecxz"]

tainted addresses = []

# Adds addresses to tainted addresses list starting from the address ea until a
retn instruction is hit or an infinite loop is detected.

# ea: address to start scanning the code from.

# func ea: the function that is being currently inspected. All iterated basic
blocks will be appended as function tails to it.

def taint(ea, func _ea):

initial ea = ea

curr insn = ida ua.insn t()

prev_insn mnem = ""

seen count = 0 # counter to detect infinite loops
basic block start ea = ea

basic block end ea = ea

while True:

ins len = idc.create insn(ea)
ida ua.decode insn(curr insn, ea)

if curr insn.get canon mnem() == "retn" or seen count > 1000:
ida funcs.append func tail(func ea, ea, ea + ins len)
break

if ea not in tainted addresses:
tainted addresses.append(ea)
else:
seen count += 1 # We have seen this instruction already but it’s
being executed again, possibly in a loop

if curr insn.get canon mnem() in conditional jumps mnem and
curr_insn.Opl.addr not in conditional jumps and curr insn.Opl.addr !=
initial ea and curr insn.Opl.addr not in tainted addresses:
conditional jumps.append(curr insn.Opl.addr)

if curr insn.get canon mnem() == "call" and curr insn.Opl.addr not in
function calls and curr insn.Opl.addr != initial ea and curr insn.Opl.addr not
in tainted addresses:
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function calls.append(curr insn.Opl.addr)

if curr insn.get canon mnem() == "jmp":
if prev _insn mnem == "jmp":
basic block start ea = ea
basic block end ea = ea + 5
ea = curr_insn.Opl.addr
result = ida funcs.append func_tail (func _ea, basic block start ea,
basic block end ea)
print ("BB Start EA: 0x%x, BB End EA: 0x%x, Function EA: 0x%x,
Append Tail Result: %s" % (basic block start ea, basic block end ea, func ea,
result ))
else:
basic block start ea = ea
if ins len > 0O:
ea += ins_ len
else:
ea = idc.next head(ea)
prev_insn mnem = curr insn.get canon mnem()

tainted addresses.append(ea)

# Go over all the addresses, including conditional jump targets in a function
that starts at address start ea.
def taint func(start ea):
taint (start ea,start ea)
while len(conditional jumps) > O0:
ea = conditional jumps.pop ()
taint(ea, start ea)

# Go over all functions that are located when starting to scan from the address
entry point ea.
def taint from entry point(entry point ea):
add_func(entry point ea)
taint func(entry point ea)
while len(function calls) > 0:
ea = function calls.pop()
add_func (ea)
taint func(ea)

# Find start and end ea of a section with a given name.
def get section limits(section name):
for s in idautils.Segments():
if idc.get segm name(s) == section name:
section start = idc.get segm start(s)
section end = idc.get segm end(s)
return (section start, section end)

def undefine section(section name) :
section start, section end = get section limits(section name)
if section start > 0 and section end > 0 and section start < section end:
for ea in range(section start, section end):
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ida bytes.del items (ea)

# Remove all dead code in a section.
def patch nop to untainted addresses(section name) :
section start, section end = get section limits(section name)
if section start > 0 and section end > 0 and section start < section end:
ea = section start
while ea < section end:
if ea not in tainted addresses:
idaapi.patch byte(ea, 0x90)
ea += 1
else:
ins len = idc.create insn(ea)
if ins len > 0O:
ea += ins_len
else:
ea = idc.next head(ea)

if name == " main ":
# Undefine all existing code in the .text section
undefine section(".text'")

# Taint shellcode instructions within the section starting from given entry
points

taint from entry point(main entry point ea)

taint from entry point(first thread ea)

taint from entry point(second thread ea)

# Patch out everything in the section other than the tainted code
patch nop to untainted addresses(".text")

After the script is done running, we can attempt to decompile the code using the Hexrays decompiler. As an
example, the beginning of the main function sub_18003CEDE will looks as follows (with some fixes of stack
variables):
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Figure 20: Yoda ASCII banner seen in the decompilation view after cleaning up the disassembly of yOda.exe

API| Address Resolution & Invocation

One adjustment that we can immediately apply on the IDB pertains to the definition of the function
sub_180014D24, which we noted earlier has an unusual calling convention. As we described, this function
gets a name hash as an argument in the r15d register, an unknown flag in the r14 register and the rest of the
arguments to the underlying API function are passed via rcx, rdx, r8, r9 (and the stack, if need be).
Fortunately, IDA allows us to apply custom calling conventions using the __usercall keyword. In our case,
our function definition will now look like this:
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PVOID _ usercall getProcAddressAndExecute@<rax>(int returnAddressMode@<ril4d>, int
metasploitNameHashArg@<rl5d>, int apiArgl@<ecx>, int apiArg2@<edx>, int
apiArg3@<r8d>, int apiArgd@<rod>)

The decompiled code of this function after we apply this definition will then look like this:

for ( ldrDte = getPEB()->Ldr->InMemoryOrderModulelist.Flink; ; ldrDte =

AINING_RECORD( LDR_DATA_TABLE_ENTRY, InMemoryOrderLink
CONTAINING_RECORD( =, LDR_DATA_TABLE_ENTRY, InMemoryO: >BaseD11N aximumlLength;

, LDR_DATA_TABLE_ENTRY, InMemoryOrderlLinks)->D11B

Figure 21: Decompiled code of the function used for resolving and calling API functions

We can infer that the flag passed in r14 indicates if sub_180014D24 will return the resolved APl address or
call it directly by passing the control to the API function with the instruction jmp rax.
In addition, we can now cross reference all the calls to this function, collect their hashes and mark-up
functions according to them where applicable. These are the relevant Metasploit name hashes and their
associated API functions:
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Metasploit Name

Hash

OxXE553A458

Ox300F2FOB

0x528796C6

Ox56A2B5F0

Ox863FCC79

0x160D6838

OxBB5F9EAD

Ox5BAE572D

OxDDCEADE7

0x601D8708

0x726774C

OxXEAFCF3E

Ox6558F55E

Ox8E8BB14A

OXE8S8BE94B

Ox42F9102E

0xB33CB718

Google Cloud

Associated API Function

kernel32!VirtualAlloc

kernel32!VirtualFree

kernel32!CloseHandle

kernel32!ExitProcess

kernel32!CreateProcessA

kernel32!CreateThread

kernel32!ReadFile

kernel32!WriteFile

kernel32!GetEnvironmentVariableA

kernel32!WaitForSingleObject

kernel32!LoadLibraryA

kernel32!CreatePipe

kernel32!FindResourceA

kernel32!LoadResource

kernel32!LockResource

kernel32!SizeOfResource

kernel32!PeekNamedPipe

FL;\RE
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0x614D6E75

0x6B8029

OxFA44A6E2B

OXED83E9BA

OxFF38E9B7

OxE13BEC74

0x6737DBC2

Ox5FC8D902

Ox5F38EBC2

OxDOEB608D

ws2_32!closesocket

ws2_32!IWSAStartup

ws2_32!WSACleanup

ws2_32!socket

ws2_32.d11!1listen

ws2_32.d11!'accept

ws2_32!bind

ws2_32lrecv

ws2_32!send

user32!wsprintf

Hidden Commands

Google Cloud

FL;\RE

Let’s revisit the FLOSS output containing stack strings and observe an interesting one that looks like a
possible shell command. It is found in the function sub_180084e0e7 which matches the input processing
thread that we located earlier:

gimmie advic3

Figure 22: gimmie_advic3 hidden command found in the code of the thread sub_18004e0e7

Looking at the decompilation of this function we spot two similar strings being initialized:
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Figure 23: Hidden shell commands found in the decompiled view of sub_18004e0e7

If we enter gimmie_advic3 as an input to the shell, we'll get a different Yoda advice each time:

ot. There is no try.”
not. Look at me. Judge me by my size, do you?"

d defense, never for attac

eads to suffering.”

hellcode. The dark side are they."

Figure 24: Yoda advice presented in the shell in response to a gimmie_advic3 command

This doesn’t bring us closer to the flag, so let’s try the other command which presents us with the following
password prompt:
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C:\Windows>gimmie s3cr3t

To know the secret, you want?
Me the password, give: somethingsomething

o =
I T

C:\Windows>g

Figure 25: Password prompt presented in the shell as a response to the gimmie_s3cr3t command

Password Prompt

It is clear at this point that we would like to find out the password that we should enter in the above prompt. If
we revisit the FLOSS output again, we'll find some of the above prompt’s strings and the function
sub_1860216F6 in which they were found. If we look at the decompiled view of this function while using the
information that we already have about the function sub_180014D24 (which we’ll name
getProcAddressAndExecute at this point) as well as do some basic analysis on the functions it invokes, we’'ll

get the following code:
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LOCAL

removel
removeChar

v3 )
eanupAndExit

ut )
tProcAddressAndExecute) (
4

Figure 26: Decompiled code of the function sub_1800216F6

We'll note that the result of sub_18001BB76 is being checked, and if it's null the darthBanner buffer is sent
over the socket, indicating that we should further seek for the password checking logic in this function.

If we consider our previous CAPA results, we can recall the function sub_1800126AB which is part of the
MDS5 hash calculation function sub_18002483.This is being used by the function sub_18004EBC7 invoked
from sub_18001BB76. It's only if sub_18004EBC7 returns a non-null value that sub_18001BB76 performs
any additional actions, which warrants a deeper inspection of the former.
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int64  fastcall sub_ 1808126AB(md5Ctx *ctx)

[COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD

uffer[0]

suffer[1] =

Figure 27: sub_1800126AB the initialization of an MD5 context struct.

Other than MDS5 calculation, there is a call to sub_1800382E1 from sub_18004EBC?7. This function is an
implementation of a strtok_r method used to tokenize a string according to a given character.

~__fastcall sub_1808382E1(char |*ptr'-_, char *sep, char **end)

Figure 28: Implementation of strtok_r

If we go on and look further into what'’s happening in sub_18004EBC7 we’ll see that it tokenizes an input
string according to a given character and then computes the MD5 hash of each token, comparing it to
hard-coded MD5 hash values on the stack. At this point, we can assess that this is the logic that underlies the
password check in the gimmie_s3cr3t prompt.
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sInputBuff, &chrUnderscore, &passInput);

)i

Figure 29: Decompiled code outlining password checking logic.

Unfortunately, we may not be able to fully rely on the decompilation results due to some stack analysis issues,
but as the figure above indicates, we can find the address of each call in the disassembly view by setting the
cursor on the line of interest in the Hexrays pseudocode and looking at the current location marked in the bar
at the bottom of the window.

With that information, we can simply attach a debugger to yfda . exe’s process and break on the strtok_r
call at 180046017 to see what character is used to tokenize the password. We'll find out that this is an
underscore (or Ox5F in ASCII).
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8:8a5> bp 188846817
g:8a65> g

Breakpoint @ hit
yeda+ex46817:

feeseesl” 80846017 eBc522ff{f

g:884> da /c 1 rdx

P0EE0eeR" @1d0fb5e | " |
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call yBda+8x382el (80826281 B88382el)

Figure 30: The character used to tokenize the input to the password prompt

Then, we can break on each call to memcmp and check the MD5 hash that the token hashes will be compared
to, as pointed to by the argument in the rdx register.

8:0e4> bp 1880889879
g.884> g

Breakpoint 1 hit
yBda+ex9879:

8esapa81" 260890879 =8a5540000

@:884> db fc Bx18 rdx

call yBda+Bxe523 (20028801 2888e523)

pepeeese” 81dofhes [4c 84 76 db 19 7a 16 309-15 3c a7 24 67 4f 7e 13| L.v..z.9.<.%g0~.

Figure 31: Example of an MD5 hash that the passwords token hashes are compared to

After we collect all the compared hashes, we can use a simple online reverse MD5 tool to give us the
keywords that would correspond to it. As outlined in the table below, we can infer that the password should

be patience_yOQu_must_h4v3.

MD5

4C8476DB197A1039153CA724674F7E13

627FE11EEEF8994B7254FC1DA4AGA3C7

DOE6EF34E76CA41BOFAC84F608289D013

48367C670F6189CF3F413BE394F4F335

Reverse MD5

patience

you

must

h4v3

We can now rename sub_18004EBC7 to checkPassword and go back to sub_18001BB76. After some
analysis of the other functions in sub_180801B76 we can learn that if the checked password is correct, it is
being used as the RC4 key that decrypts the YOD4 resource we found in the basic static analysis phase. The
beginning of the decrypted result is checked against the magic OxFFD8FFEO of a JPEG image.
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// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

readResource(
ffer )

Buffer, rsrcSize[@]);

Figure 32: Code that decrypts the YOD4 resource using RC4 and the password prompt's input as the key

Decrypting the resource and opening it as an image will yield the following false flag:

Figure 33: The false flag image that gets decrypted from the YOD4 resource
Since this flag does not end with the flare-on.com domain and it explicitly states that it isn’t the flag, we need

to keep looking for the real one. Let’'s see what happens when we enter the password that we just found into
the gimmie_s3cr3t password prompt:
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C:\Windows>gimmie_s3cr3t

o know the secret, you want?
the password, give: patience_y8u_must_h4v3

Yed4 says ZC4eMC/UnTPFDDMMaHeQXUHMPZy4LfSgg/HnB5SXVOIyKOBIHMe45B2KBCeST /HRFRHZ45KJe3e JHeMa5IMS00Q]

C:\Windows>

Figure 34: The result of entering the correct password into the prompt

We see a recurring message that is attached to the shell outputs sent to us. In each instance M4st3r YOd4
says something that appears encoded to us, wherein the encoded string keeps changing all the time. Our
next mission will be to decode YOd4's words.

Flag Construction

To get to the part of the code in which the flag is constructed we can revisit our FLOSS results and find the
beginning of the string that presents the encoded flag. The function in which it appears is sub_18004928c
which corresponds to another thread that we still didn't cover. This thread is responsible for sending output
from the cmd . exe console over the TCP socket and appending the YOda says message to it after the correct
password has been entered into the gimmie_s3cr3t prompt.

M4st3r YOd4

Figure 35: The string of interest that pertains to the correct password output, as presented by FLOSS

As you may have noted, each YOd4 says print contains a different encoded message. As an example, we’ll
take the first one that appears after entering the correct password:

0IZC4eMC/UnTP{fDDMMaHeQXUHMPZyALfSgg/HnB5SXVOIyKOBIHMe45B2KBCe5T/HRfRHZ4SKIe3el JHeMe5
IMSQQJ ======
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One thing we can already get rid of is the final layer of encoding. The above string is in fact Base32 encoded
with the custom index Q4T23aSwLnUgHPOIfyKBJVM5+DXZC/Re= that we have already seen in FLOSS
results (note the length of the index, it cannot be used by Baseé4 - if that was your first guess). When we
decode the first YOd4 says related string from Base32, we get the following sequence of 56 bytes:

7F F7 CoO FE DC EA 92 26 C3 39 B5 8A CF 83 4A 65 9B B8 85 10 32 D7 D6 26 77 36 AA
E7 C6 4E 9B D9 6F 86 F3 1C A7 CF DC 5D 67 Al E6 6C 26 95 3E 4F A2 8C FD BF 77 DA
EQ 05

To better understand those, we need to take one step back and see how they are generated. Within
sub_18004928C, the function of interest for the flag construction is sub_180050E82. In that function we'll
find a couple of binary patterns that are sought within the decrypted resource image — OxFFE1AA3B and
OxFFE2A1C5. Those are in fact two hidden markers that are used to store data in the underlying JPEG image.
The search for those markers is being done via calls to a memmem function in the addresses 18005C570 and
180002737.

8:804> bp 18885C57@

g:0884> bp 186802737

6:e84> g

Breakpoint @ hit

yeda+ex5c57e:

008080881° 3885c578 e85d93fdff call y8da+8x358d2 (9eesoeal” 888358d2)

6:ee3> r ra

r3=0800000801d5=838

g:083> db r8

60000000 91d5e033 F e2 al c5-00 80 00 80 90 80 88 80 ...j............
00000000 81d5e048 @6 808 df 91 90 B2 00 Pe-80 B8 =0 81 20 98 88 B8 . ...............
090808608 81d5e058 80 68 21 91 86 90 80 0e-80 68 dc 1 88 80 88 B8 ................
00000000° 81d5:0628 ©5 60 @0 96 90 O2 00 PO-00 0P 60 60 90 98 88 B8 . ...............
00000000 81d58728 ©0 B0 @0 90 90 O2 00 P0-00 O/ 60 60 98 98 88 B8 . ...............
020808008  01d5=P83 0O G0 G0 OO 40 OO0 6D DE-00 00 0D BB 60 80 BB BB .......iiiiaaaaan
00000000  81d5=098 ©5 60 20 96 90 O2 00 PO-00 O 60 608 90 98 88 B8 . ...............
00000000 81d5:0a8 ©0 B0 @0 90 90 O2 00 PO-00 0P 60 68 90 98 88 B8 . ...............
6:e83> g

Breakpoint 1 hit

yeda+ex2737:

000080801° 368082737 £806316360 call y8da+8x358d2 (9eesoeal” 888358d2)

6:ee3> r ra

r8=0000000001d5203¢c

g:083> db r8

60000000 01d5e@3c [ff 22 al c5]|e@ @0 @0 ©8-06 00 00 08 08 00 df 81 ................
00600000 01d5eP4c B8O 80 G0 P8 90 OO 0 P1-00 60 60 88 60 88 21 Bl .......iiiiaaaann
00000000 81d5e85c ©5 80 @0 298 90 0@ dc ©1-80 06 60 68 98 98 88 B8 . ...............
00000000 81d5e86c @56 808 @8 98 f1 be de ©1-00 00 60 68 90 98 88 B8 . ...............
00000000 81d5e87Cc ©5 80 20 96 90 O2 00 PO-00 O/ 60 608 90 98 88 B8 . ...............
00000000 81d583c ©5 60 20 96 90 O2 00 PO-00 OP 60 608 98 98 88 B8 . ...............
090800808 81d5e09Cc 60 60 20 08 88 90 PD DP-80 00 9O 08 88 80 BB BB ...........e...n
00000000 81d5eBac ©5 60 @0 96 90 B2 00 PO-00 0P 60 60 98 98 88 B8 . ...............

Figure 36: Binary patterns in the decrypted resource image.

We can look for these markers in the decrypted image and note that they are followed by buffers with binary
blobs of lengths Ox3B and Ox1C5.
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Figure 37: The sought patterns and the blobs that follow them in the image

After that we’ll see a loop that populates a buffer of 60 bytes generated by the function sub_180063054. If
we revisit our CAPA results from the basic static analysis phase, we'll see that it's one of few functions that
pertain to a Mersenne Twister PRNG implementation. This function generates a pseudo-random integer in
each iteration of the loop, which is then assigned as 4 bytes into the buffer in question, until all 60 bytes are
filled.

tRandLongMT (m

Figure 38: Calculation of a Mersenne Twister generated sequence

After the loop, we'll see a call to sub_180015EC1. If we inspect the arguments passed to this function, we’ll
find that it receives the buffer that follows the OxFFE1AA3B marker in the decrypted resource, the size of this
buffer which is 0x3B, the 60-byte Mersenne Twister sequence that was generated in the loop and the second
buffer from the decrypted resource that follows the OxFFE2A1C5 marker.
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B:883> bp 18884936E
8:8083> g

Breakpoint 2 hit
yBda+8x4936e:

00900081 3004936 4c894c2420

8:883> r rox
rcx=0800000081880808
8:883> db rcx

mov quord ptr

First Buffer from JPEG

0es0eess” ele00000
0es0eess” ele800810
0ecoeess” el=00820
00000080 8100038

2b
91
ae
3Ic

f5
dc
79
34

c3 44
Be 55
18 aa
2d 63

b7-75
51-e6
4e-84
6c-Ga

95
2c
96
2e

a7
bc
ab

2c
98
ed

3f
a6
9a
=]

0e000000” 0le0oB40
£e968288° 81e00058
828888808 8186868
298886068 8188878
B8:883> r rdx
tdx=9899999998988839|
8:883> r r8
r2=00800e0001dfesee
B8:883> db r8

e
ae
ae
ae

ee
ee
ee
ee

eo oe
ee ee
ee ee
ee ee

e-0e
ee-ee
ee-ee
ea-ee

e
ae
ae
ae

88
ae
ae
ae

Length of the Elob in the First Buffer from JFEG

Mersenne Twister Sequence

ea
ea
ea
ea

oe
ee
ee
ee

od
a3
18
al

fegepess” eldfoees
pegepess” eldfeels
pesceess” eldfeeze
pesceess” eldfeese

df af
ch
24

69

b3
a2

eb-58
39-34
ag-42
de-4d

bs
eb
4ab
7d

75
e9
a4
5d

92 c8
cf 7f
64 a5
35 eb

67
f5
ad
3b

1]
a7
7d
64

el

24 ad

fegoeese” e1dfes4s
098002008 81dfense
8e000ese” e1dfenes
fego0ese” e1dfes7e
8:883> r ro
ro9=08eseoe0olelo880
B8:883> db ro

a8
a8
ae
ae

ae
ae
ae
ae

L]
ae
ae
ae

[
ea

ee o8
ea o8
ee o8
ee ee

88-68
8e-68
2e-68
2e-68

ae
ae
ae
ae

ae
a8
ae
ae

ae
aa
a8

es ae

Second Buffer from JPEG

4e
d3
as
28
28
28
28
28

eb
16
2b
aa
aa
a8
a8
a8

de
cb

ea
ea
ea
ea
ea

67
g3
af|
a5
E]
=l
=l
=l

0es0ee8s” eleloean
pesseess” eleleels
Desseess” 8leloe20
Desoeess” eleloeze
Decoeess” 8leloe40
0ecoeess” 8lel0850
0o00DeRs” 81e10068
00900880 81e10078

88 c3 B5 ed-80 88
5a c3 B3 cB-68 83
=] 8@ c3-85 28
c5 c3 39-45 c3
18 89-45 c3
89 c3-c7 24
8b c3-8b 24
48 8b-55 c3

ac
c3
c3
c3
c3
24
45
43

a5
78
[=l%]
cd
45
[=%]
48

=
c3
c3
c3
28
[=12]

a4

ea
ca
45
a4
29
c3
48
c3

Figure 39: Arguments passed to

Google Cloud

FLARE

[rsp+2@h],r9 ss:@e@eaeee” 8ld5e023-pe0OE0EA0RG00E00

R PA

{

$.H..2.9E%......
...U..L.E...E ..
E$.H.M...E$.....
.E$..EH..M$.H.M@
HOUGHLUP. L.

sub_180015EC1

Looking deeper into the function sub_180015EC1, we'll see a loop that will iterate over the bytes of the of
the first buffer from the JPEG and will invoke sub_18001D361 for each byte:
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Figure 40: Loop that processes encoded bytes, likely used to build the flag

Unfortunately, we don'’t get a proper decompilation of sub_18001D361:

Figure 41: Function called from sub_180015EC1, which fails to decompile.

To understand why that happens, let’s trace the instructions of this function with WinDbg by setting a
breakpoint on it and running the command pa 18001D361. You can split the output in two. The first are the
actual instructions of the function that consist of a set of addresses constructed and pushed on the stack.
Those addresses are all within the range of the second buffer of the decrypted resource:
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y0da+0x1d364:
00000001°8001d364
y0da+0x55298:
00000001°80055298
y0da+0x5529c:
00000001°8005529c¢
y0da+0x38551:
00000001°80038551
y0da+0x38554:
00000001°80038554
y0da+0xlaalc:
00000001°8001aalc
y0da+0xlaalO:
00000001°8001aal0d
y0da+0x2933c:
00000001°8002933c
y0da+0x2933d:
00000001°8002933d
y0da+0x3bd06:
00000001°8003bd06
y0da+0x3bd09:
00000001°8003bd09
y0da+0xla716:
00000001°8001a716
y0da+0xla7la:
00000001°8001a7la
y0da+0x389b6:
00000001°800389b6

yO0da+0x3adac:
00000001°8003a4ac
y0da+0x5cdf6:
00000001°8005cdf6
y0da+0x5cdf9:
00000001°8005cdf9
y0da+0x495a0:
00000001°800495a0
y0da+0x495a4:
00000001°800495a4
y0da+0x38a35:
00000001°80038a35
y0da+0x38a36:
00000001°80038a36
y0da+0xla8lb:
00000001°8001a81lb

e92f£7£0300

4883c508

e9b032feff

498bfl

e9b324feff

4883c63e

e927e90000

56

€9c4290100

498bfl

e908eafdff

4883c671

€997e20100

56

€945290200

498bfl

e%a2cTfeff

4883c660

e98cfdfeff

56

e%el0ldfeff

c3

jmp
add
jmp
mov
jmp
add
jmp
push
jmp
mov
jmp
add
jmp

push

jmp
mov
jmp
add
jmp
push
jmp

ret

y0da+0x55298 ; (00000001"

rbp, 8

y0da+0x38551 ; (00000001"

rsi,r9

y0da+0xlaalc ; (00000001"

rsi,3Eh

yO0da+0:x2¢

rsi

y0da+0x3bd06 ; (00000001

rsi,r9

yO0da+0xla’ ; (00000001 "
rsi,71lh

y0da+0x3¢ ; (00000001°
rsi

yO0da+0x5cdf6 ; (00000001

rsi,r9

y0da+0:4¢ ; (00000001°
rsi, 60t

yO0da+0x38a ; (00000001 "
rsi

y0da+0x1a81b ; (00000001

; (00000001

Google Cloud

80055298)

80038551)

8001aalc)

8002933c)

8003bd06)

8001a716)

800389b6)

8005cd£6)

800495a0)

80038a35)

8001a81b)

FLARE

After the ret instruction is invoked, we see the execution of other instructions, wherein each instruction is
followed by a ret:
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00000000°01el0060 8b4524
00000000°01e10063 c3
00000000 01el006c 488b4d40
;ss:00000000°01d5e010=0000000001e00000

00000000°
00000000
00000000°
00000000°
00000000
00000000°
00000000
00000000°
00000000°
00000000
00000000°
00000000°
00000000
00000000°
00000000
00000000°
00000000°
00000000
00000000°
00000000°
00000000
00000000°
00000000°

01e10070
01e1007b
01el007f
01el1004b
0lel004e
01e10080
01e10084
01e1009f
0lel0O0az
01el008a
01lel008e
01el00ba
01el00bd
01e10095
01e10097
01e1004b
01lel004e
01e10080
01el0084
01e10000
01e10005
01e1004b
0lel004e

c3
0fb60401
c3
884520
c3
0fb64520
c3
cl1£803
c3
0fb64d20
c3
clel05
c3

Obcl

c3
884520
c3
0fb64520
c3
05ac000000
c3
884520
c3

mov
ret
mov

ret
movzx
ret
mov
ret
movzx
ret
sar
ret
movzx
ret
shl
ret
or
ret
mov
ret
movzx
ret
add
ret
mov
ret

GoogleCloud  FL A RE

eax,dword ptr [rbp+ ] ;ss:00000000°01d5df£f4=00000000

rcx,qword ptr [rbp+ 1

eax ,byte
byte ptr
eax ,byte
eax,

ecx ,byte
ecx,
eax,ecx
byte ptr
eax ,byte
eax,

byte ptr

ptr [rex+rax] ;ds:00000000°01e00000=7f

[rbp+ ]1,al ;ss:00000000°01d5df£0=00

ptr [rbp+ ] 7ss:00000000°01d5dff0=7£

ptr [rbp+ ] :ss:00000000°01d5df£f0=7£f

[rbp+ 1,21 ;ss:00000000 01d5dff0=7f

ptr [rbp+ ] :ss:00000000°01d5dff0=ef

[rbp+ 1,21 ;ss:00000000°01d5dff0=ef

What we can infer from this is that sub_18001D361 is responsible for constructing a ROP chain such that the
gadgets are taken from the second buffer of the decrypted resource. Each execution of the ROP chain
constructs one encrypted flag byte (the final encrypted flag is what we decoded from Base32 earlier). To
decipher the flag, we don’t need the whole ROP chain, but only the last ~32 instructions (excluding the ret
instructions). If we take those instructions that construct the first encrypted flag byte from the trace and
clean up the ret instructions, we’ll get the following code:
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; [rbp + 20h] contains the first character of the flag - 0x50 ('P')

movzx eax,byte ptr [rbp+20h] ;ss:00000000 01d5df£0=50

; [rbp + 24h] contains the index of the flag character we are processing, in this
case 0

mov ecx,dword ptr [rbp+24h] ;ss:00000000 01d5df£f4=00000000
; [rbp+50h] points to the Mersenne Twister sequence buffer
mov rdx,qword ptr [rbp+50h] ;ss:00000000 01d5e020=0000000001d£0000

; 0x9D is the first character in the Mersenne Twister sequence buffer
movzx ecx,byte ptr [rdx+rcx] ;ds:00000000°01d£f0000=9d

; The byte at index 0 of the flag (i.e., 'P') is XORed with the first character of
the Mersenne Twister sequence (i.e., 0x9D)

xor eax,ecx

mov ecx,dword ptr [rbp+24h] ;ss:00000000 01d5df£f4=00000000

; Next index value (1) is put into ecx

inc ecx

mov ecx,ecx

mov rdx,qword ptr [rbp+50h] ;ss:00000000 01d5e020=0000000001d£0000

; Next character in the Mersenne Twister sequence is 0xB5
movzx ecx,byte ptr [rdx+rcx] ;ds:00000000°01df0001=b5
; The character gets shifted left by one bit

shl ecx, 1

and ecx,0FFh

mov edx,dword ptr [rbp+24h] ;ss:00000000 01d5df£4=00000000

; Next index value (2) is put into edx

add edx,?2

mov edx,edx

mov r8,qword ptr [rbp+50h] ;ss:00000000 01d5e020=0000000001d£0000

; Next character in the Mersenne Twister sequence is OxDF
movzx edx,byte ptr [r8+rdx] ;ds:00000000 01df0002=df
; The character gets shifted right by 1

sar edx,1

and edx,0FFh

and ecx,edx

; The result is XORed with what we calculated thus far

xor eax,ecx

mov ecx,dword ptr [rbp+24h] ;ss:00000000°01d5df£4=00000000

; Next index value (3) is put into ecx

add ecx,3

mov ecx,ecx

mov rdx,qword ptr [rbp+50h] ;ss:00000000 01d5e020=0000000001d£f0000

; Next character in the Mersenne Twister sequence is 0x75
movzx ecx,byte ptr [rdx+rcx] ;ds:00000000°01df0003=75
; The character gets shifted left by 2

shl ecx,?2

and ecx,0FFh

; The result is XORed with what we calculated thus far

xor eax,ecx

mov ecx,dword ptr [rbp+24h] ;ss:00000000°01d5df£4=00000000

; [rbp + 40h] contains the target address to which we write the encoded flag byte
mov rdx,qword ptr [rbp+40h] ;ss:00000000 01d5e010=0000000001e00000

; The encoded flag byte 0x7F is written to memory

mov byte ptr [rdx+rcx],al ;ds:00000000 01e00000=7£f

retn
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As we can see, the encryption is a mere XOR between the flag bytes and slightly mutated Mersenne Twister

bytes that were calculated formerly. Based on this logic we can write a simple Python script that will decode
the flag:

encodedFlag = [0x7F, 0xF7, 0xC0O, OxFE, 0xDC, OxEA, 0x92, 0x26, 0xC3, 0x39, 0xB5, 0x8A, OxCF,
0x83, Ox4A, 0x65, 0x9B, 0xB8, 0x85, 0x10, 0x32, 0xD7, 0xD6, 0x26, 0x77, 0x36, O0xAA, O0xE7,
0xCe6, 0x4E, 0x9B, 0xD9, OxoF, 0x86, OxF3, 0Ox1C, 0xA7, 0xCF, 0xDC, 0x5D, 0x67, OxAl, OxE6,
0x6C, 0x26, 0x95, 0x3E, Ox4F, 0xA2, 0x8C, O0xFD, OxBF, 0x77, 0xDA, O0xEO0, 0x05]
mersenneTwisterSequence = [0x9D, O0xB5, OxDF, 0Ox75, 0x92, 0xC8, Ox67, 0xO0B, 0x50, 0x60, O0xOF,
0xB3, 0x4E, OxEB, 0xD6, Ox67, 0x08, OxEB, 0x59, 0xE9, O0xCF, 0x7F, OxF5, 0x39, 0xA4, 0x07,
0xCB, OxA2, 0xD3, 0Oxle6, 0xCé6, 0x93, 0x18, 0x4B, 0x01, 0x04, Ox64, OxA5, 0x4D, 0xA8, 0x42,
0x7D, 0Ox24, 0xD0O, 0xA8, 0x2B, OxFB, OxAF, OxAl, 0x7D, 0x24, Ox5D, 0x35, OxEB, 0x3B, OxDE,
0x4D, 0x64, 0x69, 0xA4]

def decodeFlag(encodedFlag, mersenneTwisterSequence):

decodedFlag = []

m =0

for e in encodedFlag:
decodedFlag += [chr(e * mersenneTwisterSequence[m] *
(((mersenneTwisterSequence[m+l] << 1 ) & Oxff) &
((mersenneTwisterSequence[m+2] >> 1) & Oxff)) ~
(( mersenneTwisterSequence[m+3] << 2) & Oxff) )]
m += 1

return "".join (decodedFlag)

print (decodeFlag(encodedFlag,mersenneTwisterSequence))

The resulting flag would be:
POw3rful_yOu_h4v3_b3cOm3_my_yOung_flareaw4n@flare-on.com

YOda's Advice Revisited

This part is not necessary for getting the flag but serves merely to show a small easter egg in the challenge.
When we enter the gimmie_advic3 command after entering the correct password into the gimmie_s3cr3t
prompt, we'll note that the number of the tip in each Yoda advice varies:
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a's life t
no mi de, losi you are. A different game you should play.”

2FnTFWSM5+SPP/ LuMMa

/MaD4nUI (OMDMWUVRF

e, never for at

Figure 42: Varying values that appear in association with Yoda advice after entering the correct
gimmie_s3cr3t password

This is no coincidence — these numbers are in fact the result of an LCG stream that is seeded with the value

0x10D4. Each such value is then used as a seed for the Mersenne Twister algorithm when calculating the 60
bytes that are used as a key to encrypt the flag.

9C4uisd);

{
etRandLong(mtRand);

HIBYTE(randNum);
1] BYTE2 (randhlum) ;
2] BYTE1(randNum) ;
3] = randNum;
+ 4;

Figure 43: LCG result used to seed the Mersenne Twister sequence generation prior to flag encryption
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xFFFFFFFFi64;
ocAddressAndExecute(8,

Figure 44: LCG seed that appears in the main function of the challenge
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