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Flare-On 10 Challenge 8: AmongRust
By Chuong Dong (@cPeterr)

Overview

The file infector . exe is a Windows executable that executes and terminates silently. After the executable
is run, 64-bit executable files in the user folder appear to be infected with their icons changed to an Among
Us image.

3Z2bit_droppe helloworld.... lockbit.exe  client.exe
rexe

C:\Users\user\Desktop\AmongRust>infector.exe

C:\Users\user\Desktop\AmongRust>

Figure 1: Executing Infector

When running in the Command Prompt, most infected executables print the following link.
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32bit_drop... helloworld.... lockbit.exe  client.exe

BN Administrator: Command Prompt

»client.exe
it.ly/flare-on-flag

C:\Usersius

Flare-On Fl.;f

C:\Usershuser\Desktop>

Figure 2: Executing Infected Files

The link, of course, just rickrolls whoever clicks on them instead of giving them the flag.
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Figure 3: Rickrolling

Infector Basic Analysis

In the spirit of Among Us, the game this challenge is inspired by, the player is meant to search for an
“imposter” executable that is infected with a different payload from the rest. There are different ways to
accomplish this. One way is to analyze the 64-bit Rust infector executable statically in IDA/Ghidra and check
to see how 64-bit executables on the machine are infected. If going this route, the player will find that the
payloads are XOR-encoded with the key “@cPeterr” to prevent them being carved out directly from the
infector executable. The infector utilizes multithreading to walk through directories in the user folder to find
all 64-bit executables and randomly infects one of them with the second stage payload.

The method above is left as an exercise for the reader as fully analyzing this statically is not the intended
solution for this first stage. A much simpler approach would be to assume that the infector, as most dropper
malware, must somehow execute the second stage executable after infecting it. With this in mind, we can set

up ProcMon to monitor the Process Create operations performed by the infector.
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B Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help

FEHILNRUITYTAO| & F LK =T

Time ... Process Name PID  Operation Path Result Detail
2:35:0... W infector.exe 2392 <P Process Create  C\Windows\System32\Conhost exe SUCCESS PID: 5720, Comma...
2:35:0... 'W-infector.exe 2392 <PProcess Create  C:\Users'user\Desktopexec_folderlockbit exe SUCCESS PID: 7060, Comma...

Figure 4: Finding Second Stage Executable with ProcMon

From the ProcMon result, we see that out of all the infected executables, the malware only creates a process
to launch one of them. This is how we can find our second stage executable. An even simpler solution to find
this is through Task Manager. The list of background processes contains a very suspicious-looking process
whose properties also point us to the infected executable.
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gid
File Options View
Processes Performance App history Startup Users Details Services
72% 31% 1% 0%
MName Status CPU Memory Disk MNetwork | Power usage Power usage t...
. ”~
Apps (3)
¥ Process Monitor 1.7% 19.8 MB 0 MB/s 0Mbps  Very low Very low
17 Task Manager (2) 1.0% 20.1 MB 0 MB/s 0Mbps Very low Very low
4 Windows Explorer 339 I lockbit.exe Properties XL
Backg round processes {49:] General Compatibility Securty Details Previous Versions
ﬁ AmongRust 0% ﬁ |I0ckb'rt.exe v
[®=] Application Frame Host 0% v
Type of file:  Application {.exe)
[#=] COM Surrogate 0% v
Description:  AmongRust
[#=] COM Surrogate 0% v
CTF Loader 0% Location: C\Users'user\Desktoptexec_folder e
[#] Device Association Framework ... 0% Size: 305 KB (316,504 bytes) v
[ Foxit PDF Reader Update Servic... 043 | Szeondsk: 312KB (315458 bytes) v
{24 Google Chrome Installer 0% | Crested:  Thursday, June 1, 2023, 8:34:20 AM v
1) Google Installer (32 bit) 0% | Modfied:  Thursday, June 1, 2023, 8:35:06 AM v
}j Google Installer (32 bit) 0.3% Accessed: Today, June 1, 2023, 1 minute ago v
}j Google Installer (32 bit) 0% v
Attributes: [JRead-only  []Hidden Advanced...
[#z] Host Process for Windows Tasks 0% v
[8=] Host Process for Windows Tasks 0% v
(s Microsoft Distributed Transactio... 0% v
[y Microsoft Edge Update (32 bit) 0% v
Microsoft OneDrive O%_ Cancel Apply M W
Fewer details End task

Figure 5: Finding Second Stage Executable with Task Manager

Second Stage Analysis

As seen in Task Manager, the AmongRust application just runs silently in the background. Once the infected
file is located, we can begin analyzing it in IDA. A quick look in IDA will show us that similar to the infector, the
malware is a 64-bit executable written in Rust. It sets up a TCP server on the host machine on port 8345. For
each connection established with a client, the malware spawns a separate thread to handle it.
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int sub_1400038D0()
{

// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

v14[1] = @xFFFFFFFFFFFFFFFEi64;
(&v5 + ©x10000000Bi64, "0.0.0.0:8345Could not bind", @xCi64);
if ( hObject )

hObject = v13;

}

server_socket = v13;
server_socket_1 = (&server_socket);
while ( 1)

("Could not bind", @xE, &hObject, &

(&v6, &server_socket_1);
if (v6e == 2 )
break;
if ( v6 )

if ( (v7 & 3) ==1)

vl = (v7 - 1);
vl = *(v7 - 1);
v1e = v7;
(**(v7 + 7))(ve);
vl = *(v1e + 7);
v2 = *(vl + 8);
v3 v9;
if ((v2 )
(*vo9, v2, *(vl + 0x10));
(v3, @x18i64, 8i64);
}
}

else

{

CloseHandle(hObject);
if (! (vi3) )
(&v13);
if (! (via[e]) )
(via);
}

}

return closesocket(server_socket);

(&hObject, v7);

}

Figure 6: TCP Server Setup

In the function to handle the client’'s communication, the malware’s server thread first receives a 32-byte key
and a 32-byte nonce from the client. The server sends back “ACK_K\ r” after receiving the key and
“ACK_N\r" after receiving the nonce. This implies that the key and nonce are potentially used to encrypt
network communication with a symmetric cryptographic algorithm.
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(v1i40, 0, sizeof(v140));
vliod = 0;
(v1i43, &client_socket, key_buffer, 0x20i64) ;
vl = *(&v143[0] + 1);
if ( '*&vi43[o] )
{
if ( *(&v143[0] + 1) '= 0x20i64 )
{
invalid key size str = (0x10ui64, 1luis64);
EICT A
v3 = invalid key size str;

v184 = invalid key size str;

v183 = 0x10i64;

v1iod = 1;

(v143, &client socket, invalid key size str, 0x10i64);

vl = *&v143[0];

if...

vd = 0x10i64;

goto LABEL_ZD:
}
ACK_K_str = (6ui64, luis4d);
if
ve = ACK_K_str;
*(ACK K str + 2) = '"\rK';
*ACK K str = '_KCA';
vigsd = ACK_K_str;
v1g3 6i64;
v194
vd = 64;

(v143, &client socket, ACK K str, 6i64);

if ( *&v143[0] )

Figure 7: Server Receiving Key
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(vli43, &clien;_socket, nonce_puffer, 0x20i64) ;

vl = *(&vl43[0] + 1);
'*gv143[0] )

if (

{

if

{

}

v8

( *(&v1l43[0] + 1) !'= 0x20i64 )

v7

(0x12ui64, 1lui64d);

iliEc oo

v2 =
*y7
* (v7

vig4
v183
v194

vl =
if
vl
vd =
goto

if...
= v8;

*(v8 + 2) = '\rN';
*yg = ' KCA';

= 6i64;

v2

v4

v1g4

v183
v194

vT;

= *"Invalid nonce sizeCan't parse

8) = 0x657a;
(v6, 6i64, 1ie64);

= wv2;

0x12i64;

1;

(v143, &client socket, wv2, 0x12i64):;
*gv143[0];
*gv143[0] )
= *(&v143[0] + 1);
0x12i64;
LABEL 20;

(6ui64, luisd);

(ve, 6i64, 1i64);

= v2;

6i64;
1;
(v143, &client socket, v2, 6i64);

if ( *&v143[0] )

Google Cloud

Figure 8: Server Receiving Nonce

FLARE

Next, the server spins and waits to receive commands from the client. The server can accept three different

commands: exit, exec, and upload.
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INVIALID_COMMAND H
(v143, &client socket, "Invalid backdoor command\r\nNot a valid size", 26i64);

v3 = v185;
if ( '*&v143[0] )
goto LABEL 37;
vl = *(&v143[0] + 1);
goto LABEL 281;
}

if ( **(&backdoor_pommand + 1) == 'tixe’' )

{
vl = 0i64;
goto LABEL 281;

}
if ( *(&vl151[1] + 7) < 5ui64d )
goto INVIALID_COMMAND g
if ( ! (**(&backdoor command + 1) A 1cexe' | * (* (&backdoor command + 1) + 4i64) A 0x20) )

break;
if ( *(&vl51[1] + 7) < Tuié64
|l **(&backdoor command + 1) * 'olpu' | *(*(&backdoor command + 1) + 3i64) ~ ' dao' )

{
goto INVALID COMMAND;

}
(&v152, &backdoor command) ;

Figure 9: Supported Backdoor Commands

The exec command is followed by a Windows command to execute on the system. The malware crafts the
string “cmd /c <Windows command>", creates a process to execute it, and sends the output back to the
client.

(received buffer, "cmd/Cfailed to execute process", 3i64);
(vli51, received buffer, sizeof(vl5l));
(vl51, "/Cfailed to execute process", 2i64);
(vis51, v19, wv17);
(received_buffer, v1l51) ;
if | !*(&received_buffer[ﬁ] + 1) )

{
*gvlih = *&received_buffer[[:-];

"failed to execute process",
25,

&v1l75,

&

&

Figure 10: exec Backdoor Command
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The exit command simply terminates the connection between the client and the server thread. The upload
command is used to upload a file from the client to the host machine that the server is running on. The
command is followed by the path to upload the file to and the size of the file. After receiving an upload
command, the server responds with the string “ACK_UPLOAD\ r” and starts receiving file data from the client.
Data is read 512 bytes at a time and written to the specified file path until the entire file has been delivered.

(received buffer, &client socket, ™ . UPLOAD\r UPLOAD FIN\r", 11i64);
( *&received buffer[0] )
LABEL 274;
*(&v192 + 1);
*(&v192 + 1);
v120;
(received buffer);
v1iz2;
v120;
(vl23) 1Lz
(received buffer,
vliz22;
v120;
(v1i25)

v1iz2;
v120;
(v127)
file path = (vize, );
v1ig7 vliz2;
v1ig6 v120;
v1l29 (file path, vi1le, v117);
vl = 2
if ( 'vl29 )
{
file handle[0] = g
(received buffer, 0, sizeof(received buffer)):
vli74 = v120;
l5ds ¢ o
do
{
if ( received len < 0x200 )
{

(vl51, &client socket, received buffer, received len);
vl = *(&v151[0] + 1);
if ( *&v151[0] )
goto LABEL 273;
(vl51, file handle, received buffer, received len);
if ( *&vl151[0] )
{

vl = *(&v151[0] + 1);
goto LABEL 273;

(vl51, &client socket, received buffer, 512i64);
vl = *(&v151[0] + 1);
if ( *&v151[0] )
goto LABEL 273;
(vl51, file handle, received buffer, 512i64);
if ( *&v151[0] )
goto LABEL 271;

Figure 11: upload Backdoor Command
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Finally, we see the file path is passed into a function along with the received key and nonce to be decrypted.
After decrypting the file, the server responds to the client with the string “ACK_UPLOAD_FIN\r".

(file path, file path len, key buffer, 0x20uié4, nonce buffer, 0x20uié4);

)

= *(&v1l92 + 1);
= v121;

(received_buffer, &client_socket, "R UPLEAD_EINE:”, 15i64) ;
!*&received_buffer[o] )

( vizl )
(*(&v192 + 1), 16 * v121, 8i64);
( v82 )
(vigl, w82, (vB2 & 0xB000000000000000uib64) == 0i64) ;
= v185;
6i64;
LABEL 37;

Figure 12: Decrypting Uploaded File

The decryption function generates an HC-256 XOR stream using the received key and nonce to decrypt the
file.

v67 al;
v59 (v64[31] << 24) | *(v64 + 14) | (v64[30] << 16);
for i = 16i64; i '= 2560; ++i )
{
v1l9 = *(&v45[1018] + i + 1);
*(&vd6 + i) i
( (vie, 25) ~ (vig, 14) ~ (vi9 >> 3))
( (*(&v45[0x401] + i), 15) ~ (*(&v45[0x401] + i), 13) ~ (*(&v45[0x401] + i) >> 10))
* (&v45[1022] + i + 1)
v17;
v1i7 = v19;
}

(v45, &ve0[1984], 0x1000ui64);
(&v45[512], &v60[6080], 0x1000ui64d);
(v45[1025]) = 0;

v20 = 4096;

do

{

--v20;
}
while ( v20 );

Figure 13: HC-256 ptable & gtable Population
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| int64 _ fastcall gen word keystream generation(_ inté4 al)

{

// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

*(al + 8200);
vl & Ox3FF;

+

8200) = (vl + 1) & Ox7FF;

vl > Ox3FF )

+
+
+
1

munneE+4++ 11

*(al + 4i64 * (((vl & Ox3FF) + 1021) & Ox3FF) + 4096);

( (v, 22) ~ (*(al + 4i64 * ((v2 + 1) & Ox3FF) + 4096), 9))

*(al + 4i64 * ((v8 ~ *(al + 4i64 * ((v2 + 1) & Ox3FF) + 4096)) & O0x3FF))

*(al + 4 * v2 + 4096)

*(al + 4164 * ((v2Z + 1014) & Ox3FF) + 4096);

+ 4 * v2 + 4096) = v4;

*(al + 4164 * (((vl & Ox3FF) + 1012) & Ox3FF) + 4096);

*(al + ((v9 >> 14) & Ox3FC) + 2048) + *(al + 4i64 * v9) + *(al + 4i64 * (v9) + 1024);
(al + 4 * (v9 >> 24) + 3072);

*(al 4i64 * (((vl & Ox3FF) + 1021) & Ox3FF));

( (v3, 22) » (*(al + 4i64 * ((v2 + 1) & Ox3FF)), 9))

*(al + 4i64 * ((v3 » *(al + 4i64 * ((v2 + 1) & Ox3FF))) & Ox3FF) + 4096)

*(al + 4 * v2)

*(al + 4i64 * ((v2 + 1014) & Ox3FF)):;

+ 4 * y2) = v4;

*(al + 4i64 * (((vl & Ox3FF) + 1012) & O0x3FF));

*¥(al + ((vE >> 14) & Ox3FC) + 6144) + *(al + 4i64 * v5 + 4096) + *(al + 4ied * (v5) + 5120);
(al + 4 * (v5 >> 24) + 7168);

vd N (*vT + v6);

Figure 14: HC256 Keystream Generation

The flag image for the challenge is one of the files sent through an upload command that is captured in the
provided PCAP file.

Network Traffic Analysis

Knowing that the initial communication contains the visible strings “ACK_K\ r” and “ACK_N\r" sent from the
client side, we can use Wireshark to filter for the packets containing these strings.

Page 12 of 20



GoogleCloud  FL A RE

M 06.27_2023_capture.pcapng - [m] >
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm 3@ TRERe=2=ZF L= ] Q Qi

[ Tapoly a display fiter _<ctrl-/> = -+
|Packetbytes | | Namow & Wide ~ [ Casesensitve |String | [ackk J[Fmd ]| conca |

No. Time Source Destination Protocol  Length Info ~

3628 24.812248 192.168.189.128 20.54.24.246 TCP 54 49726 = 443 [ACK] Seq=2 Ack=2 Win=63571 Len=0
3629 25.922713 192.168.189.128 192.168.189.2 NBNS 110 Refresh NB DESKTOP-1CMR3QL<@@>
3638 27.442778 192.168.189.128 192.168.189.2 NBNS 110 Refresh NB DESKTOP-1CMR3QL<2@>
3631 28.972333 192.168.189.128 192.168.189.2 HBNS 11@ Refresh NB DESKTOP-1CMR3QL<28>

3632 38.497913 192.168.189.128 192.168.189.2 HBNS 118 Refresh NB DESKTOP-1CMR3QL<28>

3634 38.952895 23.47.85.47 192.168.189.128 TCP 6@ 443 > 49733 [ACK] Seq=1 Ack=2 Win=64239 Len=8
3635 38.999975 23.47.85.47 192.168.189.128 TLSv1.2 85 Encrypted Alert

A .47 TCP
68.189.1. & .47 TCP

31.998271 192.168.189.128 192.168. NBNS
4. TCP
4. TCP

3644 33.417500 192.168.189.213 192.168.189.128 60 51885 > 8345 [ACK] Seq=1 Ack=1 Win=2162272 Len=8

3645 33.417755 192.168.189.213 192.168.189.128 TP 86 51885 > 8345 [PSH, ACK] Seq=1 Ack=1 Win=2102272 Len-32

3646 33.417874 192.168.189.128 192.168.189.213 e 60 B345 + 51885 [PSH, ACK] Seq=1 Ack=33 Win=2102272 Len=6 v
< >
> Frame 3646: 60 bytes on wire (480 bits), 6@ bytes captured (488 bits) on interface \Device\NPF_{AA@33F74]| 0000 @0 @c 29 c4 8 bS @0 @c 29 11 4c ed 83 08 45 0@
> Ethernet II, Src: VWMware 1l:4c:ed (88:8c:20:11:4c:ed), Dst: WMware_c4:T8:b5 (8@:8c:29:c4:78:b5) 2018 8@ 2e 25 b3 40 90 80 6 00 00 cB@ a8 bd 88 cB ag
> Internet Protocol Version 4, Src: 192.168.189.128, Dst: 192.168.189.213 oz bd ds 139 99 ca ad ab 77 1; <]‘: 5; Zj 42 af s@
> Transmission Control Protocol, Src Port: 8345, Dst Port: 51885, Seq: 1, Ack: 33, Len: 6 B 2 14 Tc c7 80 B9 41 43 4b 5T 4b &
v Data (6 bytes)

Data: 41434b5fabad

[Length: 6]

< b4
(O 7 Data (data.data), 6 bytes || Packets: 5536 - Displayed: 5536 (100.0%) || profie: Defauit

Figure 15: Searching for Malicious Traffic in Wireshark
By following the TCP stream from frame 3646, we can observe the following TCP stream of communication

between a client and the malware. We see the 32-byte key and 32-byte nonce sent along with the exec and
upload commands in here.
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FLARE

M Wireshark - Follow TCP Stream (tcp.stream eq 61) - 06_27_2023_capture.pcapng — O *
et!,.M.4....6].jp.;<3.-h..\.&. L
LACK_K
,,,,,,,,,, Howo | hI.. A T.\.....B.ACK_N
exec whoami
desktop-lemr3gliuser
exec mkdir C:\Users\user\AmongRust
upload C:\Users\user\AmongRust\wallpaper.PNG 122218
ACK_UPLOAD
,,,,,,,,,, X.&.... TP U TIRTISN SO

AR, .U..e....] R..,.5..]..

e e )5 RN LoD EX s S

- L Il Al ey T- Noo..D.~" .. ER.7..34>.. .N....g------ ‘Te.xF..Ju{..[-- ey WE-=sccos Foccccoss  cooc R
2ec..A....0..¥.B.1M.d9 L9....Bo.=: sLus.= Ll HusLE Ll U.zz..r. o Xosa. . 3GV NS0 Lol z..%.cBgRf. <. .XB...cj..... Joooococ Bl cTocooTed
T Bt A KL LB ML T xdd -3 b LR OVl T L H AT 0P, X T &..1.00.42.T......1.A.mc..B....%..." . 1jOHW. .. ...
P e olleWellolloBe oIl Ge o ofEcEcomoscomas HefiosooEosdilboscsoc JU~ 128XySv. .p.F3_ ..., [ O i R A PMS=.Ta. .. "|..Lz..".e..f.q.. . FK..)..L.....
Plooofifoon ofoooowedbo il olicibooooonaooaons 3h.,<.nmdd#. #<.5(v]2 coolEilho codiblbooonooTol loo™oo®t 000 ofbo o oooo o ofaiio oohda 000 C J..[+Z..y -
F..."D..y.

allcool|ooEanoiEaie oo ok u}l..-[-B.3.k... [ 4

J%.G..../.m...k.p?.N1.{l.05....1.".Z.".NA.2* .a...5]. ........ 17 D <..01.:.2G%...... [ceVeuyue o W2 <3Keueue 3C....%//..36.5. ... [~
En o b oooooooo00ac yH.3d..t.w..$p..i~CYE..D/d...... O...r.

.".N..BBZ.K.ykHxQ..... @edlococoe JH. ... ccooEosooos Boolzcooosifoconsc $Go.. f........ R R P e B -...8Bs.Hf..8.Uc..2 ...... flocooc H

e oo Teeiannnnn JET20 ) P Ve yB.[eennns &t.. .3KT(.R.(-B@t[....>\.1....... W3I..M@.0........ 1.5

Q...s..7»NNM...l.es.P....n.. . 1. Y8008, ..o a e el .t #.55. 8- h... . % L [P r...

PR« r P A ="CF e f)..7e0..8H@]Cs. ..0.g...p|7b......

I hoodiboodoc [ T A..0...03..2..81B@~...,..cF.2n<. " aWeaut| " Waen |aan]ine e, £ mmN.Y.eieueann. (oilooBooocooo: il
$..K..jb{.HG....... Tocccooonnssnce o

2 P F.{N<A.. D.u..... T U £TXe .. FW....%g..Z.@..[0U....5......q. . [P O N - P Y)oloi.. X657 . 4vK.r.u.. /4. k. . .4\,
ol o B coccooac 3 O Y () AR PR R, [ ) 1 | SR p s Im.r5.{E.-.<Q5C....dkK5.gM..>.0....R...7.6/

P Z.w.z0..h.:a lxfa..e..Cid 4 W 0

203 client phts, 12 server pkis, 24 turns.

Entire conversation {123 kB) w Show data as | ASCIT w Stream

Find: | [ Findmext |

Filter Out This Stream Print Save as... Back Close Help

Figure 16: Malicious TCP Stream

Dumping the TCP stream allows us to recover the HC-256 key and nonce being used to decrypt the uploaded

files.

Through the commands sent by the client, the malware creates the folder AmongRust in the user folder. It
then receives and writes the files wallpaper .PNG and wallpaper.ps1 in there. Finally, the malware is
instructed to execute the PowerShell script and delete everything afterward.
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M Wireshark - Follow TCP Stream (tcp.stream eq 61) - 06_27_2023_capture.pcapng — m] *
%.v..?..D.5}n.X2.&.F20L..... [ T Wawoa®enuas kl@..Z....... Levuuo {L3..r. 7 Ze L 1YL L SXLD] L L [ VLB LU S50 ~
3t...s. ool c6XM"..U...9. .:v.x.. ¥ XS]...8.. <. V.sPs./,..... B noooEieooFdillo it oo oooils otinZelis o ofn ~ otn oS olfl o oo >...B5. ..
Foocooe U I L o =
-6>...)o.].x
1180 kB . .G 1. ai... . GyW. .88 AR, LT L [.t. . h. . Gdeu. ... [ P
P N YLy cy SR | PR Py g lscoccoce T Oy RmMG...... Yoo
- \.J...RC ...]a2.0..U.(eneennnnn. L.
1..%.k.8..57).....H.. | . hMr. ... N 7y PO R RS DR U SR SN 11N 1B S
*=GPL @ 0. [* NS @CROE e 8[A....€..U.beuuueun...}. .~ACK_UPLOAD FIN
upload C:\Users\user‘\AmongRust\wallpaper.psl 783
ACK_UPLOAD
D DO g Cp...63K.Ux.H..=.../...Q..!1..
Nedye.7.=0. .-l L Pl .}e..Fo.pTo.)...... &r....asf9;.?Y" .:..0..g. ... t. Bt @
~3H. L. N T Y S S " LKD..'m.9<:.dQ...X.R1....2....{U..RY.q}.q...Y
(fooo@foooooone Thooac Yoaoooa00s C\B....L'.:n*>...a...j.SL.ch...74.hD.B&.6....c.\./L K..k.. EE-=troooctoBloooT j.F.PVAS.V.-d.;...(.Pah.
soomodlbzolilzofodilbscscfocss [Fossosacs T b [ e
S .
ool EE o oomgo o SEifa oo cooccaTdis oo lTol4EfoEnn con dlFdEnasnnosoe A7..w .. 7. Q}.. 45,1 =
~Eaooooildtood¥s Soboodl]dlol o ooosoaccolcRcoool ((olloodiboooBel  oFollimie boddfiioccBihlosoox e [Boll-ccoccosocos N...=qD&...F.7.:f.....=....
+gm. . ..@.NACK_UPLOAD_FIN
exec powershell C:\Users\user\AmongRust\wallpaper.psl
exec del C:\Users\user\AmongRustiwallpaper.psl /q
exec del C:\Users\user\AmongRust\wallpaper.PNG /q
exec rmdir C:\Users\user\AmongRust
exit
v
Bscket 3955, 203 client pkts, 12 server pkts, 24 turns. Olick to select.
Entire conversation {123 kB) w Show data as | ASCIT w Stream
Find: | [ Find Next |
Filter Out This Stream Print Save as... Back Close Help

Figure 17: Captured Backdoor Commands

Solving The Challenge

Dynamically Decrypt Files in Debugger

In Figure 11, we see that the HC-256 file decrypting function takes in the encrypted file path, key, nonce, and
their lengths as parameters. With this, we can solve the challenge by first dumping the encrypted file to disk

and debugging the sample in xé64dbg or any other debugger of your choice.

0140002BE6 [rsp+ +nonce] , rax
0140002BEB [rsp+ +nonce len],
0140002BF4 rod, 1L
0140002BFA rcx, rl4

0140002BFD rdx, rlb
0140002C00 r8, [rbp+
0140002C07 decrypt file

Figure 18: Parameter Setup for Decrypting Function
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By jumping directly to the address 140002C07, we can start patching the register values to decrypt the file.
First, we can write the extracted key and nonce into memory. The rax value can then be changed to the
address of the nonce buffer, r14 to the address of the encrypted file path, r15 to the length of the file path,
and r8 to the address of the key.

After setting this up in the debugger, executing the file decrypting function will result in the file being
decrypted on disk.

Programmatically Decrypt Files in Rust

Since we know the malware uses HC-256 cryptographic algorithm to decrypt the files using the provided key
and nonce, we can write a Rust script to programmatically decrypt the flag. | recommend using RustCrypto's
HC256 crate for this.

use std::{
fs::File,
io::{Read, Write},
b

use hc_256::{
cipher::{KeyIvInit, StreamCipher},
Hc256,
b
fn main() {
let key: Vec<u8> = vec!][
Ox65, Ox74, 0x21, Ox2c, Ox9b, Ox4d, Ox93, Ox34, Oxd8, 0x93, Oxbe, 0xc2, 0x47, 0x7c, 0xbs,

Ox6a, Ox70, Ox98, Ox3b, Ox3c, Ox33, Ox95, Ox2d, Ox68, Oxa8, Oxcc, Ox5c, 0x02, 0x26, 0x07,
Ox0a, Oxbf,

let nonce: Vec<u8> = vec!|
Ox0e, 0x02, Oxf4, Oxa9, Oxa8, Oxb5, Oxbe, Oxea, Oxba, 0x83, 0x48, 0xd6, 0xd2, 0xf8, Ox7c,
0x60, 0x68, 0x49, oxdf, Ox9%9a, Ox5e, Oxef, 0x49, Oxa6, Ox5c, 0x98, Oxcf, 0x07, Oxd4, ©Oxc2,
0x38, 0Oxab,

1;

let mut cipher = Hc256::new(key.as_slice().into(), nonce.as_slice().into());

let mut contents = Vec::new();

let mut file = File::open("<encrypted flag path").unwrap();

file.read_to_end(&mut contents).unwrap();

cipher.apply_keystream(&mut contents);

let mut flag_file = File::create("flag.PNG").unwrap();

flag_file.write(&contents).unwrap();

Writing a Client in Python

Another approach to solving the challenge would be writing a client in a language of your choice to
communicate with the server and instructing it to decrypt the flag for us. This requires our client to initially
send the correct key and nonce to the server and an upload command with a file path to write the flag to.
Then, the client can send the encrypted flag to the server to be decrypted.

Instead of having to write the Python script ourselves, Google Bard Al chatbot can be used to quickly

generate the script for us. Below are the instructions | give to Bard.
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Hey Bard. Write me a Python script to perform the following tasks.

1. Create a client TCP socket and connect to the server 192.168.189.128 on port 8345.

2. Convert the following list [@x65, 8x74, 0x21, ©@x2c, 0x9b, ©x4d, 0x93, 0Ox34, 0xd8, 0x93,
Oxbe, Oxc2, 0x47, Ox7c, Oxb8, Bx6a, 0x70, 0x98, Ox3b, Ox3c, Ox33, 0x95, 0x2d, 0x68, Bxa8, Oxcc,

Ox5c, 0x082, 0x26, Ox07, Ox0a, Oxbf] to a bytes object and send it to the server.

3. Receive 6 bytes from the server and check if it's "ACK_K\r'. If it's not, terminate the

connection.
4. Convert the following list [Ox@e, ©x02, ©xf4, 0xa9, Oxa8, Oxb5, Oxbe, Oxea, Oxba, 06x83,
0x48, Oxd6, Oxd2, Oxf8, Bx7c, 0x60, 0x68, 0x49, Oxdf, Ox9a, Ox5e, Oxef, 0x49, Oxa6, Ox5c, 0x98,

oxcf, 0x07, ©xd4, Oxc2, 0x38, Oxab] to a bytes object and send it to the server.

5. Receive 6 bytes from the server and check if it's 'ACK_N\r'. If it's not, terminate the

connection.

6. Send the bytes array of the following string "upload
C:\Users\user\Desktop\decrypted_flag.PNG 122218\r" to the server.

7. Receive 11 bytes from the server and check if it's 'ACK_UPLOAD\r'. If it's not, terminate

the connection.

8. Open the file 'encrypted_flag.bin' and read its content into a variable named

encrypted_flag_data.

9. Send all of encrypted_flag_data data to the server.

10. Receive 15 bytes from the server and check if it's 'ACK_UPLOAD_FIN\r'. If it's not,

terminate the connection.

11. Send the bytes array of the string "exit" to the server.

12. Close the socket and terminate the Python program.
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‘; Sure, here is the Python script to perform the task:

Python

import socket
def main():

host = "192.168.189.128"

port = 8345

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
s.connect((host, port))

data = bytes([@x65, @x74, @x21, @x2c, @x%, @xd4d, @x93, @x34, @xd8, 0x93, @xbe,
s.sendall(data)

ack = s.recv(g)

if ack != b"ACK_K\r":
print("Invalid response from server")
s.close()
return

data = bytes([@x@e, @x02, @xf4, @xa9, @xa8, @xb5, @xbe, @xea, @xba,
s.sendall(data)

ack = s.recv(6)

if ack != b"ACK_N\r":
print("Invalid response from server")
s.close()
return

data = b"upload C:\Users\user\Desktop\decrypted_flag.PNG 122218\r"
s.sendall(data)

ack = s.recv(11)

if ack != b"ACK_UPLOADAr":
print("Invalid response from server")
s.close()
return

with open(“encrypted_flag.bin", "rb") as f:
encrypted_flag_data = f.read()

s.sendall{encrypted_flag_data)

ack = s.recv(15)

if ack != b"ACK_UPLOAD FINAr":
print("Invalid response from server")
s.close()
return

data = b"exit"
s.sendall(data)

s.close()

Use code with caution. Learn more

Figure 19: Bard Python Solution

Oxc2, @x47,

@xd6, @xd2, @xf8,

©

FLARE
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The wallpaper .PNG image contains the flag for the challenge, and the wallpaper.ps1 fileis a script to set

the system’s wallpaper to the flag image. The decrypted versions of them are shown below.

Add-Type -TypeDefinition @'
using System.Runtime.InteropServices;
public class Wallpaper {
public const uint SPI_SETDESKWALLPAPER = 0x0014;
public const uint SPIF_UPDATEINIFILE = 06x01;
public const uint SPIF_SENDWININICHANGE = 0x02;
[D11Import("user32.dll", SetLastError = true, CharSet = CharSet.Auto)]

uint fuWinIni);
public static void SetWallpaper (string path) {
SystemParametersInfo(SPI_SETDESKWALLPAPER, ©, path, SPIF_UPDATEINIFILE |
SPIF_SENDWININICHANGE) ;

}
}
'@

Swallpaper = 'C:\Users\user\AmongRust\wallpaper.PNG' # absolute path to the image file
[Wallpaper]::SetWallpaper(Swallpaper)

private static extern int SystemParametersInfo (uint uAction, uint uParam, string lpvParam,
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Figure 20: Decrypted wallpaper.PNG - Challenge Flag
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