








The future of SecOps with agentic Al



Agentic Al to Improve career prospects

Security practitioners are bullish about the impact of agentic Al on their personal career prospects over the next few years, with half (50%) believing that agentic Al will improve
their career opportunities. And those more experienced were even more bullish, as 56% saw improved opportunities vs. 39% of less-experienced professionals.

Additionally, it's clear from the research that the more people learn and use agentic Al, the more optimistic they become, as 69% of those already using agentic Al are optimistic
about career opportunity improvement.

Which do you think is the most likely impact of agentic Al technologies on your personal career prospects as a cybersecurity
practitioner over the next few years? (Percent of respondents, N=300)
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Respondents are even more optimistic about agentic Al's ability to reduce enterprise risk

Beyond career opportunities, over half (56%) of cybersecurity practitioners indicated that agentic Al offers a bigger advantage to cybersecurity defenders vs. the adversary.
And more experienced professionals are even more likely to indicate the same sentiment (63% vs. 44% of less-experienced professionals). Beyond experience as a security
professional, those that have experience with agentic SOC solutions were 57% more likely to report agentic Al will deliver bigger benefits to defenders (rather than attackers).

When you think about the relationship between bad actors and cybersecurity defenders, which do you think will gain a bigger
advantage from agentic Al technologies over the next few years? (Percent of respondents, N=300)
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What will security teams focus
on as the SOC becomes more
autonomous?

Beyond productivity improvement, the use of agentic

Al will most likely change how SecOps teams function,
including where security practitioners and architects
spend their time every day. While still in early days, our
survey shows that practitioners expect to spend more
time on proactive preparedness, threat intel analysis, data
analytics, and collaboration with the business, leaving
more tactical, operations-like alert triage to machines.

If agentic Al is widely adopted within the SOC, what do you think SOC personnel will spend
more time on/focus on? (Percent of respondents, N=300, up to five responses accepted)

Security posture assessment and improvement

Threat intelligence analysis

Analytics and data correlation

Data collection and aggregation

Cross-functional collaboration with lines of business

Incident response

Log inspection and reviews

Tool evaluation and vendor collaboration 25%

Scenario planning and tabletop exercises

Threat modeling

Threat hunting

Incident forensics

Alert triage
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Few would argue that the progress made in the past 12-18 months is remarkable in our ability to put
Al to work to improve SecOps. Yet there is much to learn and do as we continue our journey to being
more autonomous. As Al capabilities advance, we must rearchitect the security data layer to support
a network of data-hungry agents throughout every function within SecOps. We must also understand
what it takes to deploy, monitor, and manage an Al-driven operating stack. And as practitioners
offload more manual, time-consuming activities to machines, we must redefine how people and
machines collaborate to improve security outcomes, manage risk, and enable innovation. The big
question, though, is when will we be at a tipping point where trust and capabilities mature to a level
where we can refocus on other more strategic activities? One thing is certain though: This is a fast-

moving train with only one choice ahead, and organizations need to get on board, or they risk getting
run over.
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Google

ABOUT GOOGLE

Google is ushering in a new era in Al-powered SecOps productivity. Google's unique full-stack Al
capabilities, powerful automation, and world-class experts help when you need it. Agentic Al and

automation make everyone more productive and bend the curve on decades-old SecOps challenges to
protect organizations like never before.

Learn More



https://cloud.google.com/security/ai?utm_source=omdia&utm_medium=web&utm_campaign=sto109&utm_content=ebook&utm_term=-

RESEARCH METHODOLOGY AND DEMOGRAPHICS

To gather data for this report, Google commissioned Omdia to conduct a comprehensive online survey of security practitioners (i.e., SOC managers and staff) at enterprises with
1,000 or more employees. Organizations represented span both the private and public sectors and include respondents based in the U.S. (83%) and Canada (17%). The survey
was fielded between October 21, 2025 and November 3, 2025.

All respondents were provided an incentive to complete the survey in the form of cash awards and/or cash equivalents. After filtering out unqualified respondents, removing
duplicate responses, and screening the remaining completed responses (on a number of criteria) for data integrity, we were left with a final total sample of 300 qualified
respondents. The margin of error for a sample of this size is + or - 6 percentage points. Totals in charts and graphs in this report may not add up to 100% due to rounding.

- How many total employees does your organization - What is your company’s primary industry? (Percent of - Which of the following best describes your current
- have worldwide? (Percent of respondents, N=300) - respondents, N=300) - responsibility within your organization? If you don’t
' ‘ - see your exact role, select whichever is the best fit.
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