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Research objectives
As AI-infused SecOps solutions strive to change the operating dynamics of modern security operations, security 
practitioners are confronted with both opportunity and challenges in how and where to assimilate this powerful 
new technology. With the promise of significant improvement to security outcomes, coverage, and the efficiency 
of SecOps, practitioners must ultimately adopt, learn, and transform established practices to reap the benefits of 
an AI-powered operating environment—all while under pressure to continue to secure and govern their attack 
surface against an AI-enabled adversary. 

To gain further insight into these trends, Google commissioned Omdia to execute a survey of 300 security 
practitioners and SOC managers at organizations in North America and Canada involved with or responsible for 
the use of AI-enabled technologies within security operations.

Assess SecOps teams’ adoption of agentic AI 
technologies.

Identify security “jobs to be done” where respondents 
trust AI agents to help (as well as where they don’t) and 
what’s needed to build trust looking ahead.

Understand how security practitioners 
view agentic AI and how they educate 
themselves about agentic innovations.

Measure perceived early wins being 
delivered by agentic AI within SecOps teams 
and the teams’ expectations for the future.

Back to Contents

THIS STUDY SOUGHT TO: 

Note: Totals in figures and tables throughout this eBook may not add up to 100% due to rounding or organizations choosing more than one answer to 
select questions.
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89% of CISOs are pushing to accelerate the 
adoption of agentic AI solutions for security
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“Over half (54%) of cybersecurity 
practitioners indicated their organization 
is already using agentic AI (31%) or 
planning to use and deploy it over the 
next 12 to 24 months.”

Agentic AI refers to AI systems capable of independent decision-making and 
autonomous behavior. These systems can reason, plan, and perform actions, 
adapting in real time to achieve specific goals. A key capability of agentic AI 
is its ability to select, access, and utilize various tools and external resources 
to accomplish tasks more effectively. These systems can learn, adapt, and 
improve their performance over time. Many agentic AI solutions interact with 
users and even other AI agents via generative AI interfaces. 

Over half (54%) of cybersecurity practitioners indicated their organization is 
already using agentic AI (31%) or planning to use and deploy it over the next 
12 to 24 months (23%). Another 36% are interested in agentic AI but admitted 
that they are still early in the adoption process. This landslide commitment to 
putting AI to work to improve SecOps reflects the urgency in combatting an 
AI-enabled adversary together with the rapid transformation of the operating 
infrastructure that security teams are tasked with protecting. 

Rapid acceleration in agentic AI deployments

We have no plans for or interest in agentic 
AI technology10+90+U10%

36+64+U36% We are interested in agentic AI technology 
but early in the adoption process

31+69+U31% We are leveraging agentic AI technologies 
in production today

23+77+U23%
We have definitive plans for agentic AI 
technology and will likely deploy solutions to 
production within the next 12-24 months

Which of the following best describes your organization’s use of, or interest in, agentic 
AI technologies to augment or execute security operations processes and workflows? 
(Percent of respondents, N=300)
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Which of the following best describes your organization’s use of, or interest in, agentic AI technologies to augment or execute security operations processes and workflows? 
(Percent of respondents)

We are interested in agentic AI technology 
but early in the adoption process

We have no plans for or interest in 
agentic AI technology

We have definitive plans for agentic AI 
technology and will likely deploy solutions  
to production within the next 12-24 months

We are leveraging agentic AI 
technologies in production 
today

40%
400+600=

15%
150+850=

21%
210+790=

24%
240+760=

Larger SOC teams are adopting more agressively
Looking closer at these numbers, we see that larger SOC teams are further along in 
the adoption of agentic AI vs. SOC teams of a smaller size. Notably, many of these 
larger SOC teams are not part of larger companies but rather are from companies 
with fewer than 5,000 employees. 

6%
60+940=

32%
320+680=

24%
240+760=

37%
370+630=

SOC team of 25 FTEs or less (N=136) SOC team of >25 FTEs (N=164)
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When it comes to where the opportunity lies for agentic AI to make a difference in security operations, the survey found that most organizations could see a wide array 
of applications and use cases, some more horizontal, such as improving decision-making and general efficiency improvements, with other more vertical functions specific 
to improvements in threat detection and intelligence. Notably, the survey further revealed that experienced security professionals are more likely to indicate that faster 
threat detection is an area they find agentic AI to be the most promising (43% vs. 31% of less experienced professionals).

Based on this multifaceted array of applications and use cases, while we expect to see agentic AI broadly applied, it is still rapidly evolving and not fully understood. This is 
also true across demographic and firmographic subsets of both current and planned users.

Agentic AI opportunities in the SOC are multifaceted

36%
Improved incident 

response

30%
Reduced alert fatigue 

and more manageable 
alert backlogs

33%
Enhanced threat 

hunting capabilities

34%
Automated routine 

or rote tasks

37%
Better threat 

intelligence analysis 
and operationalization

30%
More efficient threat 

investigations

39%
Faster threat 

detection

35%
Better triage to prioritize 
alerts and enable faster 

decision-making

What aspects of/opportunity areas 
for agentic AI do you find most 
promising for security operations? 
(Percent of respondents, N=300, up to 
three responses accepted)
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Which of the following use cases and tasks do you believe are most suitable for AI agents in security operations?  
(Percent of respondents, N=300, up to five responses accepted)

Agentic AI’s transformative potential is on full display, based on the wide variety of use cases reported. Notably, when we look at specific use cases where people report 
AI agents are most suitable for use within SecOps, we see that those already utilizing agentic AI are more likely to indicate that threat detection and pen testing are 
important use cases: 2x for threat detection (34% vs. 17% of less experienced professionals) and 1.8x for pen testing (27% vs. 15% of less experienced professionals).

Use cases are similarly multifaceted

28%
Threat investigation
280+720=

26%
Detection engineering
260+760=

21%
Creation of periodic 
reports and dashboards

210+790=

24%
Vulnerability management
240+760=

20%
User behavior analytics
200+800=

23%
Penetration testing
230+760=

36%
Threat intelligence analysis
360+640=

26%
Malware analysis
260+740=

24%
Threat hunting
240+760=

32%
Security orchestration
320+680=

27%
Security posture assessment
270+730=

22%
Phishing detection
220+780=

29%
Automated incident response
290+710=

22%
Alert triage and prioritization
220+780=

Back to Contents

Efficiency and monitoring

Workflow automation

Threat analysis
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96++T96% of adopters reported a measurable positive impact 
from implementing agentic AI solutions within their 
SecOps, with half reporting the impact is significant.

Given the speed of adoption and the early maturity 
levels of current deployments, these numbers are not 
only impressive but also arguably unprecedented in the 
history of cybersecurity technology advancements. 

AI agents in the SOC are delivering 50+46+3+1
You mentioned your organization has implemented early-generation agentic AI solutions 
in your security operations. Generally speaking, how would you rate their contribution? 
(Percent of respondents, N=94)

“96% of adopters reported a 
measurable positive impact 
from implementing agentic AI 
solutions within their SecOps.”

Significant positive impactModerate positive impact

Minimal impact Moderate negative impact

50%46%

3% 1%
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48%

46%

46%

43%

41%

39%

44%

43%

45%

48%

10%

11%

11%

12%

7%

3%

1%

1%

2% 1%

Threat detection times

Analyst throughput and time spent on repetitive tasks

Threat intelligence analysis

Alert fatigue and alert backlogs

Threat hunting capabilities

0% 20% 40% 60% 80% 100%

Significant positive impact Moderate positive impact Minimal impact Moderate negative impact Significant negative impact

Agentic AI delivers across all SOC functions
Looking closer at where and how the use of agentic AI is delivering value, 87%+ reported a meaningful 
positive impact in each SOC KPI/function included in the survey. These results span not only 
improvements in the speed of SecOps processes but also further reflect an immediate improvement in alert 
fatigue and backlogs, with 88% of practitioners reporting positive improvement here

“87%+ reported a 
meaningful positive impact 
in each SOC KPI/function 
included in the survey.”

What impact have agentic AI solutions had in each of the following specific areas of security operations? 
(Percent of respondents, N=94)



Four key challenges to overcome 
as utilization advances

Back to Contents© 2026 TechTarget, Inc. All Rights Reserved. Unauthorized reproduction prohibited.



The Agentic SOC 12

© 2026 TechTarget, Inc. All Rights Reserved. Unauthorized reproduction prohibited. Back to Contents

82++T
In total, more than four out of five (82%) security 
professionals indicated that moderate or complete 
data architecture redesign is needed for agents to be 
effective. Organizations racing to deploy agents without 
getting their security data house in order will likely see 
lackluster results. 40+42+13+5

Do you believe your organization’s current security data architecture needs to be 
redesigned to effectively support agentic AI? 
(Percent of respondents, N=300)

Complete redesign requiredModerate changes required

Minor adjustments only Current architecture is sufficient

40%, Yes42%, Yes

13%, No 5%, No

Challenge 1: Security 
data architectures need 
significant redesign to 
accommodate agents

© 2026 TechTarget, Inc. All Rights Reserved.
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How much security data is already “AI-ready”? On average, only ~48% of the security/telemetry data is considered “AI-ready,” meaning more than half (52%) of the security 
data estate needs some level of transformation prior to agents being able to use it. Considering the impact data quality has on AI outcomes, this should be a top priority 
for organizations. 

Quantifying the data readiness problem

What percentage of all your organization’s security/telemetry data do you consider to be “AI-ready” 
(e.g., properly prepared and organized to be effectively used by AI systems)? 
(Percent of respondents, N=300)

1%

6%

15%

20%

17%

10% 10%

15%

4% 1% 0%

Less than 10% 10% to 20% 21% to 30% 31% to 40% 41% to 50% 51% to 60% 61% to 70% 71% to 80% 81% to 90% More than 90% Don't know
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Looking closer at the demographics, we saw that security architects and engineers were more passionate about the need for a complete data redesign than SOC managers 
were, reminding us of the importance for practitioners to clearly communicate this need to management.

As architects and engineers scale agentic usage, the need for data rearchitecture becomes clear

44+56+J 26+74+J44%
Security analysts/engineers

26%
SOC managers

Role comparison

Percentage of respondents selecting “Yes, complete redesign required.” 
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With much confusion in the market about what is hype versus what is real, security teams need to push vendors to both articulate and demonstrate evidence of where 
specific improvements are enabled, together with proof of operational reliability of AI capabilities. When AI-enabled capabilities demonstrate superior outcomes, many will 
rapidly replace existing solutions. Both vendors and security teams are on this AI journey together, reinforcing the need for vendor-buyer partnerships that are willing to work 
together to progress.

Challenge 2: Determining what’s 
real in a noisy market landscape

Leadership mandates are driving strong momentum for 
agentic AI adoption for SecOps, and agentic differentiation 
will catalyze switching behavior

Back to Contents© 2026 TechTarget, Inc. All Rights Reserved. Unauthorized reproduction prohibited.
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Data is reinforcing the perception that agents will augment rather than replace humans in the SOC
Beyond specific vendor capabilities, there are more general challenges in the AI adoption journey. In relative terms, concerns related to using agents within SecOps most often 
include a lack of trust, which will likely limit autonomy. Trust is a journey, and things are moving fast, as demonstrated by the more favorable results we see in our survey 
between those already in production vs. those still in implementation and planning. 

We also found it interesting to see the difference in perspective between SOC manager and security analysts/engineers, especially regarding the trust agenda. SOC managers’ 
biggest concern is trust, while worries about a lack of skills were 2x greater for analysts/architects vs. SOC managers.

34+66+T

Challenge 3:  
Overcoming the trust gap
What concerns you most about the potential use of 
agentic AI in security operations?
(Percent of respondents, N=300, up to three responses accepted)

34%
A lack of skills to manage 
AI systems and solutions

31+69+T31%
Costs of solutions

40+60+T
28+72+T

40%

28%

Reliability of decisions and 
actions made through 

agentic functions

Lack of explainability 
in AI decisions

37+63+T
28+72+T

37%

28%

Data privacy implications

Job displacement

35+65+T
8+92+T

35%

8%

Potential for false 
positives or negatives

None of the above

© 2026 TechTarget, Inc. All Rights Reserved. Unauthorized reproduction prohibited. Back to Contents
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Reliability and human-centric solutions are non-negotiable as organizations evaluate agentic solutions for 
the SOC
What will it take to increase trust? When it comes to enabling agentic AI to execute core SecOps functions, 87% said proof of reliability and hands-on validation is critical (46%) 
or important (41%) to establishing trust. Beyond this proof, organizations expect solutions to provide smooth workflows that enable effective human-agent collaboration, as we 
better learn how machines and people work together most effectively. Beyond human collaboration, the need for inter-agent collaboration has quickly risen in importance, as 
organizations architect solutions tailored to their specific needs and environment. 

How important are each of the following capabilities to you personally trusting agentic AI technologies 
to execute core SecOps functions? (Percent of respondents, N=300)

Back to Contents

46%

38%

34%

33%

33%

31%

41%

50%

49%

51%

54%

57%

12%

11%

16%

15%

13%

13%

1%

Proven reliability and hands-on validation

Effective human-agent collaboration

Inter-agent communication or context sharing

Adhering to a comprehensive governance framework

The availability of multiple specialized agents (e.g., threat hunt agent, detection
engineering agent, response

Agent integration within existing security ecosystem (e.g., ability of agents to
access relevant data and tools

0% 20% 40% 60% 80% 100%

Critical Important Nice to have Not important
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“�36% of security 
analysts and engineers 
worried about their 
ability to onboard 
the right skills to 
manage AI systems 
operating within their 
environment.”

AI systems management 
challenges are more apparent 
to practitioners

Beyond trust, other concerns exist, with 36% of security analysts and engineers worried about their ability to 
onboard the right skills to manage AI systems operating within their environment. Note that security analysts/
architects were over 2x more likely to be concerned about a lack of skills than SOC managers were, reminding 
us, again, of the importance for practitioners to clearly communicate this need to management.

Challenge 4: A lack of skills to 
manage AI systems and solutions

What concerns you most about the potential use of agentic AI in security operations? 

17+83+J 36+64+J
A lack of skills to 

manage AI systems  
and solutions

Back to Contents© 2026 TechTarget, Inc. All Rights Reserved. Unauthorized reproduction prohibited.

17%
SOC managers (N=35)

36%
Security  

analysts/engineers  
(N=160)



The future of SecOps with agentic AI
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Agentic AI to improve career prospects
Security practitioners are bullish about the impact of agentic AI on their personal career prospects over the next few years, with half (50%) believing that agentic AI will improve 
their career opportunities. And those more experienced were even more bullish, as 56% saw improved opportunities vs. 39% of less-experienced professionals. 

Additionally, it’s clear from the research that the more people learn and use agentic AI, the more optimistic they become, as 69% of those already using agentic AI are optimistic 
about career opportunity improvement.

Which do you think is the most likely impact of agentic AI technologies on your personal career prospects as a cybersecurity 
practitioner over the next few years? (Percent of respondents, N=300)

Agentic AI technologies will improve my 
career prospects

Agentic AI technologies will improve my 
career prospects

500+500=

690+310=
410+590=

50%

69%
41%

Neutral, both opportunities and challenges 
will be created, but they will roughly cancel 
out

Neutral, both opportunities and challenges 
will be created, but they will roughly cancel 
out

250+750=

150+850=
290+710=

25%

15%
29%

Agentic AI technologies will hurt my career 
prospects

Agentic AI technologies will hurt my career 
prospects

190+810=

150+850=
210+790=

19%

15%
21%

Too soon to say

Too soon to say

70+930=

10+990=
90+910=

7%

1%
9%

Early adopters of agenic solutions (N=94) Those not using agenctic solutions today (N=206)

≤ 5 years
39%

> 5 years
56%
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Respondents are even more optimistic about agentic AI’s ability to reduce enterprise risk
Beyond career opportunities, over half (56%) of cybersecurity practitioners indicated that agentic AI offers a bigger advantage to cybersecurity defenders vs. the adversary. 
And more experienced professionals are even more likely to indicate the same sentiment (63% vs. 44% of less-experienced professionals). Beyond experience as a security 
professional, those that have experience with agentic SOC solutions were 57% more likely to report agentic AI will deliver bigger benefits to defenders (rather than attackers).

When you think about the relationship between bad actors and cybersecurity defenders, which do you think will gain a bigger 
advantage from agentic AI technologies over the next few years? (Percent of respondents, N=300)

Cybersecurity defenders will gain a bigger 
advantage

Cybersecurity defenders will gain a bigger 
advantage

560+440=

740+260=
470+530=

56%

74%
47%

Neutral, both will gain advantages, but they 
will roughly cancel out

Neutral, both will gain advantages, but they 
will roughly cancel out

290+710=

200+800=
330+670=

29%

20%
33%

Bad actors will gain a bigger advantage

Bad actors will gain a bigger advantage

80+920=

40+960=
100+900=

8%

4%
10%

Too soon to say

Too soon to say

70+930=

10+990=
100+900=

7%

1%
10%

Early adopters of agenic solutions (N=94) Those not using agenctic solutions today (N=206)

≤ 5 years
44%

> 5 years
63%
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Beyond productivity improvement, the use of agentic 
AI will most likely change how SecOps teams function, 
including where security practitioners and architects 
spend their time every day. While still in early days, our 
survey shows that practitioners expect to spend more 
time on proactive preparedness, threat intel analysis, data 
analytics, and collaboration with the business, leaving 
more tactical, operations-like alert triage to machines.

What will security teams focus 
on as the SOC becomes more 
autonomous?

If agentic AI is widely adopted within the SOC, what do you think SOC personnel will spend 
more time on/focus on? (Percent of respondents, N=300, up to five responses accepted)

35%

32%

32%

30%

28%

27%

25%

25%

25%

24%

22%

20%

16%

Security posture assessment and improvement

Threat intelligence analysis

Analytics and data correlation

Data collection and aggregation

Cross-functional collaboration with lines of business

Incident response

Log inspection and reviews

Tool evaluation and vendor collaboration

Scenario planning and tabletop exercises

Threat modeling

Threat hunting

Incident forensics

Alert triage
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Conclusion

Few would argue that the progress made in the past 12-18 months is remarkable in our ability to put 
AI to work to improve SecOps. Yet there is much to learn and do as we continue our journey to being 
more autonomous. As AI capabilities advance, we must rearchitect the security data layer to support 
a network of data-hungry agents throughout every function within SecOps. We must also understand 
what it takes to deploy, monitor, and manage an AI-driven operating stack. And as practitioners 
offload more manual, time-consuming activities to machines, we must redefine how people and 
machines collaborate to improve security outcomes, manage risk, and enable innovation. The big 
question, though, is when will we be at a tipping point where trust and capabilities mature to a level 
where we can refocus on other more strategic activities? One thing is certain though: This is a fast-
moving train with only one choice ahead, and organizations need to get on board, or they risk getting 
run over.

“This is a fast-moving 
train with only one choice 
ahead, and organizations 
need to get on board, or 
they risk getting run over.”

Back to Contents© 2026 TechTarget, Inc. All Rights Reserved. Unauthorized reproduction prohibited.
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Google is ushering in a new era in AI-powered SecOps productivity. Google’s unique full-stack AI 
capabilities, powerful automation, and world-class experts help when you need it. Agentic AI and 
automation make everyone more productive and bend the curve on decades-old SecOps challenges to 
protect organizations like never before.

ABOUT GOOGLE

Learn More
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https://cloud.google.com/security/ai?utm_source=omdia&utm_medium=web&utm_campaign=sto109&utm_content=ebook&utm_term=-
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RESEARCH METHODOLOGY AND DEMOGRAPHICS 

To gather data for this report, Google commissioned Omdia to conduct a comprehensive online survey of security practitioners (i.e., SOC managers and staff) at enterprises with 
1,000 or more employees. Organizations represented span both the private and public sectors and include respondents based in the U.S. (83%) and Canada (17%). The survey 
was fielded between October 21, 2025 and November 3, 2025. 

All respondents were provided an incentive to complete the survey in the form of cash awards and/or cash equivalents. After filtering out unqualified respondents, removing 
duplicate responses, and screening the remaining completed responses (on a number of criteria) for data integrity, we were left with a final total sample of 300 qualified 
respondents. The margin of error for a sample of this size is + or – 6 percentage points. Totals in charts and graphs in this report may not add up to 100% due to rounding. 

How many total employees does your organization 
have worldwide? (Percent of respondents, N=300)

What is your company’s primary industry? (Percent of 
respondents, N=300)

Which of the following best describes your current 
responsibility within your organization? If you don’t 
see your exact role, select whichever is the best fit. 
(Percent of respondents, N=300)

1,000 to 
5,000, 58%

5,001 to 
10,000, 30%

10,001 to 
25,000, 7%

More than 25,000, 
5%

Manufacturing, 22%

Technology, 
20%

Finance, 17%

Retail/eTail/wholesale, 
15%

Business services 
(accounting, 

consulting, legal, 
etc.), 8%

Healthcare, 5%

Telco & media, 
4%

Other, 9%

Source: Omdia © 2025 Omdia

29%

25%

17%

12%

10%

3%

3%

1%

1%

Security operations analyst

Cloud security architect

Security engineer

Security operations management
(e.g., manager level)

Security architect

Incident responder

Vulnerability analyst

Threat hunter

Forensic analyst
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