Android 4

Scam protection
for the Al age
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from your contact’s number
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detection

Scam Detection
in Google Messages

o Scam Detection X

Likely scam
Suspicious activity detected. Common scams often
start this way. Learn how scams are detected

Not a scam Report & block
|
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0 Scam Detection

Likely scam
Suspicious activity detected for this call.

Not a scam End call

Scam Detection
in Phone by Google

As scammers get more sophisticated,
Android keeps you a step ahead with
multiple layers of proactive protection
powered by the latest in Google Al.
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o Scam Detection

Likely scam
Suspicious activity detected for this call.

Not a scam End call

PHONE CALLS

Scam Detection
in Phone by Google

On-device Al detects scam
conversation patterns in real-time
without recording or transcribing
audio, warning you with audio,
haptic, and visual alerts.

© This may not be Mom

Someone may be pretending to call
from your contact’s number

PHONE CALLS
Fake call detection

As more scammers impersonate the
phone numbers and voices of your
contacts using Al deepfake
technology, Fake call detection
warns you if an incoming call
appears spoofed and recommends
that you hang up.

Phone
calls
Verifies callers

and flags scam
patterns and

Q Scam Detection X
Likely scam

Suspicious activity detected. Common scams often
start this way. Learn how scams are detected

Not a scam Report & block

TEXT MESSAGES

Scam Detection in
Google Messages

Your existing spam protection is
augmented by real-time Scam
Detection, with on-device Al warning
you when text messaging conversations
are suspected to be scams.

@ Likely scam call ended

For your protection, your phone ended
a call the TriBank app identified as a
likely scam

Settings

PHONE CALLS
Verified financial calls

We partner with participating
banks to automatically block calls
from potential scammers trying
to impersonate your financial
institution.

Text Messaging
messages apps

Warns you if a
conversation is
suspicious and
tactics most likely a scam
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Extends scam
protections to
non-Google
messaging apps

2 App-5m @
+1415 555 2321
Your profile has been selected to become a Mystery
Shopper for a major retailer! A $1,500 advance will
be sent to cover expenses. Confirm your State ID
and SSN to receive your first assignment.

O Likely scam

Mark asread Mute

MESSAGING APPS

Scam Detection in chat
notifications

Android can warn and protect you
from potential scams in chat
notifications across many popular
messaging apps, including
WhatsApp and Signal.

Your profile has been selected to
become a Mystery Shopper for a
major retailer! Evaluate stores and
keep what you buy. A $1.500
advance will be sent to cover

Al Exactmatches Visual matches About 1
expenses. Interested? -

rview ALY +2

The message is about an offer to be a mystery
shopper with a $1,500 advance. If this was not
requested, it is likely a scam.

MESSAGING APPS
Circle to Search for scams

Now you can use Circle to Search
to help spot scams across any
messaging app — simply circle

a message to receive instant

Al analysis.

Only Android uses the best of Google Al
to help keep you safe from the latest scams.






