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Challenge 6: PetTheKitty

Challenge Prompt

Hello,

Recently we experienced an attack against our super secure MEOW-5000 network. Forensic analysis discovered
evidence of the files PurrMachine.exe and PetTheKitty.jpg; however, these files were ultimately unrecoverable.
We suspect PurrMachine.exe to be a downloader and do not know what role PetTheKitty.jpg plays (likely a
second-stage payload). Our incident responders were able to recover malicious traffic from the infected machine.
Please analyze the PCAP file and extract additional artifacts.

Looking forward to your analysis,

~Meow

Solution

The challenge ZIP file (PetTheKitty.zip) contains two files:

1. IR_PURRMACHINE.pcapng
2. README. txt

README . txt explains that a company's "super secure MEOW-5000 network" was attacked, and the incident
responders were unable to extract malware from the infected machine. However, they recovered malicious
network traffic in the form a packet capture (PCAP) file and tasked us to extract any malicious artifacts.

PCAP Overview

A network protocol analyzer is required to start our investigation of the PCAP file IR_PURRMACHINE . pcapng (I'll be
using Wireshark). Opening the PCAP file in Wireshark and browsing the packets, we observe there are two IP
addresses utilized throughout the entire packet capture. The IP addresses are listed below denoted with the
names Client and Server used throughout the rest of this walkthrough.

e 172.16.111.139 - Client
e 172.16.111.144 - Server

Below is an overview of the events that occur within the PCAP file:

1. Client makes a DNS request for: xn--zn8hscqg4eeafedhjjkl.flare-on.com
a. This is a Punycode domain that translates to:
SESBSHEE T E  flare-on.com
Client communicates with Server over TCP port 7331 (TCP stream 0)
Client makes a DNS request for: xn--zn8hrcq4eeadihijjk.flare-on.com
a. This is a Punycode domain that translates to:

@@@@ Gmgggﬁ.flar‘e-on.com

4. Client communicates with Server over TCP port 1337 (TCP stream 1)

w N

Right clicking a packet and following the TCP streams associated with Client to Server communicates over TCP
port 7331 and 1337 allows us to inspect the data sent/received as in Figure 1 and Figure 2 below.
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-pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 10 JRRB Res>=FT aEEaaqH

[i |Appl\,‘ a display filter ... <Ctrl-/>

No. Time Source SrcPort Destination DstPort Protocol Length Info

1 0.000000 172.16.111.139 59198 172.16.111.144 53 DNS 96 Standard query 8xa%9
2 0.002683 172.16.111.144 53 172.16.111.139 59198 DNS 112 Standard query respo
5 0.805296 (172.16 111 120i 934 172 1 111 144 32323 T(P 60 2020 > 7331 [ACK] Se
6 0.005499 172.1€ Mark/Unmark Packet Ctrl+M cp 116 2020 > 7331 [PSH, AC
7 ©0.204634 172.1€ Ignore/Unignore Packet Ctrl+D iCP 54 7331 » 2020 [ACK] Se
8 0.278222 172.16 e ET cp 2974 7331 > 2820 [ACK] Se
9 0.279686  172.16 cp 60 2020 > 7331 [ACK] Se
10 0.279700  172.16 Time Shift... Ctrl+Shift+ T \cp 5894 7331 - 2020 [ACK] Se
11 0.280237  172.16 Packet Comment... Ctrl+Alt+C  (CP 60 2020 » 7331 [ACK] Se
12 0.280245 172.1€ cp 11734 7331 » 2020 [ACK] Se
13 0.280665 172.1€ Edit Resolved Name cP 60 2020 > 7331 [ACK] Se
14 0.280675 172.16 cp 17574 7331 » 2020 [ACK] Se
15 0.281044 172.1¢  ApplyasFilter * e 60 2020 > 7331 [ACK] Se
16 0.281054 172.16 Prepare as Filter > e 23414 7331 » 2020 [ACK] Se
17 ©.281382  172.16 Conversation Filter , P 60 2020 > 7331 [ACK] Se
18 0.281394  172.16 ) . cp 29254 7331 » 2020 [ACK] Se
19 0.281743  172.16 SoloizeiConiesation " e 60 2020 > 7331 [ACK] Se
20 ©.281755 172.1€ SCTP > e 35094 7331 » 2020 [ACK] Se
21 ©.282092  172.1€ Follow » TCP Stream Ctrl+Alt+Shift+T

Figure 1: Following TCP Stream 0

stream eq 0

00000000 4d 45 30 57 32 00 @0 @@ 32 00 20 20 7e 6d 65 6T
00000010 77 7e 20 28 3d Se 2e 5e 3d 29 2@ 7e 6d 65 6 77
00000020 7e 2e 2e 2e 2e 20 63 61 6e 20 68 61 7a 20 4d 65
00000030 65 6f 6f 6f 77 77 77 4d 65 6d 65 3f 3f 3f
20000000 4d 45 30 57 do 24 @a @@ de@ 24 @a @0 89 50 4e
200000120 ©d @a la ©a 00 00 @@ @d 49 48 44 52 00 00 05
20000020 ©0 20 04 62 03 06 @0 @@ @@ b7 69 95 af @0 o0
20000030 63 69 43 43 50 49 43 43 20 5@ 72 6f 66 69 6¢C
20000042 00 00 48 89 95 57 @7 5c 93 47 1b bf 77 64 92
20000050 ©2 61 c3 03 7b @9 b2 @9 2@ 23 84 15 41 40 a6 eef..
20000060 2a 21 @9 24 8c 18 13 82 8a 1b 2d 55 b@ 6e 11 c5 L S g
20000070 51 dl aa 88 45 ab 15 90 3a 1@ bl ce a2 b8 ad a3 =
20000080 38 5@ 51 6a 71 e@ 42 e5 bb 90 808 d6 7e e3 f7 3d
00000090 bf df bd f7 cf 73 cf fd 9f 91 bb f7 bd @3 4@ a7
200000A2 93 2f 93 15 a0 ba @@ 14 4a 8b e4 89 51 61 ac f1
200000B@ €9 19 2c 52 17 20 02 6d 40 @5 @e c@ 8d 2f 50 c38
200000C@ 38 @9 @9 bl @0 ca 5@ ff 77 79 7d 15 2@ aa fe 92
200000D2 ab 8a eb 9f e3 ff 55 f4 85 22 85 @@ @@ 24 13 e2
@OOOERE@ 6c al 42 50 03 71 @b @@ 78 a9 4@ 26 2f @2 80 18
@00000F@ @e f5 36 d3 8a 64 2a 2c 86 d8 4@ @e @3 84 78 96
20000100 @a e7 aa f1 72 15 ce 56 e3 6d 83 36 c9 89 5c 88
20000110 9b @0 20 d3 8 7c 79 2e @@ da 6d 5@ cf 2a 16 e4
20000120 42 le ed ©7 10 bb 4b 85 12 29 @@ 3a @6 1@ @7 @b
90000130 c4 7c 21 c4 c9 10 8f 2c¢ 2c 9c a2 c2 f3 2@ 76 84
20000148 f6 32 88 77 42 cc ce fe 82 33 f7 6f fc d9 c3 fc
20000150 7c 7e ee 30 56 e7 35 28 e4 7@ 89 42 56 c@ 9f f1
20000168 7f 96 e6 7f 4b 61 81 72 8 87 3d 6c 34 bl 3c 3a
00000170 51 95 3f ac el f5 fc 29 31 2a 4c 83 b8 47 9a 1d
20000180 17 af aa 35 c4 6f 25 42 75 dd @1 4@ a9 62 65 74
20000190 B8a da le 35 13 28 b3 b@ 7e 8@ @9 bl bb 9@ 1f le
200001A2 ©3 bl 19 c4 91 d2 82 b8 58 8d 3e 3b 47 12 c9 83 = 2o
20000182 18 ae 16 74 ba a4 88 97 ac 99 bb 48 a4 88 48 d2 amcatEnonn codibadi-ilS2

2 client pkts, 23 server pkts, 3 turns.

Entire ion (675kB) v] Show data as Stream @
Find: Find Next

[Fitter Out This Stream| [ Print | [ saveas.. | [ Back | [ cose |[ Hep |

Figure 2: TCP Stream 0 (Hex Dump)

Custom Binary Protocol Observations
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Looking closely at the data sent/received, reveals what appears to be a custom binary protocol. A custom binary
protocol is commonly used when malware communicates over raw TCP sockets and is generally defined by a
structure consisting of a header followed by data. The header is comprised of multiple fields and usually starts
with a magic value indicating data formatted according to the protocol structure.

Assuming there's a magic header value, what generally follows is size information. The size value indicates how
much data is expected to be sent/received. Some custom binary protocols may use multiple size values if the
data is compressed. One size indicates the amount of data sent/received, while the other indicates the size of the
data after decompression. Other common header fields are sequence numbers, checksums to validate data,
command identifiers, error codes, etc. The sky's the limit since it's a custom binary protocol.

The observed custom binary protocol appears to use a magic header value of ME@W, followed by two size values,
followed by data. Figure 3 below outlines a C structure of the protocol header as we currently understand it.
Figure 4 and Figure 5 highlight these values visually.

struct meowHeader {

DWORD magic; # MEGW
DWORD sizel;
DWORD size2;

Figure 3: Initial Protocol Structure
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00000000 |4d 45 30 57|32 00 00 00| [32 00 00 00| 7 6d 65 6f MEGW2... 2...~meo 2
00000010 77 7e 20 25 3d 5 2e 56 3d 29 208 7e 6d 65 6F 77 w~ (=*.” =) ~meow (4
00000020 7e 2e 2e 2e 2e 20 63 61 6e 20 68 61 7a 20 4d 65 ~.... ca n haz Me
00000030 65 6f 6f 6f 77 77 77 4d 65 6d 65 3f 3f 3f eoccowwm eme???
00000000 |4d 45 30 57|de 24 @a 00| [de 24 ea 0@| 89 5@ 4e 47 MEGW.$.. .$...PNG
Magic ] 00000010 ©d 0afla 0a 00 0400 od 49 4344 52 00 00 05 d8  ........ IHDR....
: 00000020 oogmszos 00 @0 00 b7] 69 95 af 80 @0 @c  ...b.... .. . [—
43 43 20 5¢) 72 6f 66 69 6¢c 65 <ciCCPICC Profile
00000040 87 5c 93 47]1b bf 77 64 92 b8  ..H..W.\ .G..wd..
b2 @9 20 23184 15 41 48 a6 20 .a..{... #..AQ.
[ Size2 | 00000060 2a 21 @9 24 8c 18 13 82 8a 1bl 2d 55 b8 6e 11 ¢S5  *|.%.... ..-U.n..
E 00000070 51 d1 aa 88 45 ab 15 98 3a 10 bl ce a2 b8 ad a3 Q...E... f.......
90 - ceamL =
Data 00000090 bf df bd f7 cf 73 ¢f fd 9f 91 bb f7 bd @3 48 a7 ..... Soe cooood @.
000000A0 93 2f 93 15 a@ ba @0 14 4a 8b e4 89 51 61 ac f1  ./...... J...Qa..
f——00000000—ed—10Pe-53-#7 20 02 6d 40 05 Ge c@ 8d 2f 50 c8 ..,R. .m @..../P.
000000Ce 38 @9 @9 bl @0 ca 58 ff 77 79 7d 15 2@ aa fe 92 8..... P. wy}. ...
000000D@ ab 8a eb 9f e3 ff 55 f4 85 22 85 00 00 24 13 2 ......U. ."...$..
0OO0POE® 6c al 42 50 08 71 6b @@ 78 a9 40 26 2f 02 80 18 1.BP.q.. x.@&/...
000000F@ @e fS 36 d3 Ba 64 2a 2c 86 dB 40 @e 03 84 78 96  ..6..d%, ..@...x.
00000100 ©a 7 aa fl 72 15 ce 56 €3 6d 83 36 ¢9 89 5¢ 88 ....r..V .m.6..\
00000110 9b @@ 20 d3 8 7c 79 2¢ 00 da 6d 50 cf 2a 16 e4 .. ..|y. ..mP.*
00000120 42 le ed @7 10 bb 4b 85 12 29 @@ 3a @6 16 67 @b B..... K
00000130 c4 7c 21 c4 c9 18 8f 2c 2c 9c a2 c2 f3 20 76 84  .|l...., ,.... V.
00000140 f6 32 88 77 42 cc ce fe 82 33 f7 6f fc d9 3 fc  .2.wB... .3.0....
00000150 7c 7e ee 38 56 e7 35 28 e4 70 89 42 56 @ 9f f1  |~.@V.S( .p.BV...
00000160 7f 96 €6 7f 4b 61 81 72 <8 87 3d 6¢ 34 bl 3¢ 3a ....Ka.r ..=14.<:
00000170 51 95 3f ac el f5 fc 29 31 2a 4c 83 b8 47 9a 1d Q.?....) 1*L..G
00000180 17 af aa 35 c4 6f 25 42 75 dd @1 48 a9 62 65 74 ...5.0%8 u..@.bet
00000190 S8a da le 35 13 28 b8 b@ 7e 8@ 09 bl bb 98 1f le ...5.(.. ~e.eun..
000001A2 ©3 bl 19 c4 91 d2 82 b8 58 8d 3e 3b 47 12 9 83  ........ X.>;G...
00000180 18 ae 16 74 ba a4 88 97 ac 99 bb 48 a4 88 48 d2  ...t. LWHOUHL -
2 client pkes, 23 server phes, 3 turns,
|Entire conversation (675kB) v Show data as | Hex Dump v| Stream 03]
Find: | Find Next l
|Filter out Thisstream| | Print | [ saveas.. || Bak || Cese || mep |

Figure 4: TCP Stream 0, Protocol Structure
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| _Magic |

M Wireshark - Follow TCP Stream (tcp.stream eq 1) - IR_PURRMACHINE.pcapng

Data

00000000 |4d 45 30 57|8b 00 00 00| b4 00 00 00|50 41 33 36  MEOW.... ....PA3@ =
0000001e O Se 21 @3 77 a@ d7 @1 18 23 cB@ b2 9f @b 01 @1 .~l.w... .#...... [
00000020 7a @2 96 07 13 26 5c 39 70 63 c4 98 b3 7a 49 4c  z....8\9 pc...zIL
0000PE30 68 32 6 O B89 9d 72 31 3c 19 b@ e7 42 8f @3 6d h2....r1 <...B..m
00000040 b9 1a 65 ca 93 ad 4a a3 76 79 22 @c €3 15 c2 81 ..e...J. vy".....
00000050 2b 17 ae T4 58 d@ 65 a9 5c 3e 1b 39 72 bS 62 97 +...X.e. \>.9r.j.
00000R6@ af 46 2e 2f 7a 6c b8 33 e2 42 83 25 47 b9 42 68 .F./z1.3 .B.¥G.Bh
00000270 d@ e5 ca 88 2b 33 da 74 18 dl 94 a9 Se 29 1f da  ....+3.t ....M)..
00000080 b4 d5 73 67 c2 B0 3e 6d 6e 72 2f 9a ce 47 c¢d 91 ..sg..>m nr/..G..
200000929 11 6b d9 1f al 2e ab c2 b4 8b 96 74 6a 2e a2 69 .k...... ]
0000R0AR 71 33 cl 55 b4 68 @6 ec e3 70 fe 58 25 43 el 44 q..U.h.. .p.X%).D
eo0eeeBe ff 22 a5 3@ fa a8 69 70 56 d9 @1 @@ 8@ d2 3e @3 Lot Vhanae -
eeeeeeee [4d 45 30 57|09 00 00 00| (27 @@ e ee|se 41 33 30  MEeW.... '...PA3e
00000010 do 84f49 07 77 aefd7 @1 18 23fce b2 of ebfe1 @1 ..I.w... .%......
00000020 46 00]94 13 53 1lalcc 38 d1 31)a@ d7 78 @7|ee @@ F...S5..8 .1..x...
e PooPeesy 52 10 oc R
200000Ce 4d 45 3@ 57 3a 00 00 50 00 00 po 5@ 41 33 0 ME@M:... Y...PA30
18 23 c@ p2 9F @b 01 Q1  .v..w... .F......
OPEOARE® ©@e ©1 91 13 53 la cc 38 d1 31 a@ f7 23 @6 ec 45 ....S5..8 .1.wh..e
PPOPEAFe 71 67 23 92 05 17 46 74 75 18 d7 b5 57 8c 72 49  qg®...Ft u...W.z.
00000100 92 b3 b® €2 ce 4e T4 ed B3 16 cCc Ba lb 33 ce 34 ..... N 3.4
00000110 8 8b 14 c7 89 fb 45 8a 63 c4 84 22 03 96 23 b ...... ENCI *
- 00000120..00.00.20. 0462 ..p-g
0002033 4d 45 30 57 @b 00 00 80 29 00 00 00 5@ 41 33 30 MEeW.... )...PA30
00000843 30 02 5f @a 77 20 d7 @1 18 23 c@ b2 9f @b 01 01 ©._.w... .%......
2000053 4e @0 92 36 @d ce ca 69 71 a3 ¢l 55 97 55 a3 1d N..6...i q..U.U..
00000063 €0 00 28 f5 33 e
20000125 4d 45 3@ 57 14 01 00 80 ca ©0 @0 00 50 41 33 3@ ME@W.... ....PA3@
00000135 70 b7 c3 @a 77 a® d7 @1 18 23 c@ b2 9f @b @1 €1 p...w... .®......
00000145 d2 ©2 92 36 @d ce ca 69 71 a3 ¢1 55 97 55 1d ¢6  ...6...i q..U.U..
20000155 25 71 61 5 5d 2e 33 26 6¢ 68 bl a@ c9 99 e 52 %qa.].3& lh..... R
00000165 da 17 ab 5e a4 44 49 52 44 49 57 20 5d 88 25 fd  ...~.DIR DIW ].%.
37 chent pkts. 37 server pkts, 73 turns.
[Entire conversation (13kB) - Show data as Stream |7
Frc
[Fiter Out ThisStream| | Print | [ saveas. | [ Back || close || Heb

]

Figure 5: TCP Stream 1, Protocol Structure

Understanding the size values requires a bit of guess work at this point. We observe that the size values, sizel
and size2, used in TCP stream 0 are equal for each communication and specify the amount of data following the
header. We also notice the data following the header does not appear to be compressed as we can identify
human readable strings as well as a PNG file data.

However, the size values are not equal for communications in TCP stream 1 and only the size value size2
specifies the amount of data following the header. Additionally, the data in each communication appears to be
compressed as there are no human readable strings. The size value sizel may indicate the size of the data after
decompression (original size) or the amount of relevant data — it's still an unknown at the moment, but we'll
assume it's the original size of the data after some form of decompression.

Figure 6 below outlines our updated C structure after incorporating the insights regarding the size values.
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struct meowHeader {

DWORD magic;

DWORD original size;

DWORD data_size;

Figure 6: Updated Protocol Structure

PA30 Data

Investigating the data following our protocol headers in TCP stream 0, we observe the following series of
communications:

1. Client requests:
a. "~meow~ (=".”=) ~meow~.... can haz MeeooowwwMeme???"
2. Server responds with the PNG image displayed in Figure 7 below
3. Client requests:
a. "~meow~ (=".”=) ~meow~.... can haz MeeeeeooooowwWare?????"
4. Server responds with data that begins with: PA30

.

Figure 7: PNG File Data
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The first request and response make sense — the client requests a meme, and the server responds with a meme
(Figure 7). However, the second request and response does not make sense — the client requests malware, but
the server responds with data starting with PA3@ and not MZ indicating a Windows executable.

Pivoting to TCP stream 1, we also notice that all data following our protocol headers start with PA30. At this point
we're stuck wondering what PA30 signifies as no common file formats come to mind. Our best bet is to try and
identify it via internet search engines. Below are a few queries | used, and the type of information returned.

Query String Information / Links Returned

PA30 Information about Piper PA-30 Twin Comanche

PA30 file Link to https://github.com/hfirefOx/SXSEXP

e Tool to expand compressed files in WinSxS folder
e Relevant files begin with DCN, DCM, or DCD and may be followed by PA30
e However, our data only begins with PA30

Link to https://reverseengineering.stackexchange.com/questions/19734/dll-starting-with-dcd
asking about a file format with PA3@ in it

An answer referencing delta compression format (MSDelta)

PA30 msdelta Link to https://wumb0.in/extracting-and-diffing-ms-patches-in-2020.html

e Thoroughly covers Microsoft patches

CTRL+F for "delta" within this page jumps to the information we've been searching for —
MSDelta compression!

Table 1: Internet Search Engine Queries

The last search query navigates us to a blog post' that outlines how Microsoft's MSDelta patch technology works,
how to apply deltas via the API ApplyDeltaB(), and references MSDN MSDelta documentation®. As an interesting
side note, the blog author created their own CTF challenge for the RITSEC 2019 CTF called patch-23day3 that
leveraged MSDelta deltas! Based on the blog, it appears we need a source buffer and a delta buffer. Then we
apply the delta buffer to the source buffer resulting in a new file/buffer. Luckily for us, the blog also contains
Python3 code* to apply deltas!

https://wumb0.in/extracting-and-diffing-ms-patches-in-2020.html

https://docs.microsoft.com/en-us/previous-versions/bb417345(v=msdn.10) #msdelta

3
https://github.com/ritsec/RITSEC-CTF-2019/tree/master/Misc/patch-tuesday

4
https://gist.github.com/wumb0/9542469e3915953f7ae02d63998d2553#file-delta_patch-py
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Applying The Delta

The big question now, is what should we use for our source and delta buffers? Based on the logical flow of
communications in TCP stream 0, let's use the PNG data as the source and the PA30 data as the delta — this
makes sense as it has a delta header value of PA30 anyway.

We can extract the TCP stream data by right clicking a packet in each stream, following the TCP stream,
changing the displayed data to "raw", and saving each stream to its own file:

e TCP stream 0 saved to first_convo.bin
e TCP stream 1 saved to second_convo.bin

Starting with TCP stream 0, we'll create a Python3 script to parse the stream data using the magic header value,
MEQW, as a delimiter and apply the delta to the source buffer with the Windows API ApplyDeltaB(). Both header
size values are the same in TCP stream 0, but we'll use data_size. The script is attached in the Appendix A
(first_convo_delta.py). The script successfully applies the delta to the PNG data resulting in a Windows DLL as
shown in Figure 8 below.

Lo . LI LLitTh
1S program canno
t be run in DOS
mode....$
S$-..EGT.EGT.EQT
Q.&T.EGTQ.$T.EQT
Q..T.EGTQ..T.EGT
E°OT.EGT.EUTNEGT
LEGT.. 'T.EQGT
LEQT.EL1T.EQT
.EGTRich.EQGT

oo,
kA ARV WLD

<,
<
5

Figure 8: Hex Dump of Payload DLL

Since this worked, let's attempt to apply the deltas found in TCP sfream 1 to the same source buffer. Oh no, our
luck seems to have run out. The applied deltas resulted in garbage data as shown in Figure 9 below.
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?H? ,zgheBZ@HBBZ@

Figure 9: Hex Dump of Garbage Data

Seems we'll need to analyze the DLL to proceed.

DLL Analysis

To make quick work of the DLL, let's first triage it and see if we can find any low-hanging fruit. Opening the DLL in
a PE viewer of our choice (I'll use CFF Explorer), we notice it has a . rsrc section containing a Bitmap resource
with ID 102. The image is of an amazingly drawn kitten with a message saying "RELAX PET THE KITTY" as
shown in Figure 10 below.

10
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w' CFF Explorer VII - [patched_png.bin] S=N|SO5 @
File Settings ?
H @ patched_png.bin X
- —J-{2) Bitmaps

& [=) File: patched_png bin ~{§#] 102 - flang: 1033]
| — (3 Dos Header +-{2) Configuration Files

= Nt Headers
AEI: File Header
=) Optional Header

2 Dats Directories ] RELAX PET THE KITTY
— (£ Section Headers [x]
— |2) Export Directory
— |2 Import Directory
—|2) Resource Directory
— |2 Relocation Directory
‘*‘_'\),Add'm Converter
%, Dependency Walker
), Hex Editor
4, Identifier
%, Import Adder
), Quick Disassembler
4, Rebuilder
'ﬂ,Rmxce Editor
), UPX Unility

[TTTTTTT]

Figure 10: DLL Bitmap Resource

For TCP stream 0 the source buffer was an image file, so perhaps this image will be the source buffer used in
TCP stream 17 Let's extract and use this image as our source buffer... Oh no, garbage data again! Either we
have the wrong source buffer or there's a layer of encryption, encoding, or obfuscation after the delta has been
applied. We'll assume the latter and dive deeper.

Opening the DLL in a disassembler of our choice (I'll be using IDA PRO), we can quickly navigate to locations
where the Windows API ApplyDeltaB() is used by cross-referencing this import function.

The APl is referenced at location 9x100010FB within the function at ©x1000108E. Working our way backwards
from this function via cross-references leads us to ©x10001330. Scanning a few basic blocks below this location
we spy a tight loop with an XOR instruction! After applying the delta, the DLL is XORing the data with the hard-
coded XOR key "meoow" as shown in Figure 11 below.

1"
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| Callst;?IyDeltaB |

(s =
.text:10001328
.text:10001328 loc_106001328:
.text:10001328 lea eax, [ebp+Src]
.text:10001328 push eax ; lpTarget
.text:1080132C push [ebp+dwBytes] ; int
.text:1000132F push edi ; int
.text:10001330 call sub_10@0103E <
.text:10001335 add esp, @ch
.text:10001338 cmp eax, esi
.text:1000133A jz short loc_10001395
l |
s =
.text:10008133C push [ebp+Size] ; dwBytes
.text:1880133F push 8 ; dwFlags
.text:10001341 call ds:GetProcessHeap
.text:10081347 push eax 3 hHeap
.text:10001348 call ds:HeapAlloc
.text:10@0134E push [ebp+Size] ; Size
.text:10001351 mov ebx, [ebp+var_1C)
.text:10001354 push [ebp+5Src] ; Src
.text:10001357 push eax ;3 void *
.text:10001358 mov [ebx], eax
.text:1000135A call memcpy
.text:1000135F mov ecx, [ebp+var_24]
.text:10001362 add esp, @Ch
.text:10001365 mov eax, [ebp+Size]
.text:10001368 xor esi, esi
.text:1000136A mov [ecx], eax
.text:1800136C test eax, eax
.text:1000136E jz short loc_10001393
L
() 5=
.text:1000137¢ mov edi, ecx
vy
.text:100ee1372
.text:10001372 loc_leee1372:
.text:10001372 xor edx, edx
.text:10001374 mov [ebp+var_1iC], S
.text:1000137B mov eax, esi
.text:10e0137D mov ecx, [ebx]

.text:1000137F div
.text:10801382 mov
.text:10801388 xor
.text:1000138B inc
.text:1008138C cmp
.text:10@0138E jb

[ebp+var_1C]
al, byte ptr ds:aMecow[edx] ; "mecow"
[ecx+esi], al

esi
esi, [edi]
short loc_10001372

]

Figure 11: Overview of XOR Decryption

[ XOR Key |

12
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Let's update our script and see if this works... SUCCESS! Our decrypted data, Figure 12 below, contains what
appears to be reverse shell communication but with extra data. Looking back to Figure 5, we can see the first
reverse shell communication had a data_size of @xB4 and an original_size of 0x8B. The original_size
field appears to be just that, the original size of the data before delta compression.
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Figure 12: Reverse Shell Communication

Let's update our script to account for original_size and search for the string "@flare-on.com" in each reverse
shell communication. Boom, SUCCESS!! Figure 13 below shows the data containing the flag.
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type Gotcha.tXt

We're no strangers to love

You know the rules and so do I

A full commitment's what I'm thinking of

You wouldn't get this from any other guy

I just wanna tell you how I'm feeling

Gotta make you understand

Never gonna give you up, never gonna let you down
Never gonna run around and desert you

Never gonna make you cCry, never gonna say goodbye
Never gonna tell a lie and hurt you

We've known each other for so long

Your heart's been aching but you're too shy to say it
Inside we both know what's been going on

We know the game and we're gonna play it

And if you ask me how I'm feeling

Don't tell me you're too blind to see
lmLﬂSrE_Livs_lmLpOt_a_Citeflare-on.cod

Never gonna give you up, never gonna let you down
Never gonna run around and desert you

Never gonna make you cCry, never gonna say goodbye
Never gonna tell a lie and hurt you

Never gonna give you up, never gonna let you down
Never gonna run around and desert you

Never gonna make you cry, never gonna say goodbye
Never gonna tell a lie and hurt you

We've known each other for so long

Your heart's been aching but you're too shy to say it
Inside we both know what's been going on

We know the game and we're gonna play it

I just wanna tell you how I'm feeling

Gotta make you understand

Never gonna give you up, never gonna let you down
Never gonna run around and desert you

Never gonna make you cry, never gonna say goodbye
Never gonna tell a lie and hurt you

Never gonna give you up, never gonna let you down
Never gonna run around and desert you

Never gonna make you cry, never gonna say goodbye
Never gonna tell a lie and hurt you

Never gonna give you up, never gonna let you down
Never gonna run around and desert you

Never gonna make you cry, never gonna say goodbye
Never gonna tell a lie and hurt you
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Figure 13: Flare-On Flag

We've successfully extracted the artifact within the PCAP file — the Flare-On Challenge flag is:

1m_H3rE_Liv3_1m_net_a_C4t@flare-on.com

The final script to decode TCP stream 1 is attached in Appendix B (second_convo_delta.py).
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Appendix A

from ctypes import (windll, wintypes, c_uint64, cast, POINTER, c_ubyte,
LittleEndianStructure, byref, c_size t, sizeof)
import struct

import pefile

DELTA_FLAG_TYPE = c_uint64

DELTA_FLAG_NONE 00000000

DELTA _INPUT(LittleEndianStructure):
_fields_ = [('lpStart', wintypes.LPVOID),
('uSize', c_size t),

('Editable', wintypes.BOOL) ]

DELTA OUTPUT(LittleEndianStructure):
_fields_ = [('lpStart', wintypes.LPVOID),

('uSize', c_size t)]

MEOW_PROTOCOL(LittleEndianStructure):
_fields_ = [('org_size', wintypes.DWORD),

('data_size', wintypes.DWORD)]

__new__(cls, tcp_data= ):

return .from_buffer_copy(tcp_data)

__init__ (self, tcp_data=
s = sizeof(ME@W_PROTOCOL)

.data = tcp data[s : s + .data_size]
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ApplyDeltaB = windll.msdelta.ApplyDeltaB

ApplyDeltaB.argtypes = [DELTA_FLAG_TYPE,
DELTA_INPUT,
DELTA_INPUT,
POINTER(DELTA_OUTPUT) ]

ApplyDeltaB.rettype = wintypes.BOOL

DeltaFree = windll.msdelta.DeltaFree

DeltaFree.argtypes = [wintypes.LPVOID]

DeltaFree.rettype = wintypes.BOOL

gle = windll.kernel32.GetLastError

apply diff_to_buffer(src_buf, src_size, delta_buf, delta_size):
ds = DELTA_INPUT()
dd = DELTA_INPUT()

= DELTA_OUTPUT()

.1pStart = cast(src_buf, wintypes.LPVOID)
.uSize = src_size

.Editable =

.1pStart = cast(delta_buf, wintypes.LPVOID)
.uSize = delta_size

.Editable =

status = ApplyDeltaB(DELTA_FLAG_NONE, ds, dd, byref(dout))

if status == 0:

raise Exception(f"ApplyDeltaB failed with error {gle()}")

tgt_buf = bytes((c_ubyte * dout.uSize).from_address(dout.lpStart))

DeltaFree(dout.lpStart)

return tgt_buf
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if __name__ == '_main__"':
with open('first_convo.bin',

first _convo = f.read()

'rb') as f:

comms = first convo.split(b"MEOW")[1:]

png = MEGW_PROTOCOL (comms[1])

delta = MEOW_PROTOCOL (comms[3])

patched_png = apply diff_to_buffer(

png.data,
png.data_size,
delta.data,
delta.data_size

)

with open('patched _png.bin',

f.write(patched_png)

Figure 14: first_convo_delta.py

'wb') as f:
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Appendix B

from ctypes import (windll, wintypes, c_uint64, cast, POINTER, c_ubyte,
LittleEndianStructure, byref, c_size t, sizeof)
import struct

import pefile

DELTA_FLAG_TYPE = c_uint64

DELTA_FLAG_NONE 00000000

DELTA _INPUT(LittleEndianStructure):
_fields_ = [('lpStart', wintypes.LPVOID),
('uSize', c_size t),

('Editable', wintypes.BOOL) ]

DELTA OUTPUT(LittleEndianStructure):
_fields_ = [('lpStart', wintypes.LPVOID),

('uSize', c_size t)]

MEOW_PROTOCOL(LittleEndianStructure):
_fields_ = [('org_size', wintypes.DWORD),

('data_size', wintypes.DWORD)]

__new__(cls, tcp_data= ):

return .from_buffer_copy(tcp_data)

__init__ (self, tcp_data=
s = sizeof(ME@W_PROTOCOL)

.data = tcp data[s : s + .data_size]
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BITMAPINFOHEADER(LittleEndianStructure):

_fields_ = [('biSize', wintypes.DWORD),
('biWidth', wintypes.LONG),
('biHeight', wintypes.LONG),
('biPlanes', wintypes.WORD),
('biBitCount"', wintypes.WORD),
('biCompression', wintypes.DWORD),
('biSizeImage', wintypes.DWORD),
('biXPelsPerMeter', wintypes.LONG),
('biYPelsPerMeter', wintypes.LONG),
('biClrUsed', wintypes.DWORD),

('biClrImportant’, wintypes.DWORD) ]

ApplyDeltaB = windll.msdelta.ApplyDeltaB

ApplyDeltaB.argtypes = [DELTA_FLAG_TYPE,
DELTA_INPUT,
DELTA_INPUT,
POINTER(DELTA_OUTPUT) ]

ApplyDeltaB.rettype = wintypes.BOOL

DeltaFree = windll.msdelta.DeltaFree

DeltaFree.argtypes = [wintypes.LPVOID]

DeltaFree.rettype = wintypes.BOOL

gle = windll.kernel32.GetLastError

apply_diff_to_buffer(src_buf, src_size, delta_buf, delta_size, org size):

ds = DELTA_INPUT()
dd = DELTA_INPUT()

= DELTA_OUTPUT()

ds.lpStart = cast(src_buf, wintypes.LPVOID)
ds.uSize = src_size

ds.Editable =
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dd.1lpStart = cast(delta_buf, wintypes.LPVOID)
dd.uSize = delta_size

dd.Editable =

status = ApplyDeltaB(DELTA_FLAG_NONE, ds, dd, byref(dout))
if status == @:

raise Exception(f"ApplyDeltaB failed with error {gle()}")

tgt_buf = bytes((c_ubyte * org size).from_address(dout.lpStart))

DeltaFree(dout.lpStart)

return tgt_buf

get_pe_rsrc(filename, id_num):
pe = pefile.PE(filename)
for rsrc in pe.DIRECTORY_ENTRY_RESOURCE.entries:
for entry in rsrc.directory.entries:
if entry.id == id_num:
offset = entry.directory.entries[0].data.struct.OffsetToData
size = entry.directory.entries[@].data.struct.Size
return pe.get_memory_mapped_image()[offset:offset+size]
return

if __name__ == '_main__"':

with open('second_convo.bin', 'rb') as f:

second_convo = f.read()

kitty_bmp = get_pe_rsrc('patched png.bin', 102)
bmpinfo = BITMAPINFOHEADER.from_buffer_copy(kitty_ bmp)

bmp_data = kitty_bmp[bmpinfo.biSize:]
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comms = second_convo.split(b"MEOW")[1:]

with open('reverse_shell.txt', 'wb') as f:

key = b"meoow"

for convo in comms:

delta = MEOW_PROTOCOL (convo)
patched_data = apply_diff_to_buffer(
bmp_data,
bmpinfo.biHeight * bmpinfo.biWidth,
delta.data,
delta.data_size,

delta.org _size

decoded _data = bytearray()
for i in range(len(patched_data)):
decoded_data.append(patched_data[i] ~ key[i % len(key)])

f.write(decoded data)

if b"@flare-on.com" decoded_data:

print(decoded_data.decode('latinl').rstrip('\x00"').replace('\r',""))

Figure 15: second_convo_delta.py
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