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Flare-On 3: Challenge 1 Solution

Challenge Author: AlexRich

When running challengel.exe we are presented with a password prompt, for which the program

will respond to an incorrect response with “Wrong password”.

.
C\windows\system32\cmd.exe ‘i l"g

>challengel.exe

Enter password:
test

Wrong password
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Since we are lookingto find a specificpassword, we could start off by checking strings on the challenge
using the Microsoft Sysinternals “Strings” tool. Two of the most interesting strings that would be

revealedare:

Stringl: x2dtJEOmyjacxDemx2eczT5cVSIEVUGVWTUZWjuexjRqy24rV29qg
String2: ZYXABCDEFGHIJKLMNOPQRSTUVWzyxabcdefghijklmnopgrstuvw0123456789+/

Unfortunately, neither of these strings works as the password, so the next step would be to open this
challenge up ina disassembler. The freeware version of IDA Pro will work fine in this case. The

main () function islocated at address 0x401420.
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3 Artributes: bp-based Frame

; int __cdecl main(int arge, const char ssargu, const char sxenvp)
_nain proc near

Buffer= byte ptr 94y

var_1&= duord ptr -14h

var 10« dword ptr -1om

var_C= duord ptr -BCH

hFile= duord ptr -%
HunberDFBytesWrittens dword ptr -4
arge= dword ptr 8

argu= duord ptr  olh

enups duord ptr 1on

push ehp
nov ebp, esp
sub esp, 9&h

push UFFFFFFESh ; nStdHandle
call dgs:betitalandle
nov [ebpenrile], eax
push GFFFFFEFRON

call gs:fetStdliandle

; nStdHandle

nov [ebpruar L], eax

nov [ebpevar_10], offset aX2dtjeonyjacxd ; "x2d0t)E0my jacxDemxZecs IScUSOFUBLOUTO WU . <.
push o ; lpOverlapped

iea eax, [ebp+MusberOffytestritten)

push rax 3 lpNunberOfBytesUritten
push 12h 3 nMupberDfBytesTolrite

push offset aEnterPassword ; “Enter passoordi\ein®
now ecx, [ehpenFile)

push ecx ; hFile

call ds:Writerile

push o 3 lpluerlapped

lea edx, [ebpeNusberffBytesiritten]

push edx ; lpNumberofBytesiead
push fon ; nNunberOfBytesToRead
lea ecax, [ebpeiiuftor])

push eax : 1pBuffer

nov ecx, [ebpevar €]

push PCX ; hFile

call dgs:Readfile

nov edx, [etpeNumber0fBytesWritien]

sub edx, 2

push edx

lea eax, [ebpelluFfer)
push rax
call sub_h01260

add esp, 8
nov [ebpeuar 14], eax
nov ecx, [ebpruar_10]
push BLX : char «
nov vdx, [ebpevar 1h)
push edx 3 Char =
call stremp
add esp, B
test eax, eax
jnz short loc_Wk@1uer
” Tt
] v

o + IpOuerlapped
eax, [ebpsMunberdfBytesUritten])
eax i 1pNunberOfBytesiritten
oan ; nNunberGFRytesToWrite
offset aCorrect ; “Correctiirin”
ecx, [ebpenFile]
ecx : hFile
ds:Writefile
short loc_MB14D6
—

1oc_MIMABF : ; 1pliverlapped
edx, [ebpsNunberOfflytestiritien)
11n 3 NRumberdfBytesTourite

eax, [ebpehFile]
eax ; hFile

ds:Uritefile

eix ; lpMumberOfBytesWritten

offset alrongPassword ; “Wong passunrdirin!

I

J

Figure 3: IDA Pro screenshot of challengel main()

Upon looking at the control flow of the program (shownin Figure 3), we should see two calls to
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GetStdHandle (), an APlused to retrieve the handles for the Input and Output standard /O

streams.

We can get IDA Pro to show the specifichandles being requested by right clicking on the value being
used as the parameterto GetStdHandle () (eg. OFFFFFFF5h) and selecting “Use standard symbolic
constant”, then picking from the next dialogthe constant matching STD_* HANDLE. The return values
from these functions, recorded in the eax register, are then stored in stack variables that we can

rename appropriately for greater clarity.

push STD_DUTPUT_HAHMDLE ; nStdHandle
call ds:Get5tdHandle

mou [ebp+stdout], eax

push STD_IHPUT_HAHDLE ; n3tdHandle
call ds:Get5tdHandle

moy [ebp+stdin], eax

Nextinmain (), the first of the strings that we found originally from runningthe strings tool is shown
gettingassignedto avariable labeled by IDA as stack variable var 10, which we can rename to

“important string”.

[mow [ebp+important string], offset aX2dtjeomyjacxd ; "x2dtJEDmyjacxzDemzZeczTScUSOFULGUNTUZU U™ .. ]

Then “Enter Password:” textis writtento the console’sstandard output handle using
WriteFile (), and userinputisread from the console standard input handleviaReadFile (). The
input password is stored in the stack variable that IDA labels as Bufferand can be renamedto

“input password”.
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push ] : lpOverlapped

1ea eax, [ebp+HumberOfByteslritten]

push eax ; lpHumberOfBytesWritten
push 12h ; NHumber0fBytesTolrite
push offset aEnterPassword ; "Enter password:yriyin®
mov ecy, [ebp+stdout]

push eCH ; hFile

call ds:UriteFile

push ] : lpOverlapped

1ea edx, [ebp+HumberOfByteslritten]

push edx ; 1pHumberO0fBytesRead
push &6h ; NHumberOfBytesToRead
1lea eax, [Ehp+inpht_p355wurd]

push eax ; lpBuffer

moy ecx, [ebp+stdin]

push ecH ; hFile

call ds:ReadFile

This password inputis then used as a parameter to an unknown function sub 401260, along with
the password length. The resultfrom this functionis compared with the interestingstringin the
variable we named “important string”, to determine whetherthe password is correct. This
comparison happensinthe strcmp () function (at address 0x402c30). If the return value (inregister
eax) from strcmp is zero, thismeans the strings were equal, and we will follow the path to writing

“Correct!” tothe console.

Function sub_401260 istherefore responsible for massaging the password inputinto a form that can
be compared with “important string” and isthe key to solvingthis challenge. We can name this

function “modify password”, andits returnvalue “modified password.”
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mouv edx, [ebp+HumberOfBytesWritten]
sub ed=, 2
push edx
lea eax, [ebp+input_password]
push eax
call modify password
add esp, &
mov [ebp+modified password], eax
mov ecx, [ebp+important_string]
push BCX ; char =
mov edx, [ebp+modified password]
push edx ; char =
call _strcmp
add esp, &
test eax, eax
jnz short loc_4614BF
k J Y
MEE MEE
push a ; lpOverlapped
1lea eax, [ebp+HumberOfBytesWritten] loc_4814BF: ; lpOverlapped
push eax ; lpHumberOfBytesWritten| (push 8
push 8Bh ; NHumberOfBytesToWrite lea edx, [ebp+NumberOfBytesUritten]
push offset aCorrect ; "Correct?yrin” push edx ; lpHumberOfBytesWritten
mowv ecx, [ebp+stdout] push 11h ; NHumberOfBytesToWrite
push BCX ; hFile push offset aWrongPassword ; “"Wrong passwordiyrin®
call ds:UriteFile nov eax, [ebp+stdout]
jmp short loc_ 4814D6 push eax ; hFile
call ds:WriteFile
|
[l s (55

Themodify password function willinitially appearcomplicated. However, there are a couple of

clueswe can lookfor to figure out a standard functionis beingused here. First, the reference to

constant 0x3d, which is the ASCII character code for ‘='.

Second, referencestoa 64 character array at 0x413000 (which pointsto the second interestingstring

that was identified earlier with the strings tool).
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Y
il sl =
mov ecx, [ebp+var_ 18]
sub ecx, 1
sub ecy, [ebp+var_14]
mowv edx, [ebp+var_C]
mowv byte ptr [edx+ecx-1
jmp short loc 4813DB
|
mou edx, -
add ebp+var_8]
mou byte 4130808[ecx]
mou [e
mow ecx, [ebp+var_R]
add ecx, 1
mou [ebp+var_8], ecx
mow edx, [ebp+var_18]
shr edx, BCh
and edx, 3Fh
mou eax, [ebp+
add e p*uar_|
mow » byte_413800[edx]
mow 1
mou edx, [ebp+ —
add edx, 1
mow [ebp+var_8], edx
mou eax, [ebp+var 18]
shy eax, 6
and eax, 3Fh
mou ecx, [ebp+uvar_C]
add
moy
mou
mow
add eax, 1
mou [ebp+uar_ 8], eax
mow ecx, [ebp+var_18]
shr ecx, @
and ecx, 3Fh
mow edx, —
add ed ebp+var_8]
mou a byte_413888[ecx]
mow [e
mow ecx, [e

These observations would suggest that thisis the Base64 algorithm, which typically uses “=

padding character and uses a 64 character array index.

“u_n

as a



<® FireEye F LARE

An experienced malware analyst may also have noticed that the first interestingstring,

x2dtJEOmyjacxDemx2eczT5cVS9fVUGVIWTuUZWjuexjRqy24rv29q, is made up of a pattern
of both lowercase and uppercase letters as well as numerals and guessed that it was a Base64 encoded

string.

Base64 decoding can be implemented fairly easily in python with the following script:

import baseb64
encoded string = "x2dtJEOmyjacxDemx2eczT5cVSIEVUGVWTUZW]uexjRqy24rv29q"

print base64.b6d4decode (encoded string)

Howeverthe output from this is unfortunately nonsensical. The clue to solving this issueisin the

second interesting string:
ZYXABCDEFGHIJKLMNOPQRSTUVWzyxabcdefghijklmnopgrstuvw0123456789+/

This is the 64 character byte array at 0x413000. A normal Base64 algorithm uses the following indexing

string in the encoding process:

ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/

This challenge has modified thatindexing string by moving a few letters around, effectively makingit
into a substitution cipher, so we will have to account for this in the python script by adjusting our input

string to compensate.
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import baseb4, string
encoded string = "x2dtJEOmyjacxDemx2eczT5cVSIEVUGVWTuZWjuexjRqy24rv29q"

translated encoded string = encoded string.translate (

string.maketrans (" ZYXABCDEFGHI JKLMNOPQRSTUVWzyxabcde fghi jkImnopgrstuvw0123456789+
/",

"ABCDEFGHI JKIMNOPQRSTUVWXY Zabcdefghijklmnopgrstuvwxyz0123456789+/")
)

This second script produces the correct output: sheeting_phish_in_a_barrel@flare-on.com

We can then test this on the challenge to verifyitsaccuracy:

(

| N
Command Prompt ‘ = | E |-'é‘&-1

>challengel.exe
nter password:
shB@Bting_phish_in_a_barrellf lare—on.com
Correct?

>




