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Introduction
Browsers are the new endpoint where almost 
every high-value activity or interaction in the 
business takes place. Authentication, access, 
communication and collaboration, administration, 
and even coding are all browser-centric activities 
in the modern enterprise. 

As more work is done on the web, malicious 
actors have adjusted their attack vectors to 
target browsers, rendering the traditional 
perimeter security model ineffective. 
Organizations need an updated approach to 
detect, investigate, and respond to threats.  

The tiered offering from Chrome Enterprise allows 
businesses to manage and scale deployments at 
the level right for them.

Chrome browser is the first tier, followed by 
Chrome Enterprise Core, which gives IT teams 
the power to centrally manage and secure their 
entire browser fleet, regardless of device 
platform, at no additional cost.

The third tier, Chrome Enterprise Premium, 
offers even more in-depth security capabilities. 
Organizations can access a centralized 
enforcement point for comprehensive endpoint 
security, privacy, and control.

This technical paper will describe how Chrome 
Enterprise Premium brings together the most 
popular enterprise browser with Google’s 
advanced security capabilities to ensure users 
can work safely on the web from anywhere, on 
any device. 
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Use Cases  
Chrome Enterprise Premium uses Zero Trust 
principles to reduce risk and keep users safe 
by addressing the vulnerabilities of the 
browser. You can solve common security 
challenges with built-in and scalable security, 
powerful management tools, and greater 
visibility into every deployment.

https://chromeenterprise.google/products/cloud-management/
https://chromeenterprise.google/products/chrome-enterprise-premium/


Mitigate insider and data exfiltration risks

● Ensure a spreadsheet with sensitive data is only shared when 
policies you set are met, such as via corporate email and from 
devices that have enterprise-grade protections against 
phishing or ransomware

● Prevent leakage of sensitive data such as Protected Health 
Information (PHI) using data loss prevention capabilities 

● Identify employees who reuse their corporate passwords on 
non-corporate websites and automatically ask them to reset 
their passwords

Manage access and security for employees
using unmanaged devices

● Selectively apply data protection policies to prevent a 
contractor on an unmanaged device from completing file 
transfers

● Provide a partner access to privileged network resources 
based on authentication and contextual information, including 
user identity, location, device security, and IP address

Reduce their VDI footprint

● Allow users to securely access private web apps in the same 
way they would a SaaS application, with single sign-on

● Enforce Multi-Factor Authentication with the hardware key 
at login as well as periodically 

● Onboard a new employee or vendor and provide them 
secure access to corporate apps without the need for a VPN 
or local agent

Chrome Enterprise Premium provides
enterprise-grade protections that allow businesses to:

Mitigate insider and
data exfiltration risks

● Ensure a spreadsheet 
with sensitive data is only 
shared when policies you 
set are met, such as via 
corporate email and from 
devices that have 
enterprise-grade 
protections against 
phishing or ransomware

● Prevent leakage of 
sensitive data such as 
Protected Health 
Information (PHI) using 
data loss prevention 
capabilities 

● Identify employees who 
reuse their corporate 
passwords on 
non-corporate websites 
and automatically ask 
them to reset their 
passwords

Reduce their
VDI footprint

● Allow users to securely 
access private web apps 
in the same way they 
would a SaaS application, 
with single sign-on 

● Onboard a new 
employee or vendor and 
provide them secure 
access to corporate apps 
without the need for a 
VPN or 
local agent

Simplify shadow
IT control

● Leverage URL filtering 
to block risky sanctioned 
SaaS applications and 
prevent users from 
visiting insecure websites

● Identify and warn users 
or domains that have 
transferred the most 
sensitive data on 
managed devices 

● Prohibit malware 
transfers and lateral 
movements via 
sanctioned applications

These capabilities provide authenticated users with an end-to-end secure 
environment for accessing privileged resources with minimal performance impact.

Chrome browser extends endpoint security to 
the web. Built-in security features like Google 
Safe Browsing, Site Isolation, and sandboxing 
detect over 40,000 phishing attacks and more 
than 1,000 malware sites daily. Chrome’s fast 
and automatic updates help ensure users are on 
the most secure version. 

Chrome Browser’s Role in 
Chrome Enterprise Premium

With Chrome Enterprise Premium, you can 
configure additional enterprise-grade defenses 
against internal and external threats. Chrome is 
the new frontline of defense and a strategic 
layer of the enterprise tech stack (Figure 1). 

Manage access and 
security for employees 
using unmanaged devices

● Selectively apply data 
protection policies to 
prevent a contractor on 
an unmanaged device 
from completing file 
transfers

● Provide a partner access 
to privileged network 
resources based on 
authentication and 
contextual information, 
including user identity, 
location, device security, 
and IP address
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Create an inventory of devices 
running Chrome that access 
your organization's data. 
Device inventory Endpoint Verification 
provides valuable device level 
information that you can use to maintain 
security. When paired with 
context-aware access offerings, 
Endpoint Verification helps enforce 
fine-grained access control.

Protect company data in 
real time by preventing 
users from being phished.
Google Safe Browsing protects over 5 
billion devices every day by showing 
warnings to users when they attempt to 
navigate to malicious sites or download 
dangerous files (Figure 2). Given the 
average malicious site exists for less than 
10 minutes, Chrome checks sites against 
Google’s server-side list of known bad 
sites in real time. 

Stop suspicious files in 
real time before they 
exploit your network.
Chrome provides real-time file scanning 
and analysis within Google Cloud
(Figure 3). You can configure whether the 
user can access the file ahead of analysis 
or wait until the file has been fully vetted. 
Chrome also supports 3-stage malware 
detection through reputation-based 
detection, static analysis, and advanced 
cloud sandboxing. 
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Figure 1

Prevent both accidental 
and intentional exfiltration 
of company data.
Data loss prevention leverages 
preconfigured and customized rules to 
block actions or notify the user when 
transfers across websites go against 
corporate policy. This is particularly 
valuable for organizations that interact 
with customer information protected 
under regulatory compliance measures 
(Figure 4).

Figure 2

Figure 4

Figure 3

https://cloud.google.com/endpoint-verification/docs/overview
https://blog.google/products/chrome/google-chrome-safe-browsing-real-time/
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Generate alerts, logs, and reports of unsafe activity.
IT teams can support security and compliance initiatives by getting advanced insights 
into the browser environment and visibility into high-risk users, domains, and data 
protection alerts (Figure 5). A record of files and data that triggered a security rule is 
also available.

In addition to taking advantage of advanced 
threat and data protections in Chrome, you can 
further extend your security with ChromeOS. 

A secure-by-design operating system, 
ChromeOS is a critical enabler to Zero Trust 
security models.

Enhancing Endpoint Security with ChromeOS
When used with Chrome Enterprise Premium, 
ChromeOS offers organizations the ability to 
mitigate risks from the hardware level, to
internal and external apps, all the way
through to the open web.

Migrating every network user and every 
application to Chrome Enterprise Premium 
is a continuous journey.

Migrating to Chrome Enterprise Premium
A phased migration approach helps reduce 
risks to business continuity and increases 
the opportunity to move large groups of 
network users with minimal impact to 
productivity (Figure 6).

Figure 5

https://chromeos.google/


Modern enterprises with distributed teams 
and an extended workforce rely on the 
browser more than ever. As this trend 
continues, it’s clear that the browser is 
becoming the most important enterprise 
endpoint. 

Chrome Enterprise Premium offers advanced 
security, privacy, control, and visibility across 
the entire enterprise network. IT and security 
teams can deploy advanced security 
capabilities with just a few clicks, protecting 
their workforce wherever they are. 

To learn more about Chrome Enterprise 
Premium, visit 
g.co/chromeenterprise/premium

Conclusion
To deepen your understanding of Chrome Enterprise 
Premium and to learn about what Chrome has to 
offer, consider the following resources:

→ Download Chrome for your enterprise

→ Chrome Enterprise

→ Chrome Enterprise Premium

→ Chrome Enterprise Core

→ Chrome Enterprise blog

→ Chrome Enterprise support 

→ Chrome Enterprise and Education release notes

→ Chrome Releases blog

→ Google’s official Safety & Security blog

→ Chrome Enterprise and Education Help Center 

→ Google Chrome Help Community 

→ Google Privacy Policy

→ Understand Privacy in Chrome 6

Chrome Policies Authentication Customer
applications

1
Deploy endpoint verification 
to identify users and groups 
and inventory devices

2 Enable threat and 
data protection

3 Setup secure, 
context-aware access level

4 Identify proof of 
concept apps to test
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Strengthen authentication 
by setting up SSO for 
SAML-based applications 
and publishing web apps 
with Identity-Aware Proxy5 Develop Zero Trust 

policy framework

6 Apply context-aware access 
policies to applications

Managed or 
unmanaged devices

Context-aware 
access policies

SSO for SAML 
apps

Identity-
Aware Proxy

SaaS / SAML
applications

Cloud-hosted 
applications

On-prem 
applications

Figure 6

https://chromeenterprise.google/products/chrome-enterprise-premium/
https://enterprise.google.com/chrome/chrome-browser/
https://chromeenterprise.google/
https://chromeenterprise.google/products/chrome-enterprise-premium/
https://chromeenterprise.google/products/cloud-management/
https://cloud.google.com/blog/products/chrome-enterprise
https://chromeenterprise.google/products/support/
https://goo.gl/rGdp5e
https://chromereleases.googleblog.com/
https://www.blog.google/technology/safety-security/
https://goo.gl/MuqLP6
https://productforums.google.com/forum/?hl=en#!forum/chrome
https://policies.google.com/privacy?hl=en
https://www.google.com/chrome/privacy/whitepaper.html

