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Streamline your
detection and
response with
Cloud NGFW and
Security Command
Center Enterprise

Cloud NGFW

Cloud Next Generation Firewall (NGFW)
Enterprise is a fully distributed, cloud-
native firewall service that provides
stateful advanced threat protection.

Its micro-segmentation capabilities
allow for granular control over network
traffic, enhancing your ability to isolate
and protect critical workloads. NGFW
Enterprise provides advanced Intrusion
Detection and Prevention Service
(IDPS) capabilities, powered by Palo
Alto Networks technology, and includes
vulnerability, anti-spyware and antivirus

sighatures capabilities.

Security
Command Center

Security Command Center Enterprise is
Google's flagship cloud security and risk
management solution, offering native
Google Cloud log ingestion, including
the ability to seamlessly ingest Cloud
NGFW firewall and threat logs. Security
Command Center Enterprise includes
built-in parsers that automatically map
these logs to the unified data model,
simplifying analysis and correlation.



https://cloud.google.com/firewall/docs/about-threats
https://cloud.google.com/firewall/docs/about-threats
https://cloud.google.com/security-command-center/docs/concepts-security-command-center-overview#enterprise_tier_functions_and_services_summary

Topology

Integrating Cloud NGFW Enterprise with Security Command Center Enterprise helps you to streamline
cloud security operations by combining the network threat detection in NGFW Enterprise with the security
automation and response capabilities in Security Command Center. Here's how it works:
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Network Threat Detection:

Cloud NGFW Enterprise identifies a
potential threat, and logs an event in
Cloud Logging which is exported to
Security Command Center Enterprise.

Unified view:

Security Command Center Enterprise
automatically ingests this log entry. The
built-in parser maps the log fields to the
Unified Data Model structure, ensuring
consistency and ease of analysis.
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Prioritized findings:

You can create custom detection
rules within Security Command Center
Enterprise to identify specific events
of interest. These rules generate
alerts, which are aggregated into
actionable cases.

Automated response:

Playbooks can be attached to cases for
automated response. For instance, a
custom playbook might automatically add
an |AM-governed tag to a compromised
workload, isolating it for further
investigation or remediation.



https://cloud.google.com/firewall/docs/view-threats
https://cloud.google.com/chronicle/docs/ingestion/cloud/ingest-gcp-logs#export_filter_settings
https://cloud.google.com/chronicle/docs/ingestion/cloud/ingest-gcp-logs#export_filter_settings
https://cloud.google.com/chronicle/docs/ingestion/parser-list/supported-default-parsers
https://cloud.google.com/chronicle/docs/event-processing/udm-overview
https://cloud.google.com/chronicle/docs/detection/default-rules
https://cloud.google.com/chronicle/docs/detection/default-rules
https://cloud.google.com/chronicle/docs/soar/investigate/working-with-cases/cases-overview
https://cloud.google.com/chronicle/docs/soar/respond/working-with-playbooks/whats-on-the-playbooks-screen
https://cloud.google.com/firewall/docs/tags-firewalls-overview

Sample Integration Workflow

° Optional action (e.g apply quarantine tag)

Google Cloud Workloads

v

Google NGFW
Enterprise

Attacker VM

l o Threat Logs

Cloud Logging

Target VM

Custome Rule — Playbook

Built-in
Dafault Parser

o

Native GCP

Google Cloud’s NGFW Enterprise and
Security Command Center Enterprise
can be seamlessly integrated in your
environment without any additional
agents or software. As outlined in the
workflow diagram above, once Cloud
NGFW Enterprise identifies a threat, it
creates an event in Cloud Logging [1],
the log entry is automatically forwarded
to Security Command Center Enterprise
[2] which natively ingests the threat
finding [3] and has a default parser

[4] that maps the fields using the
Unified Data Model structure.

> Logging —>
Ingestion

Alert

Google SCC Enterprise / SpecOps

A custom rule using the YARA-L 2.0
language [5] is created to identify the
relevant events and generate alerts

[6] that are aggregated to raise a

Case [7]. A playbook [8] can be
attached to the case to be run
automatically and, optionally, take an
action such as adding a secure tag to a
potentially compromised workload [9].



https://cloud.google.com/chronicle/docs/event-processing/udm-overview
https://cloud.google.com/chronicle/docs/detection/yara-l-2-0-overview
https://cloud.google.com/chronicle/docs/detection/yara-l-2-0-overview

Cloud NGFW Enterprise Configuration Steps

If needed, follow the Cloud NGFW Enterprise IPS codelab to set up an environment and
generate the sample threats. Make sure the threats show up in the Threats Logs and/or
Cloud Logging as follows:

Threats
= Fiter e m
et severty Threat type Threat ID Source IP aderess Source port Destination P address. Destination port Protocol Action Security profle group
HIGH VULNERABILITY 3085 105 80 tep RESET_SERVER budngiw-spg
VULNERABILITY 56098 1059 o0 »
MEDIUM VULNERABILITY 30844 1058 80 top ALERT
Low VULNERABILITY 54469 1059 80 tep ALERT
HIGH VULNERABILITY 3510 105 80 cp RESET_SERVE
GRITICAL VULNERABILTY 36729 1055 80 top RESET_BOTH
HiGH VULNERABILITY 3085 10003 47802 10002 80 P RESET_SERVE
MEDIUM VULNERABILITY 30844 10003 47802 10002 80 top LERT
Low VULNERABILITY 54469 1000 47812 10,002 80 ep ALERT
Low VULNERABILITY 58098 10003 7812 10002 80 top ALERT loudngfw-spg View threat
HiGH VUILNFRARIITY 3510 nan s55a6 nans a0 RFSFT_SFRVF
CRITICAL VULNERABILITY 36729 10003 55574 10002 80 P RESET_BOTH

Create a new quarantine tag key and value (required because two tag values from the
same tag key cannot be assigned to the same instance):

gcloud resource-manager tags keys create S$prefix-vpc-quarantine-key \

--parent projects/$project_id \
--purpose GCE_FIREWALL \

--purpose-data network=$8project_id/$prefix-vpc



https://codelabs.developers.google.com/cloud-firewall-plus#1

gcloud resource-manager tags values create $prefix-vpc-quarantine-value \

--parent=8project_id/$8prefix-vpc-quarantine-key

Create new firewall rules to block all traffic to and from instances
with the quarantine tag value:

gcloud compute network-firewall-policies rules create 10 \

--description="block egress traffic from quarantined workloads" \

--action=deny \

--firewall-policy=$prefix-fwpolicy \

--global-firewall-policy \

--layer4-configs=all \

--direction=EGRESS \

--target-secure-tags $project_id/$prefix-vpc-quarantine-key/$pre-
fix-vpc-quarantine-value \

--dest-ip-ranges=0.0.0.0/0

gcloud compute network-firewall-policies rules create 20 \
--description="block ingress traffic to quarantined workloads" \
--action=deny \
--firewall-policy=8prefix-fwpolicy \
--global-firewall-policy \
--layer4-configs=all \
--direction=INGRESS \
--target-secure-tags $project_id/$prefix-vpc-quarantine-key/$Spre-
fix-vpc-quarantine-value \

--src-ip-ranges=0.0.0.0/0




Security Command Center
Enterprise Configuration

The following steps assume that
Security Command Center Enterprise is already
activated and ready to be configured.

Log Export Filters

Configure custom log export filters to
include the threat logs, and, optionally,
firewall logs (note the required permissions).
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In the Google Cloud console,
select the management project
you used to activate Security
Command Center Enterprise.

Navigate to Security >
Detections and Controls >
Google SecOps.

Click Manage Organization
Ingestion Settings (you may
need to select your organization).

Select the Export Filter
Settings tab.

Google Security Operations

OVERVIEW GLOBAL INGESTION SETTINGS

EXPORT FILTER SETTINGS

@ Google SecOps

Connected to Google Security Operations instance
Status: Connected &
Date established: 2024-04-02719:55:06.017494Z

View Gougle Security Operations documentation (3

GO TO GOOGLE SECURITY OPERATIONS [£

Disconnect Google Security Operations

To stop sending your Google Cloud Logs to Google Security Operations, you can
disconnect Google Security Operations by checking the box below and clicking
'Disconnect Google Security Operations". Please note that the Logs that have already
been sent to Google Security Operations are governed by the terms under which you
have been provided access to Google Security Operations. If your contract with Google
Security Operations is terminated, Google Security Operations will automatically be
disconnected.

[[] 1 want to disconnect Google Security Operations and stop sending Google Cloud
Logs into Google Security Operations.

DISCONNECT GOOGLE SECURITY OPERATIONS


https://cloud.google.com/security-command-center/docs/activate-enterprise-tier
https://cloud.google.com/chronicle/docs/ingestion/cloud/ingest-gcp-logs#export_filter_settings
https://cloud.google.com/chronicle/docs/ingestion/cloud/ingest-gcp-logs#before_you_begin
https://cloud.google.com/security-command-center/docs/activate-enterprise-tier#management-project

Edit the export filter settings to include the desired logs as shown in the following exam-

ple (replacing [ PROJECT_ID] with your own project):

wall_threat”

log_id("dns.googleapis.com/dns_queries") OR

log_id("cloudaudit.googleapis.com/activity") OR
log_id("cloudaudit.googleapis.com/system_event") OR

logName = "projects/[PROJECT_ID]/logs/networksecurity.googleapis.com%2Ffire

If desired, firewall logs can also be exported by
adding the following filter:

log_id("compute.googleapis.com/firewall")

Cloud NGFW firewall and threat logs are automatically parsed using built-in default parsers.

Custom Rules

Once the logs are mapped to fields using the Unified Data Model structure, a custom rule

needs to be created to identify the relevant events and generate alerts that are combined

to raise a Case.

In the Google Cloud console,
switch back to the Google
@ SecOps Overview tab and then
click Go to Google Security
Operations to open the Security
Operations console in a new tab.

©

Click = Menu and navigate to Detection
> Rules & Detections. Select the Rules
Editor tab and create a new rule using the
YARA-L rules language to raise alerts and
detections based on the chosen criteria
(in the following example, all events with
log_type = “GCP_NGFW_ENTERPRISE").



https://cloud.google.com/chronicle/docs/ingestion/cloud/ingest-gcp-logs#custom-export-filter
https://cloud.google.com/firewall/docs/firewall-rules-logging#log-format
https://cloud.google.com/firewall/docs/threat_logs
https://cloud.google.com/chronicle/docs/ingestion/parser-list/supported-default-parsers
https://cloud.google.com/chronicle/docs/event-processing/udm-overview
https://cloud.google.com/security-command-center/docs/scce-consoles-overview#secops-console
https://cloud.google.com/security-command-center/docs/scce-consoles-overview#secops-console
https://cloud.google.com/chronicle/docs/detection/default-rules
https://cloud.google.com/chronicle/docs/detection/yara-l-2-0-overview#single-event-rule

rule gcp_ngfw_enterprise_threats {

// This rule matches single events. Rules can also match multiple events with
in

// some time window. For details about how to write a multi-event rule, see
// https://cloud.google.com/chronicle/docs/detection/yara-1-2-08-overview#sin

gle-event_versus_multi-event

meta:
// Allows for storage of arbitrary key-value pairs of rule details - who
// wrote it, what it detects on, version control, etc.
// The "author" and "severity" fields are special, as they are used as
// columns on the rules dashboard. If you'd like to be able to sort based on
// these fields on the dashboard, make sure to add them here.
// Severity value, by convention, should be "Low", "Medium" or "High"
author = "Google Cloud Network Security"”
description = "Network threats detected by Google Cloud NGFW Enterprise”
type = "alert"

severity = "Medium"
priority = "Medium"
events:

Snetwork.metadata.event_type "NETWORK_CONNECTION"
Snetwork.metadata.log_type = "GCP_NGFW_ENTERPRISE"

outcome:
// For a multi-event rule an aggregation function is required
// e.g., risk_score = max(@)
// See https://cloud.google.com/chronicle/docs/detection/yara-1-2-0-over-
view#outcome_conditionals_example_rule
Srisk_score = max(75)
Sevent_count = count_distinct($network.security_result.severity)
//added to populate alert graph with additional context
Sprincipal_ip = array_distinct($network.principal.ip)
Starget_ip = array_distinct(Snetwork.target.ip)
Sseverity = array_distinct($network.security_result.severity)

Saction = array_distinct($network.security_result.action_details)

condition:

Snetwork

After saving the new rule, click : associated with the rule. Click the Live Rule toggle to the on position.
Then, Security Command Center Enterprise automatically raises alerts that are aggregated into cases.



Live Rule

Alerting

Run Frequency Follow the Cloud NGFW Enterprise IPS
codelab to generate more sample threats,
and confirm that they are showing up in the
B AR Threats Dashboard and/or Cloud Logging.

View Rule Detections

YARA-L Retrohunt

View Versions

Archive

Cases and Events

In the Security Operations console, click = Menu and select Cases. You can switch the view
by clicking Cases view selection. Filter by name and date, if needed, to find the latest
cases (it might take a few minutes for the log ingestion, rules detection, and case creation to
be completed).

Select one of the cases. Then, select one of the alerts to further explore by going through
the different tabs.

gep_ngfw_enterprise_threats
[LECR. )

THREAT X
-
-

= 1.GCP_NGFW_ENTERPRL... (1) 2.GCP_NGFW_ENTERPRI... (1) =  3.GCP_NGFW_ENTERPRL... (1) =

Overview @

> Gemini Summary

The Next Steps You Should Take

A Youmight want to investigate this Case further What Actually Happened

Based on:

10


https://codelabs.developers.google.com/cloud-firewall-plus#1
https://codelabs.developers.google.com/cloud-firewall-plus#1
https://cloud.google.com/chronicle/docs/soar/investigate/working-with-cases/cases-overview
https://cloud.google.com/chronicle/docs/soar/investigate/working-with-cases/whats-on-the-case-queue-header#secondanchor

Overview tab

= 1.GCP_NGFW_ENTERPRL... (1) © 2. GCP_NGFW_ENTERPRI

- a11.0

Overview @ Events (1)

Playbooks (1)

B Alert Overview

Rule ID: gcp_ngfw_enterprise_threats

Network threats detected by Google Cloud NGFW Enterprise

Events tab

2. GCP_NGFW_ENTERPRI

20041107 15:442

1.GCP_NGFW_ENTERPRI... (1)

4110
Overview @ Events (1) Playbooks (1)

NAME

3. GCP_NGFW_ENTERPRI

202411

Event Details

Event Type NETWORK_CONNECTION Principal Hostname  C/oudngfw-us-

Principal IP 10003 Principal Port

Target Hostname :'_“d"gf""“ scentrall- o cotip

)

HTTP /etc/passwd Access Attempt

Default

Field Name

v 3Alerts

~ 3Alerts

1



Graph and SIEM Search

On the Graph tab for a Case, select an Alert to see more detailed information about the Alert.

= 1.GCP_NGFW_ENTERPRL... (1) » 2. GCP_NGFW_ENTERPRL... (1) *

20041107 15:4423

Overview @ Events (1) Playbooks (1)

Graph Summary

£ GCP_NGFW_ENTERPRISE_THREATS
Statu

Priority:

Risk Score

Detected:

Created:

Last
Updated:

Rule: gep_ngfw_enterprise threats

Description:  Network threats detected by Google
Cloud NGFW Enterprise

@ 10002

Assets

& 10.0.0.3
& cloudngfw-us-centrall-a-client

IP Addresses

& 10.0.0.2

ains

& cloudngfw-us-centrall-a-www T

2024-11-07T709:44:23.398
= 7 cloudn

2024107154423

Graph

EVENTS
EVENTS
TIMESTAMP EVENT

i

3. GCP_NGFW_ENTERPRL... (1) ®

gep_ngfw_enterprise_threats

HOSTNAME

cloudngf-u:

Click the timestamp and select
one of the Assets.

PROCESS NAME

~ 3Alerts

12



The SIEM Search will open to display all events found filtered by the selected criteria
(principal.ip in the following example). Click through the different logs and the Event
Viewer to see all fields and the UDM mappings that can also be used to search.

Security Command Center | SIEM Search

SEARCH @

Mistory ~  UDMLookup Lists

OVERVIEN ~ EVENTS(§OF6)  ALERTS(6

Trend over time Prevalence (T

= it

=
AGGREGATIONS
aQ ficld

hostname (2

domain (1
UDMFIELDS

> security_result.rule labels.value (10
> security_result.rule labels.key (8

> security_resultthreat id (¢

security_result.threat_name (¢

sh events data, apply filters to query and run th

ADD FILTER
EVENTS  PIVOT

TIMESTANP ovent

cloudny
1
cloudny

2024-11-07T09:44:23398

1
cloudngfw-us-central

9:44: L
cloudn a

MCTADATALLOG ...

GCP_NGFW_ENTE

GCP_NGFW_ENTE

GCP_NGFW_ENTE

P, ENTE

GCP_NGFW_ENTE...

GCP_NGFW_ENTE

SCCURITY_RESU...

HTTP fetc/passwd .

Bash Re

SLCURITY_RESU...

Low

MEDIUM

HIGH

Low

HiGH

CRITICAL

ty Off | NOVEMBERO7,09:14 AN 3ER07,10:14AM | | Run Search

£
APPLY TO SEARCH AND RUN
m coLumn: EVENTVIEWER

HOSTNAME
Entities

cent.
cloudngfw-us-cent...
cent

Medium

® Low

['s IEe e

2024-11.07709:44:23.398
min range asfilter

13



Google Cloud API Integration

Upon completion of the previous steps, Cloud NGFW Enterprise logs are ingested and parsed into
Security Command Center Enterprise, and alerts and cases are generated automatically. You must
configure the Google Cloud APl integration to allow a response by assigning a quarantine tag to the
attacker VM, but first you need to configure the integration.

In the Security Operations

console, click = Menu and 9 corifed © * vao
@ select Marketplace. Click the e

Integrations tab and install the e

Google Cloud API integration etais | [instal

(use the search box if needed).

The authentication can be done using Service Account or Workload Identity Federation. Configure
the chosen option accordingly before proceeding.

Q Tip: Use Service Account impersonation for a specific gcloud command to make sure

that the required permissions were granted to the Service Account being used.

O Certified + vao

. . . Google Cloud API
After the installation is complete,
click Configure.

———
ails Configure

Configure the details and click Save. Run a test to verify that the integration is working as expected
(make sure to enter the Test URL according to the assigned permissions).

14


https://cloud.google.com/chronicle/docs/soar/marketplace-integrations/google-cloud-api
https://cloud.google.com/iam/docs/service-account-overview
https://cloud.google.com/iam/docs/workload-identities
https://cloud.google.com/chronicle/docs/soar/marketplace-integrations/google-cloud-api
https://cloud.google.com/docs/authentication/use-service-account-impersonation#gcloud-command

Google Cloud API - Configure Instance
Configure all the r s and paramet

Environment @ Default Environment
2 For Fnvironments configuration, visit Settings screer

Instance Name System Default Instar

Parameters
& For moreinformation on configuration and integration details, click here
Test URL (D | https://compute.googleapis.com/compute/vl/...

Service Account Json File 10)
Content

Organization ID (0}

Project ID 0]

Quota Project ID 0]

Workload Identity Email (i)
OAuth Scopes @ | https://www.googleapis.com/auth/cloud-platf...

Verify SSL O™

Cancel

Tip: You may need to

enable and configure the
Google Cloud Compute
integration similarly to the
Google Cloud API steps above.
This allows enriching entities to
provide Google Cloud context
that are used by the Playbook.

15


https://cloud.google.com/chronicle/docs/soar/marketplace-integrations/google-cloud-compute

Custom Playbook Block

Blocks are mini playbooks that users
can create and reuse in other playbooks.
Blocks are being used in this guide
because it’s possible to manually trigger
Blocks on a per alert basis.

You can create a custom Playbook Block
that can be attached to alerts to add the
quarantine tag to the attacker instance.
All'instances with this tag will have new
connections automatically blocked.

To create a Block, in the Security
Operations console, click Menu

@ and navigate to Response_>
Playbooks. Click + (Add New

Playbook or Block) and create
a new Block.

Create New

Type (O Playbook

Choose Folder Default

Environment Choose Environment

() All Environments (0

Cancel Create

@ In the Actions list, expand the GoogleCloudApi option and drag two
Execute HTTP Request actions as shown in the following example:

Execute HTTP request.

16


https://cloud.google.com/chronicle/docs/soar/respond/working-with-playbooks/working-with-playbook-blocks

Insert Placeholder

event_principal_asset_attribute_cloud_project_name

Double click the Inputs box and
click + to add a new parameter.
@ Enter the Input name. Click [ ],
search for event_principal_
asset_attribute_cloud_

project_name and
click to select.

wironment

[AZNiidevent principal asset attribute cloud project name

)ynamic Environment Parameters

Click + again and add the

Enter the Input parameters to be used by this Block

Parameters quarantine tag key and value that
T nput defauttvalue @ were created when configuring

Cloud NGFW Enterprise.
Click Save.

fcloudngfw-vpc-

To configure an action that Method: GET

uses the tag value to retrieve URL Path:

@ the corresponding tag ID, double https://cloudresource
click the next GoogleCloudApi manager .googleapis.com/
action box and configure the v3/tagValues/name
fields as follows: spaced?name=

17


https://docs.google.com/document/d/1-HsZijHwPFSW38OuST2df8Z8Wx5sX5oAsaIhAsyaMHk/edit?resourcekey=0-S9n0lW_cMKTA7wcG0bH9MQ&tab=t.0#heading=h.687hsp8j30cg

Insert Placeholder

Entity

Environment

General

Playbook

Input.Tag Value

Delete the contents
of the following fields:

URL Params

@ Headers

Cookie
Body Payload

Expected Response Values

Optionally, click the name of the action,
enter a different name, and click enter
to save the new name of the action. In
the following example, this action is
titled Get Tag ID.

Confirm that the action is configured
as follows before saving:

Position your cursor at the
end of the URL Path field and
click [ 1. Select Playbook >
Input.TagValue (you may
need to scroll down).

Get Tag ID

Execute HTTP request.

Parameters

Choose Instance

Entities

Method *

URL Path *

URL Params

Headers

Cookie

Body Payload

Expected Response Values
Follow Redirects

Fail on 4xx/5xx

Base64 Output

Simulate @

Sample Output

Default Environment_System Default Instance

All entities

GFT

https://cloudresourcemanager.googleapis.com/v3/tagvalues
Jnamespaced?name=

Cancel

18



To configure the action that will use the inputs to assign the quarantine tag to the
malicious VM, double click the next GoogleCloudApi action box and configure the
fields as follows:

Similarly to the previous step, click [ ] to populate the variables highlighted in blue.

URL Path: https://[Event.event_principal_asset_attribute_cloud_availability
Zone]-cloudresourcemanager.googleapis.com/v3/tagBindings

Body Payload:

{

"parent": "//compute.googleapis.com/projects/[Event.event_principal_asset_
attribute_cloud_project_name]/zones/[Event.event_principal_asset_attribute_
cloud_availabilityZone]/instances/[Event.event_principal_asset_productObje
ctid]",

"tagValue": "[Get Tag ID.JsonResult| "response_data.name"]"

Tip: Use Google Cloud API Explorer to build the URL request
(see tagBindings.create as shown in the example above).

19


https://cloud.google.com/resource-manager/reference/rest/v3/tagBindings/create

Delete the contents of

the fOHOWlng fields: Set Secure Tag Simulate @
Execute HTTP request.
URL Params
Parameters Settings Sample Output
Headers .
Choose Instance @ | Default Environment_System Default Instance
Cookie Entities All entities

Expected Response Values

Method * @ | posT
. . URL Path * @ | hitpsy/[E \t_principal_asset_attribute
@ Optionally, click the name of e ‘

nel-
cloudresourcemanager.googleapis.com/v3/tagBind

the action, enter a different s
name, and click enter to save URL Params

the new name of the action. Headers

In the following example, this Cookie

action is titled Set Secure Tag. e — o i

"parent":
"//compute.googleapis.com/projects/

Confirm that the action is 2 el ch e

Conﬁgured as fO”OWS bilityZ ;mstam;esw
before saving: e

Simulate the playbook to make sure it’s working as expected. This requires selecting one of the
alerts as a test case.

Navigate to Cases and select an

alert that has a Google Cloud VM M Simulate Alert
as an attacker (in this example,

principal hostname cloudngfw- Environment

us-centrall-a-client and principal

IP10.0.0.3). Click : (Alert — T

Options) and select Ingest alert
as test case. Click Simulate.


https://cloud.google.com/chronicle/docs/soar/respond/working-with-playbooks/working-with-playbook-simulator

Tags for cloudngfw-us-central1-a-client X

Tags provides a way to conditionally allow or deny policies based on whether a resource has a specific
tag. You can use tags and conditional enforcement of policies for fine-grained control across your
resource hierarchy. Learn more (4

Inherited tags

Open the Google Cloud Console The selected resources do not have any inherited tags.
in a new window and access the Direct tags
attacker VM in Compute Engine. ramore a g btors scing e e sectons T et vl Changlnpatag wlk
Make sure that the attacker VM 8+ admin-sco-nexus-manual-devis
does not have the quarantine ey + Vale 14—

cloudngfw-vpc-tags v ‘ ‘cloudngfw»vpocllem v
tag applied.

+ ADD TAG

SELECTSCOPE ~

SAVE DISCARD CHANGES CLOSE

simulator . Switch back to the Security Operations console window, open the Playbook
Block and enable the Simulator.

Choose Case 45# gep_ngfw_enterprise_threats - 202 2119:16:56 2 O Entities

ViewResults B

Click Run and wait for all of the
actions to complete.

9 Setoecure T?g‘, Pin Results ViewResults B

Q ngTagln e Pin Results ViewResults

Input View Results




Click View Results for each
block to check the output
Inputs results:

Get Tag Id results,

Technical Details tab:

(You should check these
parameters, both the API
request and JSON result, to
confirm that the returned tag
value ID is correct.)

Inputs

v
2" Input Parameters

NAME VALUE

/cloudngfw-

tag Value vpc-quarantine-key/cloudngfw-vpe-
quarantine-value

ute HTTP Request

Get Tag ID
20241122 19:52:46
% Googlec
& o

Results

22



Set Secure Tag
2025-04.28 19:00:43

1
®

Set Secure Tag results,
Technical Details tab:
(You should check these
parameters, both the API
request and JSON result, to RSN
confirm that the returned tag f—
value ID is correct and that the Sy
response code is 200. You may
need to scroll down to display
the JSON Result.)

Results Technical Details

cookies,response_headers,apparent_encoding

JSON Result

Tags for cloudngfw-us-central1-a-client X

Tags provides a way o conditionally allow or deny policies based on whether a resource has a specific
tag. You can use tags and of policies for fine-grained control across your
resource hierarchy. Learn more [4

Inherited tags . .
After confirming that the test was

The selected resources do not have any inherited tags.
successful, switch back to the Google Cloud
Direct tags . .
Console to confirm that the quarantine tag
remove a tag, before adding the new selection
_ was successfully added to the attacker VM
a* admin-scec-nexus-manual-dev18
. (you may need to refresh the screen).
Keyl*— ———  vaelt—
‘ cloyudngM-vpc-quaranune-key v | cloudngfw-vpc-quarantine-value - ‘
Key2* ———————— Vale2* ——— —
‘ cloudngfw-vpc-tags - | cloudngfw-vpc-client - ‘
+ ADD TAG
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The playbook block can now be added to an alert and run on-demand to assign the quarantine tag
to the attacker VM (or be called by another playbook, if the desire is to automate the action).

When you change the enforcement state of a firewall rule, or when you create a new rule that is
enforced, the change applies to new connections only. Existing connections are not affected by

the change.

Optionally, you can disable the Playbook Block Simulator. Make sure to manually remove the
quarantine tag from the VM before proceeding.

Case Playbooks

Navigate to the Cases screen, select one of the alerts that has a Google Cloud VM as an attacker
(in this example, principal hostname cloudngfw-us-centralil-a-client and principal IP
10.0.0.3) and click the Playbooks tab.

_NGFW_ENTERPRL... (1) »  3.GCP_NGFW_ENTERPRI... (1) *
o 20001107 15:4433

<= Playbooks (1)

v @ GCPThre
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https://cloud.google.com/firewall/docs/firewalls#enforcement
https://cloud.google.com/firewall/docs/firewalls#enforcement

The GCP Threat Response Playbook is automatically run, and will enrich the logs and associate tags
among other actions. Click through the different blocks to explore further.

= THREAT TAG
Q) &s

gep_ngfw_enterprise_threats
© Target Entities
W CLOUDNGFW-US-CENTRAL1-A-WWW

[LECINS-
B CLOUDNGFW-US-CENTRAL1-A-CLIENT

® Manage Tags
1c

1.GCP_NGFW_ENTERPRL... (1) = 2. GCP_NGFW_ENTERPRI... (1) = 3.GCP_NGFW_ENTERPRI... (1) =
20241107 15:6433

e
20041107 154623

-
- = 20001107 154623

Events (1) Playbooks (1) Graph
£ Action Parameters

Overview @

& Playbooks (1)
Bl Action: Result
NAME VALUE
Tag THREAT

Outcome
5

View Result

& Add aPlaybook

Playbooks Show All Playbooks v

ngfw

NGFW GCP Set Secure Tag

Click +, search for the Playbook
Block you created, and click Add.

Playbook Description
Aplaybook block that will add a project-level secure tag to the principal VM.

Cancel Add




% Inputs

Confirm playbook inputs.

e A new window will open.
Tag Value _pr _name]/cloudngfw-vpc-quarantine- Do not Change the tag value.
key/cloudngfw-vpc-quarantine-value . N
Click Confirm.

Cancel Confirm

The playbook block should successfully run (check that green checkboxes are shown) and add the
quarantine tag to the VM. Click through the blocks to view the results.




Custom Dashboards

Custom dashboards can be created to provide specific insights into the data (as shown in the
following example). You should generate sample traffic to make sure logs are being successfully
ingested before creating dashboards. UDM fields can be used to specify the data to be filtered.

Cloud NGFW Dashboard

Time Perlod

s In the last 7 days

Top 10 Threat Severities [GCP Cloud NGFW] Top 10 Attacks [GCP Cloud NGFW Threats] Top 10 Attackers by Severity [GCP Cloud NGFW Threats]

HIGH - RESET_SERVER Bash Remote Code Exscution V... 40 -
LOW - ALERT HTTP jetcipasswd Access Altam...

CRITICAL - RESET_BOTH ; Mictosoft Windows win.ri Acces...

MEDIUM - ALERT E noacho Lot Ramote Cote Exa

CRITICAL - RESET_SERVER Apache HTTP Server Path Trav....

HIGH-10003  CRITICAL:-10003  LOW-10.003 MEDIUM - 10,003
Severity and Attacker

Top 10 Blocked Countries Top 10 Blocked Countries

Unitad States
China
Netheriands
Hong Kang
Germany
Buigaria
Russia
Philippines
South Korea
Lithuaria

Top 10 Blocked IPs

Top 10 Threat Severities widget (example)

This section outlines how to create a dashboard with a widget that contains data related to the top
10 threat severities.

Dashboards & Reports > SIEM Dashboards. For Personal Dashboards or Shared

@ To create a custom dashboard, in the Security Operations console, navigate to
Dashboards, click Add > Create New.


https://cloud.google.com/chronicle/docs/reports/create-custom-dashboard
https://cloud.google.com/chronicle/docs/reference/udm-field-list
https://cloud.google.com/chronicle/docs/reports/create-custom-dashboard
https://cloud.google.com/security-command-center/docs/scce-consoles-overview#secops-console

This dashboard is empty.

To add a widget to this new
dashboard, click Edit Dashboard.

Visualization

Click Add > Visualization
Text to add a new widget.

Markdown

Choose an Explore

Find an Explore

Entity Graph
Select UDM Events. I0C Matches

Ingestion Metrics

Rule Detections
Rulesets with Detections
UDM Events

UDM Events Aggregates




UDM Events

Find a Field

metadata.log_typel

Search for the metadata.log_type field.
Hold your cursor over the result and
= select Filter by field.

~  Custom Fields

* UDM

DIMENSIONS
~ metadata

metadata.log_type
metadata.base_labels.log_types

metadata.enrichment_labels.log_types

Type or select GCP_NGFW_ENTERPRISE as the value for this field.

UDmM
metadata.event_timestamp
Conditionally Required

is inthe last - 24

UDM
metadata.base_labels.log_types

Filter by field
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Search for the security_
result.action_details UDM Events

field and click to select it. This TR G

field is added under Data on e
the right side.

Repeat this step to add both security_result.severity_enum_name and Count
(under the Measures category).

Under the Filters category, adjust the timestamp, as needed. For the Data category, set the
row limit to 10 and select the Totals checkbox. Then, click Run to verify that the data was populated.

Top 10 Threat Severities 4 rows - 30,6755 - just now

UDM Events ~ Filters

Find a Field uom
i8 metadata event_timestamp
Condiionally Required

isinthe last ~ 7 | days ~

2, UDM
* metadata base_labels.log_types
Al Flelds is -

- UDM

metadata base_labels log_types - metadata
security_result.action_details « security_result

security_result severity_enum_name « security_result

~ Visualization E [ F o @ © [6 o v Forecast 3% Edit

metadata.event_timestamp

< CRITICAL - RESET_BOTH
HIGH - RESET_SERVER
LOW - ALERT

MEDIUM - ALERT

~ Data Results. sQL Add caloulation Row Limit # Totals [ Subtotals

UDM sacurity_rasut severity_snum_nama & UDM sacurity_rasult.action_dstails & UDM Count
1 CRITICAL RESET_BOTH 6
2 HIGH RESET_SERVER 10
3 Low ALERT 10
4 MEDIUM ALERT 5
Total a1

Once you are happy with the result, retitle the widget and click Save.

Add additional widgets and customize your dashboard to suit your needs.
Then, retitle and save the dashboard.



@ Tip: Click Duplicate Tile to create a copy of an existing widget.

The following sections outline the filters and fields you can use to create additional widgets, as
shown in the earlier dashboard example

Cloud NGFW Enterprise Sample Widgets

This section outlines how to create a dashboard with a widget that contains data related to the top
10 threat severities.

Top 10 Threat Severities

metadata.log_type=GCP_NGFW_ENTERPRISE
Fields:
security_result.action_details

security_result.severity_enum_name [count]

Top 10 Attacks

metadata.log_type=GCP_NGFW_ENTERPRISE
Fields:
security_result.threat_name

security_result.severity_enum_name [count]
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Top 10 Attackers by Severity

metadata.log_type=GCP_NGFW_ENTERPRISE
Fields [count]:
principal.ip

security_result.severity_enum_name [count]

Cloud NGFW Sample Widgets

Top 10 Blocked Countries [Ingress]

metadata.log_type=GCP_FIREWALL
security_result.action_details=DENIED
Fields:

principal.ip_geo_artifact.location.country_or_region

Top 10 Blocked Countries Map [Ingress]

metadata.log_type=GCP_FIREWALL
security_result.action_details=DENIED

Fields:
principal.ip_geo_artifact.location.country_or_region

principal.ip_geo_artifact.location.location
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Top 10 Blocked IPs [Ingress]

Filters:
metadata.log_type=GCP_FIREWALL
security_result.action_details=DENIED
Fields:

principal.ip
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