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Digital Transformation with Google Cloud

This study guide covers the materials from the first course of the six-course series for the Cloud Digital

Leader certification.

Certification exam focus

The Cloud Digital Leader certification exam is designed to assess knowledge of cloud literacy, common business
use cases, and how cloud solutions and the capabilities of Google Cloud products support an enterprise.

What is the cloud?

The cloud refers to the on-demand delivery of
computing power, database storage, apps, and other
IT resources via the internet with pay-as-you-go
pricing.

What is digital transformation?

When an organization uses modern digital
technologies such as cloud platforms to create or
modify business processes, culture, and customer
experiences to meet changing business and market
dynamics, it's considered digital transformation.

The common drivers of digital
transformation include:

Staying ahead of competitors.
Avoiding integration tax.

New security challenges.

The need for a connected
architecture and flexible solutions.

Benefits of cloud technology
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Cloud deployment models and strategies
Models:

e On-premises: When an organization hosts and
manages its own apps and data on servers
located in its own data center or facility.

e Private cloud: Cloud computing resources used
exclusively by one organization. Resources can be
physically located on the organization's site
(on-premises) or managed by a third-party
provider.

e Public cloud: Cloud services offered by a
third-party provider (like Google Cloud) over the
public internet. These resources are shared by
multiple organizations or users.

Strategies:

e Hybrid cloud: Infrastructure environment that
combines a public cloud and a private cloud (or
on-premises infrastructure), allowing data and
apps to be shared between them.

e Multicloud: The use of cloud services from more
than one different public cloud provider.
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Digital Transformation with Google Cloud

Google Cloud’s strengths Networking terms and concepts

e |IP address: Unique numerical label that acts

World-leading Al as a digital mailing address for a device.

Openness and interoperability
Al Hypercomputer
Al-optimized data platform

Security
Global network e  Latency: Time it takes for a data packet to

travel from its source to its destination.

e Domain Name System (DNS): Translates
human-readable web addresses into numerical
IP addresses.

Google Cloud

° Bandwidth: The maximum amount of data that
can be transmitted over a network connection

Agentic Al: Refers to Al systems that can in a given amount of time.

independently plan, use tools, and interact with other
systems to complete complex, multistep workflows.

I ’ = Google Cloud’s network
) |

E”;”;ifi Regions: Independent
s geographic areas containing

DO SEREE multiple zones.

a Zones: Isolated locations
Cloud computing service models within regions to protect

Infrastructure as a Service (laaS) against single-failure events.

Similar to leasing a car, laaS provides on-demand
access to core resources like compute and storage
without the burden of owning hardware. It offers high
scalability and a pay-as-you-go model.

Edge locations: Globally
distributed points of presence
that cache content near users.

Example: Compute Engine, Cloud Storage

Platform as a Service (PaaS) Open standard versus open source
Operating like a taxi service, PaaS provides a complete
environment for developers to build and run
applications while the provider manages patches and
infrastructure.

e  Open standard: A publicly available
specification for a technology (for example,
TCP/IP and SQL). By providing a common
language or framework, open standards
prevent vendor lock-in and ensure that diverse
systems can communicate seamlessly.

Example: Gemini Enterprise Agent Platform

Software as a Service (SaaS)

Comparable to riding a bus, Saa$ delivers complete, ®  Open source: Software for which the source

ready-to-use applications directly through a web code is made publicly available and can be
browser. It eliminates the need for local installation or inspected, modified, and enhanced by anyone
maintenance, providing a cost-effective, (for example, Linux and PyTorch). This model
subscription-based solution. encourages rapid innovation, as a global
community of developers can contribute to the

Example: Google Workspace
P 9 P software.
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Exploring Data Transformation with Google Cloud

This study guide covers the materials from the second course of the six-course series for the Cloud Digital

Leader certification.

Certification exam focus

The Cloud Digital Leader certification exam is designed to assess knowledge of cloud literacy, common business
use cases, and how cloud solutions and the capabilities of Google Cloud products support an enterprise.

The value of data

Data represents raw information—both structured and
unstructured—that an organization collects from every
interaction and process. The importance of data lies in
its ability to empower smarter, real-time
decision-making and personalized customer

experiences.
$ .°
7 °
By leveraging an intelligent data cloud to analyze
everything from financial reports to social media
sentiment, organizations can perceive emerging

trends, predict future needs, and maintain a
competitive edge in a rapidly changing market.

Data storage

Database: An organized collection of

N A : data stored in tables and accessed
B A electronically from a computer
-: system.
ma Data warehouse: An enterprise
aon system used for the analysis and
y, v reporting of structured and

semistructured data from multiple
sources.

ingest, store, explore, process, and
analyze any type or volume of raw
data regardless of the source.

._,, Data lake: A repository designed to
HA
AON

It is important to maintain openness and
interoperability with data management platforms.
This allows data to move freely between different
tools, ensuring it doesn't get trapped in isolated
systems or tied to one specific provider.

Types of data

e First-party: Proprietary customer datasets
collected directly by a business through its own
audience transactions and digital interactions.

e Second-party: Data owned by another
organization, such as a partner, that is used to
augment a company’s own internal datasets.

e Third-party: External datasets collected by
organizations with no direct customer
relationship; often purchased to provide broader
context and insights.
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e Structured: Highly organized and well-defined
information typically stored in tables with clear
relationships between rows and columns.

e Unstructured: Information that lacks a
predefined data model or organization, including
formats like text and video files, which historically
required machine learning to analyze.

e Semistructured: Data that falls between
categories, lacking a formal database structure
but containing tags such as in JSON files, making
it easier to analyze than unstructured data.

Data supply chain

Data genesis Data processing Data analysis

Data collection Data storage Data activation

The steps of the data supply chain include data
genesis, data collection, data processing, data
storage, data analysis, and data activation.
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Key data management terms

Relational: Organizes structured data into
rows and columns within tables. It uses a
predefined schema, defines relationships via
keys, and is managed using SQL.

Non-relational: Database approach designed
to handle large volumes of rapidly changing
data that doesn't fit well into the rigid, tabular
structure of a relational database.

Object storage: Data storage architecture
that manages data as objects in a flat address
space rather than in a file hierarchy. This is ideal
for unstructured data at massive scale.

SQL: The standard, declarative language used
to manage, query, and manipulate relational
databases.

NoSQL: A term for database systems that do
not use SQL as their primary query language.
NoSQL offers flexible schema models, often
prioritizing availability and scalability over strict
consistency.

Database migration and modernization

Organizations can modernize databases via a simple
lift-and-shift for minimal upheaval or choose a fully
managed migration using tools like Google Cloud’s
Database Migration Service and Datastream to offload
maintenance.
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Cloud Storage classes
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Exploring Data Transformation with Google Cloud

Google Cloud data management
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Cloud Storage
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Cloud Spanner
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Cloud SQL
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AlloyDB

C
=
Bigtable

BigQuery
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Firestore

Object storage service for
unstructured data, like images,
videos, logs, and backups.

Relational database service that
offers both traditional relational
structure and horizontal
scalability.

Fully managed, relational

database service for MySQL,
PostgreSQL, and SQL Server
databases on Google Cloud.

Fully managed,
PostgreSQL-compatible
database service for demanding
enterprise workloads.

Fully managed, NoSQL
database service for large
analytical and operational
workloads.

Serverless, highly scalable, and
cost-effective cloud data
warehouse.

Flexible, scalable, NoSQL
document database for mobile,
web, and server development.

Standard: Highest storage cost but no retrieval fees. Best for data accessed frequently.

Nearline: Lower storage cost with a small retrieval fee. Ideal for data accessed about once a month.

Coldline: Even lower storage cost but higher retrieval fees. Best for data accessed about once a quarter.

Archive: Lowest storage cost with the highest retrieval fees. Best for data accessed less than once a year.

Autoclass: Automatically transitions objects between classes based on access patterns to optimize costs.
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Exploring Data Transformation with Google Cloud

Looker

Looker is a web-based Google Cloud business
intelligence platform that democratizes data by
allowing anyone to explore data and answer their own
guestions without technical expertise, empowering
organizations to uncover and act on insights
immediately.

Pairing Looker with SQL

databases, like Google Cloud’s p
BigQuery, allows organizations

to create real-time reports and O
dashboards and integrate data

into workflows.

Data governance

=

Data governance is a framework of processes, roles,
and standards that ensures information is used
effectively to achieve organizational goals. It
establishes clear rules for who can access and

manage data, as well as how and when they can do so.

Google Cloud’s data processing tools

Pub/Sub

A fully managed, asynchronous
messaging service used to publish
and subscribe to real-time data
streams. It ensures reliable event
delivery and seamless data
distribution for streaming analytics.

&

Dataflow

A fully managed service for
executing data processing
pipelines. It automatically scales
resources, optimizes processing,
and is built on the open-source
Apache Beam model.

Streaming analytics

Streaming analytics enables businesses to process
and analyze data records continuously as they are
generated rather than waiting for traditional delayed
batches. This real-time approach allows organizations
to react instantly to time-sensitive events, ensuring
decisions are made using the freshest data possible.

Use cases include:

Ecommerce: User clickstreams can

be analyzed to optimize the

shopping experience with real-time

c - pricing, promotions, and inventory
management.

Financial services: Account activity
can be analyzed to detect abnormal

HH behaviors in the data stream and
- generate a security alert.

News media: User click records can
be streamed from various news
source platforms, and data can then
be enriched with demographic
information to better serve articles
that are relevant to the targeted
audience.

Managed Service for
Apache Spark

A fully managed Apache Spark

and Apache Hadoop service on
Google Cloud. It allows users to
run large-scale data processing
jobs with reduced overhead for
cluster management.

M
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Innovating with Google Cloud Artificial Intelligence

This study guide covers the materials from the third course of the six-course series for the Cloud Digital
Leader certification.

Certification exam focus

The Cloud Digital Leader certification exam is designed to assess knowledge of cloud literacy, common business
use cases, and how cloud solutions and the capabilities of Google Cloud products support an enterprise.

What is artificial intelligence (Al)?
Al is a broad field of computer science dedicated to building systems that can simulate human intelligence to
perform tasks. Tasks include learning, reasoning, problem-solving, and decision-making.

Fundamental Al concepts

experience without being explicitly programmed. ML uses algorithms to analyze data, identify

@ Machine learning (ML): A subset of Al with the ability to automatically learn and improve from
=
I patterns, and make predictions or decisions.

o—

= Generative Al (gen Al): A type of Al that can produce new content, including text, images, audio,

! n and synthetic data. Common uses include chatbots, content generation, and document synthesis.
|

Data analytics: The science of examining raw data to draw conclusions. It involves various
AN ¢ techniques and processes to clean, transform, and interpret data to uncover insights and support
A II decision-making.

= Business intelligence: A set of strategies, processes, apps, data, and technologies used to collect,
9. analyze, present, and monitor business information. The primary goal is to improve business
decisions by providing historical, current, and predictive views of business operations.
{. Agentic Al: A type of Al that is fundamentally reshaping the way people work. Individuals can use Al
q systems to interact with each other to complete complex, multistep workflows. Some use cases

| i include workforce productivity, customer support, product innovation, operations, and research.

Responsible and explainable Al The importance of high-quality data
Responsible Al refers to a governance framework The accuracy of ML predictions relies on large
covering fairness and accountability of Al systems. volumes of data. If data has errors, is not aligned to

the problem, or is biased in some way, it is considered
low quality. Data is evaluated against six dimensions to

. s ensure that it is high quality:

X

e  Completeness
Explainable Al is a specific subset of this framework H A : ;Jir;;clﬁizzzs
that is focused on the internal logic and A OGN o Validit
interpretability of model outputs. Responsible and | A e A ry
explainable Al both aim to build trust and mitigate risk \ . C?)(r:;i:t?:]cy

by ensuring technology is used ethically and safely.

o W
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Innovating with Google Cloud Artificial Intelligence

Business problems that Al can help solve

e  Replacing or simplifying rule-based systems.
e  Deriving business insights from large datasets
(both structured and unstructured).

e  Scaling business decisions.

£
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Key benefits of Google Cloud Al offerings

e  Bestinfrastructure for Al

e  Al-ready data cloud

e  Sophisticated 1P models

e  All-in-one Al developer platforms
e  Prebuilt Al agents and apps

Consider these factors when selecting a Google Cloud
Al solution for your business:

> Implementation speed. How quickly
[ P4 do you need to get your model to
production?

How unique is your model?

Technical expertise requirements.
Does your staff need upskilling and
training to implement an Al strategy?

1‘ Choice and flexibility. Does the
solution require customization, or will
it use managed services?

© Development effort. How complex is
— the problem, and how much data is
available?

&

Potential for business differentiation.

Gemini Enterprise Agent Platform: A comprehensive
platform to build, scale, govern, and optimize agents.

\‘a.,- - ¥

Google Cloud pretrained APls

Google Gemini Enterprise Agent Platform
b API: Builds, orchestrates, and governs
e " autonomous enterprise Al agents. Use
m B case: Workflow automation.

Vision API: Extracts text, objects, and insights from
visual imagery. Use case document OCR.

Cloud translation API: Dynamically translates text
across thousands of language pairs. Use case:
Website localization.

Speech-to-text API: Converts spoken audio into
accurate written text. Use case: Call transcription.

Other Google Cloud Al solutions

Gemini: Google’s advanced
multimodal reasoning and generation
model. Use case: Software
development.

+ 1

Agent Studio on Gemini Enterprise Agent Platform:
Development workspace used to build autonomous,
high-value business agents by grounding foundation
models in proprietary data, visually designing
operational logic, and integrating APIs to automate
complex workflows.

Al Hypercomputer: Maximizes Al workload
performance and efficiency by integrating optimized
hardware like GPUs and TPUs with open software
standards and flexible, cost-controlled consumption
models. Use case: Supercomputing workloads.

BigQuery ML: Builds and executes ML models using
standard SQL. Use case: Churn prediction.
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Modernize Infrastructure and Applications with Google Cloud

This study guide covers the materials from the fourth course of the six-course series for the Cloud Digital
Leader certification.

Certification exam focus

The Cloud Digital Leader certification exam is designed to assess knowledge of cloud literacy, common business
use cases, and how cloud solutions and the capabilities of Google Cloud products support an enterprise.

Cloud migration terms

Compute: The ability of a machine to process
information, like handling tasks such as
storage, retrieval, and analysis.

Discovery and assessment: The initial phase
of a migration project where an organization
inventories its existing on-premises
environment.

Workload: A specific app, service, or
capability that can run in the cloud or
on-premises.

Retired workload: When a workload is
removed from a platform.

Retained workload: When a workload is
intentionally kept on a platform.

Rehosted workload (lift and shift): When a
workload is migrated to the cloud without
changing anything in the its code or
architecture.

Replatformed workload (move and
improve): When a workload is migrated to the
cloud after making changes to its code or
architecture.

Reimagine: The process of rethinking how an
organization uses technology to achieve its
business goals.

&

App: A computer program or software that Hn

helps users do something.

Cloud infrastructure terms

° Virtual machines (VMs):
A software emulation of a @K
physical computer that '
runs its own OS using
shared hardware @)¢
resources. '

o8
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e  Spot VMs: Discounted, excess compute
resources that Google Cloud can reclaim
at any time.

e  Managed services: Cloud services
where the provider handles maintenance
and operations, letting users focus
entirely on the app.

e  Containerization and containers: A
lightweight virtualization method that
packages code and its dependencies to
ensure consistent performance across
different environments.

Compute Engine: Google Cloud’s Infrastructure
as a Service (laaS) product that lets users create
and run VMs on Google infrastructure.

e  No upfront investments.

° Each VM functions as a DE
complete OS.
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Modernize Infrastructure and Applications with Google Cloud

Google Cloud

Cloud architecture terms
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Microservices: When an app is Serverless computing: An Load balancing: Distributing
structured as a collection of architectural pattern where the incoming network traffic across
small, autonomous services that developer focuses on the logic a group of backend servers to
communicate over a network, while the execution environment ensure no single server
rather than one large, monolithic is abstracted away. becomes overwhelmed.
block of code.
Kubernetes: An open-source system for automating Google Cloud serverless computing products

the deployment, scaling, and management of

containerized apps. )
A fully managed environment for

Google Kubernetes Engine (GKE): /> running containlirilzed apiis ﬂ;at
can answer multiple events a

A Google-hosted managed .
the same time.

Kubernetes service in the cloud. The

GKE environment consists of multiple
Compute Engine instances, grouped

to form a cluster.

Cloud Run

A platform for hosting simple,
> single-purpose functions that
/ are attached to events one at a

Benefits of modern cloud app development time that are emitted from your

Cloud Run cloud infrastructure and

e  Microservices architecture functions services.
e  Deployment with managed services
° Pay-as-you-go pricing

- =l
*  Scalability f< ) A service to build and deploy
e  Highly available and resilient web apps.
e  Monitoring and management tools App Engine

Google Cloud products supported on multicloud and hybrid cloud environments

AlloyDB Omni BigQuery Omni GKE Enterprise Cloud SQL Looker
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