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Outsourcing Technology Services (OTS) IT Examination Handbook, Appendix A: Examination Procedures
The objective of the OTS examination is to assess the effectiveness of the financial institution's risk management process in regard to the outsourcing of information systems and technology services.

Tier I, 
Objective 1

Determine the 
appropriate scope for 
the examination

1. Review past reports for weaknesses involving outsourcing. Consider:
• Regulatory reports of examination of the institution and service provider(s); 
and
• Internal and external audit reports of the institution and service provider(s) 
(if available).

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
review audit reports, of the 
institution and the service provider 
for weaknesses.

Tier I, 
Objective 1

Determine the 
appropriate scope for 
the examination

2. Assess management's response to issues raised since the last 
examination. Consider:
• Resolution of root causes rather than just specific issues; and
• Existence of any outstanding issues.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that management has 
responded appropriately to issues 
raised since the previous 
examination.

Tier I, 
Objective 1

Determine the 
appropriate scope for 
the examination

3. Interview management and review institution information to identify:
• Current outsourcing relationships, including cloud computing relationships, 
and changes to those relationships since the last examination. Also identify 
any:
   o Material service provider subcontractors,
   o Affiliated service providers,
   of Foreign-based third party providers;
• Current transaction volume in each function outsourced;
• Any material problems experienced with the service provided;
• Service providers with significant financial or control related weaknesses; 
and
• When applicable, whether the primary regulator has been notified of the 
outsourcing relationship as required by the Bank Service Company Act or 
Home Owners' Loan Act.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that management and 
institution maintain documentation 
concerning outsourcing 
relationships, including changes in 
those relationships and the type of 
service provider, among other 
related information.

Tier I, 
Objective 2

Evaluate the quantity of 
risk present from the 
institution's outsourcing 
arrangements

1. Assess the level of risk present in outsourcing arrangements. Consider 
risks pertaining to:
• Functions outsourced;
• Service providers, including, where appropriate, unique risks inherent in 
foreign-based service provider arrangements; and
• Technology used.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
evaluate the level of risk present in 
outsourcing arrangements.

Tier I, 
Objective 2

Evaluate the quantity of 
risk present from the 
institution's outsourcing 
arrangements

2. If the institution engages in cloud computing, determine whether:
• The cloud computing service is or will be hosted internally or outsourced to 
a third party provider (hosted externally).
• Resources are shared within a single organization or across various clients 
of the service provider. (Resources can be shared at the network, host, or 
application level).
• The institution has the ability to increase or decrease resources on demand 
without involving the service provider (on-demand self-service).
• Massive scalability in terms of bandwidth or storage is available to the 
institution.
• The institution can rapidly deploy or release resources.
• The financial institution pays only for those resources which are actually 
used (pay-as-you go pricing)

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
assess circumstances of cloud 
computing, if applicable, including 
whether the cloud service is 
outsourced to a third party.
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Tier I, 
Objective 2

Evaluate the quantity of 
risk present from the 
institution's outsourcing 
arrangements

3. If the institution engages in cloud computing, identify the type(s) of service 
model that is or will be used:
• Software as a Service (SaaS) - application software is hosted in the cloud; 
commonly used for email applications such as Hotmail or Gmail, time 
reporting systems, customer relationship management (CRM) systems such 
as SalesForce, etc.;
• Platform as a Service (PaaS) - development platform such as Java, .Net, etc. 
for developing systems is hosted in the cloud;
• Infrastructure as a Service (IaaS) - infrastructure resources such as data 
processing, data storage, network systems, etc. are provided via the cloud; or
• Data as a Service (DaaS) - data is provided or accessed via the cloud.

Customer Please see Customer Responsibilities section. It is the customer's responsibility, if 
using cloud computing, to 
determine the type(s) of service 
model that will be used, whether 
SaaS, PaaS, IaaS, or DaaS, or some 
combination thereof.

Tier I, 
Objective 2

Evaluate the quantity of 
risk present from the 
institution's outsourcing 
arrangements

4. If the institution engages in cloud computing, identify the type of 
deployment model to be used:
• Private Cloud - hosted for or by a single entity on a private network; can be 
hosted internally or outsourced but is most often operated internally; only 
those within the entity share the resources;
• Community Cloud - hosted for a limited number of entities with a common 
purpose; access is generally restricted; most often used in a regulated 
environment where entities have common requirements;
• Hybrid Cloud - data or applications are portable and permit private and 
public clouds to connect; or,
• Public Cloud - available to the general public; owned and operated by a third 
party service provider

Customer Please see Customer Responsibilities section. It is the customer's responsibility, if 
using cloud computing, to 
determine the type of deployment 
model it will use, whether a private, 
community, hybrid, or public cloud.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

1. Evaluate the outsourcing process for appropriateness given the size and 
complexity of the institution. The following elements are particularly 
important:
• Institution's evaluation of service providers consistent with scope and 
criticality of outsourced services; and
• Requirements for ongoing monitoring.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that the the outsourcing 
process is appropriate given the 
customer's size and complexity.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

2. Evaluate the requirements definition process.
• Ascertain that all stakeholders are involved; the requirements are developed 
to allow for subsequent use in request for proposals (RFPs), contracts, and 
monitoring; and actions are required to be documented; and
• Ascertain that the requirements definition is sufficiently complete to support 
the future control efforts of service provider selection, contract preparation, 
and monitoring.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that its requirements 
definition process is appropriate 
and adequate for outsourcing.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

4. Evaluate the process for entering into a contract with a service provider. 
Consider whether:
• The contract contains adequate and measurable service level agreements;
• Allowed pricing methods do not adversely affect the institution's safety and 
soundness, including the reasonableness of future price changes;
• The rights and responsibilities of both parties are sufficiently detailed;
• Required contract clauses address significant issues, such as financial and 
control reporting, right to audit, ownership of data and programs, 
confidentiality, subcontractors, continuity of service, etc;
• Legal counsel reviewed the contract and legal issues were satisfactorily 
resolved; and
• Contract inducement concerns are adequately addressed.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that its contractual process 
with a service provider is suitable 
and adequate, including, among 
other things, contractual details of 
each party's rights and 
responsibilities, sufficient service 
level agreements, and contract 
review by legal counsel.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

5. If the institution engages in cloud processing, determine that inherent risks 
have been comprehensively evaluated, control mechanisms have been clearly 
identified, and that residual risks are at acceptable levels. Ensure that
• Action plans are developed and implemented in instances where residual 
risk requires further mitigation.

Google & 
Customer

Google maintains adherence to industry relevant and global 
standards and is regularly audited by an independent 3rd party 
auditor. Institutions may leverage Google's ISO, SOC, PCI, or 
other relevant industry/regional reporting produced by our 3rd 
party auditors to help understand inherent risks.

It is the customer's responsibility to 
develop and implement action plans 
for instances in which residual risk 
requires further mitigation.
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Tier I, 
Objective 3

Evaluate the quality of 
risk management 5. If the institution engages in cloud processing, determine that inherent risks 

have been comprehensively evaluated, control mechanisms have been clearly 
identified, and that residual risks are at acceptable levels. Ensure that
• Management updates the risk assessment as necessary.

Google & 
Customer

Google maintains adherence to industry relevant and global 
standards and is regularly audited by an independent 3rd party 
auditor. Institutions may leverage Google's ISO, SOC, PCI, or 
other relevant industry/regional reporting produced by our 3rd 
party auditors to help understand inherent risks.

It is the customer's responsibility to 
ensure that its risk management 
team updates the risk assessment 
as necessary.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

5. If the institution engages in cloud processing, determine that inherent risks 
have been comprehensively evaluated, control mechanisms have been clearly 
identified, and that residual risks are at acceptable levels. Ensure that
• The types of data in the cloud have been identified (social security numbers, 
account numbers, IP addresses, etc.) and have established appropriate data 
classifications based on the financial institution's policies.

Google & 
Customer

Google will process customer data in accordance with the Data 
Processing and Security Terms (DPST) for Google Cloud 
Platform and the Data Processing Amendment (DPA) for G 
Suite. Google will not process customer data for any other 
purpose.

It is the customer's responsibility to 
identify the types of data in the 
cloud and establish appropriate 
data classifications based on its 
own policies and procedures.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

5. If the institution engages in cloud processing, determine that inherent risks 
have been comprehensively evaluated, control mechanisms have been clearly 
identified, and that residual risks are at acceptable levels. Ensure that
• The controls are commensurate with the sensitivity and criticality of the 
data.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that the the controls are 
commensurate with the sensitivity 
and criticality of the data. 
Customers should apply their own 
data-labeling standard to 
information stored in Google Cloud.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

5. If the institution engages in cloud processing, determine that inherent risks 
have been comprehensively evaluated, control mechanisms have been clearly 
identified, and that residual risks are at acceptable levels. Ensure that
• The effectiveness of the controls are tested and verified.

Google & 
Customer

Google is committed to maintaining a program where 
independent verification of security, privacy and compliance 
controls are regularly reviewed. Google maintains adherence to 
industry relevant and global standards and is regularly audited 
by an independent 3rd party auditor. Institutions may leverage 
Google's ISO, SOC, PCI, or other relevant industry/regional 
reporting produced by our 3rd party auditors to help understand 
inherent risks. 

It is the customer's responsibility to 
test and verify the effectiveness of 
the controls.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

5. If the institution engages in cloud processing, determine that inherent risks 
have been comprehensively evaluated, control mechanisms have been clearly 
identified, and that residual risks are at acceptable levels. Ensure that
• Adequate controls exist over the hypervisor if a virtual machine environment 
supports the cloud services.

Google & 
Customer

The Google infrastructure that supports the cloud platform is 
appropriately hardened to minimize attack surface.

It is the customer's responsibility to 
ensure that adequate controls exist 
over any virtual machines deployed 
by them on the platform.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

5. If the institution engages in cloud processing, determine that inherent risks 
have been comprehensively evaluated, control mechanisms have been clearly 
identified, and that residual risks are at acceptable levels. Ensure that
• All network traffic is encrypted in the cloud provider's internal network and 
during transition from the cloud to the institution's network.

Google & 
Customer

Encryption is used for traffic traversing fiber between Google 
production facilities. We
use our Application Layer Transport Security (ALTS) for the 
authentication, integrity, and encryption of Google RPC calls 
from the Google Front ends to a service, and from service to 
service.

It is the customer's responsibility to 
ensure that during transition from 
the cloud to the institution's 
network or in between cloud 
systems managed by the institution, 
appropriate encryption is used.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

5. If the institution engages in cloud processing, determine that inherent risks 
have been comprehensively evaluated, control mechanisms have been clearly 
identified, and that residual risks are at acceptable levels. Ensure that
• All data stored on the service providers systems are being encrypted with 
unique keys that only authenticated users from this institution can access.

Google & 
Customer

Google maintains encryption at rest for customer data. Google 
maintains documentation on its key management process and 
provides controls for institution's to manage their own 
encryption keys through their lifecycle and protect against 
unauthorized use

It is the customer's responsibility to 
ensure that the cloud service 
provider encrypts all data in its 
systems with unique keys that only 
authenticated users from or within 
the customer can access.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

5. If the institution engages in cloud processing, determine that inherent risks 
have been comprehensively evaluated, control mechanisms have been clearly 
identified, and that residual risks are at acceptable levels. Ensure that
• Unless the institution is using private cloud model, determine what controls 
the institution or service provider established to mitigate the risks of multi 
tenancy.

Google & 
Customer

Google has implemented mechanisms to logically isolate cloud 
tenant environments and has implemented appropriate control 
to mitigate access by unauthorized persons.

It is the customer's responsibility, if 
using cloud computing, to 
determine the type of deployment 
model it will use, whether a private, 
community, hybrid, or public cloud.
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Tier I, 
Objective 3

Evaluate the quality of 
risk management

5. If the institution engages in cloud processing, determine that inherent risks 
have been comprehensively evaluated, control mechanisms have been clearly 
identified, and that residual risks are at acceptable levels. Ensure that
• If a financial institution is using the Software as a Service (SaaS) model, 
determine whether regular backup copies of the data are being made in a 
format that can be read by the financial institution. (Backup copies made by 
the service provider may not be readable.)

Google & 
Customer

Google builds multiple redundancies in its systems to mitigate 
prevent permanent data loss. All files are replicated at least 
three times and to at least two data centers.

Google provides institutions with storage capabilities to address 
their business needs, and data backups are the responsibility of 
the institution to maintain. 

Google provides the ability for institutions to move their data 
from Google services, should the institution choose to at any 
point during the product use lifecycle. 

It is the customer's responsibility to 
determine if cloud service provider 
has sufficient mechanisms in place 
to make data backups available in a 
readable format.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

5. If the institution engages in cloud processing, determine that inherent risks 
have been comprehensively evaluated, control mechanisms have been clearly 
identified, and that residual risks are at acceptable levels. Ensure that
• Ensure that the financial institution's business continuity plan addresses 
contingencies for the cloud computing service. Determine whether the 
financial institution has an exit strategy and de-conversion plan or strategy 
for the cloud services.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
(1) establish a business continuity 
plan that addresses contingencies 
for the cloud computing service; 
and (2) have an exit strategy and 
de-conversion plan or strategy for 
the cloud services.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

5. If the institution engages in cloud processing, determine that inherent risks 
have been comprehensively evaluated, control mechanisms have been clearly 
identified, and that residual risks are at acceptable levels. Ensure that
• Determine whether the cloud service provider has an internal IT audit staff 
with adequate knowledge and experience or an adequate contractual 
arrangement with a qualified third-party audit firm.

Google & 
Customer

Google is committed to maintaining a program where 
independent verification of security, privacy and compliance 
controls are regularly reviewed. 

Google undergoes several independent third party audits to test 
for data safety, privacy, and security

It is the customer's responsibility to 
ensure that the cloud service 
provider has an internal IT audit 
staff with adequate knowledge and 
experience or an adequate 
contractual arrangement with a 
qualified third-party audit firm.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

6. Evaluate the institution's process for monitoring the risk presented by the 
service provider relationship. Ascertain that monitoring addresses:
• Key service level agreements and contract provisions;

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
have risk monitoring procedures 
that address risks associated with 
key service level agreements and 
contract provisions.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

6. Evaluate the institution's process for monitoring the risk presented by the 
service provider relationship. Ascertain that monitoring addresses:
• Financial condition of the service provider;

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
have risk monitoring procedures 
that address risks associated with 
the service provider's financial 
condition.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

6. Evaluate the institution's process for monitoring the risk presented by the 
service provider relationship. Ascertain that monitoring addresses:
• General control environment of the service provider through the receipt and 
review of appropriate audit and regulatory reports;

Google & 
Customer

Google maintains adherence to industry relevant and global 
standards and is regularly audited by an independent 3rd party 
auditor. Institutions may leverage Google's ISO, SOC, PCI, or 
other relevant industry/regional reporting produced by our 3rd 
party auditors to help understand inherent risks. .

It is the customer's responsibility to 
have risk monitoring procedures 
that address risks associated with 
the service provider's general 
control environment through the 
receipt and review of appropriate 
audit reports.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

6. Evaluate the institution's process for monitoring the risk presented by the 
service provider relationship. Ascertain that monitoring addresses:
• Service provider's disaster recovery program and testing;

Google & 
Customer

Google performs annual disaster recovery testing of its 
information system, including scenarios that impact both 
product level and the underlying information management 
system

It is the customer's responsibility to 
have risk monitoring procedures 
that address risks associated with 
the cloud service provider's disaster 
recovery program and testing.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

6. Evaluate the institution's process for monitoring the risk presented by the 
service provider relationship. Ascertain that monitoring addresses:
• Information security;

Google & 
Customer

Google maintains adherence to industry relevant and global 
standards and is regularly audited by an independent 3rd party 
auditor. Institutions may leverage Google's ISO, SOC, PCI, or 
other relevant industry/regional reporting produced by our 3rd 
party auditors to help understand inherent risks.

It is the customer's responsibility to 
have risk monitoring procedures 
that address risks associated with 
information security.
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Tier I, 
Objective 3

Evaluate the quality of 
risk management

6. Evaluate the institution's process for monitoring the risk presented by the 
service provider relationship. Ascertain that monitoring addresses:
• Insurance coverage;

Google & 
Customer

Please see Customer Responsibilities section. It is the customer's responsibility to 
have risk monitoring procedures 
that address risks associated 
insurance coverage.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

6. Evaluate the institution's process for monitoring the risk presented by the 
service provider relationship. Ascertain that monitoring addresses:
• Subcontractor relationships including any changes or control concerns;

Google & 
Customer

Google maintains public subprocessor lists for review.  These 
lists are updated when subprocessors are added, modified or 
removed. Google monitors subprocessors in accordance with 
contractual agreements.

It is the customer's responsibility to 
have risk monitoring procedures 
that address risks associated with 
subcontractor relationships.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

6. Evaluate the institution's process for monitoring the risk presented by the 
service provider relationship. Ascertain that monitoring addresses:
• Foreign third party relationships; and

Google & 
Customer

Google has developed policies and procedures that govern third 
party relationships.

It is the customer's responsibility to 
have risk monitoring procedures 
that address risks associated with 
foreign third-party relationships.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

6. Evaluate the institution's process for monitoring the risk presented by the 
service provider relationship. Ascertain that monitoring addresses:
• Potential changes due to the external environment (i.e., competition and 
industry trends).

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
have risk monitoring procedures 
that address risks with potential 
changes to the cloud service 
provider, or their relationship, due to 
the external environment, such as 
competition or industry trends.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

8. Review the policies regarding periodic ranking of service providers by risk 
for decisions regarding the intensity of monitoring (i.e., risk assessment). 
Decision process should:
• Include objective criteria;
• Support consistent application;
• Consider the degree of service provider support for the institution's strategic 
and critical business needs, and
• Specify subsequent actions when rankings change.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
create appropriate policies to rank 
service providers by risks through 
adequate risk assessments on a 
periodic basis.

Tier I, 
Objective 3

Evaluate the quality of 
risk management

9. Evaluate the financial institution's use of user groups and other 
mechanisms to monitor and influence the service provider.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
utilize user groups and other 
mechanisms to monitor and 
influence the service provider.

Tier I, 
Objective 4

Discuss corrective 
action and communicate 
findings

1. Determine the need to complete Tier II procedures for additional validation 
to support conclusions related to any of the Tier I objectives.

Examiner NA (Examiner responsibility) NA (Examiner responsibility)

Tier I, 
Objective 4

Discuss corrective 
action and communicate 
findings

2. Review preliminary conclusions with the EIC regarding:
• Violations of law, rulings, regulations;
• Significant issues warranting inclusion in the Report as matters requiring 
attention or recommendations; and
• Potential impact of your conclusions on the institution's risk profile and 
composite or component IT ratings.

Examiner NA (Examiner responsibility) NA (Examiner responsibility)

Tier I, 
Objective 4

Discuss corrective 
action and communicate 
findings

3. Discuss findings with management and obtain proposed corrective action 
for significant deficiencies.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
meet with federal examiner to 
discuss the examiner's findings and 
potential corrective action for 
significant deficiencies regarding 
the outsourcing policies, 
arrangement, etc.

Tier I, 
Objective 4

Discuss corrective 
action and communicate 
findings

4. Document conclusions in a memo to the EIC that provides report ready 
comments for the Report of Examination and guidance to future examiners.

Examiner NA (Examiner responsibility) NA (Examiner responsibility)
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Tier I, 
Objective 4

Discuss corrective 
action and communicate 
findings

5. Organize work papers to ensure clear support for significant findings by 
examination objective.

Examiner NA (Examiner responsibility) NA (Examiner responsibility)

Tier II, 
Objective A

IT Requirements 
Definition

1. Review documentation supporting the requirements definition process to 
ascertain that it appropriately addresses:
• Scope and nature;
• Standards for controls;
• Minimum acceptable service provider characteristics;
• Monitoring and reporting;
• Transition requirements;
• Contract duration, termination, and assignment' and
• Contractual protections against liability.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that the documentation 
concerning the requirements 
definition process appropriately 
addresses, among other things, the 
standards for controls and 
monitoring and reporting.

Tier II, 
Objective C

Service Contract 1. Verify that legal counsel reviewed the contract prior to closing.
• Ensure that the legal counsel is qualified to review the contract particularly if 
it is based on the laws of a foreign country or other state; and
• Ensure that the legal review includes an assessment of the enforceability of 
local contract provisions and laws in foreign or out-of-state jurisdictions.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that a qualified legal counsel 
adequately reviewed the contract 
regarding the outsourcing 
arrangement prior to closing.

Tier II, 
Objective C

Service Contract 2. Verify that the contract appropriately addresses:
• Scope of services;
• Performance standards;
• Pricing;
• Controls;
• Financial and control reporting;
• Right to audit;
• Ownership of data and programs;
• Confidentiality and security;
• Regulatory compliance;
• Indemnification;
• Limitation of liability;
• Dispute resolution;
• Contract duration;
• Restrictions on, or prior approval for, subcontractors;
• Termination and assignment, including timely return of data in a machine-
readable format;
• Insurance coverage;
• Prevailing jurisdiction (where applicable);
• Choice of Law (foreign outsourcing arrangements);
• Regulatory access to data and information necessary for supervision; and
• Business Continuity Planning.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that its contract with the 
service provider addresses the 
criteria identified by the customer.

Tier II, 
Objective C

Service Contract 3. Review service level agreements to ensure they are adequate and 
measurable. Consider whether:
• Significant elements of the service are identified and based on the 
institution's requirements;

Customer Please see Customer Responsibilities section.

Please see Google's Terms of Service and SLA guidance, 
available at https://cloud.google.com/terms, to review 
contractual obligations and agreements.

Customers may review the product availability dashboards, 
available for both GCP and G Suite.
GCP: https://status.cloud.google.com
G Suite: https://www.google.com/appsstatus

It is the customer's responsibility to 
ensure that the service level 
agreements adequately and 
measurably identify key elements of 
the service and that such elements 
are based on its own requirements.
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Tier II, 
Objective C

Service Contract 3. Review service level agreements to ensure they are adequate and 
measurable. Consider whether:
• Objective measurements for each significant element are defined;

Customer Please see Customer Responsibilities section.

Please see Google's Terms of Service and SLA guidance, 
available at https://cloud.google.com/terms, to review 
contractual obligations and agreements.

Customers may review the product availability dashboards, 
available for both GCP and G Suite.
GCP: https://status.cloud.google.com
G Suite: https://www.google.com/appsstatus

It is the customer's responsibility to 
ensure that the service level 
agreements adequately defines 
objective measurements for each 
key element of the service.

Tier II, 
Objective C

Service Contract 3. Review service level agreements to ensure they are adequate and 
measurable. Consider whether:
• Reporting of measurements is required;

Customer Please see Customer Responsibilities section.

Please see Google's Terms of Service and SLA guidance, 
available at https://cloud.google.com/terms, to review 
contractual obligations and agreements.

Customers may review the product availability dashboards, 
available for both GCP and G Suite.
GCP: https://status.cloud.google.com
G Suite: https://www.google.com/appsstatus

It is the customer's responsibility to 
ensure that the service level 
agreements require reporting of the 
objective measurements for the key 
elements of the agreement.

Tier II, 
Objective C

Service Contract 3. Review service level agreements to ensure they are adequate and 
measurable. Consider whether:
• Measurements specify what constitutes inadequate performance; and

Customer Please see Customer Responsibilities section.

Please see Google's Terms of Service and SLA guidance, 
available at https://cloud.google.com/terms, to review 
contractual obligations and agreements.

Customers may review the product availability dashboards, 
available for both GCP and G Suite.
GCP: https://status.cloud.google.com
G Suite: https://www.google.com/appsstatus

It is the customer's responsibility to 
ensure that the service level 
agreements contain measurements 
that specify what constitutes 
inadequate performance.

Tier II, 
Objective C

Service Contract 3. Review service level agreements to ensure they are adequate and 
measurable. Consider whether:
• Inadequate performance is met with appropriate sanctions, such as 
reduction in contract fees or contract termination.

Customer Please see Customer Responsibilities section.

Please see Google's Terms of Service and SLA guidance, 
available at https://cloud.google.com/terms, to review 
contractual obligations and agreements.

Customers may review the product availability dashboards, 
available for both GCP and G Suite.
GCP: https://status.cloud.google.com
G Suite: https://www.google.com/appsstatus

It is the customer's responsibility to 
ensure that the service level 
agreements contain sanctions 
appropriate for inadequate 
performance.

Tier II, 
Objective C

Service Contract 4. Review the institution's process for verifying billing accuracy and 
monitoring any contract savings through bundling.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
have a process to verify billing 
accuracy and to monitor any 
contract savings through bundling.

Tier II, 
Objective D

Monitoring Service 
Provider Relationship(s)

1. Evaluate the institution's periodic monitoring of the service provider 
relationship(s), including:
• Timeliness of review, given the risk from the relationship;

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
establish and implement a periodic 
monitoring process of the service 
provider that is timely given the risk 
from the relationship.



Tier and 
Objective 

number
Objective Requirement Objective Procedure and Assessment Criteria Responsible 

Party
Google Control Text (Google Cloud Responsibilities and/or 

Customer Support) Customer Responsibilities

Tier II, 
Objective D

Monitoring Service 
Provider Relationship(s)

1. Evaluate the institution's periodic monitoring of the service provider 
relationship(s), including:
• Changes in the risk due to the function outsourced;

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
establish and implement a periodic 
monitoring process of the service 
provider that addresses changes in 
risk as a result of the function 
outsourced.

Tier II, 
Objective D

Monitoring Service 
Provider Relationship(s)

1. Evaluate the institution's periodic monitoring of the service provider 
relationship(s), including:
• Changing circumstances at the service provider, including financial and 
control environment changes;

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
establish and implement a periodic 
monitoring process of the service 
provider that addresses the 
provider's changing circumstances, 
including financial and control 
environment changes.

Tier II, 
Objective D

Monitoring Service 
Provider Relationship(s)

1. Evaluate the institution's periodic monitoring of the service provider 
relationship(s), including:
• Conformance with the contract, including the service level agreement; and

Google & 
Customer

Please see Customer Responsibilities section.

Please see Google's Terms of Service and SLA guidance, 
available at https://cloud.google.com/terms, to review 
contractual obligations and agreements.

Customers may review the product availability dashboards, 
available for both GCP and G Suite.
GCP: https://status.cloud.google.com
G Suite: https://www.google.com/appsstatus

It is the customer's responsibility to 
establish and implement a periodic 
monitoring process of the service 
provider that addresses the 
provider's adherence to the 
contract, including the SLA.

Tier II, 
Objective D

Monitoring Service 
Provider Relationship(s)

1. Evaluate the institution's periodic monitoring of the service provider 
relationship(s), including:
• Audit reports and other required reporting addressing business continuity, 
security, and other facets of the outsourcing relationship.

Google & 
Customer

Google maintains adherence to industry relevant and global 
standards and is regularly audited by an independent 3rd party 
auditor. Institutions may leverage Google's ISO, SOC, PCI, or 
other relevant industry/regional reporting produced by our 3rd 
party auditors to help understand inherent risks.

It is the customer's responsibility to 
establish and implement a periodic 
monitoring process of the service 
provider that requires the provider 
to provide the customer with audit 
reports and other reporting that 
addresses business continuity, 
security, and other aspects of the 
relationship.

Tier II, 
Objective D

Monitoring Service 
Provider Relationship(s)

2. Review risk rankings of service providers to ascertain:
• Objectivity;
• Consistency; and
• Compliance with policy.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
implement and maintain objective 
risk rankings of service providers.

Tier II, 
Objective D

Monitoring Service 
Provider Relationship(s)

3. Review actions taken by management when rankings change, to ensure 
policy conformance when rankings reflect increased risk.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
take appropriate actions when risk 
rankings change and to ensure 
policy conformance when rankings 
reflect increased risk.

Tier II, 
Objective D

Monitoring Service 
Provider Relationship(s)

4. Review any material subcontractor relationships identified by the service 
provider or in the outsourcing contracts. Ensure:
• Management has reviewed the control environment of all relevant 
subcontractors for compliance with the institution's requirements definitions 
and security guidelines; and

Google & 
Customer

Google monitors subprocessors in accordance with contractual 
agreements. In addition, Google employs a vendor management 
process that includes contractual requirements to adhere to 
Google's security policies and onsite inspections, as needed, to 
confirm compliance.

The identity and location of subprocessors is available to 
Google Cloud Customers 

Please see https://cloud.google.com/terms/ for more 
information

It is the customer's responsibility to 
review the control environment of 
all the service provider's material 
subcontractors to ensure that the 
environment(s) comply with the 
customer's own requirements 
definitions (i.e., descriptions of the 
customer's expectations related to 
the outsourced service) and 
security guidelines.



Tier and 
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Customer Support) Customer Responsibilities

Tier II, 
Objective D

Monitoring Service 
Provider Relationship(s)

4. Review any material subcontractor relationships identified by the service 
provider or in the outsourcing contracts. Ensure:
• The institution monitors and documents relevant service provider 
subcontracting relationships including any changes in the relationships or 
control concerns.

Google & 
Customer

Google's agreements with subprocessors are subject to 
applicable laws and regulations. Google monitors 
subprocessors in accordance with contractual agreements.

The identity and location of subprocessors is available to 
Google Cloud Customers 

Please see https://cloud.google.com/terms/ for more 
information

It is the customer's responsibility to 
monitor and document its service 
provider's material subcontracting 
relationships, including for any 
changes in the relationships or 
concerns with the control 
environments.

Information Security IT Examination Handbook, Appendix A: Examination Procedures
The objective of the Information Security examination is to assess the effectiveness of the financial institution's information security process, including the adequacy of its cybersecurity risk management processes.

Objective 1 Determine the 
appropriate scope and 
objectives for the 
examination.

1. Review past reports for outstanding issues or previous problems. Consider 
the following: 
• Regulatory reports of examination.
• Internal and external audit reports.
• Independent security tests.
• Regulatory, audit, and security reports on service providers.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
review its past reports (e.g., 
regulatory examinations, audits, 
etc.) for outstanding issues or 
previous problems.

Objective 1 Determine the 
appropriate scope and 
objectives for the 
examination.

2. Review management's response to issues raised at, or since, the last 
examination. Consider the following:
• Adequacy and timing of corrective action.
• Resolution of root causes rather than just specific issues.
• Existence of any outstanding issues.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that it responds to issues 
raised at, or since, the last federal 
examination.

Objective 1 Determine the 
appropriate scope and 
objectives for the 
examination.

3. Interview management and review responses to pre-examination 
information requests to identify changes to technology infrastructure or new 
products and services that might increase the institution's risk. Consider the 
following:
• Products or services delivered to either internal or external users.
• Network topology or diagram including changes to configuration or 
components and all internal and external connections.
• Hardware and software inventories.
• Loss, addition, or change in duties of key personnel.
• Technology service providers and software vendor listings.
• Communication lines with other business units (e.g., loan review, credit risk 
management, line of business quality assurance, and internal audit).
• Credit or operating losses primarily attributable (or thought to be 
attributable) to IT (e.g., system problems, fraud occurring due to poor 
controls, and improperly implemented changes to systems).
• Changes to internal business processes.
• Internal reorganizations.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
document changes to technology 
infrastructure or new products and 
services that might increase its 
risks.
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Objective 1 Determine the 
appropriate scope and 
objectives for the 
examination.

4. Determine the complexity of the institution's information security 
environment.
• Determine the degree of reliance on service providers for information 
processing and technology support, including security operation 
management.
• Identify unique products and services and any required third-party access 
requirements.
• Determine the extent of network connectivity internally and externally and 
the boundaries and functions of security domains.
• Identify the systems that have recently undergone significant change, such 
as new hardware, software, configuration, and connectivity. Correlate the 
changed systems with the business processes they support, the extent of 
customer data available to those processes, and the effect of those changes 
on institution operations.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
document its information security 
environment in an adequate manner 
to allow an external assessment.

Objective 2 Determine whether 
management promotes 
effective governance of 
the information security 
program through a 
strong information 
security culture, defined 
information security 
responsibilities and 
accountability, and 
adequate resources to 
support the program.

1. Determine whether the institution has a culture that contributes to the 
effectiveness of the information security program.
• Determine whether the institution's board and management understand and 
support information security and provide appropriate resources for the 
implementation of an effective security program.
• Determine whether the information security program is integrated with the 
institution's lines of business, support functions, and management of third 
parties.
• Review for indicators of an effective information security culture (e.g., 
method of introducing new business initiatives and manner in which the 
institution holds lines of business and employees accountable for promoting 
information security).

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that it creates a culture that 
contributes to the effectiveness of 
the information security program.

Objective 2 Determine whether 
management promotes 
effective governance of 
the information security 
program through a 
strong information 
security culture, defined 
information security 
responsibilities and 
accountability, and 
adequate resources to 
support the program.

2. Determine whether the board, or a committee of the board, is responsible 
for overseeing the development, implementation, and maintenance of the 
institution's information security program.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that the board, or a 
committee thereof, is responsible 
for overseeing the development, 
implementation, and maintenance 
of its information security program.

Objective 2 Determine whether 
management promotes 
effective governance of 
the information security 
program through a 
strong information 
security culture, defined 
information security 
responsibilities and 
accountability, and 
adequate resources to 
support the program.

3. Determine whether the board holds management accountable for the 
following:
• Central oversight and coordination.
• Assignment of responsibility.
• Support of the information security program.
• Effectiveness of the information security program

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that the board holds 
management accountable for the 
information security program.
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Customer Support) Customer Responsibilities

Objective 2 Determine whether 
management promotes 
effective governance of 
the information security 
program through a 
strong information 
security culture, defined 
information security 
responsibilities and 
accountability, and 
adequate resources to 
support the program.

4. Determine whether the board approves a written information security 
program and receives a report on the effectiveness of the information 
security program at least annually. Determine whether the report to the board 
describes the overall status of the information security program and 
discusses material matters related to the program such as the following:
• Risk assessment process, including threat identification and assessment.
• Risk management and control decisions.
• Service provider arrangements.
• Results of security operations activities and summaries of assurance 
reports.
• Security breaches or violations and management's responses.
• Recommendations for changes or updates to the information security 
program.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that the board approves a 
written information security 
program and receives a report on 
the program's effectiveness at least 
annually.  Customer responsibility 
to responsibility to ensure that the 
report describes the program's 
overall status and discusses 
material matters related to the 
program.

Objective 2 Determine whether 
management promotes 
effective governance of 
the information security 
program through a 
strong information 
security culture, defined 
information security 
responsibilities and 
accountability, and 
adequate resources to 
support the program.

5. Determine whether management responsibilities are appropriate and 
include the following:
• Implementation of the information security program by clearly 
communicating responsibilities and holding appropriate individuals 
accountable for carrying out these responsibilities.
• Establishment of appropriate policies, standards, and procedures to support 
the information security program.
• Participation in assessing the effect of security threats or incidents on the 
institution and its business lines and processes.
• Delineation of clear lines of responsibility and communication of 
accountability for information security.
• Adherence to risk thresholds established by the board relating to 
information security threats or incidents, including those relating to 
cybersecurity.
• Oversight of risk mitigation activities that support the information security 
program.
• Establishment of appropriate segregation of duties.
• Coordination of both information and physical security.
• Integration of security controls throughout the institution.
• Protection of data consistently throughout the institution.
• Definition of the information security responsibilities of third parties.
• Facilitation of annual information security and awareness training and 
ongoing security-related communications to employees.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that the management has 
appropriate responsibilities to 
promote effective governance of 
the information security program.

Objective 2 Determine whether 
management promotes 
effective governance of 
the information security 
program through a 
strong information 
security culture, defined 
information security 
responsibilities and 
accountability, and 
adequate resources to 
support the program.

6. Determine whether management has designated one or more individuals 
as an information security officer and determine appropriateness of the 
reporting line.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that management has 
designated at least one individual 
as an information security officer 
and established an appropriate 
reporting line.
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Customer Support) Customer Responsibilities

Objective 2 Determine whether 
management promotes 
effective governance of 
the information security 
program through a 
strong information 
security culture, defined 
information security 
responsibilities and 
accountability, and 
adequate resources to 
support the program.

7. Determine whether security officers and employees know, understand, and 
are accountable for fulfilling their security responsibilities.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that security officers and 
employees know, understand, and 
are accountable for meeting their 
security responsibilities.

Objective 2 Determine whether 
management promotes 
effective governance of 
the information security 
program through a 
strong information 
security culture, defined 
information security 
responsibilities and 
accountability, and 
adequate resources to 
support the program.

8. Determine the adequacy of audit coverage and reporting of the information 
security program by reviewing appropriate audit reports and board or audit 
committee minutes.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
have adequate audit coverage and 
reporting on the information 
security program via audit reports 
and board or audit committee 
minutes.

Objective 2 Determine whether 
management promotes 
effective governance of 
the information security 
program through a 
strong information 
security culture, defined 
information security 
responsibilities and 
accountability, and 
adequate resources to 
support the program.

9. Determine whether the board provides adequate funding to develop and 
implement a successful information security function. Review whether the 
institution has the following:
• Appropriate staff with the necessary skills to meet the institution's technical 
and managerial needs.
• Personnel with knowledge of technology standards, practices, and risk 
methodologies.
• Training to prepare staff for their short- and long-term security 
responsibilities.
• Oversight of third parties when they supplement an institution's technical 
and managerial capabilities.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
provide adequate funding to 
develop and implement a 
successful information security 
function.

Objective 2 Determine whether 
management promotes 
effective governance of 
the information security 
program through a 
strong information 
security culture, defined 
information security 
responsibilities and 
accountability, and 
adequate resources to 
support the program.

10. Determine whether management has adequately incorporated 
information security into its overall information technology risk management 
(ITRM) process.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
incorporate information security 
into its overall ITRM process in an 
adequate manner.
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Objective 3 Determine whether 
management of the 
information security 
program is appropriate 
and supports the 
institution's ITRM 
process, integrates with 
lines of business and 
support functions, and 
integrates third-party 
service provider 
activities with the 
information security 
program.

1. Determine whether the institution has an effective information security 
program that supports the ITRM process. Review whether the program 
includes the following:
• Identification of threats and risks.
• Measurement of risks.
• Implementation of risk mitigation.
• Monitoring and reporting of risks.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
implement an effective information 
security program that supports the 
ITRM process.

Objective 3 Determine whether 
management of the 
information security 
program is appropriate 
and supports the 
institution's ITRM 
process, integrates with 
lines of business and 
support functions, and 
integrates third-party 
service provider 
activities with the 
information security 
program.

2. Determine whether management has appropriate methods to assess the 
program's effectiveness.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
establish appropriate methods to 
assess the information security 
program's effectiveness.

Objective 3 Determine whether 
management of the 
information security 
program is appropriate 
and supports the 
institution's ITRM 
process, integrates with 
lines of business and 
support functions, and 
integrates third-party 
service provider 
activities with the 
information security 
program.

3. Determine whether management appropriately integrates the information 
security program across the institution's lines of business and support 
functions. Review whether management has the following:
• Security policies, standards, and procedures that are designed to support 
and to align with the policies in the lines of business.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
design information security policies, 
standards, and procedures that 
support and align with the policies 
in the lines of business.
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Objective 3 Determine whether 
management of the 
information security 
program is appropriate 
and supports the 
institution's ITRM 
process, integrates with 
lines of business and 
support functions, and 
integrates third-party 
service provider 
activities with the 
information security 
program.

3. Determine whether management appropriately integrates the information 
security program across the institution's lines of business and support 
functions. Review whether management has the following:
• Incident response programs that include all affected lines of business and 
support units.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
establish incident response 
programs that include all affected 
lines of business and support units.

Objective 3 Determine whether 
management of the 
information security 
program is appropriate 
and supports the 
institution's ITRM 
process, integrates with 
lines of business and 
support functions, and 
integrates third-party 
service provider 
activities with the 
information security 
program.

3. Determine whether management appropriately integrates the information 
security program across the institution's lines of business and support 
functions. Review whether management has the following:
• Common awareness and enforcement mechanisms between lines of 
business and information security.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that its management has 
established common awareness 
and enforcement mechanisms 
between lines of business and 
information security.

Objective 3 Determine whether 
management of the 
information security 
program is appropriate 
and supports the 
institution's ITRM 
process, integrates with 
lines of business and 
support functions, and 
integrates third-party 
service provider 
activities with the 
information security 
program.

3. Determine whether management appropriately integrates the information 
security program across the institution's lines of business and support 
functions. Review whether management has the following:
• Visibility to assess the likelihood of threats and potential damage to the 
institution.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that its management has the 
visibility to assess the likelihood of 
threats and potential damage to it.



Tier and 
Objective 

number
Objective Requirement Objective Procedure and Assessment Criteria Responsible 

Party
Google Control Text (Google Cloud Responsibilities and/or 

Customer Support) Customer Responsibilities

Objective 3 Determine whether 
management of the 
information security 
program is appropriate 
and supports the 
institution's ITRM 
process, integrates with 
lines of business and 
support functions, and 
integrates third-party 
service provider 
activities with the 
information security 
program.

3. Determine whether management appropriately integrates the information 
security program across the institution's lines of business and support 
functions. Review whether management has the following:
• The ability to identify and implement controls over the root causes of an 
incident.

Customer Please see Customer Responsibilities section. It is customer's responsibility to 
ensure that its management has the 
ability to identify and implement 
controls over the root causes of an 
incident.

Objective 3 Determine whether 
management of the 
information security 
program is appropriate 
and supports the 
institution's ITRM 
process, integrates with 
lines of business and 
support functions, and 
integrates third-party 
service provider 
activities with the 
information security 
program.

3. Determine whether management appropriately integrates the information 
security program across the institution's lines of business and support 
functions. Review whether management has the following:
• If the institution outsources activities to a third-party service provider, 
determine whether management integrates those activities with the 
information security program. Verify that the third-party management 
program evidences expectations that align with the institution's information 
security program.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
integrate the outsourced activities 
with the information security 
program and to verify that the third-
party management program 
contains expectations that align 
with the customer's information 
security program.

Objective 4 As part of the 
information security 
program, determine 
whether management 
has established risk 
identification processes.

1. Determine whether management effectively identifies threats and 
vulnerabilities continuously.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
identify threats and vulnerabilities 
continuously in an effective manner.

Objective 4 As part of the 
information security 
program, determine 
whether management 
has established risk 
identification processes.

2. Determine whether the risk identification process produces manageable 
groupings of information security threats, including cybersecurity threats. 
Review whether management has the following:
• A threat assessment to help focus the risk identification efforts.
• A method or taxonomy for categorizing threats, sources, and vulnerabilities.
• A process to determine the institution's information security risk profile.
• A validation of the risk identification process through audits, self-
assessments, penetration tests, and vulnerability assessments.
• A validation through audits, self-assessments, penetration tests, and 
vulnerability assessments that risk decisions are informed by appropriate 
identification and analysis of threats and other potential causes of loss.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
establish a risk identification 
process that produces manageable 
groupings of information security 
threats, including cybersecurity 
threats.

Objective 4 As part of the 
information security 
program, determine 
whether management 
has established risk 
identification processes.

3. Determine whether management has a means to collect data on potential 
threats to identify information security risks. Determine whether management 
uses threat modeling (e.g., development of attack trees) to assist in 
identifying and quantifying risk and in better understanding the nature, 
frequency, and sophistication of threats.

Customer Please see Customer Responsibilities section. It is the customer's responsibility (i) 
to have a means to collect data on 
potential threats in order to identify 
information security risks; and (ii) to 
use threat modeling to help in 
identify and quantifying risk and in 
better understanding threats.
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Objective 4 As part of the 
information security 
program, determine 
whether management 
has established risk 
identification processes.

4. Determine whether management has continuous, established routines to 
identify and assess vulnerabilities. Determine whether management has 
processes to receive vulnerability information disclosed by external 
individuals or groups, such as security or vulnerability researchers.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
have continuous, established 
routines to identify and assess 
vulnerabilities and to create 
processes to receive information 
about vulnerabilities disclosed by 
external entities.

Objective 4 As part of the 
information security 
program, determine 
whether management 
has established risk 
identification processes.

5. Determine whether management adjusts the information security program 
for institutional changes and changes in legislation, regulation, regulatory 
policy, guidance, and industry practices. Review whether management has 
processes to do the following:
• Maintain awareness of new legal and regulatory requirements or changes to 
industry practices.
• Update the information security program to reflect changes.
• Report changes of the information security program to the board.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
adjust the information security 
program for institutional changes 
and changes in legislation, 
regulation, regulatory policy, 
guidance, and industry practices.

Objective 5 Determine whether 
management measures 
the risk to guide its 
recommendations for 
and use of mitigating 
controls.

1. Determine whether management uses tools to perform threat analysis and 
analyzes information security events to help do the following:
• Map threats and vulnerabilities.
• Incorporate legal and regulatory requirements.
• Improve consistency in risk measurement.
• Highlight potential areas for mitigation.
• Allow comparisons among different threats, events, and potential mitigating 
controls.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
use tools to perform threat analysis 
and to analyze information security 
events.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

1. Determine whether policies, standards, and procedures are of sufficient 
scope and depth to guide information security-related decisions. Review 
whether policies, standards, and procedures have the following 
characteristics:
• Are appropriately implemented and enforced.
• Delineate areas of responsibility.
• Are communicated in a clear and understandable manner.
• Are reviewed and agreed to by employees.
• Are appropriately flexible to address changes in the environment.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
implement policies, standards, and 
procedures of sufficient scope and 
depth to guide information security-
related decisions.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

2. Determine whether the information security policy is annually reviewed and 
approved by the board.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
review the information security 
policy annually and to obtain the 
board's approval.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

3. Determine whether the institution continually assesses the capability of 
technology needed to sustain an appropriate level of information security 
based on the size, complexity, and risk appetite of the institution.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
assess, on a continual basis, the 
capability of technology needed to 
sustain an appropriate level of 
information security based on its 
size, complexity, and risk appetite.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

4. Determine whether management implements an integrated control system 
characterized by the use of different control types that mitigates identified 
risks. Review whether management does the following:
• Implements a layered control system using different controls at different 
points in a transaction process.
• Uses controls of different classifications, including preventive, detective, 
and corrective.
• Verifies that compensating controls are used appropriately to compensate 
for weaknesses with the system or process.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
implement an integrated control 
system characterized by the use of 
different control types that 
mitigates identified risks.
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Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

5. Determine whether management implements controls that appropriately 
align security with the nature of the institution's operations and strategic 
direction. Specifically, review whether management does the following:
• Implements controls based on the institution's risk assessment to mitigate 
risk from information security threats and vulnerabilities, such as 
interconnectivity risk.
• Evaluates whether the institution has the necessary resources, personnel 
training, and testing to maximize the effectiveness of the controls.
• Reviews and improves or updates the security controls, where necessary.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
implement controls that 
appropriately align security with the 
nature of its operations and 
strategic objective(s).

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

6. Determine whether management effectively maintains an inventory(ies) of 
hardware, software, information, and connections. Review whether 
management does the following:
• Identifies assets that require protection, such as those that store, transmit, 
or process sensitive customer information, or trade secrets.
• Classifies assets appropriately.
• Uses the classification to determine the sensitivity and criticality of assets.
• Uses the classification to implement controls required to safeguard the 
institution's assets.
• Updates the inventory(ies) appropriately.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
maintain, in an effective manner, an 
inventory or inventories of 
hardware, software, information, 
and connections.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

7. Determine whether management comprehensively and effectively 
identifies, measures, mitigates, monitors, and reports interconnectivity risk. 
Review whether management does the following:
• Identifies connections with third parties.
• Identifies access points and connection types that pose risk.
• Identifies connections between and access across low-risk and high-risk 
systems.
• Measures the risk associated with connections with third parties with 
remote access.
• Implements and assesses the adequacy of appropriate controls to ensure 
the security of connections.
• Monitors and reports on the institution's interconnectivity risk.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
identify, measure, mitigate, monitor, 
and report interconnectivity risk in a 
comprehensive and effective 
manner.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

8. Determine whether management effectively mitigates risks posed by users. 
Review whether management does the following:
• Develops and maintains a culture that fosters responsible and controlled 
access for users.
• Establishes and effectively administers appropriate security screening in IT 
hiring practices.
• Establishes and appropriately administers a user access program for 
physical and logical access.
• Employs appropriate segregation of duties.
• Obtains agreements from employees, contractors, and service providers 
covering confidentiality, nondisclosure, and authorized use.
• Provides training to support awareness and policy compliance.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
mitigate risks posed by users in an 
effective manner.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

9. Determine whether management applies appropriate physical security 
controls to protect its premises and more sensitive areas, such as its data 
center(s).

Google & 
Customer

Google maintains appropriate physical, environmental and 
security controls over its physical data center and office 
footprint.

Google can provide its then current third party attestation 
reports to help institutions with their risk assessment process 
as applicable to the services provided.

It is the customer's responsibility to 
apply appropriate physical security 
controls to protect its own premises 
and more sensitive areas.



Tier and 
Objective 

number
Objective Requirement Objective Procedure and Assessment Criteria Responsible 

Party
Google Control Text (Google Cloud Responsibilities and/or 

Customer Support) Customer Responsibilities

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

10. Determine whether management secures access to its computer 
networks through multiple layers of access controls. Review whether 
management does the following:
• Establishes zones (e.g., trusted and untrusted) according to risk with 
appropriate access requirements within and between each zone.
• Maintains accurate network diagrams and data flow charts.
• Implements appropriate controls over wired and wireless networks.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
secure access to its computer 
networks with multiple layers of 
access controls.

Objective 6  11. Determine whether management has a process to introduce changes to 
the environment (e.g., configuration management of IT systems and 
applications, hardening of systems and applications, use of standard builds, 
and patch management) in a controlled manner. Determine whether 
management does the following:
• Maintains procedures to guide the process of introducing changes to the 
environment.
• Defines change requirements.
• Restricts changes to authorized users.
• Reviews the potential impact changes have on security controls.
• Identifies all system components affected by the changes.
• Develops test scripts and implementation plans.
• Performs necessary tests of all changes to the environment (e.g., systems 
testing, integration testing, functional testing, user acceptance testing, and 
security testing).
• Defines rollback procedures in the event of unintended or negative 
consequences with the introduced changes.
• Verifies the application or system owner has authorized changes in 
advance.
• Maintains strict version control of all software updates.
• Validates that new hardware complies with institution policies and 
guidelines.
• Verifies network devices are properly configured and function appropriately 
within the environment
• Maintains an audit trail of all changes.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
establish a process to introduce 
changes to the environment in a 
controlled manner, including but not 
limited to configuration 
management of IT systems and 
applications, hardening of systems 
and applications, use of standard 
builds, and patch management.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

12. Determine whether appropriate processes exist for configuration 
management (managing and controlling configurations of systems, 
applications, and other technology).

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
implement appropriate process for 
configuration management.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

13. Determine whether management has processes to harden applications 
and systems (e.g., installing minimum services, installing necessary patches, 
configuring appropriate security settings, enforcing principle of least privilege, 
changing default passwords, and enabling logging).

Customer Please see Customer Responsibilities section. It is the customer's  responsibility to 
implement processes to harden 
applications and systems.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

14. Determine whether management uses standard builds, allowing one 
documented configuration to be applied to multiple computers in a controlled 
manner, to create hardware and software inventories, update or patch 
systems, restore systems, investigate anomalies, and audit configurations.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
use standard builds, allowing one 
documented configuration to be 
applied to multiple computers in a 
controlled manner, to create 
hardware and software inventories, 
update or patch systems, restore 
systems, investigate anomalies, and 
audit configurations.



Tier and 
Objective 

number
Objective Requirement Objective Procedure and Assessment Criteria Responsible 

Party
Google Control Text (Google Cloud Responsibilities and/or 

Customer Support) Customer Responsibilities

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

15. Determine whether management has a process to update and patch 
operating systems, network devices, and software applications, including 
internally developed software provided to customers, for newly discovered 
vulnerabilities. Review whether patch management processes include the 
following:
• An effective monitoring process that identifies the availability of software 
patches.
• A process to evaluate the patches against the threat and network 
environment.
• A prioritization process to determine which patches to apply across classes 
of computers and applications.
• A process for obtaining, testing, and securely installing the patches.
• An exception process, with appropriate documentation, for patches that an 
institution decides to delay or not apply.
• A process to ensure that all patches installed in the production environment 
are also installed in the disaster recovery environment.
• A documentation process to ensure the institution's information assets and 
technology inventory and disaster recovery plans are updated as appropriate 
when patches are applied.
• Actions to ensure that patches do not compromise the security of the 
institution's systems.

Google & 
Customer

Please see Customer Responsibilities section.

Google has a vulnerability management program that includes 
the timely patching of its infrastructure, platforms, and software 
offered as a service.

It is the customer's responsibility to 
have a process to update and patch 
operating systems, network 
devices, and software applications 
for newly discovered vulnerabilities.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

16. Determine whether management plans for the life cycles of the 
institution's systems, eventual end of life, and any corresponding business 
impacts. Review whether the institution's life cycle management includes the 
following:
• Maintaining inventories of systems and applications.
• Adhering to an approved end-of-life or sunset policy for older systems.
• Tracking changes made to the systems and applications, availability of 
updates, and the planned end of support by the vendor.
• Planning for the update or replacement of systems nearing obsolescence.
• Outlining procedures for the secure destruction or wiping of hard drives 
being returned to vendors or donated to prevent the inadvertent disclosure of 
sensitive information.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
create plans for the life cycles of its 
systems, eventual end-of-life, and 
any corresponding business 
impacts.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

17. Determine whether management has implemented defense-in-depth to 
protect, detect, and respond to malware.

Google & 
Customer

Please see Customer Responsibilities section.

Google has implemented defense-in-depth mechanisms to 
protect, detect, and respond to malware.

Google undergoes several independent third party audits and 
can provide reports such as SOC report to validate the controls 
that form part of Google's defense-in-depth strategy.

It is the customer's responsibility to 
implement defense-in-depth to 
protect, detect, and respond to 
malware.



Tier and 
Objective 

number
Objective Requirement Objective Procedure and Assessment Criteria Responsible 

Party
Google Control Text (Google Cloud Responsibilities and/or 

Customer Support) Customer Responsibilities

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

18. Determine whether management maintains policies and effectively 
controls and protects access to and transmission of information to avoid loss 
or damage. Review whether management does the following:
• Requires secure storage of all types of sensitive information, whether on 
computer systems, portable devices, physical media, or hard-copy 
documents.
• Establishes controls to limit access to data.
• Requires appropriate controls over data stored in a cloud environment.
• Implements appropriate controls over the electronic transmission of 
information or, if appropriate safeguards are unavailable, restricts the type of 
information that can be transmitted.
• Has appropriate disposal procedures for both paper-based and electronic 
information.
• Maintains the security of physical media, including backup tapes, containing 
sensitive information while in transit, including to off-site storage, or when 
shared with third parties.
• Has policies restricting the use of unsanctioned or unapproved IT resources 
(e.g., online storage services, unapproved mobile device applications, and 
unapproved devices).

Google & 
Customer

Please see Customer Responsibilities section.

Google maintains policies and effectively control and protect 
access to and transmission of information to avoid loss or 
damage.

Google undergoes several independent third party audits and 
can provide reports such as SOC report to validate the operating 
effectiveness of controls over the access to and transmission of 
information.

It is the customer's responsibility to 
maintain policies and effectively 
control and protect access to and 
transmission of information to 
avoid loss or damage.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

19. Determine whether management identifies factors that may increase risk 
from supply chain attacks and responds with appropriate risk mitigation. 
Review whether management implements the following as appropriate:
• Purchases are made only through reputable sellers.
• Purchases are made through a third party to shield the institution's identity.
• Hardware is reviewed for anomalies.
• Software is reviewed through both automated software testing and code 
reviews.
• Reliability of the items purchased is regularly reviewed post-implementation.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
identify factors that may increase 
risk from supply chain attacks and 
to respond with appropriate risk 
mitigation.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

20. Determine whether management has an effective process to administer 
logical security access rights for the network, operating systems, 
applications, databases, and network devices. Review whether management 
has the following:
• An enrollment process to add new users to the system.
• An authorization process to add, delete, or modify authorized user access to 
operating systems, applications, directories, files, and specific types of 
information.
• A monitoring process to oversee and manage the access rights granted to 
each user on the system.
• A process to control privileged access.
• A process to change or disable default user accounts and passwords.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
implement an effective process to 
administer logical security access 
rights for the network, operating 
systems, applications, databases, 
and network devices.



Tier and 
Objective 

number
Objective Requirement Objective Procedure and Assessment Criteria Responsible 

Party
Google Control Text (Google Cloud Responsibilities and/or 

Customer Support) Customer Responsibilities

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

21. As part of management's process to secure the operating system and all 
system components, determine whether management does the following:
• Limits the number of employees with access to operating system and 
system utilities and grants only the minimum level of access required to 
perform job responsibilities.
• Restricts and logs access to and activity on operating system parameters, 
system utilities (especially those with data-altering capabilities), and sensitive 
system resources (including files, programs, and processes), and 
supplements with additional security software, as necessary.
• Restricts operating system access to specific terminals in physically secure 
and monitored locations.
• Secures or removes external drives and portable media from system 
consoles, terminals, or PCs running terminal emulations, residing outside of 
physically secure locations.
• Prohibits remote access to operating system and system utilities, where 
feasible, and, at a minimum, requires strong authentication and encrypted 
sessions before allowing such remote access.
• Filters and reviews logs for potential security events and provides adequate 
reports and alerts.
• Independently monitors operating system access by user, terminal, date, 
and time of access.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that it has a robust and 
effective process to secure the 
operating system and all system 
components.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

22. Determine whether management controls access to applications. Review 
whether management does the following:
• Implements a robust authentication method consistent with the criticality 
and sensitivity of the application.
• Manages application access rights by using group profiles.
• Periodically reviews and approves the application access assigned to users 
for appropriateness.
• Communicates and enforces the responsibilities of programmers, security 
administrators, and application owners in maintaining effective application 
access control.
• Sets time-of-day or terminal limitations for some applications or for more 
sensitive functions within an application.
• Logs access and events, defines alerts for significant events, and develops 
processes to monitor and respond to anomalies and alerts.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
control access to applications.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

23. Determine whether management has policies and procedures to ensure 
that remote access by employees, whether using institution or personally 
owned devices, is provided in a safe and sound manner. Review whether 
management does the following:
• Provides remote access in a safe and sound manner.
• Implements the controls necessary to offer remote access securely (e.g., 
disables unnecessary remote access, obtains approvals for and performs 
audits of remote access, maintains robust configurations, enables logging 
and monitoring, secures devices, restricts remote access during specific 
times, controls applications, enables strong authentication, and uses 
encryption).

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
establish policies and procedures to 
ensure that employee remote 
access is safe and sound.



Tier and 
Objective 

number
Objective Requirement Objective Procedure and Assessment Criteria Responsible 

Party
Google Control Text (Google Cloud Responsibilities and/or 

Customer Support) Customer Responsibilities

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

24. Determine whether management effectively controls employees' use of 
remote devices. Review whether management does the following:
• Implements controls over institution owned and personally owned devices 
used by employees to access the network (e.g., disallows remote access 
without business justification, requires management approval, reviews 
remote access approvals, restricts access to authorized network areas, logs 
remote access, implements robust authentication, uses encryption, and uses 
application white-listing).
• Implements controls over remote devices provided by the institution (e.g., 
securely configured remote access devices, protects devices against 
malware, patches and updates software, encrypts sensitive data, implements 
secure containers, audits device access, uses remote disable and wipe 
capabilities, and uses geolocation).
• Uses an effective method to ensure personally owned devices meet defined 
institution security standards (e.g., such as operating system version, patch 
levels, and anti-malware solutions).

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
control employees' use of remote 
devices in an effective manner.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

25. Determine whether management effectively provides secure customer 
access to financial services and plans for potential interruptions in service. 
Review whether management does the following:
• Develops and maintains policies and procedures to securely offer and 
ensure the resilience of remote financial services (e.g., using appropriate 
authentication, layered security controls, and fraud detection monitoring).

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
develop and maintain policies and 
procedures to securely offer and 
ensure the resilience of remote 
financial service for customers.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

25. Determine whether management effectively provides secure customer 
access to financial services and plans for potential interruptions in service. 
Review whether management does the following:
• Plans and coordinates with ISPs and third parties to minimize exposure to 
incidents and continue services when faced with an incident (e.g., monitors 
threat alerts, service availability, applications, and network traffic for 
indicators of nefarious activity, and ensures traffic filtering).

Google & 
Customer

Please see Customer Responsibilities section.

Google maintains monitoring controls and incident response 
procedures to help ensure prompt notification and investigation 
of security and availability incidents.

Google has established incident response teams that quantifies 
and monitors incidents involving security, availability, processing 
integrity and confidentiality at Google.

It is the customer's responsibility to 
develop and maintain policies and 
procedures to securely offer and 
ensure the resilience of remote 
financial service for customers.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

25. Determine whether management effectively provides secure customer 
access to financial services and plans for potential interruptions in service. 
Review whether management does the following:
• Plans and coordinates with ISPs and third parties to minimize exposure to 
incidents and continue services when faced with an incident (e.g., monitors 
threat alerts, service availability, applications, and network traffic for 
indicators of nefarious activity, and ensures traffic filtering).

Google & 
Customer

Please see Customer Responsibilities section.

Redundant architecture exists such that resources are 
distributed across geographically dispersed data centers to 
support continuous availability.

It is the customer's responsibility to 
plan and coordinate with internet 
service providers and cloud service 
providers to minimize exposure to 
incidents and continue services 
when dealing with an incident, such 
as service availability.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

25. Determine whether management effectively provides secure customer 
access to financial services and plans for potential interruptions in service. 
Review whether management does the following:
• Develops and tests a response plan in conjunction with the institution's ISPs 
and third-party service providers to mitigate the interruption of mobile or 
remote financial services

Customer Please see Customer Responsibilities section.

Google maintains monitoring controls and incident response 
procedures to help ensure prompt notification and investigation 
of security and availability incidents.

It is the customer's responsibility to 
develop and test an incident 
response plan in coordination with 
its ISPs and cloud service providers 
to mitigate the interruption of 
mobile or remote financial services.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

26. Determine whether management develops customer awareness and 
education efforts that address both retail (consumer) and commercial 
account holders.

Customer NA It is the customer's responsibility to 
develop customer awareness and 
education efforts that address both 
retail and commercial account 
holders.



Tier and 
Objective 

number
Objective Requirement Objective Procedure and Assessment Criteria Responsible 

Party
Google Control Text (Google Cloud Responsibilities and/or 

Customer Support) Customer Responsibilities

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

27. Determine whether management uses applications that were developed 
by following secure development practices and that meet a prudent level of 
security. Determine whether management develops security control 
requirements for applications, whether they are developed in-house or 
externally. Determine whether information security personnel are involved in 
monitoring the application development process to verify secure 
development practices. Review whether applications in use provide the 
following capabilities:
• Provide a prudent level of security (e.g., password and audit policies), audit 
trails of security and access changes, and user activity logs.
• Have user and group profiles to manage user access for applications if they 
are not part of a centralized identity access management system.
• Provide the ability to change and disable default application accounts upon 
installation.
• Allow administrators to review and install patches for applications in a 
timely manner.
• Use validation controls for data entry and data processing.
• Integrate additional authentication and encryption controls, as necessary.
• Protect web or Internet-facing applications through additional controls, 
including web application firewalls, regular scanning for new or recurring 
vulnerabilities, mitigation or remediation of common security weaknesses, 
and network segregation.

Customer NA It is the customer's responsibility to 
(i) use applications that were 
developed by following secure 
development practices and that 
meet a prudent level of security; (ii) 
develop security control 
requirements for applications; and 
(iii) include information security 
personnel in the the monitoring of 
the application development 
process to verify secure 
development practices.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

28. With respect to developed software, determine whether institution 
management does the following:
• Reviews mitigation of potential flaws in applications.
• Obtains attestation or evidence from third-party developers that the 
applications acquired by the institution meet the necessary security 
requirements and that noted vulnerabilities or flaws are remediated in a 
timely manner.
• Performs ongoing risk assessments to consider the adequacy of 
application-level controls in light of changing threat, network, and host 
environments.
• Implements minimum controls recommended by third-party service 
providers and considers supplemental controls as appropriate.
• Reviews available audit reports, and considers and implements appropriate 
control recommendations.
• Collects data to build metrics and reporting of configuration management 
compliance, and vulnerability management.

Customer NA It is the customer's responsibility to 
have effective processes and 
procedures to mitigate risks with 
respect to developed software.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

29. For database security, determine whether management implemented or 
enabled controls commensurate with the sensitivity of the data stored in or 
accessed by the database(s). Determine whether management appropriately 
restricts access and applies the rule of least privilege in assigning 
authorizations.

Customer NA It is the customer's responsibility to 
(i) implement or enable controls 
commensurate with the sensitivity 
of data stored in or accessed by the 
database(s); and (ii) restrict access 
appropriately and apply the rule of 
least privilege in assigning 
authorizations.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

30. Determine how and where management uses encryption and if the type 
and strength are sufficient to protect information appropriately. Additionally, 
determine whether management has effective controls over encryption key 
management.

Customer NA It is the customer's responsibility to 
use encryption in a manner 
sufficient enough to protect 
information appropriately and to 
control encryption key management 
effectively.



Tier and 
Objective 

number
Objective Requirement Objective Procedure and Assessment Criteria Responsible 

Party
Google Control Text (Google Cloud Responsibilities and/or 

Customer Support) Customer Responsibilities

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

31. Determine whether management appropriately oversees the effectiveness 
of information security controls over outsourced operations and is 
accountable for the mitigation of risks involved with the use of third-party 
service providers. Review the due diligence involved, security controls to 
mitigate risk, and monitoring capabilities over the institution's third parties. 
Review the institution's policies, standards, and procedures related to the use 
of the following:
• Third-party service providers that facilitate operational activities (e.g., core 
processing, mobile financial services, cloud storage and computing, and 
managed security services).
• Due diligence in research and selection of third-party service providers.
• Contractual assurances from third-party service providers for security 
responsibilities, controls, and reporting.
• Nondisclosure agreements with third-party service providers with access to 
the institution's systems and data (including before, during, and following 
termination of the contract).
• Independent review of the third-party service provider's security through 
appropriate reports from audits and tests.
• Coordination of incident response policies and contractual notification 
requirements.
• Verification that information and cybersecurity risks are appropriately 
identified, measured, mitigated, monitored, and reported.

Google & 
Customer

Terms of Service:
https://cloud.google.com/terms/ 
https://G Suite.google.com/terms/2013/1/premier_terms.html

It is the customer's responsibility (i) 
to oversee the effectiveness of 
information security controls over 
outsourced operations and have 
internal accountability for the 
mitigation of risks involved with the 
use of third-party service providers; 
and (ii) to perform due diligence 
reviews, implement security 
controls to mitigate risk, and have 
monitoring capabilities over its third 
parties.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

32. If the institution outsources cloud computing or storage to a third-party 
service provider, refer to the FFIEC's "Outsourced Cloud Computing" 
statement. In that Statement, the FFIEC advises financial institutions to 
assess the cloud service provider on the following matters:

• Due Diligence: Ensure that the cloud service provider has proper data 
classification, segregation, and recoverability measures.
• Vendor management
• Audit
• Legal and regulatory compliance
• Business Continuity Planning
• Information Security: Ensure that the cloud service provider has appropriate 
(i) data inventory, classification, and access safeguards; (ii) security incident 
processes; (iii) ongoing monitoring abilities; and (iv) data removal and 
deletion procedures.

Google & 
Customer

Google can provide its then current third party audit reports to 
help institutions with their risk assessment process as 
applicable to the services provided. Please refer to terms of 
Service for details:
https://cloud.google.com/terms/ 
https://G Suite.google.com/terms/2013/1/premier_terms.html

It is the customer's responsibility to 
assess the cloud service provider, if 
applicable, in an appropriate and 
comprehensive manner to ensure 
suitable and adequate due diligence 
reviews, vendor management, 
auditing, legal and regulatory 
compliance, business continuity 
planning, and information security.

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

33. If the institution outsources the management of security services to a 
third-party service provider, refer to the information available in appendix D of 
the IT Handbook's "Outsourcing Technology Services" booklet and the related 
examination procedures.

Customer Please see Customer Responsibilities section.

Google is not a MSSP and therefore this sub-objective is not 
applicable to the services provided by Google

It is the customer's responsibility, if 
outsourcing the management of 
security services, to ensure that it 
satisfies the procedures identified 
in Appendix D of the IT Handbook's 
"Outsourcing Technology Services."

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

34. Determine whether management effectively manages the following 
information security considerations related to business continuity planning. 
Review management's ability to do the following:
• Identify personnel with key information security roles during a disaster and 
training of personnel in those roles.
• Define information security needs for backup sites and alternative 
communication networks.
• Develop policies that address the concepts of information security incident 
response and resilience and test information security incident scenarios.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
manage key information security 
considerations related to business 
continuity planning, including 
identifying key personnel with 
security roles during a disaster, 
defining needs for backup sites and 
alternative communication 
networks, and developing policies 
for incident response.



Tier and 
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Customer Support) Customer Responsibilities

Objective 6 Determine whether 
management effectively 
implements controls to 
mitigate identified risk.

35. Determine whether management has an effective log management 
process that involves a central logging repository, timely transmission of log 
files, and effective log analysis. Review whether management has the 
following:
• Log retention policies that meet incident response and analysis needs.
• Processes for the security and integrity of log files (e.g., encryption of log 
files, adequate storage capacity, secure backup and disposal of logs, logging 
to a separate computer, use of read-only media, controlled log parameters, 
and restricted access to log files).
• Independent review of logging practices.
• Processes to effectively collect, aggregate, analyze, and correlate security 
event information from discrete systems and applications.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
establish an effective log 
management process that involves 
a central logging repository, timely 
transmission of log files, and 
effective log analysis.

Objective 7 Determine whether 
management has 
effective risk monitoring 
and reporting processes.

1. Determine whether the institution has risk monitoring and reporting 
processes that address changing threat conditions in both the institution and 
the greater financial industry. Determine whether these processes address 
information security events faced by the institution, the effectiveness of 
management's response, and the institution's resilience to those events. 
Review whether the reporting process includes a method of disseminating 
those reports to appropriate members of management.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
(i) implement risk monitoring and 
reporting processes that address 
changing threat conditions in both 
the institution and the greater 
financial industry; (ii) ensure these 
processes address information 
security events; (iii) have an 
effective response to such events; 
(iv) be resilient in such an event; 
and (v) establish a reporting 
process that includes a method of 
disseminating those reports to 
appropriate member of 
management.

Objective 7 Determine whether 
management has 
effective risk monitoring 
and reporting processes.

2. Determine whether the risk monitoring and reporting process is regular and 
prompts action, when necessary, in a timely manner.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that its risk monitoring and 
reporting process is regular and 
instigates prompt action, when 
necessary, in a timely manner.

Objective 7 Determine whether 
management has 
effective risk monitoring 
and reporting processes.

3. Determine whether program monitoring and reporting instigate appropriate 
changes that are effective in maintaining an acceptable level of risk.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that its program monitoring 
and reporting lead to appropriate 
changes that are effective in 
maintaining an acceptable level of 
risk.

Objective 7 Determine whether 
management has 
effective risk monitoring 
and reporting processes.

4. Determine whether management develops and effectively uses metrics as 
part of the risk monitoring and reporting processes for the information 
security program. Review whether management does the following:
• Uses metrics that are timely, comprehensive, and actionable to improve the 
program's effectiveness and efficiency.
• Develops metrics that demonstrate the extent to which the information 
security program is implemented and whether the program is effective.
• Uses metrics to measure security policy implementation, the adequacy of 
security services delivery, and the impact of security events on business 
processes.
• Establishes metrics to measure conformance to the standards and 
procedures that are used to implement policies.
• Uses metrics to quantify and report risks in the information security 
program.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
develop and use metrics as part of 
the risk monitoring and reporting 
processes for its information 
security program.



Tier and 
Objective 

number
Objective Requirement Objective Procedure and Assessment Criteria Responsible 

Party
Google Control Text (Google Cloud Responsibilities and/or 

Customer Support) Customer Responsibilities

Objective 8 Determine whether 
management has 
security operations that 
encompass necessary 
security-related 
functions, are guided by 
defined processes, are 
integrated with lines of 
business and activities 
outsourced to third-party 
service providers, and 
have adequate 
resources (e.g., staff and 
technology).

1. Determine whether the institution's security operations activities include 
the following:
• Security software and device management (e.g., maintaining the signatures 
on signature-based devices and firewall rules).
• Forensics (e.g., analysis of potentially compromised systems).
• Vulnerability identification (e.g., operation or supervision of vulnerability 
scans, self-assessments, penetration tests, and analysis of audit results).
• Vulnerability cataloging and remediation tracking.
• Physical security management (e.g., CCTV, guards, and badge systems).
• Law enforcement interface (e.g., data retention and lawful intercepts).
• Third-party integration (e.g., managed security services and incident 
detection services).
• Monitoring of network, host, and application activity.
• Threat identification and assessment.
• Incident detection and management.
• Enforcement of access controls.

Google Google ensures that it's physical security operations activities 
are clearly defined, comprehensive, and robust. Google can 
provide its then current third party attestation reports to help 
institutions with their risk assessment for Google's physical 
security operations.

NA

Objective 8 Determine whether 
management has 
security operations that 
encompass necessary 
security-related 
functions, are guided by 
defined processes, are 
integrated with lines of 
business and activities 
outsourced to third-party 
service providers, and 
have adequate 
resources (e.g., staff and 
technology).

2. Determine whether management establishes defined processes and 
appropriate governance to facilitate the performance of security operations. 
Determine whether management coordinates security operations activities 
with the institution's lines of business and with the institution's third-party 
service providers.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
establish defined processes and 
appropriate governance to facilitate 
the performance of security 
operations and to coordinate 
security operations activities across 
its lines of businesses and with its 
third-party service providers.

Objective 8 Determine whether 
management has 
security operations that 
encompass necessary 
security-related 
functions, are guided by 
defined processes, are 
integrated with lines of 
business and activities 
outsourced to third-party 
service providers, and 
have adequate 
resources (e.g., staff and 
technology).

3. Determine whether management has effective threat identification and 
assessment processes, including the following:
• Maintaining procedures for obtaining, monitoring, assessing, and 
responding to evolving threat and vulnerability information.
• Identifying and assessing threats (e.g., threat information is often ad hoc, 
although some providers present threat information within a defined 
framework that readily lends itself to analytical operations).
• Using tools to assist in the analysis of vulnerabilities (e.g., design of system, 
operation of the system, security procedures, business line controls, and 
implementation of the system and controls).
• Using threat knowledge to drive risk assessment and response.
• Designing policies to allow immediate and consequential threats to be dealt 
with expeditiously.
• Developing appropriate processes to evaluate and respond to vulnerability 
information from external groups or individuals.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
establish effective threat 
identification and assessment 
processes.



Tier and 
Objective 

number
Objective Requirement Objective Procedure and Assessment Criteria Responsible 

Party
Google Control Text (Google Cloud Responsibilities and/or 

Customer Support) Customer Responsibilities

Objective 8 Determine whether 
management has 
security operations that 
encompass necessary 
security-related 
functions, are guided by 
defined processes, are 
integrated with lines of 
business and activities 
outsourced to third-party 
service providers, and 
have adequate 
resources (e.g., staff and 
technology).

4. Determine whether management has effective threat monitoring 
processes, including the following:
• Defining threat monitoring policies that provide for both continual and ad 
hoc monitoring of communications and systems, effective incident detection 
and response, and the use of monitoring reports in subsequent legal 
proceedings.
• Establishing responsibility and accountability for security personnel and 
system administrators for monitoring.
• Appropriately reviewing and providing approval of the monitoring tools used.
• Monitoring of indicators, including vulnerabilities, attacks, compromised 
systems, and suspicious users.
• Monitoring both incoming and outgoing network traffic to identify malicious 
activity and data exfiltration.
• Establishing and documenting a process to independently monitor 
administrators and other users with higher privileges.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
establish effective threat 
monitoring processes.

Objective 8 Determine whether 
management has 
security operations that 
encompass necessary 
security-related 
functions, are guided by 
defined processes, are 
integrated with lines of 
business and activities 
outsourced to third-party 
service providers, and 
have adequate 
resources (e.g., staff and 
technology).

5. Determine whether management has effective incident identification and 
assessment processes to do the following:
• Identify indicators of compromise.
• Analyze the event associated with the indicators.
• Classify the event.
• Enable the use of response teams and responses depending on the type of 
event.
• Escalate the event consistent with the classification.
• Report internally and externally as appropriate.
• Identify personnel empowered to declare an incident.
• Develop procedures to test the incident escalation, response, and reporting 
processes.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
implement effective incident 
identification and assessment 
processes.

Objective 8 Determine whether 
management has 
security operations that 
encompass necessary 
security-related 
functions, are guided by 
defined processes, are 
integrated with lines of 
business and activities 
outsourced to third-party 
service providers, and 
have adequate 
resources (e.g., staff and 
technology).

6. Determine whether management has effective incident response 
processes, including the following:
• Protocols defined in the incident response policy to declare and respond to 
an incident once identified.
• Procedures to minimize damage through the containment of the incident, 
restoration of systems, preservation of data and evidence, and notification, as 
appropriate, to customers and others as needed.
• Appropriate balance of adequate people and technologies in the response.
• A plan that is comprehensive, coordinated, integrated, and periodically 
tested with appropriate internal and external parties.
• Policies and procedures to guide the response, assigning responsibilities to 
individuals; providing appropriate training; formalizing information flows; and 
selecting, installing, and understanding the tools used in the response effort.
• Thresholds for reporting significant security incidents and processes to 
notify, as appropriate, the institution's regulators of those incidents that may 
affect the institution or the financial system.
• Assignment of responsibilities, training, and testing.
• Containment strategies.
• Restoration and follow-up strategies.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
implement effective incident 
response processes.

Objective 9 Determine whether 
management has an 
effective information 
security program.

1. Determine whether the information security program is subject to periodic 
review and whether management provides for continual improvement in the 
program's effectiveness. Verify whether that review does the following:
• Addresses the program in its current environment.
• Demonstrates that lessons learned from experience, audit findings, and 
other opportunities for improvement are identified and applied.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that its information security 
program is subject to periodic 
review and to provide continual 
improvement in the program's 
effectiveness.



Tier and 
Objective 

number
Objective Requirement Objective Procedure and Assessment Criteria Responsible 

Party
Google Control Text (Google Cloud Responsibilities and/or 

Customer Support) Customer Responsibilities

Objective 10 Determine whether 
assurance activities 
provide sufficient 
confidence that the 
security program is 
operating as expected 
and reaching intended 
goals.

1. Review whether management ascertains assurance through the following:
• Testing and evaluations through a combination of self-assessments, 
penetration tests, vulnerability assessments, and audits with appropriate 
coverage, depth, and independence.
• Alignment of personnel skills and program needs.
• Reporting that is timely, complete, transparent, and relevant to management 
decisions.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ascertain assurance through testing 
and evaluations, reporting, and 
alignment of personnel skills and 
program needs.

Objective 10 Determine whether 
assurance activities 
provide sufficient 
confidence that the 
security program is 
operating as expected 
and reaching intended 
goals.

2. Determine whether management considers the following key testing 
factors when developing and implementing independent tests:
• Scope.
• Personnel.
• Notifications.
• Confidentiality, integrity, and availability of the institution's information.
• Confidentiality of test plans and data.
• Frequency.
• Proxy testing.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
consider key testing factors when 
developing and implementing 
independent tests.

Objective 10 Determine whether 
assurance activities 
provide sufficient 
confidence that the 
security program is 
operating as expected 
and reaching intended 
goals.

3. Determine whether management uses the following types of tests and 
evaluations to determine the effectiveness of the information security 
program. Verify whether management ensures the following are done:
• Periodic self-assessments performed by the organizational unit being 
assessed.
• Penetration tests that subject a system to real-world attacks and identify 
weaknesses.
• Vulnerability assessments that define, identify, and classify the security 
holes found in the system.
• Audits performed by independent internal departments or third parties.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
use periodic self-assessments, 
penetration tests, vulnerability 
assessments, and independent 
autis in order to determine the 
effectiveness of its information 
security program.

Objective 10 Determine whether 
assurance activities 
provide sufficient 
confidence that the 
security program is 
operating as expected 
and reaching intended 
goals.

4. Determine whether management uses independent organizations to test 
aspects of its information security programs.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
use independent entities to test 
aspects of its information security 
programs.

Objective 10 Determine whether 
assurance activities 
provide sufficient 
confidence that the 
security program is 
operating as expected 
and reaching intended 
goals.

5. Determine whether management uses reporting of the results of self-
assessments, penetration tests, vulnerability assessments, and audits to 
support management decision making.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
utilize the reports of the results of 
self-assessments, penetration tests, 
vulnerability assessments, and 
audits to support management 
decision making.

Objective 10 Determine whether 
assurance activities 
provide sufficient 
confidence that the 
security program is 
operating as expected 
and reaching intended 
goals.

6. Determine whether the annual information security report is timely and 
contains adequate information.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
ensure that its annual information 
security report is timely and 
contains adequate information.



Tier and 
Objective 

number
Objective Requirement Objective Procedure and Assessment Criteria Responsible 

Party
Google Control Text (Google Cloud Responsibilities and/or 

Customer Support) Customer Responsibilities

Objective 11 Discuss corrective 
action and communicate 
findings.

1. Review preliminary conclusions with the examiner-in-charge regarding the 
following:
• Violations of laws or regulations.
• Significant issues warranting inclusion as matters requiring attention or 
recommendations in the report of examination.
• The proposed Uniform Rating System for Information Technology 
management component rating and the potential impact of the conclusion on 
the composite or other component IT ratings.
• Potential impact of conclusions on the institution's risk assessment.

Examiner NA (examiner responsibility) NA (examiner responsibility)

Objective 11 Discuss corrective 
action and communicate 
findings.

2. Discuss findings with management and obtain proposed corrective action 
for significant deficiencies.

Customer Please see Customer Responsibilities section. It is the customer's responsibility to 
meet with federal examiner to 
discuss findings and proposed 
corrective action for significant 
deficiencies in the information 
security program.

Objective 11 Discuss corrective 
action and communicate 
findings.

3. Document conclusions in a memo to the examiner-in-charge that provides 
report-ready comments for all relevant sections of the report of examination 
and guidance to future examiners.

Examiner NA (examiner responsibility) NA (examiner responsibility)

Objective 11 Discuss corrective 
action and communicate 
findings.

4. Organize work papers to ensure clear support for significant findings by 
examination objective.

Examiner NA (examiner responsibility) NA (examiner responsibility)


