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Flare-On 11 Challenge 2: checksum
By Chuong Dong (@cPeterr)

Overview

The file checksum. exe is a 64-bit Windows executable. When executed, the sample prompts the user for
an answer to a random number of math problems.

Command Prompt - checksun X + o~

C:\Users\User\Desktop\chechsum>checksum. exe
Check sum: 5914 + 8517 = 1uu31l
Good math!!!

Check sum: 4187 + 3588 =
Good math!!!

Check sum: 6316 + 3113

Figure 1: Program initial execution

If the user answers the question correctly, the program moves on to the next. If the answer is incorrect, the
program simply terminates.
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C:\Users\User\Desktop\checksum>checksum.exe
Check sum: 5914 + 8517 = 14431
Good math!!!

Check sum: 4107 + 3588 =
Good math!!!

Check sum: 6316 + 3113
Try again! ;)

C:\Users\User\Desktop\checksum>|

Figure 2: Program terminating when incorrect input is provided

However, if the user gets through enough questions, the program will display a new prompt asking for a
checksum input.

C:\Users\User\Desktop\checksum>checksum.exe
Check sum: 9750 + 2773 = 12523
Good math!!!

Check sum: 3221
Good math!!!

Check sum:
Good math!!!

Check sum:
Good math!!!

Check sum:
Good math!!!

Check sum:
Good math!!!

Check sum: 69 + 9724 =
Good math!!!

Checksum: aabbccdd
Maybe it's time to analyze the binary! ;)

C:\Users\User\Desktop\checksum>|
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Figure 3: Program prompting for a “checksum” input

FLARE

Nothing is provided to the user at this stage beside the checksum prompt, which might indicate that the
program is expecting a specific hash/checksum. With this, we can safely assume that this is a crackme
challenge that requires the user to reverse engineer the binary to find the correct answer to retrieve the

flag.

Challenge Static Analysis

Upon opening the program in a binary analysis tool such as IDA Pro, we can quickly tell that the program is
written in Golang and compiled with full debug symbols. We can also see that the program only contains 3
non-library functions: main, a, and b. This tells us that the main functionality of the program will be inside
of these three functions, and that the program itself might not be too large or complicated.

@ chacha20poly1305
W golang_org_x_crypto_chacha20poly1305_init .
0 golang_org_x_crypto_chacha20poly1305_se...
W golang_org_x_crypto_chacha20poly1305_ ..
W golang_org_x_crypto_chacha20poly1305_w...
Hl golang_org_x_crypto_chacha20poly1305_w...
m golang_org_x_crypto_chacha20poly1305_ ..
i golang_org_x_crypto_chacha20poly130...
H golang_org_x_crypto_chacha20poly1305_ch... .
@ main
i main_b
i main_a
f main_main
i go_buildid
M type eq_internal_abi_UncommonType
Ml type eq_internal_abi_RegArgs
W type eq_internal_cpu_option
n ' I
M type_ eq_runtime_internal_atomic_Int64
m type_ eq_runtime_internal_atomic_Uint64
ml type_ eq_runtime_internal_sys_NotInHeap

Figure 4: IDA Functions subview showing the program’s Go symbols
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00000000004A1BCO
00000000004A1BEO
00000000004A1CAQD
00000000004A2040
00000000004A2120
00000000004A21A0
00000000004A2660
00000000004A2AEQ

00000000004A76E0
00000000004A77A0
00000000004A7900
0000000000401000
00000000004019C0
0000000000401A00
00000000004029A0
0000000000402A20
0000000000402C80
0000000000402CA0
0000000000402D40

0000001B
000000B2
00000385
000000D8
00000068
000004A5
00000245
00004BE7

000000A9
00000159
000007D0
00000002
00000027
00000039
0000006A
00000245
0000000A
0000000A
00000006

Examining the decompiled code of the program’s entrypoint main function, we can see the functionality to

prompt the user to answer a series of math questions.
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random_number_of_round =
check_sum_input_1 =
for (i =@LL; ; i =v52+1)
{
vd = random_number_of_round + 3;
if ( i = (random_number_of_round + 3) )
break;
v52 = i;
first_number_1 = , 10000uLL);
second_number_1 = , 18000uLL);
first_number = ;
second_number = H
v6 = (first_number_1, 10006LL, . , vid);
*&first_number = & H
*(&first_number + 1) = v6;
vT = (second_number_1, 106060LL, &
*&second_number = & H
*(&second_number + 1) = v7;
v57 = first_number_1 + second_number_1;
(
& :
*& .
"Check sum: %d + %d = ",
21,
&first_number,
2,
2);
*check_sum_input = & H
*&check_sum_input[2] = check_sum_input_1;
v8 = ;
(& . , "%d\n", 3, check_sum_input);
ve = 21;
v1e = (v8, , "Not a valid answer...", 21);
if ( *check_sum_input_1 7 first_number_1 + second_number_1 )

{

(vie);

("Try again! ;)\n", 14);
(v11);

Figure 5: Generating random summation questions

Here, a random number between O and 5 is generated, and the number of questions is derived by adding 3
to that. As a result, there will be randomly 3 to 8 math questions every time the program is run.

The program also generates 2 random numbers between 0 and 10000, prompts the user for an integer
input, and compares the input with the sum of the two generated numbers. This also confirms what we have
seen when running the program in the earlier stage.

After all the math questions are answered correctly, the program moves to prompting the user for a

“checksum” string. It uses the Golang APl hex.Decode to decode the input string, which tells us that the
program only accepts a valid hex string for this prompt.
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checksum_string =
checksum_string—ptr = OLL;
*yT1l = &
*&v71[2] = &
(& , V71, 1, 1);
*checksum_input = & -
*&checksum_input[2] = checksum_string;
vli2 = H
(& . , "%s\n", 3, checksum_input);
(vi2, , "Fail to read checksum input ... ", 30);
checksum_string_ptr = checksum_string—ptr;
V63 = (

&uig,
checksum_string—ptr,

checksum_string—len,
30,
checksum_input);
v50 = ;
decoded_checksum_input_len = (v63, checksum_string_ptr);
if ( decoded_checksum_input_len > v50 )
(
decoded_checksum_input_len,
checksum_string_ptr,
decoded_checksum_input_len);
decoded_checksum_input_len_1 = decoded_checksum_input_len;
(checksum_string_ptr, , "Not a valid checksum...™, 23);
nonce = (& , 24, 24, 23, checksum_string_ptr);

Figure 6: Prompting for a “Checksum” input hex string

We also see the program’s b function is called with what appears to be a debug string as a parameter.
Upon examining the subroutine closer in IDA, it can be confirmed that this b function simply prints the

debug string before exiting with the status code @xDEADBEEF.

inteéd4 __golang main_b(__inté4 result, int a2, int debug_string, int ad)

{
// [COLLAPSED LOCAL DECLARATIONS. PRESS NUMPAD "+" TO EXPAND]

if ( result )
{

debug_string_1[0]
debug_string_1[1] (debug_string, ad, debug_string, ad);
(& , *& , debug_string_1, 1, 1);
return (OxDEADBEEF) ;

}

return result;

}
Figure 7: Printing error message

In the next part of the code in main, we can see that the program allocates a slice buffer of 24 bytes in

memory and copies the first 24 bytes of the hex-decoded input into it.
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data_buffer = (& , 24);
decoded_checksum_input_len_2 = decoded_checksum_input_len_1;
decoded_checksum_input = v63;

for ( j = OLL; decoded_checksum_input_len_2 > j & j = 24; +Hj )

{

¥

if ( j = ex18 )

(3, 24LL, 24LL, 23LL);

data_buffer[j] = decoded_checksum_input[j];

Figure 8: Populating a 24-byte buffer with the hex-decoded user input

Next, the program checks if the length of the decoded input is 32 bytes and throws the error
“chacha206poly1305: bad key length” if the check fails.

This part of code appears to be from the Golang chacha20poly1305 library. It indicates that the
“checksum” input is a 32-byte hex string that will be used as a ChaCha20-Poly1305 key.

decrypted_flag_data.cap = data_buffer;
if ( decoded_checksum_input_len_2 == 32 )

{

I

p_chacha20poly1305_xchacha2@polyl365 =

if ( p_chacha2@poly1365_xchacha28polyl385 = v63 )

{
veld = p_chacha20polyl1305_xchacha20polyl305;

(p_chacha20poly1305_xchacha2@poly1305, v63, 32LL, 23LL, decoded_checksum_input);

p_chacha2@polyl305_xchacha20polyl305 = v6l;

H

v22

v23 OLL;

chacha2@polyl305_cipher = p_chacha20polyl305_xchacha2@polyl305;

(v25) = 0;

else

{

*&v69[2] = 32LL;

*v69 = "chacha20polyl305: bad key length";
v22 = OLL;

v23 = & H
chacha20polyl305_cipher = OLL;

v25 = v69;

Figure 9: Decompiled code setting up ChaCha20-Poly1305 context

Looking a bit deeper into the library’s documentation, we see that the crypto algorithm'’s key size must be
32-bytes with 2 different nonce sizes. The 12-byte nonce is used for the standard ChaCha20-Poly1305
variant, while the 24-byte nonce is used for the XChaCha20-Poly1305 algorithm.

From this, it is a valid assumption that the 24-byte slice buffer allocated in Figure 8 will be used as the
nonce for the program to encrypt/decrypt with XChaCha20-Poly1305.
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pkg.go.dev,

chacha20poly1305 ' package

Constants

const (
If K ize is the size of the key used by this AEAD, in bytes.
KeySize = 32

// NonceSize is the size of the nonce used with the standard variant of this
' AEAD, in bytes.

{ Note that this is too short to be safely generated at random if the same
s reused more than 232 times.

NonceSize = 12

e size of the nonce used with the XChaCha2e-Poly
AEAD, in by

overhead = 16

Figure 10: Nonce sizes in ChaCha20-Poly1305 library documentation

In the next part, we see that the program is calling a function in the chacha20poly1305 library, passing in
a data buffer with the name main_encryptedFlagData along with its size of 181548 bytes. This size is
stored in memory at address 0x59A4F8. The 24-byte nonce buffer is also passed as a parameter.

Without doing more digging, we can make another educated guess that the program is calling a function to
decrypt the encrypted flag data using XChaCha20-Poly1305 with the key and nonce from the checksum
input.

00000000AOLATDEB mov rdx, cs:main_encryptedFlagData
00000000RAUATDT2 mov rsi, cs:qword_59AUF8
000000000OULATDT9 mov r8, cs:qword_59A500
00000000EOUATDE® mov r9, [rsp+ +go_1i
00000000004ATDES mov r9, [r9+20h]
000000000OUATDEC mov [rsp+ r_2
0000000EEOUATD90 mov [rsp+
00000000004A7D95 mov [rsp+
0000000000UATD9A movups [rsp+
00000000004ATDAG mov [rsp+
000000OBEOUATDA9 mov rax, [rsp+
0000000000UATDBL xor ebx, ebx
00000000EOUATDB3 xor ecx, ecx
0000000000LATDB5 mov rdi, rcx
00000000AOUATDB8 mov rsi, qword ptr [rsp+
0000000EEOUATDCO mov rad,
00000000004A7DC6 mov rdx, r9
00000000EOUATDCY mov r9, r8
00000000004ATDCC call rdx
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Figure 11: Decrypting flag data with XChaCha20-Poly1305

After the decryption finishes successfully, the program calculates the SHA256 checksum of the decrypted
data.

.ptr = *& H

.len = *decrypted_flag_data_len;

.cap = *decrypted_flag_data_cap;
(&v61,

.ptr = OLL;

.len = OLL;

= OLL;
= (&vel, *(& - 2));

ptr = .ptr;

ve5 = v30;

vE7 = 2 % o

decrypted_flag_SHA256_hash_len =

Figure 12: Generating the SHA256 hash of the decrypted data

Finally, the program compares the user’s input for the “checksum” prompt with the SHA256 checksum of
the decrypted flag data.

If they do not match, the program prints “Maybe it’'s time to analyze the binary! ;)” and
terminates.

if ( decrypted_flag_SHA256_hash_len_1 == checksum_string—len )
{
decrypted_flag_SHA256_hash_len_1 = checksum_string—ptr;
if ( (decrypted_flag_SHA256_hash_string, checksum_string—ptr) )
{
decrypted_flag_SHA256_hash_len_1 = checksum_string—len;
vd2 = (checksum_string—ptr, decrypted_flag_SHA256_hash_len_1);
}
else
{
vd2 = 0;
}
}
else
{
vi2 = 0;
}
if ( tvu2 )
{
v70[0] = &

P
v70[1] = & P
decrypted_flag_SHA256_hash_len_1 = #*&
(v29) = 1;
(& . . V70, 1, 1);

Figure 13: Checking if the user’s input is the SHA256 hash of the decrypted flag
This tells us that the user’s input must be the SHA256 hash of the decrypted flag data, and that the SHA256

checksum is used as the 32-byte XChaCha20-Poly1305 key to decrypt the flag. We should also note that the
first 24 bytes of the SHA256 checksum is also used as the nonce in the algorithm.
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However, knowing this is not enough to recover and decrypt the flag. We would need the decrypted data to
get its SHA256 hash, but we can not get the decrypted data without having the checksum to use as the key.

Fortunately, there is also a second condition where the program is calling the function a and checking for
the return value. When calling the function below, the program passes in the decrypted data’s SHA256
checksum with its length as the parameters.

__int6ld __golang main_a(_BYTE #*checksum_string, __int64 checksum_string_len)

{
// [COLLAPSED LOCAL DECLARATIONS. PRESS NUMPAD "+" TO EXPAND]

if ( !checksum_string )
checksum_string = & H
checksum_string_1 = checksum_string;
XOR_encoded_checksum_string_1 = , checksum_string_len, checksum_string_len);
checksum_string_2 = checksum_string_1;
for ( i = OLL; checksum_string_len > i; +i )
{
XOR_encoded_checksum_string = XOR_encoded_checksum_string_1;
v7 = checksum_string_2;
v8 = i - 11 * (((i * Ox5D1745D17U45D17U6LL) >> 64) >> 2);
v9 = checksum_string_2[i];
if ( v8 = 0xB )

(v8, i, 11LL, v7, XOR_encoded_checksum_string);
XOR_encoded_checksum_string[i] = [v8] * v9;
XOR_encoded_checksum_string_1 = XOR_encoded_checksum_string;
checksum_string_2 = v7;

Figure 14: XOR-ing the SHA256 hash with “FlareOn2024"

In this subroutine a, the program compares the SHA256 checksum to ensure that the data is decrypted
properly. First, it converts the SHA256 checksum string into a slice of bytes and XOR-encodes that with the
XOR key “FlareOn2024".

Then, the XOR-encoded result is Base64-encoded and compared to the string

“cQoFRQErX1YAVw1zVQdFUSxfAQNRBXUNAxBSe15QCVRVJ1pQEwd /WFBUALIE1CFBFUnlaB1ULByRdBEFd
fVtWVA==".
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XOR_encoded_checksum_string;
XOR_encoded_checksum_string;
checksum_string_len_1;

I
XOR_encoded_checksum_string,
checksum_string_len_1);

vig[e] = & c

vig[1] = (viz, vie, , vil);
¢ , *& , vig, 1, 1);

Base64_XOR_encoded_checksum_string =

if ( v17 == 88 )
return C
Base6Ud_XOR_encoded_checksum_string,
"cQoFRQErX wlzVQdFUSxFAQNRBXUNAXBSel5QCVRVI1pQEwNd /WFBUALELCFBFUn1aBlULByRABEFdFVtWVA
else
return OLL;

Figure 15: Checking the SHA256 hash to make sure the flag is decrypted properly

Since both Base64 and XOR encodings are reversible, the correct SHA256 hash can be derived by
Base64-decoding the string
“cQoFRQErX1YAVw1zVQdFUSxfAQNRBXUNAXxBSe15QCVRVJ1pQEwd/WFBUA1E1CFBFUnlaB1ULByRdBEFd
fVtWVA==" and XOR-decoding the result with the key “Flare0On2024".

This can quickly be done in CyberChef, which results in the original SHA256 hash
“7fd7dd1d0e959f74c133c13abb740b9faa61ab06bdBecd177645e93b1e3825dd”.

Version 10.5.2 - Sponsered by DEF24.com Last build: A year ago - Version 10 is here! Read about the new features ... Options & About /Support @)
Operations Recipe B [ ] i Input + O El i =
|cQoFRQErX1YAVW12VQdFUSXFAQNRBXUNAXBSE 15QCVRYI1pQEwd / WFBUALELCFBFUNLaB1ULBYRABEFAFVTVA==
xor From Base64
XOR Alphabet .
A-Za-2z0-9+/=
XOR Brute Force
~ Remove non-alphabet chars D Strict mode
XKCD Random Number
Hex to Object Identifier e
Unicode Text Format Kev Scheme
FlareOn2024 VRS Standard
Text Encoding Brute Force
0 88 =1 Tr faw Bytes & LF
Lorenz Null preserving
Output a |_|:| m o
Magic
7fd7dd1dee959f74c133c13abb740bof aa61abesbdeecd177645e93b123825dd
Favourites w
Data format
Encryption / Encoding
Public Key
Arithmetic / Logic
Networking
STEP i
- Auto Bake
Language (D 1ms T Raw Bytes = LF

Figure 16: Retrieving the correct SHA256 hash using CyberChef
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Retrieving the Flag
As the correct checksum has been recovered through static analysis in our binary analysis tool, we can

provide the correct hash when prompted.

PS C:\Users\User\Desktop\checksum> .\checksum.exe
Check sum: 7125 + 5382 = 12587
Good math!!!

Check sum: 8855 + 823 = 8878
Good math!!!

Check sum: 3193 + 2077

Good math!!!

Check sum: 6622 + 9098
Good math!!!

Checksum: 7¥d7dd1d8e959F7Ucl33cl3abb7U8b9¥faablabbbbdBecdlT76U5e93b1e3825dd
Noice!!
PS C:\Users\User\Desktop\checksum> |

Figure 17: Providing the correct checksum input to the program

When the correct input is provided, nothing much happens. The program simply prints the message
“Noice!!"” before terminating. With this, additional analysis must be performed to find the challenge flag.

In the final part of the program’s main function, the malware calls the APl os.UserCacheDir to retrieve the
default root directory that stores user-specific cached data. On Windows, this path is the
%LocalAppData% path. The program then proceeds to write the decrypted data content to the file
REAL_FLAREON_FLAG. JPG in the %LocalAppData% folder.
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APPDATA_PATH_1 = Q:
*y56 = v2;

(vu3, , "Fail to get path...", 19);
APPDATA_PATH = APPDATA_PATH_1;
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vis = (0, APPDATA_PATH_1, v56[@], "\\REAL_FLAREON_FLAG.JPG", 22);

vie = (

APPDATA_PATH,

decrypted_flag_data_len[@],
decrypted_flag_data_cap[e],

420);
(v46, APPDATA_PATH, "Fail to write file...", 21);
v6o[e] = & ;

v69[1] = & '
&

, V69, 1, 1);

Figure 18: Writing the flag file to disk

Beside reading the decompiled Golang code, the flag’s location can also be retrieved by setting up

ProcMon and monitoring the program’s file operations.

¥ Process Monitor Filter %
Display entries matching these conditions:

Architecture w s w ~ | then Include e

Reset Add Remove

Column Relation Value Action

B Process Name is checksum.exe Include

8 & Operation is WiriteFile Include

B¢ Process Name is Procmon.exe Exclude

BQProcess Name is Procexp.exe Exclude

B¢ Process Name is Autoruns.exe Exclude

B¢ Process Name is Procmon64.exe Exclude

B & Process Name is Procexp64.exe Exclude

BQProcess Name is System Exclude

8¢ Operation bedins ... IRP MJ Exclude

Cancel Apphy

Figure 19: ProcMon filter to find the flag’s destination

B Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Tools Options Help
PRIFECIVYOI &I £QNHAE2EH

Time of Day Process Name PID Operation Path

Result Detail

7:49:21.2579463 AM ®ichecksum.exe 13184 mWriteFile C:\Users\User\AppData\Local\REAL FLAREON_FLAG.JPG

SUCCESS Offset: 0, Length: 181,532, Priority: Normal \
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Figure 20: ProcMon view showing where the flag is written

Below is the image REAL_FLAREON_FLAG. JPG in the %LocalAppData% directory, which gives us the flag
of Th3_M4tH_Do_b3_mAth1ng@flare-on.com.

Th3_M4tH_Do_b3_mAth1ng@flare-on.com

Figure 21: The challenge’s flag

Final Flag

Unset
Th3_M4tH_Do_b3_mAthing@flare-on.com
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