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7. UTDOavw r&EaE—L. Cloud Shell #—2F )L TETLTFa—r)7ILEF
<

cd ~; git clone https://github.com/GoogleCloudPlatform/gcp-getting-started-lab-jp

cd gcp-getting-started-lab-jp/pfe-adv-sep
teachme tutorial.md
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cd /$HOME/gcp-getting-started-lab-jp/pfe-adv-sep

2. Fa—k)T7ILERFL

teachme tutorial.md

3. RTvT 4/9 M “$%E: Cloud Shell DEHFEMNBRUINTLES2ESIE 7 FTTHEH
FIE 3, 4%ETI5



Cloud Shell ~D & &

CLOUD SHELL

H—ZF) @ (glowing-palace-398423) X + ~

Google Cloud Shell ND#EHiA KD E U o

(glowing-palace-398423)$ gcloud

d (glowing-palace-398423)$ gcloud

(glowing-palace-398423)$ gcloud
Waltlng for Feature Serv1ce Mesh to be created...done.
> ed (glowxng palace-398423)$ gcloud

.done.
(glowing-palace-398423)$ gcloud
EXTERNAL ID: 7274869e-70cf-4a38-b534-75a9929%e1b32
asia-northeastl

ed (glowing-palace-398423)$ gcloud
.done.

container

container

container

container

container

container

2 IF49%RL 8 B QO B X

clusters get-credentials ${CLUSTER NAMEl} --region ${REGION1}

memberships register ${CL 5] -gke-cluster ${REGION1}/${CLUSTER NAME1} enable-workload-identity
mesh enable

memberships register ${CL | -gke-cluster ${REGION1}/${CLUSTER NAME1} enable-workload-identity

memberships list --project ${PROJECT_ ID}

clusters update ${CLUSTER _NAMEl} --region ${REGION1} --update-labels mesh_id=proj-${PROJECT NUM}

Updated [https://container.googleapis.com/vl/projects/glowing-palace-398423/zones/asia-northeastl/clusters/gke-tokyo].
To inspect the contents of your cluster, go to: https://console.cloud.google.com/kubernetes/workload /gcloud/asia-northeastl/gke-tokyo?project=glowing-palace-398423
admin_@cloudshell:~/ap v | i d (glowing-palace-398423)$ gcloud container fleet mesh update --management automatic --memberships ${CLUSTER NAME1} project ${PROJECT_ID} --location ${REGION1

}
Waiting for Feature Service Mesh to be updated...done.
admin_@cloudshell: pdev ! / nced (glonxng palace-398423)$
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Cloud Build
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Cloud Deploy
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TIRARDREE “4—7ub,
FH—F YN, ESVSIBFTEST

# 1TS54

apiVersion: cloudDeploy/betal
kind: delivery-pipeline

name: <name>

description: <description>

serialPipeline:
stages:
- targetld: <id>
profiles:
- <skaffold profile(s)>

- targetId: <id>
Profiles:
- <skaffold profile(s)>

TOA4TE30E “INATSA4" ELTESE

# B—7v bk

ERAD

apiVersion: cloudDeploy/betal
kind: target

name: <name>

delivery-pipeline: <parent>

description: <description>

gkeCluster:
project: <project name>

cluster: <cluster name>

location: <location>

=7k
=7k
=k
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Cloud Deploy TT7BA9 5FETODHi Step 1/ 6

skaffold Z{EL\, [ERIZARvE YO—K & F/\wy TO—hHILEHZ

__I A—NILERRIRE

o

SKAFFOLD

RHEE

S git clone git@github.com:your-org/your-prj

S skaffold dev

Skaffold https://skaffold.dev/



Cloud Deploy TT7BA9 5FETHHih Step 2/ 6

feature 752 F~ push, PR Z1EY . BEITAMERLEHICO—RLEL—{KEE

D &

RFE feature 75F FAKE LR

S git push




Cloud Deploy TT7BA T 5FETDHit Step 3/6

PR ARSI, O—FH main TS FAI—I3NT=5
HETa>T7F% build & push. Cloud Deploy IZ))—RX% & #F &, AHREBEEAO—ILT Ik

7 ‘ ‘ BRI
[ ”’: Google Cloud ~

LEa7 main 72 F TAREILR 1)) — R #E{E A—)LT7Ik

S gcloud deploy releases create <release-name> \

--delivery-pipeline <pipeline-name> \
--image=<image-name>:.digest
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FRERETO (B8 TAMEREGZITNIE( Pub/Sub BHOK)HHEEIT)
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e
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Google Cloud s

S gcloud deploy releases promote \

--delivery-pipeline <pipeline-name> \
--release <release-name>




Cloud Deploy TT7RA T 5FETDHit Step 5/6
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S gcloud deploy rollouts approve <rollout-name> \

--delivery-pipeline <pipeline-name>
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Cloud Deploy TT7RAT 5FETDHitL Step 6/6

ABEREMNSAOHADTREENBHMEIN=5, BERIOU)—R%F OA—)L/\yY

EEHREN
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S gcloud deploy targets rollback <target-name> \

--delivery-pipeline <pipeline-name> \
--release <release-name>
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Google Kubernetes Engine (GKE)
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metadata:
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names:
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kind: GCPStorageLocationConstraintV1
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enforcementAction: deny
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Insight

This cluster will not be scheduled for an automatic upgrade to v1.22, the next minor version, because your API clients have

SEROTAF— N—arTHIRENS .
=7 1 0) 7 / \ / 3 -/ —C I a5 used APIs in the last 30 days that are removed in this version. Once the cluster reaches its end of life on v1.21, it could then

be automatically upgraded to v1.22, but upgrading the cluster before it has been migrated to updated APIs could cause it to

Kubernetes APl R MITAATHERASINTLY break. Learn more
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Configure maintenance exclusions to specify when you don't want automated version
upgrades of the control plane and nodes to occur. This can help prevent disruption to
your workloads during specific times, such as during peak hours or outside of working
hours. Learn more

To specify times when routine, non-emergency maintenance won't happen, set
maintenance exclusions on your cluster. Normally, routine Kubernetes Engine
maintenance may run at any time on your cluster. Learn more
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Control plane Node pools
Scope VM disruption VM disruption
Minor upgrade  Patch upgrade  due to GKE Minor upgrade  Patch upgrade  due to GKE
maintenance maintenance
No upgrades (default) No No No No No No
No minor upgrades No Yes Yes No Yes Yes
No minor or node upgrades  No Yes Yes No No No
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Google

Fleet Testing

testing-cluster-1

Fleet Staging

wf. Kubernetes Engine _Q__)
Release Channel

staging-cluster-1

testing-cluster-2

staging-cluster-2

Fleet Production

prod-cluster-1

prod-cluster-2

Google Cloud
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{£E D Pub/Sub FrEYZIZXTL .
TyT T L—R M HEICET @ MAYE—UF % E

https://cloud.google.com/kubernetes-engine/docs/concepts/cluster-notifications#notification-types

SecurityBulletinEvent
DIAZHEEDH AT L REHRZ EA
UpgradeAvailableEvent

HN—2a DR ARTREIC o =B [ @ AN
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UpgradeEvent

7o L—RhFIRENHEBH (BEE). FEMHT)

New master version "1.19.9-gke.1400" is available for upgrade in the RAPID channel.
cluster_location: asia-northeast2
cluster_name: rapid-autopilot-an2
payload: {"version":"1.19.9-gke.1400", "resourceType":"MASTER", "releaseChannel":{"channel":"RAPID"}}
project_id: 605899591260
type_url: type.googleapis.com/google.container.vlbetal.UpgradeAvailableEvent

New master version "1.18.16-gke.2100" is available for upgrade in the REGULAR channel.
cluster_location: asia-northeast2
cluster_name: regular-autopilot-an2
payload: {"version":"1.18.16-gke.2100", "resourceType":"MASTER", "releaseChannel":{"channel":"REGULAR"}}
project_id: 605899591260
type_url: type.googleapis.com/google.container.vlbetal.UpgradeAvailableEvent

New node version "1.18.17-gke.1200" is available for upgrade.
cluster_location: asia-northeast2
cluster_name: static-standard-an2
payload: {"version":"1.18.17-gke.1200", "resourceType":"NODE_POOL", "resource":"projects/kzs-sandbox/locati
project_id: 605899591260
type_url: type.googleapis.com/google.container.vlbetal.UpgradeAvailableEvent

New master version "1.18.16-gke.2100" is available for upgrade in the STABLE channel.
cluster_location: asia-northeast2
cluster_name: stable-standard-an2
payload: {"version":"1.18.16-gke.2100", "resourceType":"MASTER", "releaseChannel":{"channel":"STABLE"}}
project_id: 605899591260
type_url: type.googleapis.com/google.container.vlbetal.UpgradeAvailableEvent

Google Cloud


https://cloud.google.com/kubernetes-engine/docs/concepts/cluster-notifications#notification-types
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Workload Identity Federation for GKE
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Kubernetes RBAC

Cloud Storage Kubernetes Cluster A
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Kubernetes BIBIZEBOERLLIRY

Google Cloud

VPC

g GKE Nodes g GKE Nodes
FoTTTTTTTTTTTTS FC o TTTTTTTTTTTS
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: Containers : : Containers :
1 L 1 1 1
i Coxtainer i i Container i
i Runtime : i Runtime :
1 v 1 1 1
1 1 1 1
1 1 1 1
| Node OS ' | Node OS '
1 1 1 1
1 1 1 1
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Enft), DB/IRARNL—DIZTIEREN
WEMLERLTLESYRY

Google VPC

.’, Artifact
o7 | Registry

Control

*’\ Plane

f

/]

Cloud Build

|

0 git URS MY

: Cloud Storage




GKE 5 R2DF /Rl

AT T ORBEFICKYRAZHFLTLES-HEL, BUGHERRE CIRE
DHEITICETREBHERE/NSKT HEN AR

Ff=. /—FLARILTOEFX 1) TR PMEE54 Kubernetes SR E&#EITH &

TIAVTFH IRT—TDIVRIEBBTES {@“}:;"_
. EOLEEHE N &
—

o IRIEDHH. /MERDTE
o HIL—TEHTOH IAM 1> RBAC DEXTE
o [fg987%; Kubernetes BXFED#H /RH1E
o MHRRXFrr R —DHERK
o /—FLRLTOEX21UT13E(E
o RAROS.IVTF FUBRAL LNILTOEFUT1581E



IAM 2K 5B UN/ZEB R DERTE

Google Cloud Tl IAM O t#H TE)Y—RIZHT
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AFEIRETOD Google Kubernetes Engine M # 1
https://cloud.google.com/architecture/prep-kubernetes-engine-for-prod
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IAM & Kubernetes RBAC
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Kubernetes RBAC

Resource Role Role Binding User

pod-reader pod-reader

Node
get  pm ode-pod-reade ode-pod-reade
list gl Service

Account




Kubernetes RBAC

S cat blue-binding.yaml

kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1betaT
metadata:

name: blue-dev-binding

namespace: blue
subjects:

- kind: User

name: blue-team-dev@kube-pw.iam.gsa.com

roleRef:

kind: ClusterRole

name: admin

apiGroup: rbac.authorization.k8s.1io



Google Groups for RBAC

Google 7 JL—7I1Zxt9 % RBAC DEREEHHR—
TI—TIZH L THERZEIVETHILITEKY . A—F—T7hO U MER DR EENFE(C
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EIZEEMN D

Google
Users .
Group @ Kubernetes RBAC

Kubernetes Cluster A

Namespace A
Role
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§p || Artifact
i’ii’! Registry

GKE /—F®DTI74ILk H—E X 7HA 2k (Compute Engine M
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- roles/logging.logWriter

77°|J/7._¢/3> POd 75\6% GOOgle CIOUd ,\o)_U__t*‘X,\o)T : roles/mon;tor;ng.mgtricWriter

roles/monitoring.viewer
- roles/stackdriver.resourceMetadata.writer
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Network Policy 2k &Ry kT —2 LA )L TO 1

e Network Policy IZ&Y ., GKE 95 X2ANDEEE YT —
9 LR JLTHIE

e Namespace A TDORS T4y oHlH#HIL. BERILGLELLEE
EDOHLHBETEKILHLD

e GKE Enteprise Tl& Namespace EfiI T4 <. GKE Cluster
£{KIZE AT 5 Cluster-wide Network Policy 34 7R—k

3 U754 PR il

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: deny-all

namespace: tenant-a
spec:

podSelector:

matchLabels:

ingress:

- from:
- podSelector: {}

Google Cloud
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= GoogleCloud [ 3+ nesrasgrokeder ~ | ‘Search (/) for resources, docs, products, and more: Q search =1

> n - . = Qo : @
'7 _7 a— |~ 0) *ﬁ E‘Z% E @] E"] ‘ &Z:F'VJ L/ N Ku bernetes QKXF @) KubemetesEngine  GKE Security Posture rerncsn ’ 0 sevo resvance

FSHTFARITRO TGN RERBYRIM BT —HO— = T

Resource Management N

t ® Concerns @ Types @ Clusters @ Workloads @

% orkncs e iy
g Teams 76 76 4 2
concems cocans

A& servcessingress cues Wokiads
> W~ > - s See all concerns -
FKRINT-FEEEIEIL Cloud Console # vy ariR—F+% Cloud =
@ Storage Workload configuration Workload 0S vulnerability Relevant security bulletins @

Logglng oo 7\I>|~| J—h EEEE\ o JF'I\E D e _ || pmave—e- || mm—

®  Backup forGKE

° > T °

Severlty Category Viorkloads affected. Severity Category Worklosds affected ‘Affects: Node pools
3§ kR @ Podcontainer allows privilege escalation 2 B CVE202237434 for 2ib/1.2 1143 (alpine) 1
@ Securty Posture : - a ‘/fl 02208013 for expal/2 2.9+ 1 @ High | GCP-2022-025 cos | Patches available
| X . B Podcontainerisalowed o un s oot 2 lpine) e e
. & Coly @  Podmounts host file or directory 1 B CVE202225236 for expat2291 a 1 Cluster affected
B Poley
o Advanced vulnerability @ Policy Compliance £2 Settings
- RRAMDR—LAR—ZADHEF P sy 0
A

N~ = ey Pod Socurty Sandrcs Sasdine 2022 @ VIEW VIOLATIONS o>
# j— Workoad vulnrabilty scanrin
= !r’ *E : o 7 o) *IJ % EXAMPLE INSIGHTS Yacamina @

2017 (28.57%) clustes enabled for 05 scanning

rm 7 SeLECT CLusTERS

- runAsNonRoot AE T TLVELY e e T

- HERFBHNEEEIZGEOTLNS

B ReleaseNotes

ENABLE POLICY CONTROLLER /' SELECT CLusTERS




Policy Controller D724 )Lk RUL— S4TS1)

o 65+ FIFITTL—bk 54T S A Policy Controller DT 74 L TAV AR—IL
e SA4TJZYIX Policy Controller F—AIZKYERICATFH R . kSN 5

o “Ia

Pod <& BHHEMETTF HSA4TUR | H—E RBTO =DM NY—E RBA
DEFEHC AE TLS B £ ALEENTNBIEEER
IRNEED =8 BB BILERELT BH—EZAD HSRBY—EZAD
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Fl#7>TL—k 54735 | Anthos Config Management
https://cloud.google.com/anthos-config-management/docs/reference/constraint-template-library



https://cloud.google.com/anthos-config-management/docs/reference/constraint-template-library

FEYNEEREDERH /BhE

apiVersion: vi

kind: Pod

metadata:

annotations:
sidecar.istio.io/inject: "false"

name: no-sidecar-pod

Policy Controller [Z&Hl# D& A%l

'H-’erJ_b{ injection énab\:&':;u, Istio GKE Cluster | ——
I ASM wt#luj—-‘ 7RU :/_75{, {'rl {Z'éh% Tgﬂ-_n_s_ istio-injection: enabled~Y¢/
ZEERC ———

injection INJLEERET B

@ Service A i
- K8sRequiredLabels T © no-sidecar
- %% FE® Namespace [CH A KH— QO Envoy

@ mTLS * Authorization

Policy
* e [AsmSidecarInjection]
parameters:
strictnessLevel: High

- Ay alNd Pod A Istio 7AXS YA
FA—DBEAZTNA/INRTBHEFENE

[K8sRequiredLabels]
parameters:
labels:
- allowedRegex: enabled
key: istio-injection

EKS

- AsmSidecarlnjection |

__________________________




GKE Sandbox

gVisor (B =73 user-space kernel) [2& 551 Isolation [Z&Y)
EBETELOI—IA—FMSRRAM—R L EREE

Sandbox Sandbox
Container MM syscall 1> 4%—+t kL,
Untrusted workload Trusted workload
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https://gvisor.dev/

Container-Optimized OS (COS)
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GKE Autopilot @ A

Secure
by default
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Autopilot - Node LRIILDEFx1)T43E

WEEN/—FDT RNV T EELEREZREM - IHEHE TE.

Shiclded Nodes e R Y YA I Y-

Container AU TFRITICKRBIESNI=EX21T /BEEL OS
0[Pl Lo COS ZFIFAT B EITEY ., PAVIH—TTREINET BT EMATEEIC
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Autopilot - Pod LR LD T3 K

PREDLEEN g0 TS ORTEBIEL. KE /BAIZES Node ~DFHERURSEEHR

M AT EELS Linux Capability % iR
wi LA (NET_ADMIN %, —515M 01 FI AT BEIS T 3 )

Host Options hostNetwork D FIAAA] . hostPath & /var/log/ B2 T M & &5 1]

Security Profiles 27T Pod IZ RuntimeDefault @ seccomp 7AZ7A/ /LA EHAIND

! - kube-system ENEE I 1= Namespace N')Y—X* Node, PV ZEIZHxT 5
Mutating Admission
Webhook Mutating Webhook [CkBZEEZE1E3 5

Google Cloud



GKE Warden

Object

Mutating Schama >l Validating
admission

SA— Validation

GKE Autopilot D& BHIWEERT 2@ om0 {;u;m:;:::

Admission Webhook

Persisted
to etcd

Webhook || Webhook

- T T
1
=
g !
|

S linkerd install | kubectl apply -f -
Error from server (GKE Warden constraints violations): error when creating "STDIN":

admission webhook "warden-validating.common-webhooks.networking.gke.io" denied the request:
GKE Warden rejected the request because it violates one or more constraints.

Violations details: {"[denied by autogke-default-linux-capabilities]":["linux capability
"NET_ADMIN' on container 'linkerd-init' not allowed; Autopilot only allows the capabilities:
"AUDIT_WRITE, CHOWN, DAC_OVERRIDE, FOWNER, FSETID, KILL, MKNOD,NET_BIND_SERVICE,NET_RAW, SETFCAP, SE
TGID, SETPCAP, SETUID, SYS_CHROOT, SYS_PTRACE'."]}

Requested by user: '<>@gmail.com', groups: 'system:authenticated'.
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REGCERORA

GKE Threat Detection Public Preview

GKE Audit Log #£I(Z. GKE VSR 2 LD ERZHRH
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Security Command Center: Container Threat Detection

RITPIRTLADRBERH
o KBHEBEELIRA

o HBHOKEIIXLTIIHmEEFET) YL
o Added Binary Executed
o New Library Linked
o Reverse Shell ..

e Google Cloud H—EXEDHEE
o tXaUFsav KRt A—|ZHBRERR https://cloud.google.com/security-command-center/docs/
. . concepts-container-threat-detection-overview?hl=ja
o KIEAAK I Operations ~



https://cloud.google.com/security-command-center/docs/concepts-container-threat-detection-overview?hl=ja
https://cloud.google.com/security-command-center/docs/concepts-container-threat-detection-overview?hl=ja
https://cloud.google.com/security-command-center?hl=ja
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Security Command Center: Container Threat Detection

Container Threat Detection X DR HBEE / HHY—

L BEY APl THR 4

o EMEFIR(COSOHAR—ILEDS 21— ILICEATHEE)ZEUN Node
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Command Cloud Logging
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*LSM: LInux Security Module: Linux Kernel ~MDZE B % +& %0
*KTD: Container Threat Detection
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NIAXFY  FEYERED Pod DA
FEENERED Pod ZTFOAL. GKE Security Posture #E TR TEZLEHR

Google Cloud

my-project

A GKE ¥5R4%

apiVersion: vi1
kind: Pod
name: bad-pod
spec:
volumes:
- name: host-fs
hostPath:
path: /




NV XA : Policy Controller [C&AFELEBRENDILTF TTAADRSLE
T7AA%RIET S

HSRE2EITEFaUTs H—FL—LERELFBEYLEEDILTT

Google Cloud

my-project

A GKE ¥5R4%

1l

00

apiVersion: vi1
kind: Pod
name: bad-pod
spec:
volumes:
- name: host-fs
hostPath:
path: /

00

[K8sPSPHostFilesystem]
parameters:
allowedHostPaths:
- pathPrefix: /foo
readOnly: true

‘0)3
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FIVr—ay Tech Acceleration Program (TAP)
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Platform Engineering
Jumpstart

Google Kubernetes Engine (GKE) Z~—XI[ZL7=
REEM®TT SN I+—LDTORATHEE% Google
Cloud DTV =7HHYR—FFT,

FARERIT TSV I+ —LEEBETHILITEST,
Developer Experience (DevEx) EBAF A E D A _EAY
RAENFT,

AD—4H 3y T%&EL T, Kubernetes D EEMNSEEE
TSI I —LDRE - BEFEICOVTHREE
BIEMTEFET,

FIAFTENTOS Fk:GKE, Cloud Run, Cloud SQL,
Service Mesh, Cloud Build, Cloud Deploy %

Typically 2-3 days
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Day O
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JarAEV T IZMIF T
BLELEDBFLYDDISUR
J7—

Customer Engineer [2&%
GKE %> CI/CD, Operations
TOS DR BEEDIIE
£ A

Day 2

Design & Architecting
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Day 3

Develop Prototype
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