
1st Party Data Tool Tightlock: Activate your 1st Party Data Simple and Secure
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Hack-a-Tech

What is the Hack-a-Tech Series? 

● Hands on tech sessions

● Designed by and for engineers & data scientists

● For EMEA partners

● Innovative & Scalable solutions
Sarai

Privacy Solution 
Engineer

Katerina
Customer Solution 

Engineer

Floris
Partner Engagement 

Manager

Introduce yourself in the chat

Name, Company, Function and Summer holiday destination
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Hack-a-Tech Breakouts Team
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Today’s Agenda

1PD LandscapeEveryone 
Here?

Tightlock 
Overview 

Breakout

Breakout

Breakout

Q&A, Next 
Steps, Wrap up

Welcome

RoadmapLet’s 
Deploy

 Break 12:15

10:30 CET

13:00

11:05

12:25

Recap & 
Use Cases 
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Housekeeping

Please double check you are on mute and 
please keep camera on if possible

If you have questions, please use chat

Have Fun



1PD Landscape
Katerina



What is First-Party Data?



Why is 1PD important?



Why are they important?

Users get personalization as a 
“standard of service”

Reach new consumers effectively & 
increase retargeting capabilities

2x incremental revenue from a single 
ad placement & 1.5x improved cost 

efficiency

Source: 1BCG 2019 Study



Challenges of First-Party Data 



Clear NeedsProcess Challenges

Challenges of First-Party Data 

Data Challenges



Automation
Automation ensures 
activating űrst-party data is 
still relevant and timely to 
recent impressions or 
activities.

First-Party Data Landscape

Simplicity
Helping clients identify their 
űrst party data, and easily 
connecting it to the relevant 
Google advertising  features is 
key.

 

1 2

Two steps to detangle the web of 1PD:



Tightlock Overview
Sarai
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The Solution - Tightlock

                                 Tightlock
                   1PD Scheduler
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Tightlock - Reduce 1PD Complexity



Proprietary + Confidential

Tightlock - A Workspace for Each Client



What Do Clients Need to Start Using Tightlock

Collecting and preparing the first party data to send is important. Then the client also needs to make sure 
they have the credentials and access rights to the resources and destinations they would like to use.

First Party Data Credentials Access Rights

Step 1 Step 2 Step 3



First, advertisers sign up, create a workspace, and manage users

A

Sign into a Google account

Create a workspace

Manage members / users

B C



The next step is do create connections and add resources

Clients create connections using a step-by-step wizard

…and they then can see it in the resources page

ED
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Tightlock - Features

Cost Eũcient

Extensible

Maintained

Open Sourced

Cloud Agnostic

Secure
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Tightlock - Features
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Tightlock - Summary

Cost Eũcient

Extensible

Maintained

Open Sourced

Cloud Agnostic

Secure



Tightlock 
Architecture

Privacy & Measurement 
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Tightlock - How it Works

API-Driven Backend
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Tightlock - Freedom of Choice

Use API Directly
Advanced

Online Available UI
Simple & Fast

Host Own UI
Flexible
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Tightlock - How it Works
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Tightlock - How it Works

Tightlock 
Frontend

Tightlock Backend

Customer Data

Trigger 
connection 

run

Connection 
run 

(triggered or 
scheduled)

API Key

Retrieves 
queried 

data

Send data 
to target 

API

Connection 
metadata

1PD Data

1PD Data

API 
credentials

1

2



Once complete, advertisers can run connections and view details

Clients are then able to see more 
details on the connection and it’s 
activations, in the connection page.



Extensible interface for sources and destinations

@runtime_checkable

class DestinationProto(Protocol):

  def __init__(self, config: Dict[str, Any]):

    ...

  def send_data(self,

       input_data: List[Mapping[str, Any]], 

       dry_run: bool

  ) -> Optional[RunResult]:

    ...

  def fields(self) -> Sequence[str]:

    ...

  def schema(self) -> Dict[str, Any]:

    ...

  def batch_size(self) -> int:

    ...

  def validate(self) -> ValidationResult:

    ...

@runtime_checkable

class SourceProto(Protocol):

  def __init__(self, config: Dict[str, Any]):

    ...

  def get_data(

      self,

      connections: Sequence[Mapping[str, Any]],

      fields: Sequence[str],

      offset: int,

      limit: int,

  ) -> List[Mapping[str, Any]]:

    ...

  def schema(self) -> Dict[str, Any]:

    ...

  def validate(self) -> ValidationResult:

    ...



Breakout
Katerina



Proprietary + Confidential

Breakout Room Set up

Breakout

Breakout

Breakout

Let’s 
Deploy

Breakout

Breakout

Tom

Inbar

Jakub

Max EhsaanKevin

Kuba

Alberto Miguel

Niels Caio
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What are we going to do

1. Using Google Cloud Shell

2. Clone Github repository

3. Deploy via Terraform
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What will be deployed

1. A compute Engine instance

2. A persistent disk connected to the VM

3. A static external IP for the VM

4. BigQuery Tables with sample data
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End to End



Deployment in Breakouts
Back to main room at 12:25 CET 
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Github

We’re starting the deployment directly from Github.

Go to github.com/google/Tightlock.

1. Navigate to the installer directory.
2. Click on the blue OPEN IN GOOGLE CLOUD SHELL button.

This will open Cloud Shell in GCP.

https://github.com/google/Tightlock
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Cloud Shell 

Before cloning the repository in your Cloud Shell environment it will 
ask you to confirm this action.

1. Click CONFIRM.

A Cloud Shell environment will be provisioned and the code will be 
cloned in a cloudshell_open directory.

It will automatically open the Cloud Shell Editor environment.
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Terraform: Step 1 

For deployment we are using Terraform. An open-source 
infrastructure-as-code software tool created by HashiCorp.

The previous step opened the correct directory in the Tightlock 
repository.

We need to fill in a couple of variables for this deployment to 
work. The variables.tfvars should be open in your editor.

https://www.terraform.io/
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Terraform: Step 2

The deployment needs the following two variables:

1. Enter an API key you want to use for this test deployment.
2. Set the GCP Project ID.
3. Set create_bq_sample_data to true.

api_key API Key for generating the front end connection key.

project_id Google Cloud Project ID

create_bq_sample_data Creates BQ tables with sample data
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Terraform: Step 3

In case you want to quickly generate a random api key you can use 
the following command:

openssl rand -hex 32

Tip: if you select text in the cloud shell terminal it will automatically 
be copied to your clipboard.



Proprietary + Confidential

Terraform: Step 4 

In case you don’t know your Google Cloud project ID you can 
navigate to console.cloud.google.com.

The welcome page should list your project ID.

https://console.cloud.google.com/
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Terraform: Step 5 

Set create_bq_sample_data to true.

Note: In case you’re sharing the same Google Cloud Project only one 
should set this to true.
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Terraform: Step 6 

Optionally: Uncomment line 4 and 5 if you want the VM to run in 
Europe. 

Default zone is us-central1-a.

europe-west6 is a data centre in Zurich, Switzerland, Europe. 

For a list of all regions: cloud.google.com/compute/docs/regions-zones

https://cloud.google.com/compute/docs/regions-zones
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Terraform: Step 7 

With these variables set we can start the deployment process.

1. Open the Cloud Shell Terminal.
2. Run $ cd installer

○ This will navigate the terminal to the installer directory.
3. Run $ terraform init

○ This will initialize the terraform components needed 
for this deployment.
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Terraform: Step 8 

Terraform will let you know when it fully initialized.
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Terraform: Step 9 

We’ll now actually apply all the resource changes in Google Cloud. 
Before Terraform will apply any changes it will list all resource changes 
planned and prompt for a confirmation.

1. Run $ terraform apply -var-file=variables.tfvars
a. This will start the deployment process

2. Click the AUTHORISE button.
3. Type yes in the terminal when prompted.
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Terraform: Step 10 

Wait ;)

This might take a couple of minutes to complete.
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Terraform: Step 11 

Done.

The resources should now be deployed and live. It might take a 
couple more minutes for the VM to be fully up and running.

Copy and make note of the API Key, ConnectionCode and 
Address, you will need this the next steps.

Tip: Running the terraform output command will output the 
Connection Code again.
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Test Tightlock API 

Requests to the Tightlock deployments are verified by the API Key that you 
sent in the X-API-KEY header. A quick test to see if the deployment is 
working can be done with the following commands:

This should output HTTP/1.1 200 OK.

curl -i --request POST \
  --url http://$TIGHTLOCK_IP/api/v1/connect \
  --header 'X-API-KEY: '$TIGHTLOCK_API_KEY

export TIGHTLOCK_API_KEY=YOUR API KEY HERE

export TIGHTLOCK_IP=VM EXTERNAL IP ADDRESS HERE



Tightlock GCP Resources 



Tightlock GCP Resources 



Tightlock GCP Resources 
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Tightlock UI: Step 1 

Navigate to the Tightlock Interface at: 

https://tightlock.dev

Click on Sign in with Google.

https://tightlock.dev
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Tightlock UI: Step 2

After login it will ask you to select or create a workspace.

1. Click on Create workspace.

Tightlock Workspace: A Tightlock workspace is a single 
tightlock deployment. This workspace connects to 
the Tightlock API of your deployment.

Tip: You can give your customer access to the individual workspace 
created for them, while you have an overview of all your workspaces.
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Tightlock UI: Step 3

Provide details of this workspace.

1. Give this workspace a name.
2. Paste your Connection Code that you’ve received from the 

Terraform output before.

Tip: The Connection Code is a Base64 encoded string of:
{"apiKey": "YOUR API KEY", "address": "IP ADDRESS"}

Tip: Running the terraform output command will output the 
Connection Code again.
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Analytics: Step 1

Before we send hits to the Measurement Protocol we need to 
generate a API Secret in Google Analytics for this Data Stream.

1. Go to the Google Analytics property you’ve created for this 
training (Pre-work).

2. Open the Data Stream details
3. Click on Measurement Protocol API secrets

https://docs.google.com/presentation/d/1IzbRRwdamD5XNx9ym9ZnIq26wpK5Djd2D0D7DCsjJ_0/edit
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Analytics: Step 2

1. Click Review terms and accept.
2. Click on Create in the Measurement Protocol API secrets 

window
3. Give this new secret a name and click Create
4. Copy the Secret value, you’ll need this in a couple of 

steps
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Tightlock UI: Step 4

Let’s create a new Connection.

1. On the Connections page click on the + CREATE DATA 
CONNECTION button.
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Tightlock UI: Step 5

We’ll connect it to our sample data in BigQuery.

1. Select BIGQUERY from the Data source drop down.
2. Click NEXT.
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Tightlock UI: Step 6

We’ll connect it to our sample data in BigQuery.

1. Select BIGQUERY from the Data source drop down.
2. Click NEXT.
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Tightlock UI: Step 7

Provide the following information about the BigQuery Connection:

1. Custom name for this data source
2. Your Google Cloud Project ID
3. The BQ Dataset Name: tightlock_sample_data
4. The BQ Table Name: ga4_web_sample_data
5. Credentials: Leave blank
6. BIGQUERY: BIGQUERY

Click VALIDATE and then NEXT.

1

2

3

4

5

6
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Tightlock UI: Step 8

Now we’ll setup the data destination:

1. Select GA4MP from the Data destination drop down.
a. This is the GA4 Measurement Protocol destination.

2. Click NEXT.
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Tightlock UI: Step 9

From the Select a GA4 Type select GA4WEB.
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Tightlock UI: Step 10

Fill in the Google Analytics details:

1. A custom name for this data destination
2. API Secret: YOUR GA4 API Secret Value
3. The Google Analytics MEASUREMENT ID
4. Non Personalized Ads: Deselected

Click VALIDATE and then NEXT.

1

2

3

4
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Tightlock UI: Step 11

In the last step we’ll set a schedule frequency.

1. Set frequency to No Schedule
2. Click DONE.

Tip: When selecting Custom you can use crontab.guru to find the 
correct cron expression.

https://crontab.guru
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Tightlock UI: Step 12

The newly created connection should now be listed in the 
Connections page.

1. Click on the three dot (    ) menu
2. Click on Run now.

a. This will trigger the activation.
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Analytics: Realtime Report

In Google Analytics open the Real-time view in the Reports tab.

Here, 4 new hits should show up!



Recap & Use Cases
Katerina
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● Deployed Tightlock Backend

● Set up a new workspace in Tightlock Frontend

● Created a new connection to the GA4 web stream and execute

● Review the data flowing into GA4

Breakout Recap - Tightlock
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Breakout Recap - Tightlock

Tightlock
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Benefits for Partners

Tightlock for 
Partners

CX & Loyalty

Workflow 
Automation

Operational

Cloud Agnostic

Full control of the frontend and 
backend 

Plug & Play

Easy to connect
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Benefits for Partners

Tightlock for 
Partners

CX & Loyalty

Workflow 
Automation

Operational

Fully personalised interface

Privacy by design
Centralized overview

Modular infrastructure
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Benefits for Partners

Tightlock for 
Partners

CX & Loyalty

Workflow 
Automation

Operational

Revenue, ROI and LTV Optimization 

Market segmentation and remarketing

Measure offline data

Full integration with GA4, GAds 
and GMP 

Audience listing
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Use cases

Measurement AudiencesProfitability Targeting



Roadmap
Sarai



Roadmap & Timeline
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Automatically Get New Features With Continuous Delivery

Note: this is a high-level view - for more details and previous releases check out go/tightlock-roadmap.

http://go/tightlock-roadmap


Q&A, Next Steps and 
Wrap Up
Floris Van de Peppel
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Q & A 
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Feedback & Ideas

Please fill out the feedback form and 
reach out with further ideas & questions to 

hack-a-tech@google.com
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❏ Bring to Market: Tightlock is a secure and simple 1st party data tool, we brought it 

early stage to you to further build out and bring innovation to your customers. 

3 next steps:

❏ Start implementing: Use what you learned today and start implementing 

across your customer portfolio. 

❏ Talk to your Google team: Keep in touch about the latest updates, 

implementation and building joint case studies. Reach out to 

hack-a-tech@google.com or your partner engagement manager.

1

2

3

mailto:hack-a-tech@google.com


Thank you.



Hack-a-Tech



1 Party Data Tool
20th of June

Hack-a-Tech: Pre-Work
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This gives an overview of the subject matter in this section.

Pre-work Goal

The goal of this pre-work is to get everybody attending the session to 
the same starting point, and to minimise the chance of encountering 
any permission issues on the day.

The pre-work is verifying the correct access to Google Cloud Platform 
and provisioning your Cloud Shell environment.

Please contact hack-a-tech@google.com if you have any questions or 
issues.

mailto:hack-a-tech@google.com
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Prerequisites

1. Access to Google Analytics
2. Access to a Google Cloud projects with owner access and 

billing enabled.
○ If owner permissions isn’t possible, at least the following 

roles are required:
■ BigQuery Admin
■ Compute Admin
■ Compute Public IP Admin
■ Service Usage Admin

http://analytics.google.com
http://console.cloud.google.com/
https://cloud.google.com/iam/docs/understanding-roles#basic
https://support.google.com/googleapi/answer/6158867


Provisioning Cloud Shell
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Prerequisites

● Navigate to console.cloud.google.com.
● Click on the Terminal Icon (   ).

This will provision a Cloud Shell Machine for you. The first time you 
do this it can take up to 20 minutes to fully provision this machine.

More information on How Cloud Shell Works.

https://console.cloud.google.com/
https://cloud.google.com/shell/docs/how-cloud-shell-works


Google Analytics
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Analytics: Step 1

1. Open Google Analytics
2. ⚙ Admin -> Create an account

http://analytics.google.com/
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Analytics: Step 2

1. Give the account a name and press next



Proprietary + Confidential

1. Give the property a name and press next
2. Complete the rest of the form and press create

We will be creating two properties, so include “web” in 
the description to avoid confusion with the “server” 
property we will be creating soon

Analytics: Step 3
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Analytics: Step 4

1. Create a web data stream
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Analytics: Step 5

1. Add a placeholder URL for now (we will update this 
shortly after deploying the website), give it a name

2. Press create stream
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Analytics: Step 6

1. Make a note of the measurement ID



Thank You


