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Executive Summary

Enterprises are 
facing major 

security threats that 
Google ChromeOS 
can help mitigate.

ChromeOS can help 
reduce endpoint 

maintenance costs 
and improve security 

and compliance.
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83%
impacted more 
than one day

August 
2022

70%
impacted more 
than one day

December 
2021

Business Disruptions Are Increasing 
in Quantity and Severity

The number of days it took 
to return to business after a 

ransomware attack increased 
13% from 2021.

For your most recent ransomware incident that blocked access to systems or 
data, how many days was business disrupted?

(Percentage of respondents)

Length of Business Disruption: 

Sources: IDC’s Future Enterprise Resiliency and Spending Survey, Wave 7, August 2022; n = 829; Data weighted by country GDP (500+ employees IDC’s Future Enterprise Resiliency and Spending Survey, Wave 11, December 2021; n = 858; Data weighted by country GDP (500+ employees)

Companies Experiencing 
Ransomware Attacks

40%

36%

10%
7%

2% 1%

20%

5% 5%

1%

10%

19%

45%

64%

52%

■ Less than 1 day  ■ 1 day  ■ A frew days  ■ 1 week  ■ A few weeks  ■ More than a few weeks  ■ Don’t know  ■ December 2021  ■ August 2022

Increased 
13% from 

2021
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Employee error resulted in the 
majority of ransomware attacks
For your most recent ransomware incident that blocked access to systems 
or data, what was the most significant source of the initial compromise? 

Source: IDC’s Future Enterprise Resiliency and Spending Survey, Wave 7, August 2022; n = 829; Data weighted by country GDP (500+ employees)

(Percentage of respondents)

Opening a malicious attachment in a phishing email  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .

Supply chain attack, examples include SolarWinds, 
PC Cleaner, or Kaseya  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .

Clicking on a malicious URL from a phishing email  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .

Insider threat (malicious insider)  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .

Malware stored on peripheral devices or removable media 
inserted into a system  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .

Drive-by compromise in which malicious adversaries gain 
access over the normal course of internet browsing  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .

Organization was unable to determine the source of the
initial compromise  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .

18%

17%

15%

15%

14%

11%

9%
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ChromeOS helps reduce frequency and 
impact of security incidents at the endpoint

Reduced risk of 
impactful security 
incidents Reduced frequency of 

security attacks

29%
improvement 24%

improvement
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ChromeOS reduces the frequency of reimaging 
and lowers the time needed to manage security 
updates and fix software vulnerabilities

Faster OS/
application 

updates

More efficient 
incident 

management

Faster security 
updating/
patching

Reduced 
frequency of 

reimaging

18%
improvement

17%
improvement

15%
improvement

15%
improvement
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Improved Business Outcomes 
with ChromeOS
One third of IDC study respondents said security was 
a top-three reason for choosing ChromeOS

Lower operational costs  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .

Improved security  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .

Increased employee retention  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .

Generating/capturing more revenue  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .

Faster time to market for new products/services  .  .  .  .  .  .  .  .  .

Improved customer satisfaction  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .

Improved profit margins .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .

48%

33%

31%

43%

33%

29%

28%

(Percentage of respondents)
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Essential Guidance
Organizations should consider deploying ChromeOS in their environments if: 

Storing data on endpoints is an 
undesirable approach and the 
goal is to store data where it can 
be easily and securely accessed 
from the cloud.

The organization’s IT goals 
align with reducing dedicated 
resources to manage OS 
vulnerabilities and endpoint 
device applications.

The organization’s overall 
endpoint device deployment 
process is migration to 
cloud-based computing.

The business wants to collect 
data on security incidents 
and highlight potential threats.
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Message from the Sponsor

• The nerve center of a cloud-first business, ChromeOS provides employees with a 
modern experience and devices that stay fast, have built-in security, deploy quickly, 
and reduce the total cost of ownership.

• With features like built-in virus protection and secure support for multiple users, 
ChromeOS keeps you and your data protected. 

ChromeOS is a cloud-first, speedy, simple, and secure operating 
system for every size of business.

Find out more about ChromeOS

https://chromeenterprise.google/os/
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