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Integrations with Mandiant Advantage

Introduction

Building and maintaining a robust security program is an
ever-evolving challenge. The Mandiant partner and technology
integrations ecosystem enables security teams to maximize
their existing technology investments while benefitting from
frontline expertise and intelligence, enhanced capabilities,
solutions and services powered by Mandiant.

Mandiant Advantage Platform

Mandiant Advantage is a multi-vendor extended detection and
response (XDR) platform that offers a SaaS-based suite of
productsto help organizations understand their external and
internal risks and deliver automation to operationalize it
effectively and efficiently.

Unlike other solutions that require a specific set of security
controls, Mandiant helps you take advantage of your existing
security infrastructure and investments. Integrations turn
contentinto action, reducing risk and making your environment
more secure.

Mandiant Advantage Modules
The Mandiant Advantage platform includes four primary modules:

Mandiant Advantage Threat Intelligence: Empowers your
team with unparalleled frontline cyber threat intelligence to
understand and proactively protect against the latest, most
relevant threats facing your organization.

Mandiant Advantage Security Validation: Enables you

to continuously understand and measure your security
effectiveness. You can test the efficacy of your security
controls to identify gaps, overlaps and opportunities for
optimization and show stakeholders the value of your security
program and investments.

Mandiant Advantage Automated Defense: Continuously
monitors your current and historical security data for real-time
matches with the latest indicators of compromise (I0Cs),

and triages 100% of your alerts at machine speed.

- Mandiant Advantage Attack Surface Management:

Extends enterprise visibility to the external attack surface—
applications, services, cloud environments—of your parent and
subsidiary organizations alike.

Each Mandiant Advantage module uniquely integrates with a
distinct, but broad set of third-party security controls so you can
work with your existing security stack.
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Building a Partner Ecosystem

Mandiant is on a mission to make every organization secure from cyber threats and
confidentin theirreadiness. The partner and technology integrations ecosystem
demonstrates our commitment of information and intelligence sharing with our
technical partners to provide the best outcomes for customers.

Mandiant and our partners provide innovative security solutions tailored to meet
customer needs including:

« Delivering avendor and controls-agnostic ecosystem powered by technology and
frontline intelligence and expertise

Allowing you to maximize your existing technology investments and benefit from
enhanced capabilities that augment existing solutions, enable the launch of new
solutions and complement your security stack by wrapping services around the
technology you already rely on

- Enabling you to engage with a global community of cyber security experts

By working with Mandiant partners and the technology integrations ecosystem,
customers gain innovative security solutions, services, and insights to help them
respond faster and with confidence. Integrations allow customers to consume content
created by Mandiant in their preferred security systems. These integrations turn content
into action, making customers maore secure and furthering our mission.

Add Transformative Expertise and Frontline Intelligence
to Your Cyber Defenses

Effective security is not based on the security controls deployed, but the expertise

and intelligence behind them. Without a significant increase in human expertise,
itisimpossible for organizations to win the global war on cyber crime. Integrations with
Mandiant Advantage give your security teams accessible, automated solutions that
instantly provide scale and critical capabilities.

How Mandiant Integrations Work

By integrating with your existing security
controls, the Mandiant Advantage platform
empowers you to:

Correlate—Match indicators found in your
datawith intelligence from Mandiant

Enrich—Informyou about a givenindicator
of compromise(I0C), threat actor, malware
family or vulnerability

Alert—Notify you when Mandiant detects
anissue enabling you to view alertsinyour
system of choice

Validate —Verify that your security
controlsrespond as expected through
directintegration to the security controls
that matter

For more details on Mandiant Advantage platform integrations, visit www.mandiant.com/integrations
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