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Introduction to IT Security
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A Grow with Google procrAM

Samart Skills @ Skooldio

~~

%@

CIA Triad

Availability

nsinwAnugneesvasdaya

18

' v, £
- laignudlalnerilsidans

- Hash, MAC, ESP

3 v v
anundouldvasdoya
Y = vyey v a o vy
- |Wsle Wl munanienasiull

- DoS Protection, Backup




Introduction to IT Security

®  Threat Ao AvAnauilenatanlanfsyuuld

®  Vulnerability fie daslmiviegasouvesszuuiienavzgnlanfdnanls

®  Risk As lomafifoanamaziinunlaufiveduivesssuvauinnaidemeld
®  Exploit fia Software fildlunislaufivesivg

° Attack A nslauAMinTuLasinaldeneasaiusEuy

®  Zero-day Vulnerability Ao doslninlsinegnidamelnegiinmunvieindnuinoy urenagnAunuiazimnlaudlaegliusyasda
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Introduction to IT Security

0101010 Q Hacker e fffinenonilasfssuy
00000 e ®  Black Hat Hacker fio Hacker fiszasdsnesioszuu Tnglanfiite WiAnnaidemeniena
00000 * Uselomlaruny
®  White Hat Hacker Ao Hacker fiUszasdfsioszuu Inslanfifieliidrwesszuuivodlud
waziiluufussruUlsitianudaondomniu
. o
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Malicious Software

Malicious Software (Malware) #e Tusunsuussianviiafiansnseldlunisasimadomerio

& a DSV ) > & v
% W ﬁ @ Lﬂia\‘iﬂauwamaﬂm U ANIU LLf#L’U Wﬁaﬂ']a']i]sﬂaﬂda 1uau

virus worm adware spyware

M &

trojan rootkit backdoor botnet
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Malicious Software

[ Virus Aa Malware fiseaunsniiluiulnddu fadiolwdturihau agsili virus anunsauns
é m nszawludilnaniensufiamesou 9 1o

®  Worm fia Malware Miifinegmedietld lisleserdenisunsndluiulngdu uavanunsn

VIrus worm . . G e A o ed wa
unsnsyaneiiesludlnanionsuiamesou ¢ 1a
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Malicious Software

®  Adware fia Malware fiuandlawanuaziiusiusindayanisiinulusunsy

a P 1% ' a a s v o o '
®  Spyware fia Malware Midonuuntoyania 9 vwnsesreuiiamesuazdstoyanduludaglsl
UsgasAdl i Jeyamiinge n1snafduein (Key Logger)

A N S ) = ' L%
®  Ransomware fie Malware TihsviadeyauaziSendildlunisnensiadeya

adware spyware
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Malicious Software

®  Trojan fia Malware Muslssiaieslululusunsuiingeiio uasuouvhauiliszaswrsdeust
melu

Install Trcﬁ O diegn Download uag Install laegldauies
n

Game
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Malicious Software

®  Bot Ao insesRRNIWEIIgNAIUANIRegliUTEaAd TnedinTesreaniiamesinTosiiy
e ° L N A oram v a 1
anunsagninlulilunsmuausslesivSelivianuluneilifld wu yadanesil

Botnets e Bot S1uiuNIniignAIuANKIUBUAEsIN
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Malicious Software

®  Backdoor fie Malware filflunisiinduesesneufiameslunends naannighivsadd

m m #31508nLA39ABNRN DI UULALAR

®  Rootkit A Malware fi@n53zau Administrator fianunsauiluasing 9 vuszuuUuRnIg

i
. o aansagaudilusyuuls siliennlunisnsiaaeu
X o 4 . Jr o 4 Buy oo oA
° Logic Bomb g Malware flagvhaudlonsadeuluiignasty wu sunandidinue vide e

vnldgnidn Wusiu
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Network Attacks

DNS Cache Poisoning #e nsuasuutaufily DNS Record 1lugs P Address vosflsiUsvasds

Man-in-the-middle Attack fio nslaudiglivszasdfanansaviiiegsenintanalivednios
a 3 = A o oo A o v
AauimesanATauiednuvTeunludoyald
® Session/Cookie Hijacking
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Network Attacks

Rogue AP Ao waflandislunisvih Man-in-the-middle Attack Tnan1sii Access Point #ilailéizu

augadinluAnsslussing

Evil Twin fia Lwﬂﬁﬂwﬁﬂumiﬁﬂ Man-in-the-middle Attack Inan1sa$19 Wireless Network ﬁ%a

&
aDA

L .“. willoufiute Wireless Network #ldlussdng ieviaenlyildnunasdnunideuse
—

E Evil twin network

- —l._
. .
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Network Attacks

Denial-of-Service (DoS) Attack Aa nslaudvinene1uyinls Network 58 Server yhanuniniiuda

| - | - [N Anuanannuliannsaliusnsiugldould
. (I
BEa— B
e o  nislufinunannuvadien
> K I
| < [ < I ——
22 B —>
T Legitamate user s ,
DOS attacker = L. ®  SYNFlood (Half-open Attack) fie DoS Attack Uszunnunila Fslauilagnisds SYN
Packet Srunumnnlunszuvawlrssuulianunsalwusnmsaudule
?
?
M
2 ‘/pp\‘

Attacker : Web server
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Network Attacks

Attacker Web server

[ ] Ping of Death #® DoS Attack Uszinvuils @slauflasnisds Ping Packet vunalvieliiu

i1 Protocol eanuuuly dewaviliiiin buffer overflow ilviiA3aspeufiamesynnis

aulazenagnasidsainsseglng (Remote Code Execution) ol

o Ping Flood #® DoS Attack Ussnvnite 3slauflnenisda Ping Packet (Echo Request)

Fusnnlunsyuvawyihivszuuldanansaliusnsauduls

Attacker Web server
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Network Attacks

= = - Distributed Denial-of-Service (DDoS) Attack fia nsldlasesaeuiiainesvignAIuANTILILLN (

Botnets) lun159i1 DoS Attack
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Other Attacks
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010010010101

010101010000 ff Wttp://Www...
001011010101

s | http://www...

@smoldio

Injection Attack fie n1sTauRlasnsunsnAdsluiu Input Weliszuurianumudisosnislé
[ ] Cross-Site Scripting (XSS) Attack o Injection Attack Uszinviniia Gslauflaenisunsn
Malicious Script W JavaScript 1Ugfswas Input ves Web Application Wiel# Script ﬁgﬂ Run
vuedosflian (Client)
o awnsaluldulue Session Cookie vosgldauls
[ ] SQL Injection (SQLI) Attack fi® Injection Attack Uszsnnuiie dslaufilaenisunsn SQL
Command L83 Input 183 Web Application ite Query Joyaun Database
A15t89nU Injection Attack
® Input Validation

® Data Sanitization



Other Attacks

x (000111

X (_abc123 )

x (01-01-01 )
% (‘aBc&!3DoP )
x (10-6-1983 )

g 12345 J

x (KittyCat

X (James )

X ( Sunshine )
% ( Password
X (Pizza )

N4l Bingo!

are you human? e
are you a robot? e

are you a dancer? e
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Password Attack Ao N1slauAlaensid Software Tun1swenenuimsienu
®  Brute-force Attack fio nsnengasiaulaensldnanudululdveanisuaniy
YDIRIDNYI AILAY LWazsNUTLAY
®  Dictionary Attack fio nsneneasERulngldFTiTlu Dictionary e Wordlist
n1staenu Password Attack
[ mslisariuiifinnuudauss (Strong Password) fie Siaueniegnston 8 i nedinisuay
Auvesdnusilng snwsiidn diaw uazdnuseiivey saulludsllddidoglu Dictionary
W s@nDwh1ch

® Captcha



Other Attacks

Deceptive Attack AanislaudlagnisuasnalamseUasuuias
user
*kkk

®  Social Engineering fia nsviaenaslvigldnuvasievianuludsiidliuszashsseans

y

Y

‘ t . a I a P Py v 1% o '
O Phishing A& ﬂ’]iaﬂ@LﬁJaViﬁ@ﬂa?ﬂlﬂwqETL‘U\ﬂuLWQWa@f]GLWﬂT@ﬂGU@HaaW 8 b

Username wag Password %3auaanliing Link ile Download Malware

O  Baiting Aonsunasindsuesviay iy Malicious USB Drive wislvnuiiuwazinluidon

fafuALRIAES

O Tailgating Ao nsiAumudldnudilulufindrinauveiufisewing
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Other Attacks

Deceptive Attack

From: Brian (Brian@email.com) . ; Y
To: James (james@email.com) ® Email Spoofing ABN1SURBNLUAY Email Address VBIEN Faginldsauiu Phishing

it's Bri ] A13Us9AU Phishing:
Yo, it's Brian, sUasfiu Phishing

check out this funny video o Spam Filtering

www.funny.video.malware...

R

o Timnuiiu Security fugldau

@) 2FA
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Symmetric Encryption

=

ROT13

(][] [<] (o] (€1 [£] (<] [5] [ (1 (] (3 [ [N (o] [e1 [l [R] (5 (A [S] V] [ [X] (¥ (2]

IR ETEE LTI PI TSI T 8L
NEEEEEDUNEENNEEECEEEEEDDEOMH

URYYB_JBEYQ
HELLO WORLD
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Cryptography fs Ingn1s1siasu

Cryptology fie n13finw) Cryptography

Steganography #e 3¥n1slun1sgeudenululuders 9 wu nw des 3dle Taglifing
b GRTRTa R R

Encryption e n1ssa dadunisirdenu (Plaintext) wd1g Cipher dieloile
Fonuiililanunsasuesn (Ciphertext)

Decryption #e n3aenssiaain Ciphertext nduttdu Plaintext

DS '3

Cryptanalysis fi8 H1A51¥IMNAgaUYRIN T

U



Symmetric Encryption

. [% ]
Cipher Usgnaunie 2 d@iu
° Encryption Algorithm #g AszUINMsTUEsuaN Plaintext Tuidu Ciphertext
®  Key Ao nayuaiililumsiineia fafeaiuumudy

O  Key Length Aa Auenwas Key Fedaflanueniunntufaeililaudnsdhsialaentu
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Symmetric Encryption

Symmetric-Key Encryption 8 nMslinsialuunayuaassngg

Yo

o  dwazduinnyuamilouriy

P

Same Key Same Key
@ Encryption Decryption
W Key Key

“This is a secret” “r5Qmo+7Na” l “This is a secret”

(Plaintext) Encryption (Ciphertext) Decryption (Plaintext)
Algorithm Algorithm

»
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Symmetric Encryption

Usenuas Symmetric Cipher

®  Stream Cipher fia 11511 Plaintext 1dswadiag Bit
¢) RC4 (Rivest Cipher 4)

° Block Cipher fa N5t} Plaintext snuwialiu Block udhundswadias Block wu
o DES (Data Encryption Standard)

o AES (Advanced Encryption Standard)

A Grow with Google procrAM
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Public Key or Asymmetric Encryption

Asymmetric Key Encryption fie n1sinsiauuuneualiauunng

v e o s
o  ldwuazduiinguarieiy

P

° Uszendldiiu Digital Signature

\fr)? Encryption

; -_.4"‘\‘.% Key
“This is a secret” “r5Qmo+7Na”
(Plaintext) Encryption (Ciphertext)

Receiver

Private key

Algorithm
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Decryption
Key

l “This is a secret”
Decryption (Plaintext)

Algorithm

»



Public Key or Asymmetric Encryption

[ Asymmetric Encryption Algorithm
o RSA
o DSA (Digital Signature Algorithm)
o) DH (Diffie-Hellman)

o) ECC (Elliptic Curve Cryptography)
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I I I l .
) ° . A . a o ' ' v " o
S Hash Function ' Hash Value Hashing fe Function 91d131305U Input ANewilvshld wagduwin Output

senufinnuemasii Tng Output Hawi3endy Hash %3 Digest %30 Message
Integrity Check (MIC)

O Output fuuilouRndmsy Input 1A

" " . o 3" ] AT EmS 7 91
He”O W0r|d | [haSh funCtlon] | E49AOOFF Output 3 foaunnangluag1ediudedmsy Input NUANAIINY

v

) O ¥ output aliansadeundulum Input ¢
hello world" | [hash function] | FF1832AE .
O Hash Collision fie M3 2 inputs awsagneusaluidu Output e
® Hash Algorithms

o MD5, SHA1, SHA2, SHA3

A Grow with Google procrAM
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Cryptography Applications

° Public Key Infrastructure (PKI)
9 X.509 Certificate

L] HTTPS, VPN, SSH, etc.

Inte\r\net INFO ON PUBLIC KEY
VPN Tunnel VPN REGISTERED OWNER
I DIGITAL SIGNATURE
) 1B |- i [ﬁ Secure | https://docs.google.com...
Branch Office Corporate Hub
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OpenSSL

OpensSSL 1{u Software fidnn151AgaRU Public Key Encryption ¢ 12y
o @574 Keypair (Private Key Wag Public Key)
o Encryption/Decryption

o Sign/Verify Digital Signature

A Grow with Google procrAM
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OpenSSL

BEGIN RSA PRIVATE KEY Command ﬁ‘hﬂuﬂﬁiﬁﬂﬂ’]i Keypair

0 'BMal.lmHoa’.’ltXupBWOlSkJ”thUXRQEx DaBRIhw oKg
bTAeJVOsxn7sqwdGEH8YVIrROIFWFRIUXaeLwGnGbmnodmBX £ . : :
) JEPXpWQgcKJnziTfB6KOPiVE/L8uCiz3RMTYSq L4 GER 2048_B|t RSA Perate Key
M1nCezU6fEDHyl7vJZaxEJL 0ogVSdzm5h4XAouoqg3LRsIZeRtbIGXAb
5J£X/LXoVIKFHmD3FXJMmIPQ/nQOngQDVCOWZKQIDAQABACIBAEYQUSfJaEZYLos1
{PRKGWSNYGbpCCLPXEDS/74beawTqt zE1C4§VI4VrHIDZT 1mTpATWusGkX O openssl genrsa -out [PRIVATE KEY NAME] 2048
A5zmFza5s6szt1570uxAuy+egraDcfVWIVLWX5nSQT/4ungKEUd9L100aLqI 7nyP - -
|J1GxEU60H6051dZ05REOCDWMIvV7vh5di+112U/diaMf/zVGFuK/ybqWIkjT1lweNg
P1lyBVuh9YcJOW2tx04ma56Ja80RFnzQTC10N] rowdEswWojRyPnYUjOBcwszxoi . : .
HKL1YZ1wRoyW4MMeHIptMgAiD8S/p+1ZFQRC3GDUGInV! 8ZAYgDxdu/1 g 07U Private Key:
t jRbhFUCGYEA9MMUJT1U4xdh5VYWXZY ] eVE3j PXSqu2SY DSVQGDpZZ
uM]?nfylpthgowzsqmDFadexszWrwﬂ:574fDHro/VBRlFPOQmomdnpwgfx
4quosLGQWWOUOrXowSeLIArR1 fOgw+YmsovnonX5LZHEWOMYbUUs j 3gsCgYEAXAYN @) cat [PR|\/ATE KEY]
v62z3+8xrMt rxBt 93NDbuxu+abSo9BbsLKOTdcetW7vTBS4FNcFXkdTfe/HESIi7 -
CXEv9rwmEA2uUYDyJg/GM3be /Myu500QPINbt Hh9gXVKnFofZFOVr4nJtTg+YVe ,
gyOL9JBEpR1—LAgD253qbcyA37rw53dUtNN ¢hNy! : CgYAxVz2 7yN3V s mxrV3t5fr [ ﬂ%l'lﬂ Public Key ﬁﬂl Private Key mLiWﬁﬁN‘Uum
Ph fuz9zw+C1bSywndd001/FMpI0b/54x6sATOKIg4R1JL/DASdoiXilAueuUgelt Y
CKqzZ3Ai3cQBFKaM9JNe3u/+6RTfZru657zDreEQtzBpD0oQeo/KS8
LUOhaBoz307GiNgUyMqQBQKBgDg4NDos2pHjHDAet 22 rJNHL 5 .
Kki5V/LzT3Yw2LHuGdt tXhtCHVd4b1MFPuhY1eHMyq39eXWIGKMx + IowegkKupd o openssl rsa -in [PRIVATE_KEY] -outform PEM -pubout -out
gZTDBTekIBrol7w2++zM5JWygEOQCKCTzqvSpHZj PPIrhC/x G2 9QaohWAWhrLC
leaz5A0GBAN+g6DMgfdFgul3ZIyyMaSvNZCkT9FRIWL] 5GYBZOULAWWXZSBk7tRVi
aWSAQKOAKS +y5+G182ZxpiTT0/ TwgFPPINiKfuST+XpGuw6920N94NGiQWZTB7ZXQ [PUBLIC KEY NAME]
4D2F/Zegh1X13au5i59Xx7Yut PAr1531s8xjJQf82+IMUzbiduHzZ - .
|- ————END RSA PRIVATE KEY

® 81U Public Key:

o

G41xR9Ex5Da8RIhw84bv/ pLXOKgmpNt 3xDAE6CT 11 62GbTAeJVOsxnTsqwdGEHS cat [PUBUC_KEY]
[YvrRO9jWfRIUXaeLwGnGbmnodmBX4nGQcdHxLSuVZZe5V5E6EI kzM8 JEPXpWQ
i EDHyl7vJZaxEJLi.
|Sdzm5h4XAouog3LRsIZeRtbIGXAbS5JfX/LXoVIkFHMD3FXJMmIPQ/nQngQDVCOwWZ
KQOIDAQAB

A Grow with Google procraM
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OpenSSL

Command #l#lun1svin Encryption/Decryption
o Encrypting File (14 Public Key)
o openssl rsautl -encrypt -pubin -inkey [PUBLIC_KEY] -in [FILE] -out [ENCRYPTED FILE_NAME]
o Decrypting File (4 Private Key)

o openssl rsautl -decrypt -inkey [PRIVATE_KEY] -in [ENCRYPTED FILE]

A Grow with Google procrAM
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Creating and Verify Hash

® md5sum Ju Software fldlunnsasn (Create) wagnyiaau (Verify) MD5 Hash

®  Command #il¥lun1sa$rauazasavseu MD5 Hash
O nsa¥19 MD5 Hash dmsulva
| | md5sum [FILE] > [MD5 HASH NAME]
O §MU MD5 Hash
| cat [MD5_HASH]
O AT19@0U MD5 Hash

| md5sum -c [MD5 HASH]

A Grow with Google procrAM
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Creating and Verify Hash

shasum 18u Software 7il4lun1sadns (Create) wazas9a0y (Verify) SHAL, SHA256 Hash
®  Command #illun1sa¥euaznstagey SHAL Hash
O msa$e SHAL Hash dwsulwd
B shasum [FILE] > [SHA1 HASH_NAME]
O 81U SHA1 Hash
| cat [SHA1 HASH]
O m¥29doU SHAL Hash

| shasum -c [SHA1 HASH]

A Grow with Google procrAM
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Creating and Verify Hash

®  Command filflunsadneuaznsiaday SHA256 Hash
O m9a319 SHA256 Hash dmsulvid
| shasum -a SHA256 [FILE] > [SHA256 HASH NAME]
O 81U SHA256 Hash
| cat [SHA256 HASH]
@) 7N3398U SHA256 Hash

| shasum -c [SHA256 HASH]

A Grow with Google procrAM
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— Week 3

AAA Security
(Not Roadside
Assistance)
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Authentication

AAA = Authentication, Authorization and Accounting

Authentication (Authn) & 2 Junau A

[ ] Identification Ao N1swansmIn (Identity) Wi Email Address, Username
®  Authentication fis N13figatsInuAlALanN W Password 783 Username W

o Humsfiansaunin Identity Auansuntiududiese

Samart Skills @s.«,omio
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Authentication

Authentication Factor fia U3deiagtunliiigausinu i 3 aee

a

[ ] Something You KNOW fo éﬂﬁﬂmg Wy Password, PIN

a &

[ Something You HAVE o amqmﬁ 19U Smart Card, Security Token

a A &

®  Something You ARE fe @winaudu wu aneliaile Tunt

q

Single-Factor Authentication fie n1sldtadeiiealunsiigadlsinu

Multifactor Authentication fie nsldtadeiunnsnsiuegrsleeaasladelunisiigausnu wu nsld Password uag Security Token

A Grow with Google ProcrAM
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Authentication

Something You Know

° Password fig SWan1u
o) asaliianueegatien 8 # Ustnaudesdn flug) ey wazdnvseiidy WU senDwhich
o liildileglu Dictionary uazdeyadush

° wATANNSHT Password
S T4l Passphrase wiu Ilik3ponies@hom?3

° PIN Ao sWan Ul e

Samart Skills @skooldio
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Authentication

*kkkkk

@ ==
&s,
Se
4‘1/»9,0 3
&
NS
11402 588
.
1 2 3
Enter name Insert Key and Done!

and password

touch button

user@email.com
Sokokokok

Samart Skills
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Something You Have

Physical Token #® USB Device Afswarhuwuuldnduien (One-Time-Password:OTP)
uansog
Software Token fio Software fiviwtiiiadne Physical Token Feannsafndalauy
Smartphone
Security Token (U2F Token) fa Physical Token ﬁﬁ'@ummummgmmaa FIDO
Alliance

o ldinalla Challenge-response 33ufiu Public Key Cryptography Tun1siigasa

AU
o {eafu Phishing leisini1 OTP

o Tempering and Clone Resistance



Authentication

Something You Have

=" L] Client Certificate Ao n15l4 Certificate Iumﬁﬁqaﬁﬁ’mu@%\ﬂu (Client)
M o lHwadia Challenge-response Lﬁaﬁqf\]ﬁ’j’] Client 1fuis1ves Private Key

o fiosdl Certificate Authority (CA) Infrastructure Tuns Issue wag Sign Client

@ Certificate

Samart Skills @ Skooldio
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Authentication

Organization DC=PT, DC=ED

Organizational Units 0U=CS OU=LA OU=PE

™ uo-we |

DN:UID=KS, OU=CS, DC=PT, DC=ED

Samart Skills @ Skooldio

A Grow with Google procrAM

LDAP (Lightweight Directory Access Protocol) #® Open Standard Protocol 74y

nnsudds Directory Services @ldilugudoyalunisvi Authentication

® 14 Data Information Tree Iumsl,ﬁusﬁ'a:@ Object

® Common Operations:

o

Bind: 14 Authenticate Clients

StartTLS: finsie LDAP wu TLS vhldnsindetiulasnsdte
Search: AulazuLanItaYaU Directory
Add/Delete/Modify: 1is/au/ufly Jayauu Directory

Unbind: Uan1s@nsia LDAP Server



Authentication

RADIUS (Remote Authentication Dial-In User Service) fia Protocol ﬁlﬁtﬂumiﬁﬂ

AAA Services dmsugldauuu Network 1y WiFi Network %38 VPN Wudu

NDS Authentication ° NAS (Network Access Server): §un1s Authentication 910 Client wazassolUlin RADIUS Server
ISP's Network  ISP’s RADIUS Server on your
Access Server  Proxy Server Internal Network

 —— [ RADIUS Server: figatisanu Client Tansn1sldau uwazifiv Log nsldou

BorderManager E

Authentication [
Service3 %

|
| RRRAHEEE

|
|
|

RADIUS
Protocol RADIUS
Protocol

Samart Skills @ Skooldio
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Authentication

TACACS+ (Terminal Access Controller Access Control System Plus) A8 AAA Protocol ﬁgﬂﬁ@uuﬂ% Cisco %Qﬁﬁ]ﬁ;ﬁmmmﬂu Open

Standard wan

® WAUNLNALNU TACACS Wz XTACACS

o  ngnldlunisvi Device Administration uag AAA vesgunIaliA3atny

® fmsiiu Log ‘Ua;ﬂa 1w Command ﬁgﬂ%uiﬂmﬂ%’mu, User Authentication Wag Device/System 7 User 191819 Hudu

Samart Skills @s.«,omio
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Authentication

Kerberos 11 Network Authentication Protocol ﬁi‘ff Ticket Iumiﬁqf\]ﬁﬁmu

° 19U Default Authentication dwSuLA383 Windows 91 Join Domain
L] 14 Symmetric Encryption (AES) wag Checksums ¥iMlil Confidentiality Wag Integrity
®  figatfmuuuu Mutual Authentication #ie 137 Server figawsnu Client wazlunisnduriu Client Afigatifnu Server Merwudeaiu

° nawas Client wae Server azfodlndiAesiu Ine Default warazdosineiuliiu 5 Wil wniuninflazyili Authentication Tidisa

Samart Skills @s.«,omio

A Grow with Google ProcrAM



Authentication

KDC = AS + TGS

Resource
Server

C— ™

Samart Skills @ Skooldio

A Grow with Google procrAM

Kerberos Authentication Flow

KDC (Key Distribution Center) = AS (Authentication Server) + TGS (Ticket Granting
Server)

AS ¥witihil Authentication CIGERY

TGS vhmthil Authorization 11U Service

Resource Server 79 Lﬂ%ladmﬁﬁmﬁ Service wu File Service, Web Service

Client Ao 1AS897RBINTIY Service



Authentication

KDC = AS + TGS

R, Request TGT
TGT + Session Key

Resource
Server

Samart Skills @ Skooldio

A Grow with Google ProcrAM

Kerberos Authentication Flow

1. Client n38n Username waz Password wazdd Request U Ticket Granting Ticket

(TGT) Wil AS

2. AS Agifigavsnu Client Famngndes AS zda TGT wiauiiu Session Key #ildReriv

TGS ndululH Client

O

TGT awnsnthldldneiu TGS ievarinis Service uu Resource Server ldlu

Fupaudaly



Authentication

Kerberos Authentication Flow
Request TGT KDC = AS s TGS

) [ 3. 1ila Client #9n15191849 Resource Server fiagds TGT war Authenticator U1 TGS Lila
TGT + Session Key

Request Ticket + Auth

E" _ Ticket + Session Key

Request Ticket

o) Authenticator fim Message 1Usznaulumie Client ID wag Timestamp Fagnidsvia

18 Session Key 7ilei5UN1970 AS nouwitini

® 4. TGS 9xiigausinu Client 910 TGT wag Authenticator Bsvngnsias TGS wda Service
Ticket w¥ouriu Session Key fildfneiu Resource Server ndululsi Client

O Service Ticket asgninluldfigasmuldluduneudaly
Resource

Server

Samart Skills @ Skooldio
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Authentication

Request TGT
TGT + Session Key

Request Ticket + Auth

E" _ Ticket + Session Key

Request Service + Auth

Server Authentication

Resource
Server

Samart Skills @ Skooldio

A Grow with Google ProcrAM

KDC = AS + TGS

Kerberos Authentication Flow

5. Client @ Service Ticket way Authenticator TUm Resource Server iite Request 113
i1ndle Service
o) Authenticator fie Message fiusznauluse Client ID uaz Timestamp “Tiﬂgﬂ
hsasae Session Key Aldsuinann TGS deunthil
6. Resource Server ﬁlx‘ﬁ@ﬁ]ﬂ amu Client 990 Service Ticket waw Authenticator Favn
Qﬂﬁa\‘i Resource Server ag@d Server Authentication ndululss Client

7. Client 9zfigaiishnu Server Famngndes Client Azanusadifia Service uu

Resource Server 1§



Authentication

Relying Party OpenlD Provider

User Agent

AuthN & AuthZ

AuthN Response

User Info Response

A Grow with Google ProcrAM

Samart Skills @ Skooldio

Single Sign-On (SSO) fia NsaYR Ml TN IgIlfImUITeTURe)
\Weazidnds Service Wi Application A4 9 Taguausin
o ildnusauiu MFA ilermuaendeiinniy

Example of SSO

[ Kerberos
[ OpenlID fa Open Standard fivhls Web Application e (Relying Parties) a@wnsald

U3n13 Authentication 91 Third-party 16t



Authentication

Uafvas SSO
o {l¥nuld Credential iilunisdndsszuusig 4 lsdianuazainuntu
®  aananlunsvia Authn
o  ananudedunmsansiiaiuasnszay

®  anUSuanauYes IT Helpdesk Tunsanemaenis Reset Password

Jaidevas SSO

] Single Point of Failure

® 10 Account gnalue Aevilviaunsanfisssuusng 9 ledmaunn

Samart Skills @Skooldio

A Grow with Google ProcrAM



Authorization

Authorization (Authz) Aie NM1sivuAEVSlUNITd1da Resource ToiRldam

v

®  rmuadi Resource laldnuannsnd1fald way Resource Tafigldsulsififansidnts

®  U19ASI9E3uNI1 Access Control System

A Grow with Google ProcrAM
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Authorization

Example of Authz

Y o2

189 VPN Tuvauenung User lalfiansinga

%

®  RADIUS @nnsafmuualiung User danswd
®  TACACS+ annsamuualy Support Team d&v381u Configuration uugunsal Switch lovintiu wifdwvuali Admin Team fidn5udly Configuration uugunsel

Switch 16

a %

o v o a £ > L v . i o P I
® TGS lu Kerberos Protocol iwihiiiwundnsingliauiiansidngs Service 7l Request dunlivsalsi

Samart Skills @s.«,omio

A Grow with Google ProcrAM



Authorization

OAuth 1¥u Open Standard dw¥un13vi Authorization flanusaeuanligldau

@3 Third-party Website %38 Application lun1sinfistoyavesyldau wu
Authorisation Request
Mailing List 1@ lnglifesuan Credential Ty Third-party

®  Third-party App Izuanisensteyaiidesnisidifsligldauiionaeygyinnsidifisdeyaiu
Authorisation Grant

Application Service API

Client AecassToken Authorization Server ® Third-party App azlAsu Access Token ialdlunsiings Iaelu Access Token awil Scope i

vanidayualafianunsadnnalatng
Access Token v

Service API

Resource Server
Protected Resource

A Grow with Google ProcrAM

Samart Skills @ Skooldio



Authorization

Samart Skills

A Grow with Google procrAM

Access Control List

Read Only

Sales

Access
Control
Entries

Full Control

Managers

Guests Deny Access

Access Control List (ACL) fio $189A15U94A1SANUAGVIEIANU Objects 1t

Files, Folders wag Programs Wy

[ LABZUIIINYD9518N1598158791 Access Control Entry (ACE)

® sz ACE 9imunavain User w3s Group lnanunsa Read/Write/Execute fu Object 161



Accounting

Accounting A9 NTUUNAINTINE & NLAATU (Logging)

° Tas vhegls Al Wielus ednals

Auditing fio 113 Review A9NT51A4 9 LiBATIVEOUT TimgnsaliinunfiinTunsell

Example of Accounting

° TACACS+ $in50uiinin User Tadi Authn @an, @hdessuuls, $u Command aglstng

° RADIUS finstudinin User Taldauduszaznawinlusg, 19 Bandwidth Tuwinlng

Samart Skills @Skooldio

A Grow with Google ProcrAM
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— Week 4
: e O
Securing Your J
Networks ® B x O
O ¢
X ® X <>
O O X
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Secure Network Architecture

Least Privilege fio n1slvidvslvitlesignvifiazanunsaviaule

Implicit Deny #o Adlafiliiszydniuiioygn Wiujiaslineusue (Whitelisting)

izzmart SkiIIsM @sm.dio

w with Google procrA



Secure Network Architecture

Flood Guards fie gunsaifilglunisUesiu DoS Attack
3rd Floor
Network Separation %38 Network Segmentation fe n15uU3 Network aaniduy
Network g8e ¢ tivelidneson1suimsinnis wazdelunisnsaeunazlesiu wu
AT5HUS VLAN

2nd Floor

1st Floor

Samart Skills @ Skooldio
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Secure Network Architecture

Switch Security Features:

° DHCP Snooping %etedriu Rogue DHCP Server Attack
° Dynamic ARP Inspection (DAI) 91elo4riis ARP Poisoning wag Man-in-the-middle Attack

° IP Source Guard (IPSG) ¥edasriu IP Spoofing

A Grow with Google ProcrAM

Samart Skills @smoldio



Secure Network Architecture

Authentication
i Server
Client RADIUS/

EAPOL Diameter |y
——f

802.1X A 11MFIUAINURDASEYBUATEYIY Ethemnet, Wi-Fi Wag Fiber

qummm

qummms

Authenticator

® 1§ Extensible Authentication Protocol (EAP) lumsfigaifanuiiterinliia3etne

o U4ATIR9gNITENT1 EAP over LAN (EAPOL)

®  EAP-TLS Wudszianvesnisvia Network Authentication ith Certificate inuneie vinlsinisiigan

fnuiinuUasnduungedu
— o} FuTuseell PKI Infrastructure

B/
[ prose1 B

Client authenticates the server certificate.
TLS Tunnel is created

User authentication credentials are sent
through TLS Tunnel again using EAP.

" Client gets network access T AP gets encryption keys "RADIUS Server authenticates
to user repository

Samart Skills @smoldio

A Grow with Google procrAM



Secure Network Architecture

o
(g

Firewall fio gUnsalvise Software MvimtieygnvseUfias Traffic aunge

1
Firewall
\\\‘ . ) . 4 o &
% ® Network-based Firewall +Uu Firewall gn@nsse ﬂuszuu Network
N
S
.\\\\\l . & . A4 a & . = a s
=N ® Host-based Firewall LUu Firewall 1gnAnsioguLLATOIABUNILADS
| o frwdesiunslaudillongly Untrusted Network
:=: i::: . ' o a = a s
L - : B — [ o dfaedesiumslaufinnniasesneniiamesiign Compromised lu Trusted
B : o
T : Network tngnu

A Grow with Google procrAM
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Secure Network Architecture

VPN v1l# Remote Access Wngin3atievesesdnslaensie siudadsanunsavil

VPN Link 5¥1319 Network finnudasasislasae
connection

VPN
Router

Dedicated Internet

or dial-up Dedicated
link to ISP link to ISP

Branch Corporate
Office Hub

A Grow with Google ProcrAM
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Secure Network Architecture

Proxy Ao gunsaiiduiunudldculunsindessnlugdumesids

®  Logging M3ldau Website vaaffldauls

° Block Website %38 Content Manadusunsievsadatuuleuieednsle

4

Reverse Proxy g qﬂﬂimﬁ‘daﬂiﬁ Remote Access tUw1 Web-Based Service

Intranet

leegsUannsiy Inglidasly VPN

Client Remote
Network . Client

A Grow with Google ProcrAM
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Wireless Security

Receiver
I WEP
encryption key
plain text _— -
I l Sender
XOR
Ciphered message
WEP plain text

encryption key

I
Re4
T

Samart Skills

A Grow with Google procrAM

@Skooldio

Wired Equivalent Privacy (WEP)

° Lﬁaﬂa&ﬁ’umiﬁnﬁ’uﬁaga (Eavesdropping)
L] RC4 Symmetric Stream Cipher
L] Shared Secret Key Length: 40-Bit

® Concat with Initialization Vector (IV) 24-Bit

WEP liuasaneiilasain:

®  RC4 Stream Cipher i%aslnivianeqn
[ 35n15luns Generate Encryption Key laiUaendiy

° 1 Bit v IV duiuly ¥liiinnis Reuse ladne



Wireless Security

Temporal Key Integrity Protocol (TKIP) WPA (Wi-Fi Protected Access) Qnaaﬂuwuﬂ‘tﬁmu WEP 41A317
24b 48b 48b 104b
! q Base Key ®  TKIP (Temporary Key Integrity Protocol)
o fapgld RCA Stream Cipher wafinsguiunisvinlinig Generate Encryption Key
Uaenasfetu

RC4 m Packet Key O 14 Sequence Counter lun1stlosiiu Replay Attack

o 14 Message Integrity Check (MIC) Tun15ms2380U Integrity 909 Packet

° Pre-Shared Key 256 Bits

Encrypted Data

A Grow with Google ProcrAM
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Wireless Security

WPA2 fiadnuaeandelutagliu

[ AES Cipher
® CCMP (Counter Mode CBC-MAC Protocol) 1iu Operation Mode wilwes Block Cipher Fafin19vi Authenticated Encryption
o  aunsoliiudu 802.1x 1§ FwweiSenin WPA2-Enterprise
o  vnliléldsaudu 802.1X agiFundn WPA2-Personal vi3e WPA2-PSK &l Pre-Shared Key lumsfigauisfanu
®  aunsngnlaufsne Dictionary Attack uag Rainbow Tables Attack 16 atfosfiulag
0 ¢ Password Tlaruudause

o) wWaewde ssib Wldlddeidu Common

Samart Skills @s.«,omio

A Grow with Google ProcrAM



Wireless Security

WPS (Wi-Fi Protected Setup) gnesnuuusniteliiresagldaulumsideuse
WPA-PSK
o  TnudumnazldBnauamsiieguugunsal Access Point uazuugunsal Client Tumsfigasd
fnu
o  nituilsiifonensly PIN enuen 8 wdnlumsiigarddn
O awnsagnlaufae Brute Force Attack I

° Asteeiu:

O ¢4 Lockout Policy i yinld PIN 1w 5 a3l Lock n1sivgavsnu

O Disable WPS

Samart Skills .
A Grow with Gocgle PROGRAM SKOOId 10



Network Monitoring

Packet Sniffing or Packet Capture fia N13An4U Packet 911 Network Traffic

A o va ¢
LW@uqﬁJ'ﬂm'ﬁ LAFNEN

Host with v A )
! MZSS‘SZ;L ® 793UA Promiscuous Mode Ul Network Interface
Analyzer

° foalddns Admin *se Root

Switch with port mirroring

Node D
" Analysis Port
Monnored
| o b Capture Packets Uu Wireless Network
l! I! ! ° Monitor Mode agyilianunsa Capture Wireless Traffic ﬁgﬂﬁ\ﬂﬂmwwiw AP @z Client
Node A Node B Node C Tuusnaniula

Port Mirroring #ia Aua30v8sgUNTal Switch Tun1s Mirror Packets 310

Port %138 VLAN Ui Port fisey

Samart Skills @smoldio
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Network Monitoring

Tcpdump fie Command-Line Based Program Fldlunns Capture ez Analyze Packets

=

° Aodldan

Samart Skills

A Grow with Google procraM

5586U Root lun1s Capture

spinel% sudo tcpdump -i enol ip and host example.com
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

i i ol, link-type EN1OMB (Ethernet), capture size 262144 bytes

! IP spinel.home.mrant.org.49026 > 93.184.216.34.http: Flags [S], seq 2505083261, win

29200, options [mss 1460,sackOK,TS val 1410827528 ecr 0,nop,wscale 7], length 0
16:52:00.583154 IP 93.184.216.34.http > spinel.home.mrant.org.49026: Flags [S.], seq 1959622244, ac
k 2505083262, win 65535, options [mss 1460,sackOK,TS val 1039848002 ecr 1410827528,nop,wscale 9], 1
ength 0
16:52:00.583166 IP spinel.home.mrant.org.49026 > 93.184.216.34.http: Flags [.], ack 1, win 229, opt
ions [nop,nop,TS val 1410827578 ecr 1039848002], length ©
16:52:00.583192 IP spinel.home.mrant.org.49026 > 93.184.216.34.http: Flags [P.], seq 1:76, ack 1, w
in 229, options [nop,nop,TS val 1410827578 ecr 1039848002], length 75: HTTP: GET / HTTP/1.1
16:52:00.746957 IP 93.184.216.34.http > spinel.home.mrant.org.49026: Flags [.], ack 76, win 283, op
tions [nop,nop,TS val 1039848044 ecr 1410827578], length ©
16:52:00.747533 IP 93.184.216.34.http > spinel.home.mrant.org.49026: Flags [P.], seq 1:1577, ack 76
, win 283, options [nop,nop,TS val 1039848044 ecr 1410827578], length 1576: HTTP: HTTP/1.1 200 OK
16:52:00.747535 IP spinel.home.mrant.org.49026 > 93.184.216.34.http: Flags [.], ack 1577, win 253,
options [nop,nop,TS val 1410827627 ecr 1039848044], length 0

@Skooldio



Network Monitoring

® Basic Commands for Tcpdump
o 153013 Capture Packets UU Interface ifidn1s

| sudo tcpdump -i [INTERFACE]
O vwgan"s Capture fENINA Ctri+C

O [3uns Capture Packet wuvaztden oy Filter lawiy IP Address wa Port fiaula

| sudo tcpdump -i [INTERFACE] -vn host [IP_ADDRESS] and port [PORT]

o Save Packet ﬁgﬂ Captured aslu File

| sudo tcpdump -i [INTERFACE] -w [FILENAME]

o 871 File 71 Capture 13

] tcpdump -r [FILE]

A Grow with Google procrAM
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Network Monitoring

—= . ®  Wireshark Ao Graphical Program 7ldlunns Capture uag Analyze

et
93. 1
1

TCP 7480 - 49032 [SYN, ACK] Se
TCP 6649032 - 80 [ACK] Seq=1 Ack;

MSS=1460 SACK_PERM:
29312 Len=0 TSval=1410948949 TSecr=893368353

5
192.168.5.5 93.184.21

=1 Win

. 192.168.5.5 93.184.216.. HTTP 1. GET / HTTP/1. Packets
. 93.184.216.. 192.168.5.5 TCP 6680 - 49032 [ACK] Seq=1 Ack=76 Win=144896 Len=@ TSval-=893368401 TSecr=1410948949

. 93.184.216.. 192.168.5.5 HTTP 1. HTTP/1.1 200 OK (text/html)

. 192.168.5.5 93.184.216.. TCP 6649032 ~ 80 [ACK] Seq=76 Ack=1577 Win=32384 Len=0 TSval=1410949003 TSecr=893368461

. 192.168.5.5 93.184.216.. TCP 6649032 - 80 [FIN, ACK] Seq=76 Ack=1577 Win=32384 Len=0 TSval=1410949003 TSecr=8933684(
.. 93.184.216.. 192.168.5.5 TCP 6680 - 49032 [FIN, ACK] Seq=1577 Ack=77 Win=144896 Len=0 TSval=893368446 TSecr=1410949
. 192.168.5.5 93.184.216.. TCP 66 49032 - 80 [ACK] Seq=77 Ack=1578 Win=32384 Len=0 TSval=1410949057 TSecr=893368446

a a L4 . .
» Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) O uﬂjt]ua’]ur]ia&[’uﬂ’ﬁ’uﬂiqvw PrOtOCO[ Y Appllcatlon
» Ethernet II, Src: AsustekC_9c:31:fc (00:1f:c6:9c:31:fc), Dst: Routerbo d4:dd:2f (64:d1:54:d4:dd:2f)
168.5.5, Dst: 93.184.216.34

Source Port: 49032
Destination Port: 80
(Stream index: 0]
[TCP Segment Len: @]
Sequence number: © (relative sequence number)
Acknowledgment number :
Header Length: 40 bytes
»Flags: 6x002 (SYN)
0000 64 d1 54 d4 dd 2f @0 1f 6 9c 31 fc 08 60 45 00
0016 00 3c ca 29 40 00 40 06 75 0a cO a8 05 65 5d b8
0020 d8 22 bf 88 00 50 3a 96 25 50 00 00 60 00 a0 62
0030 72 10 fb b6 00 00 62 4 05 b4 04 062 08 Ga 54 19
0046 Sf 1c 00 60 00 00 61 63 03 07

Samart Skills @ Skooldio
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Network Monitoring

®  Intrusion Detection/Prevention Systems (IDS/IPS) fia aUnsaisnu
Network Based IDS Host Based IDS

ANUUADANTWINNUNADEANTIITUBAL ALY Traffic 1o Malicious

— Y. . _—. Traffic

IDS: Detect, Log, and Alert

i | \ m
— Firewall mr
S — _H_ 1" Router D

X / Eicewan

IDS System Ay IS Server o » v
Internet Hoater - o IPS: Block Attack lsindsa1n Detect
Internet Hosts

e} Network-Based IDS/IPS (NIDS)

=
;

¢} Host-Based IDS/IPS (HIDS)

A Grow with Google procrAM

Samart Skills @ Skooldio



Network Monitoring

®  Centralized Logging fip N15AUSINTI Log 21NKAGIRS 9 WU Firewall

(%

Access logs Logs, Authentication Server Logs \iieundayauniuinwiuasinszisy

v

ANAIUMNSLELUBS (Log Analysis)

v

Application faults

O Normalizing Logged Data fia n15t1 Log fieglugunuuunneiaiu sndnlvieglugy

Application debug

v

= v A g v ' o 1% a ¢
wuuLRgaiy Welriesrenisii luldauuarnisinses

Traceability data O Correlation Analysis fia N1531AT1VANEITLSYD Logs #n4 9

v

. O &% Rule lumsudadiou (Alert)
Log correlation

and analysis o Investigating and Event Reconstruction

o) Auditing

A Grow with Google procrAM
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Network Monitoring

—— ® SIEM (Security Information and Event Management) fo syuuitvhmthidu Central Log

Dashboard = More Options ° a ¢ A ¢ o s Y oA A a ¢
i Sl B e T e R Server LLa%u']ll'nLﬂi']gﬂLWE]@iT{IMWLWG!ﬂqimﬂﬂﬂﬂﬂquﬂqﬁ‘lﬁfLUai HRZEIAADULLDNALAANTTU
TOP 5 ACTIVE USERS
9994 12772 474 K
. . 2
HIGH SEVERITY MEDIUM SEVERITY LOW SEVERITY

l I LAST 5 UNIQUE EVENTS
X7 I LTI )

Severity Count vs Time © Migh Severity

ANALYST CLASSIFIED EVENTS

Severity Co

s 40, PO 45, O
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Defense in Depth O
® B x O
& O ¢
X @ x
O N O X
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System Hardening

®  Defense in Depth fia uuinuAnilin1stosiuvany o Tu lneligauszasrvaniieanaudsdunisgnlaud
[ ] Attack Vector f@ 3§ﬂﬂiﬁﬁlﬁﬂizmﬁaﬁa Malware THlun1sdndessuunse Network Wy Email Attachments, Network Protocols Wag User Input Wudu

®  Attack Surface fi® NasMUBIVIAY 9 Attack Vectors iLansnaiusiaszuunil

Samart Skills @ Skooldio

A Grow with Google procrAM



System Hardening

[ ] Disable Components, Services wag Software Alidndudodlduda

o 479an Attack Surface

o  Lilvifléanldans Administrator

o Lﬁaﬁaﬂﬁulﬂﬁﬁﬂ%’mu Disable Security Features

[ ] Logging and Auditing

A Grow with Google procrAM
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System Hardening

® Antimalware Protection
O Antivirus Software Wuldsunsudmsuieadiu Malware lngazniageunazinseiluanns 4 vuesesmoufiameiinssiu Malware Signatures
O Malware Signature fie g1udoyaves Malware figndaiuluguuuuves Hash

o dwtesiu Common Attacks dlwgifiegundumnesiin

Samart Skills @ Skooldio
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System Hardenin

T e T ®  Full-Disk Encryption (FDE) fia n1sidswadeyavisviuauy Disk
B open information MBR  PBR  Operating System Files e o dwdesiunmsuluedeyaiieglu Disk lunsdiinsosmeniegnulue (Confidentiality)

System (PW Swap etc.)

Operating System Files
System (PW Swap etc.)

- Secured Information

File Encryption . I
MBR PBR
Full Disk Encryption . I

Master Mandatory
Boot Access
Record Control

o frelesiunisudledeyauu Disk la (Integrity)

Data

o dwsfluisduiildanansadhsialdfe dmildlunis Boot 0S il dudesmeiigla

Uszasdnonvazdnluudlandlmidu Malicious Tudls

Operating System Files Data
System (PW Swap etc.)

Samart Skills @ Skooldio
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System Hardening

/(,/(./(/( 5 /"» ° Full-Disk Encryption (FDE)
o dudusedd Key lunns Encrypt waz Decrypt Foyauu Disk

I 2 O lpgun@nsidngs Key duazdedld Password Fsonaazvinliintlyninisan Password 984
flinuegussasidmivednsing vililiansadaudeyalu Disk 16
o Key Escrow e n1sifiu Encryption Key aensUaansielifu Authorized Party #sananse
danldlunendsls

B vndlduda Password Tunsaensiia Disk Aanansaluld ey 7 Authorized

Party Wuldle

Samart Skills @ Skooldio
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Application Hardening

® finAg Security Patch waz Update 89 Software ageasinENe

“Adobe Flash Player” is out-of-date
a The version of this plug-in on your computer does

not include the latest security updates andis @) Software 3¢57ulURe OS wag Firmware 984 Hardware #7¢
blocked. To continue using “Adobe Flash Player”,

download an update from Adobe

Download Flash “ O Software Update lalifieausiusulssuszansnmnisviaiu iiuanuaiios wiewiy

Features Tvsl 9 T Software uadainistadedlning g Ainuse

o Software Patch Management 14lun15U3#15dmN"3 Software wagnsIadeu Software

Update ULLAT0IAOURILADIVOIDIANT

Samart Skills @ Skooldio
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Application Hardening

®  Application Policy uulgunedifmuain Application lafisugsauazlieygalililuesdns

0 yuftmuadimsaziedd Software 7 Version d1gn

A Grow with Google procrAM
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— Week 6
Creating a ¢ e C
Company Culture ® H x O
for Security SO ®
X @ x
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Risk in the Workplace

noMIEnIeTaUIRUNNEITU Security

° PCI-DSS (Payment Card Industry Data Security Standard) L‘t‘]ummgmﬁﬁﬂﬁﬂ%ﬁuadﬁﬂiﬁﬁaﬂ

Fansiunsidanenletng

A Grow with Google procrAM
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Risk in the Workplace

6 Main Objectives of PCI-DSS

® 1. to Build and Maintain a Secure Network and Systems

o AAAILAEAIAT Firewall

o 1% Default Password funiuszuy

[ ] 2. to Protect Cardholder Data

9 Encrypt Cardholder Data Vigﬂa'ﬁlﬂmiu Open Network

® 3. to Maintain a Vulnerability Management Program
o finslaaz Update Antivirus Software

¢ Vulnerability Scanning

A Grow with Google procrAM
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Risk in the Workplace

6 Main Objectives of PCI-DSS

® 4. to Implement Strong Access Control Measures

O TWihils Cardholder Data fiugilansivintu

O 2FA

® 5. to Regularly Monitor and Test Networks
O fiadaIDS

¢ Vulnerability Scan for Network

® 6. to Maintain an Information Security Policy

A Grow with Google procrAM
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Risk in the Workplace

L Balance Between Security and User Productivity

O Security \WuFeufeaiunisianrsan Risk wazn1sdanisiu Risk 1u wield Risk eglussauinsule

®  Risk ffe lananaziin Attack kaziinaldenefussuy

°o v w

L High-Value Data mﬂﬂﬁﬁagaﬁﬁmmm avJﬂ‘U@ﬂﬁﬂi 1w Usernames, Passwords, Customer Data

®  Threat Modeling Az nMsmindldeanadlatnenanunsahunlaudssuuld

A Grow with Google procrAM
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Risk in the Workplace

Vulnerability Scanner A9 Software #1vin15as19duUtlnIvedlay Misconfiguration U09szUUNaE Network 1@ Nessus, Qualys,

OpenVAS

Penetration Testing Ao NMSNAABUANLTILNTIVBITEUY lagnN1sNEeNMA1esEUULay Network Wiiensiadeuinsyuuiltedwinaunsa
lauflansolyl
® In-house %3e Third-party

° 913NUYBILIN Vulnerability Scanner asa3lainy

Samart Skills ;
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Risk in the Workplace

Privacy Policy fie uluenldlunisiiuguanmsidndsazldnudeyadiuyana lngiamzdoyadiuyanavegnai

o sosimstostuldligilufaviiddauaslidoyald
Data Handling Policy fi ulgungildlunisiiuguanisurdeyaluldau Inswlsmuddutuainudu (Data Classification)

e w & = v v oY o
® usazasutuarinnudndulunsdesiulavingu

° WU NN3ae Sensitive Data agfaddanuuinswa Lagsinuiy Sensitive Data Ul Removable Media %58 Public Cloud Storage

A Grow with Google procrAM
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Users

Bad User Habits
' a s . v & o '
®  UapurouuneiN Login waafieeld Tnali Lock Screen
®  qn Password wazuusliuuldvnienouiiames

L] Upload Sensitive Data luifiuliuu Public Cloud

A Grow with Google procrAM
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Users

Security Training 9zaelvigldeuiianunsgniinluy Security Wissnau saufisanunsadeunginssugldanunazuanils Security

Culture TfuaAnsle

o) ApsSARUIY Offline/Online, Short Video Wauvsll Quiz LanageuANNENL
O mwualiildemineusu Security Training agedaelasns
o fyeanilifldnunwmnumsoundungnisaliieaiu Security iWu Mailing List, Website 18usiu

0 Poster w3aluUanigaiu Security

a Grow with Google procraM
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Users

Samart Skills

A Grow with Google procrAM

o & . .
MDY UDNIYDN Security Training

O Security Policy U8483Ans

o

o uAN

AumslauesinudulseduaziSnsUestu wu Phishing Wudu

O Good User Habits

Lock Screen nnassitlsiogniipesfinnes

#a Password fifiauudause

1 2FA

m33988U Website URL riouldtaya Credential Lo

uAMNAEIRY Security dugpmedinmun Wediauldudlades Security

@Skooldio



Users

Third-party Security 11884 n15UszliuAulasnsved Vendor %3e Third-party

° Vendor Security Assessment Questionnaires 99389364 Security Policies, Procedures uaggunsaisnwanuuasnsiedigninssld

U

¢ Google il Download 93 https://vsaa-demo.witheoosle.com/

®  vpddU Vendor’s Hardware or Software \fiensavaauginfidediviviselu

® Security Audit Report

A Grow with Google procrAM
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https://vsaq-demo.withgoogle.com/

Incident Handling

Incident Handling Process

®  Detection wu il Alert 3nngunsal IDS w3edglFnuudmgAnssuuiasdoinin
®  Analysis Ao N153AT1294 Incident MfansenusuusaszAule (Severity) waznsznudusniraualvu (Scope)

O Severity @w130UsziiiuNNaIN
W Effect to Business Functions: finansgnuifunisaniugsnavielal?
| Chance of Exploitation: Iamaﬁ'ﬁ]sgﬂiﬂmﬁ
B Type of Access Gained: Whilsansszauln

B Remotely Exploitable or Not: anunsalaufiannszeylnalswisli?

Samart Skills @ Skooldio
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Incident Handling

Incident Handling Process
. - 9 o o | a | . = a < v
L4 Containment fo n1steatulaliidemeluuinninfu wu Disconnect Network %38 wWaeu Password 1Hudu
®  Remediation Ao NMsuAly Incident warnsdAuszuulindunyinuduund saudian1svi Root Cause Analysis tien1stesriulallif Incident vingn

o) fioa Test nouazihszuutulvanuase Welriulainseuui Restore Fusnazaiunsavinaule

Samart Skills @ Skooldio
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Incident Handling

Incident Handling Process

[ ] Lesson Learn fig msﬁ'ﬂuﬁmﬂ Incident

O awnsaRsuivansaiiindulaenis Review uag Analyze Log I

v

O wmenmsaifindufiesls? anvansiinfesrls? aevausssawnnsalegnals? Jesiuliliinedlaegnsls?
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