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WM RE DR E R ) > — CHLERME R # &1 4 2

Windows IZI&. HERMEREEZ BB A ENEHAREINTLET , —MRMICIX. IRMEEDETFARY S —%FH
LT. JSON XFEFIFE =& Windows L AN THEHE DR —EHELET,

BILOE > b ZORYI—IE, Mac, Chrome OS, Linux THR—,ESNTWET , RUL—R—=V(21E, Z5LT=
DTSR TH—LDOEDFIMEEHINTNET,

CORY—IZ&> T HRREEEE R AV A= T HEEDF VDU O—RTTHAEH URL 0, TAVIINT
W5 (ETAHFRIESN TV ERLZE DR TEEZOAMO—ILT BHIENTEET , FEMIZ DL TIL, Extension
settings full description #ZHEFRLZELN, F=. AL TEREExtensionSettings 1R —% % F 3 5EF7 T Sk
AEHEEEDRY S —H THESBL TIZALY,

FTARTOILRBEEDEERTEICCOR)—FERAT L. BERIOR)—%FERATINERDEIIENTEET,
o SUHAALTHAFEITTOVIIN TS RAMDERTE GEFED VT YA MCHaREEREZ T Ov ) L. #i
SRHEREDERTER) S —NT GPO ENLTDHABRTET HENTEET,
o Ff=.Chrome 594 Y5 FEENLERETEET,
o HRRMEREDRTERIS—IZEoT. TIL—T RIL—DMDIGFRIZH DU T D KSR — EEEX
NBGEENHHEITEFEL TS,
o ExtensionAllowedTypes
ExtensioninstallAllowlist
ExtensioninstallForcelist
ExtensioninstallSources
ExtensioninstallBlocklist

o O O O

HRERMEBEDERTER ) —IE. KD 2 DOWVWTNHADAETEEINET,
e Windows LU RKY
e Windows ZIIL—F RYS— TF 43D JSON XF 5|

Bk
o JUSON XFHDHHKEBEIERETHLIEBBZTIEHBYEL A RS —FFRET BRI, JSON Frv
A—EFERALTZELY,
o JUSON X D@ELNREREMNHLIMERIL. LUVRAN) F—2H52L3TEET, COAXEFERT L.
&/ M Chrome [2&>T chrome://policy AT JSON IZZE#fiah £z T,
o ZOMJSON Z#aE—d L, ILREEEDFRTER S —ZFEALT GPO #ATHEATEEY,
o ZOAZEIE. Chrome 7594 45 R EEMSILREEEDREEITL). JSON HHZEIE—T
BEITEOTHITITEMNTEFT,


https://cloud.google.com/docs/chrome-enterprise/policies/?policy=ExtensionSettings
https://support.google.com/chrome/a/answer/9020077?hl=en&ref_topic=7650028
https://support.google.com/chrome/a/answer/6306504?hl=en&ref_topic=6178561
https://support.google.com/chrome/a/answer/9027408?hl=ja&ref_topic=9025817
https://cloud.google.com/docs/chrome-enterprise/policies/?policy=ExtensionSettings
https://www.chromium.org/administrators/policy-list-3/extension-settings-full
https://www.chromium.org/administrators/policy-list-3/extension-settings-full
https://support.google.com/chrome/a/answer/9867568
https://support.google.com/chrome/a/answer/7666985?hl=ja&ref_topic=4386754&visit_id=637613560051222111-1531328230&rd=1
https://support.google.com/chrome/a/answer/7666985?hl=ja&ref_topic=4386754&visit_id=637613560051222111-1531328230&rd=1
https://chromeenterprise.google/browser/management/
https://cloud.google.com/docs/chrome-enterprise/policies/?policy=ExtensionAllowedTypes
https://www.chromium.org/administrators/policy-list-3%23ExtensionAllowedTypes
https://cloud.google.com/docs/chrome-enterprise/policies/?policy=ExtensionInstallAllowlist
https://www.chromium.org/administrators/policy-list-3%23ExtensionInstallBlacklist
https://cloud.google.com/docs/chrome-enterprise/policies/?policy=ExtensionInstallForcelist
https://www.chromium.org/administrators/policy-list-3%23ExtensionInstallForcelist
https://cloud.google.com/docs/chrome-enterprise/policies/?policy=ExtensionInstallSources
https://www.chromium.org/administrators/policy-list-3%23ExtensionInstallSources
https://cloud.google.com/docs/chrome-enterprise/policies/?policy=ExtensionInstallBlocklist

Windows LY ) Z AL THLGRERER O —Z R ET S

ExtensionSettings 7R —I&, ROL AR [ZEEATBELHYET
HKLM\Software\Policies\Google\Chrome\ExtensionSettings\
o HKLM TIE< HKCU ZFERATEEY , BFED/\R% GPO Z#FRALTHETEEY .
o F—(F . A—H—DON\VIAUTERL-AEEFEALTERTEET,

Chrome DIHFE . TR TORENARDF—D T THIASNET .
HKEY LOCAL MACHINE\SOFTWARE\Policies\Google\Chrome\ExtensionSettings\

ERTERODF—IE. RV —DRAI—TERFRELTVNET 1 DOILEMEEICERT 358X, F—D4HT%E
PRERHEEE ID [CLET . TR TOHMRMEEISEA T A5 S, F—DRFET ARV RVIILET &R (&,
Google Hangouts HiRAEREIZDAE AT SR ENHZE L. RDBAEFERALET,

HKEY LOCAL MACHINE\SOFTWARE\Policies\Google\Chrome\ExtensionSettings\nckgahadag
oaajjgafhacjanaoiihapd

T ARTOHRIRMAEISEA T SREITOVTIE. ROBGAEFERLET .
HKEY LOCAL MACHINE\SOFTWARE\Policies\Google\Chrome\ExtensionSettings\*

REMNEZ X, BELGEALERYET, DFY. RENXFIEDOH . XFIHIDEFILEDOMNL>THRRITEL

YES, BEEFIDMEIZIE ["value"] KNBETY , XFIDEIL. [ #F T TICAATEET  EDFREHESITE
DERENXFFIME, RIZRLET,

Installation_mode = 3XF 5|

update_url = X351

blocked_permissions = XFFIDEEF

allowed_permissions = 3XF 5| DECF

minimum_version_required = 3XF5l|

runtime_blocked_hosts = 3X=F 5| DEZF

runtime_allowed_hosts = X=F 5| DEZFI

blocked_install_message = 3XF 5l

(TAYISNTVDERD L) EHDEEZ 1 DOXFINTHET 2EXDHIZE. RITRLET,
e [ “power” printerProvider”serial”’usb’]
Name Type Data

ab| (Default) REG_SZ (value not set)
ab|blocked_permissions REG_SZ [ "power", “printerProvider”, "serial", “usb" ]



LY AR ATHER—DRRHI:

¥ Registry Editor - m}
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Google\Chrome\ExtensionSettings\*

DefaultUserEnvironment A || Name Type Data
v Google 2b)(Default) REG_SZ (value not set)
v Chromf . b blocked_permissions REG_SZ ["storage”]
v NativeMessagingHosts 3b)installation_mode REG_SZ allowed

com.microsoft.browsercore
Intel
Macromedia
Microsoft
0ODBC
OEM
Partner
v | Policies
v Google
v Chrome
v 3rdparty
v extensions
v emahakmocgideepebncgnmimliepgpgb
Policy
PasswordProtectionLoginURLs
SafeBrowsingWhitelistDomains
v | ExtensionSettings
*

hdokiejnpimakedhajhdicegeplioahd

FIAILE ) DRI—TF—LZDIE

ﬁ Registry Editor - m]
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Google\Chrome\ExtensionSettings\hdokiejnpimakedhajhdicegeplioahd

DefaultUserEnvironment ~ || Name Type Data

v Google ,ih}rgDefaijlt)i REG_SZ (value not set)

M Chrom? } b|blocked_install_message REG_SZ Please call support for assistance

v NatlveMe%saglngHosts #b)installation_mode REG_SZ force_installed
Intel commicrosoftbrosercore blupdate_url REG_SZ https://clients2.google.com/service/update2/crx
Macromedia
Microsoft
ODBC
OEM
Partner

v | Policies

v Google
v | Chrome
v 3rdparty
v extensions
v emahakmocgideepebncgnmimliepgpgb
Policy

PasswordProtectionLoginURLs
SafeBrowsingWhitelistDomains

v | ExtensionSettings

hdc

BRIDRI—TEZDIE



Tl L AN TEHRESNI=F—IE. TSIHRAD chrome://policy 128 SR —ZFRL T, JSON (2
IhTWES,

Chrome policies

palzibd LRIL Y= FU—%
JAV = b WA TIUhTH—L DefaultBrowserSetting Enabled
JAV = WA FTIYRTH— L ExtensionSettings

{
whn g

"blocked-permissions™: [ "storage" |,
"installationjnode": “allowed"

”!hdokiejnpimakedhajhdlcegeplioahd": {
"blocked_install_message": "Please call support for assistance",

"installation_mode": "force_installed",
"update_url": “https://clients2.google.com/service/update2/crx"

}

Windows Z JL—F R1)>— TT 42T IJSON XZFEHZEZFEALTEHRET S

GPO #{H> THLRILEED R TR o —2FHI A FIETIL. Chrome 7R —HA ADM/ADMX A TIZAR—
FENTWBIENEHRELSDTLVET .

ZDMD 0S FTZyhT4—LIZDULTIE, Mac | Linux | Chrome 0S & ZHEFRSFZEL

1. GPO BEIT(4T. [Google Chrome] > [#ETRMERE] > [ILRMEEOEEI A Y v —] £BIRLE
el

2. RY—EB/HIZL. ZDRY—Da2 Uk JavaScript Object Notation (JSON) T—42%ETF Xk 7Ry
PRIZ1 17 ([@ITHEL) TAALET,

RYS—ZHREEL . 1 1TICHEO BITIX(USON T—2 DI REZSER) . H—k/\—F & JSON £
Yo VEFERALEY,

TR ORRE R Y —HI JSON OFER 2B RET 3

COFFEFERTBIZIE. CORI—D 2 DDOES . DFEYT IAISDRA—TEFRIND R a—T BT D0
ENBYET, TIHIIDRAI—T L, TR TOHEEMEEISEASNET , BRIORI—T&, fEELI-HhsREEE
[COHBEARSNET

TIHIDRAI=TE, FRE)RY () THESNET . COBITIE. TIAHILMDRI—TE T DDER| DIEEREE
BERO—THAEERINTLET,
{
werso(y
“‘nckgahadagoaajjgafhacjanaoiihapd”: {}
}

HRRMEEIL. 1 DDRI—THHDAHREEMGLET . TOHIREEEICER D RAI—THHHIHE L. TDRE
ABEASNET, BRI OIREEERI—THAFEELLZWNES X, TI4HILEDRI—THAMERENET,


https://support.google.com/chrome/a/answer/187202?hl=ja
https://support.google.com/chrome/a/answer/7517624?hl=en&ref_topic=7517516
https://support.google.com/chrome/a/answer/7517525?hl=en&ref_topic=7517516
https://support.google.com/chrome/a/answer/6306504?hl=en&ref_topic=6178561
https://goo.gl/85UbCK
https://goo.gl/85UbCK

KD JSON DFITIE, .example.com TEITINENKSITT R TOYLIREEEEZ T OYI L., USB HERZNELELT
BYEREREL TR TI OV ILTLET,
{

Wk m, {

"runtime blocked hosts": ["*://*.example.com"],

"blocked permissions™: ["usb"]

}

a2 /89 k JSON 7—4:
{"*":{"runtime blocked hosts":["*://*.example.com"],"blocked permissions":
[llusbll] } }

IRBRED A Y X bV R BET 300 Y IV EE SO BB

o allowed(F7#ILK)
aA—H—(Z, Chrome Iz T AT MO ILRRMEEER A AM—ILTEET,

JSON Dl
{ nx . {"installation,mOde" : "allowed" } }
e 'blocked"
dA—H—I&, Chrome Dz TR hSiisREREE AV AM—ILTEEE A,
JSON D4l
{ LU { ninstallation_mode" : "blocked" } }

e 'blocked_install_message"
AVAR—=ILINT AV IENT2EEICRINT BDHRAL AvE—VFIBETEET,
JSON Ml - blocked_install_message:
{"*": {"blocked install message": ["Call IT (408 - 555 - 1234) for an
exception"]}}

e ‘“force_installed”
o {RERMEREIXIA—Y —RELELTEEBA VA M—ILENET,
o A—Y—ALRHEEEFEMICLI-VEIRRLI-Y T RIEIETEEE AL

{ "*": {"installation mode": "force installed" }}

e 'normal_installed"
VRaRMEREIL ., A — —IRMERLTEEBA VAR —ILENETH, I —F—(EZ DIREEELZEMIZT S
EDRTEFET,

{ "*": {"installation mode": "normal installed" }}



“removed”

(Chrome /A\—3> 75 LIRg) A—H —(XILsR#aEE A U A= L TEFE B A, —H—N T TIZZE DL
IRMEREE A RA—ILLTULM=1E S (L. Chrome 59 H(Z k> THIBRENFET,

{ "*": {"installation mode": "removed" }}

“toolbar pin”

PRERHERE T AV EY—ILNN—IZBEETEINEIIEFIRELET . ROKLIIHRETEET,

force_pinned - ¥EERHERET AU (XY —ILA—CEE S, BIZRTINFE T, 12— —(IHLIRHEREA
Za—TIDT7AAVZERTRITTHILEETEFEE A,

default_unpinned - HEERIEEEA— 1 —HRSRISBE 7 A OV I RREINALKBYFET M, 2 —F—FZDT7 A
aAVEY—ILN—IZBEETEET,

CHDIERZERTELLZWMES . TI4/LME default_unpinned OENMEIZEHEYET,

{ "*": {"toolbar pin": "forced pinned" }}

VaaR#EREIZ ko T installation_mode #REMFERINTLVDIGE (X, HRRHERED AV A—)LtERTT
update_url ] 74— ILFELERT DLENHYET,

Ayo0—R3 BIRRMEEED Chrome DT T AR7 THRRARSNTLVDIE A, T
https://clients2.google.com/service/update2/crx | ZEALFET,

PLRBEEEZE T B DY —/\—THRRAMLTULSIZEE (&, Chrome DY/ 3 —I b= ILaR#EEE (crx 774
IVEZ S A—RFSHURL EHEELEFT .
JSON Dl - update_url & force_installed HhaRHERE:
{"nckgahadagoaajjgafhacjanaoiihapd": {"installation mode":
"force installed","update url":
"https://clients2.google.com/service/update2/crx"}}
Chrome 89 LAR&[&. override_update_url B E & {E AL T. update_url Z4—JLE®D URL Ff=(F
ExtensioninstallForcelist RY S —THEE SN -EH URL A%, LR DOIRRHERED EHTIZH LT Chrome
THEASNAIIIHEESTHIELTEFT,

o CZORYI—ZRBEDEFIZT S false ISBREL-IHZE L. PEIREEBEDY=JTAMTIREL

f= URL ZERLTEHFATONET,

PERHERE DN Y 2 7 RN =V BETE LB E DT B

COFEICEY, HREEE I RUEEEDOBN I T A, DT IO EEORA MY EITRAEBYET,
CORI—IF, HhEREEEICL AU T ONEEZTOVILETS,

HITHARADRY)TDEA
Cookie MExRA&HRY
HrJYHIRCDER

COERETIE, A—F—IZKDILEBEBEED AV AM— L OHIBRZZIE TR EFTET A FEELE=D T T YA+
DYRREREIC KD TER NS EEHCEITTY,


https://clients2.google.com/service/update2/crx
https://clients2.google.com/service/update2/crx

COBEEDRTEIL 2 D2HYET .
e runtime_blocked_hosts - {iaR##EEE . CNOHDHRRAREDPYRYMATOVIINET,
e runtime_allowed_hosts - runtime_blocked_hosts TEZERINTUL\DIHE TH. HhREREIL. DY RF
DRRMEIEPYRYTEET,

ok > b runtime_blocked_hosts & runtime_allowed_hosts DA AR ATl &K 100 EDHRA
INR—U % EERTEET . COBERBZDHE. R —ITESRYET,

Chrome 7594 5K ER

SUBRA L RAMZ&STOYIIE, GPO &Y4 Chrome 594 959 REETITIAMNEETY , JSSON ZHE
EET, TOvI9 S URL HHLIRERED R EICANT BT OEEGEETT , ChERETHICIE. T5IHD
T I\ R% Chrome 7594 V5 IREEICEFTILELNHYET . COMEEICIL. BMERIIANEE A,
BEERDFIBICONTIE, ChoFx THERRIZAELY,

1. BEIY—ILT. [T/ \M1R] > [Chrome] > [7 7 LHLiRIERE] > [1—H—&ET 50 H] Z&IRLE

¥,
0 IEREEHA 51— — D EAREIEERLET .
3 EMOZE EETar P EoyysLES,

4. PRRMEERRITIEKBUVEBEEDE NI THALD URL £, [SU2/4LTIOVIENTLVSR
ANIZAALET BXOFERICOWTIE, ZOyIE (RSN TS URL DEXITEET HR—
DETHERLEAL

a. BHO URLEAANTSICIE. 1 DD URL #AHALTL Enter F—%HL, FTLLY URL ZA AL
F9,
b. {ERIDILEHEREES )y UL, [HERE URL 7Vt R] T, FFAISh TWSRARTOvoSnTLY
HIRANERET HEETEET,
i SE ChIE. REOTE#EEISERIN TS O—/\ L K)o —&YLBESNET,
ii. Ff=. [SrA1LTIOVIENTLSHRAN O URL 2T BHI50LIBDT=-5HD [54%
A LTHASNIZRRAN BHYET,
5 BRF #9)ILET,

FrAALTIAYZERTVWSTAR

*.//* sensitivesite.com

COUVARE RAFRBERETHHONE—2E—HICLIEBDTI.CNSO/F—220D
WD E—89 3 URL iE. 77V b ARG TR EB TSI £ A ChICiE, JavaScript
Dif A webRequests | webNavigation MZEE ¥ &R, Cookie D& EEE. F—4% /T
R —OFAANTEDTENET,

BRADNEHRINGVSEES. Z2HR URLONA— 0BRSS rAEOEATT (T

*/{* example.com]) .

Zr1LTEFE SNIoR AR
SR LTIOVvIINTLERIN] OUIARCIE N30 ES MR LR

HEDRDEIDTEB R .
(T8 LTIOYvITNTWSHER N EE—OERTT,

[T/31 R] > [Chrome] > [7 7)) LYLaRHERE] > [1—H—ET 5] > [BIIDERTE] DS %A L RANDIEE
GPO


https://chromeenterprise.google/browser/management/
https://support.google.com/chrome/a/answer/9116814?hl=ja
https://support.google.com/chrome/a/answer/9031935?hl=en&ref_topic=9044292

ZZTlE, Windows /83> TIM GPO 2E B AFIEICDVLWTEHRBALET . TDMD TR T4+ —LIZDNT
[&. Mac | Linux & Z#EFE<T=E0Y

HRMAE DR TR —TlE, U F ORI &2 TYTTHA MR AL DEEET Oy (EF- AN THIE
MTEET,

e Runtime_blocked_hosts
BIRUE=Dz TS A M COIRRBEE I C KD T -2 EEPZAIYETOvILET,

e Runtime_allowed_hosts
BIRLF=z T YA COYRRMEREC K BT —2 D EREOHRAMYZEHFILET,

WIFNhDRS—TH, JSON XFIITHA M EIEET DICIEROBERAEFERALET,
[http|https|ftp|*]://[subdomain|*]. [hostname|*].[eTLD|*] [httplhttps|ftp|*],

¥ [hostnamel*] LU [eTLD¥] £ 3 (FHZBTT A, [subdomain*] o avgt T3> TF,

BIGRAN E—2 E—B R a—2 D1l

oLk S AT A —HT3 —FHL 2w

*://*.example.* http://example.com https://example.google.com
https://test.example.co.uk http://example.google.co.uk

http://example.* http://example.com https://example.com

http://example.|
P Piey http://test.example.com

http://example.com http://example.com https://example.com

http://test.example.co.uk

*//* ITRTOH URL

KD JSON XFFIDHTILIE. 1 DOHREEHEEEIZ DT, 7UERETOVHILTWNVET , COXFHIE. 12D
LIRBEEEIC K DAEFE DY A L DHLREIEE T,
{
"aapbdbdomijkkjkaonfhkkikfgjllcleb": {
"runtime blocked hosts": ["*://*.importantwebsite"]


https://support.google.com/chrome/a/answer/7517624#alter-pages
https://support.google.com/chrome/a/answer/7517525#alter-pages

a2/89k JSON 7—4:
{"aapbdbdomjkkjkaonfhkkikfgjllcleb":

{"runtime blocked hosts":["*://*.importantwebsite"]}}

ROYUT IV, TRTOILRMEEICDWNT ERO I (2T OvILTNVET,
{

"*": {"runtime blocked hosts": [ "*://*.importantwebsite.com",
"*://*.importantwebsite2.com" ]

}

a2k JSON F—4:

{"*":{"runtime blocked hosts":["*://*.importantwebsite.com","*://*.importantweb
site2.com"]}}

PRERHSRENE M B DIEE (L. TOvoTE5T7T) ID TEIZFNENERILIE-IUNIZHTET, ROBIE, 2 D
DYLRBEBENRICR AV TEITSINGENEKSITT B A EERLTLET,
{
"aapbdbdomjkkjkaonfhkkikfgjllcleb": {
"runtime blocked hosts": ["*://*.importantwebsite"]
b
"bfbmjmiodbnnpllbbbfblcplfjjepjdn": {

"runtime blocked hosts": ["*://*.importantwebsite"]

a2k JSON 7—4:

{"aapbdbdomjkkjkaonfhkkikfgjllcleb": {"runtime blocked hosts":
["*://,*.importantwebsite"]}, "bfbmjmiodbnnpllbbbfblcplfjjepidn":
{"runtime blocked hosts": ["*://*.importantwebsite"]}}
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BEEL, FAYARTOVIYR N ERTHET, a—F—BNA VAL TEDILRIEREZ B ELET, 12—
H—IZKBEEDT T O RMEEED AV A= LEHAITEF T, TR TDA—H —F-IIEBEDREENTT
YEITOYIEITHAT RS, R —ERETHENTEET,

ROFIRIE, EBENEEIY—ILTORELEIEN TSI LZRHRELTVET,

—HEOIRRMEREE 7 r v 2 L. 20 LSO T X T OIRRERE 2 FF ] 5 5

1. EEILY—)LT, [T/ A X] > [Chrome] > [7 ) LHiaR#ERE] > [2—H—&TS50H] > END
BE] ZEIRLET,

2. EIT. YR REZ EF R 9 AAEBERFIERIRLE T,

3. TFIZRBO—)LLT Chrome DT RLT7 O [BFa] / TOVIE—R] [TBEIL. [[RE] 22V IL T [T
RTCOT7TVaHAT5, EEENMERIRMEET D] 4T avaBIRLET,

5FR] / 70V I E—FOREDRE

Play A7’

TRTOT 7 )EFrY 5. BEENES
UA+EEETS

Chrome 97 AT
FARTOFIVEHA T35, BEEEHNIETUALEERTS

TATO77)ETOvo9 5. BEEHFRAIVANEEETS

A/ TAVIE—RDERTE

[(BRFF 29I LES,

[A—H—=&T59H] 2TEIVVILT RIDR—VIZRYET,
BETOEBDISREESEYILT, TOVIT HEIRREEEZBMLET .

ZOYRRIEEE DY —IVIZBINT 575 EERIRLET ([Chrome T AT A DB ], [HEiRIERE
% |D TEMA). [URLTIEM]) o

HEREREDED T ILE VT [TRv)] &8 IRLET

9. R EVIVILET.

N o ok

®



—HRDILIRMEBE Z AT L . 2 LS D T X T OHRRIKEREEE 7'y 7 3

1.

2.
3.

SO — LT, [T/ 1 X] > [Chrome] > [77) LHiaR#ERE] > [1—Y—&T S50 H] > END
BE] EBEIRLET,

ZRIT. MR EEE D 0y 9 AR P EEIRLET,

TIZRYB—)LLT [Chrome DT RALT] D [BFa] / TOVIE—R] [TBEIL. [TRXTOT7IVET
AvY 9%, EEENHFAIRMNEET D] AT avazBRLETS,

&8 / 70y I E— FOREDRSE

N o g s

Play A+7

TRTOT77IVEFAT 5. BEEHIET
DA+EEETS

Chrome 2z 7R+TF
FTATOFFIEFT5. BBEMEF AL EEETS

TARTOT7T)EIOvo75. EBEHFEIUREEETS

R &0 LET,

[A——&TS5OH] 2TEH)VIL T, RIDR—DIZRYET,

BETOERBDISREEEY)VILT, HFAT5ENEHEELZEBMLET,

ZDYRRMEREE D —ILITBINT 5558 IRLET ([Chrome DT A7 H DB [HhaRHEHE

% |D TEM, [URLTEMD

RRREDIE D TILA O T AV A= )LEEFTE] ZBIRLET,

a. [BEIMVAR—ILT 3] EEIRLT, A—F—D/\VaVITHEREREE BBV RN —ILTBHIED
TEEY,

R =0 LET,

1 DOYLREEE T Oy -3 45

1.

2.

EEILY—ILT, [T/ M R] > [Chrome] > [7 T LHiERIERE] > [1—HF—ELT 5] Z:&RLE
;cﬁif:lij‘u\wd’ BYLIRMEBEDHIBARFIZRIRLETS

o CE HHBIEFAORE THRABIPIOSHASNFTT M S THBEMCLIC EEETTHIENT
7@5@23;0(15;3@— BHYRMEETEIRT S0 TNEEBMLET (RID I avDFIE6 &7 %25
ilfio;(h—» RYL—5IT, [TOv)) [BEA 2V Ab—IL], F=(E (A Rb—LEFR] ZRIRLET



5.

B#T A= LTEE

NAT—R FF—h BEr> Rkl

& noondiphcddnnabmicihcjfohfklnnep
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1. BmLi=FoIL—rE, FIL—T RYS— IF(2THREET,
2. [Google] > [Google Chrome] > [JLERiRE] > [JLTRIEREA > X b—IW DR Y X b #FET 3] I
BELEY,

T oo e [ |

4 & Computer Configuration -

4 [ Policies Configure extension installation Setting State Comment
b (5] Software Settings blocklist L_J Blocks external extensions from being installed Not configured No
o . 2 |iz] Configure allowed app/extension types Not configured No
ey Edit policy setting. ] Configure ext stallation allow list Not configured
4 [@ Administrative Templates: Policy definit onfigure extension installation allow i ot configure:
» 1 Control Panel Requirements: @ Configure extension installation blocklist Not configured
4 (7] Google Microsoft Windows 7 or later \iz) Configure extension, app, and user script install sources Not configured
(] Chrome Reporting Extension \iz) Configure the list of force-installed apps and extensions Not configured No
- Description: = . .
4B G?ogle Chrome. Allows you to specify which i) Extension management settings Enabled Yes
] Content settings extensions the users can NOT install.
(] Default search provider Extensions already installed will be
[] Deprecated policies disabled if blocked, without a way for
liGieeon the user to enable them. Once an
= extension disabled due to the
(] Google Cast - = || blocklist is removed from it, it will
[ HTTP authentication automatically get re-enabled.
[ Legacy Browser Support
[] Native Messaging A blocklist value of ** means all
(=] Password manager extensions are blocked unless they
- are explicitly listed in the allowlist.
[ Printing explicitly
[] Remote access If this policy is left not set the user
| Removed policies can install any extension in Google
(] Safe Browsing settings Chrome.

[ Startup, Home page and New

Example value:

HRERIERED EIER S —~D/NR

2. BRET[HEIMERRLET,
3. [ EIIVILET,
4. TOvY3BULEMEEDT T IDEAALET,

& Configure extension installation blocklist =8| x

E Configure extensicn installation blocklist | Previous Setting | | Next Setting |

O Not Configured ~ Comment: ~
@ Enabled
O Disabled -
Supperted on: [ picrosoft Windows 7 or later ~
v
Options: Help:

Extension IDs the user should be prevented from
installing (or * for all)

] Extension IDs the user should be prevented from inst..

Value

PRt EEA VR M—IL DT AV ) AN ERTFET S
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‘A, EBMZHEETTY,

x Configure extension installation allow list ] I =0 M

[Z] Configure extension installation allow list PRy e | ‘ Next Setting ‘

O Not Configured ~ Comment: ~

(®) Enabled

O Disabled -
Supported on: [ Microsoft Windows 7 or later A

Options: Help:

a Show Contents | = | B L%
Extension IDs to exempt frem the blocklist
Extension IDs to exempt from the blocklist
A

c Value
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A Configure the list of force-installed apps and extensions —a| X
m Configure the list of force-installed apps and extensions Previous Setting ] \ Next Setting |
O) NotConfigured ~ COmment: \
®) Enabled
_) Disabled ‘
Supported on: [ Microsoft Windows XP SP2 o later |
Options: Help:
Extension/App IDs and update URLs to be silently Show Contents |:|E-
installed
Show... Extension/App |Ds and update URLs to be silently installed
Value
- felcaaldnbdnccimgdencolpebgiejap|
L
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o D=, HhRMEEEICXT T HEERAEEL. FIRRFERICI > THLRIEEENHIBR SN DU R V%
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RARMRED 1 — — IR REINDLSITRETIBENH D EITEEL TSN,
o ZOHRFEIX. BEIY—ILD [T/34 ] > [Chrome] > [7 1) LHLIRMEEE] > [EMDERE] >
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ER
2. BEETBILREEEN HSMEMEFIEEIRLET,
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FEERGTEREDIEITERLTEELY,
b. Ffz. FBREEIC Chrome DT RNFIZHEET S, &/ \—a> OIRRHEEEIZOABEET 5
ENTEET,
c. HEHRARETZI)OILRE#EZEEL, BEBaVY—ILTURLEFEHTHIEELTEEFT . 2B
SDANILT 2 B—DBEEHRAN 7 T QEFEICET 515 a0 & SRS,

= A—H—=rI50H% A—-H=IF5oY
Play 2 7 Chrome Yz 7XF+7
IRTCOT I %HT I3 BEEINETIX N =EIET S IRTOT TV %HT T2 . EREEHIET A
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+ ToILREEM. F3RER
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paey EarthView from Google Earth BEr>2h—)L BEELEL
| ® bhloflhklmhfpedakmangadcdofhnnoh O—7JLISB I

3058y  TIALE
B — )L TON—2aV EE

HO &R T 1 > 7 dLaRiRE O EAF
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https://cloud.google.com/blog/products/chrome-enterprise/publishing-extensions-for-the-enterprise
https://support.google.com/chrome/a/answer/11190170
https://support.google.com/chrome/a/answer/11190170
https://support.google.com/chrome/a/answer/11190170
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BAEShTWWTH, FIDDTIEARATERFNIEEYERE A, HRADVRSKI TIFZAILERANT 2BAE. DR
IZEELTESLY,

ZDFIBI. T TITHRRMEAEAMERFEHA T XML 774 LD FERRBEAH LS EFRHRELTVET T2 F
IW—T R)—& Windows LU AN DEAICEET 25 HETT , COFIBE. BA THRELTLERLY—F
IN—T A DIREHEEICEBEASNE R Ao Y—FN—T 1 DILEHEEE B O RANT I, JEIREEED A A —
[CEBESHRIZEL,
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PRERIEREILE S . CRX T7 I/ 0T —DAL T ARENHYFE T . PEIRIERED CRX T7AILEL T/ v r— 1k
SNTUWVEWNSEDFIREIIUTDESYTY,

1. Chrome @ 7KL ZA/\—%{#FALT chrome://extensions [Z7 4+t AL. [TAOY/S— E—K] OF vy
RYIREFVIZLET,

Q. MEEREERR FAROyN—E—F o

PR —HESNT L L :
CERBRERRARE | | e YTl B



2. FROYN— E—KRT, 3R E Ny 7 —IH] #91vILT CRX 71 ILEERRLET,

ERREEE/ Ny ir— 21k

IS — oMb T AR DL — F Fr LU ERRL 3T R s E T 3
(. AERTIMER 77 LRI LTET L,

IRWEED L — b T LT

HiEE 77 )L (HBERTHE)

M

Foib L AR % T
- =ik,

3. Y—ADBBHETALIRNEERLET , ChIZKY CRX T7AJ)LE PEM Z7 A IILHMERSNE T,

BILDE ¥ b PEM I7/ILIFREICRELTIZEWN, CHIIREEED R THY . SEEHOMRITBHELLY
i‘g_o

4. CRX ZUisRMERE DAV R IITRS YT L, A ENDEFRERLET S
a. Windows & Mac Tl&, COHRIEHEE X T 74 LN TEIZHRYET, Linux TIXEHIZRYFEE
Ao
5. YhAEMSREETRARL T, ID Z4—ILREN—SaV BEEAELET,
NBIFSHREEICE-TEET,

Hello World #:5R#46E 1.0
CDILERMEEICL D, THello Worldih Ry F 7w

RTTNED

ID: pebbhcjfokadbgbnlmogdkkaahmamnap
B X~V OE 21— EARTE

=T HIES c @

6. CRX Z7AIERAMEFRICERBELET , —F—0OT /L R(X, COEANLEFDIT7AILES I O—
FLET .

o IFPAILDTYITO—KFED URL ZAELET,
o TMIET=ZITRF XML F7AMILIZESTEEIZRYET,



T/ HRARMEEED 1D, #oB—F URL, N—23vEE>TI=TT RN XML I7MILEVER T 512
[F.UATD 3 D2DT4—IFEEELET,
o appid(FlE 5 TAELI-HL5EHEEE ID)
e codebase(F|[E 3 M CRX 774/ I/ILDF 2 O—Fi5AT)
e version(77) / YEIRERED /N—23> , FIE 5 TAELIzN—2av E—BTIRENHYFET)
XML =7 Xk 771 ILDHI:
<?xml version='1l.0' encoding='UTF-8'?>
<gupdate xmlns='http://www.google.com/update?/response' protocol='2.0"'>
<app appid='abcdefghijklmnopgrstuvwxyz123456
>
<updatecheck codebase='https://example.com/chrome/helloworld.crx'
version='1.0"' />
</app>
</gupdate>

SERELI= XML 774V %E, A—H—OTFTNAANT IR TERIGFRIC7YyTA—KLT, URL #AELE
T A—H—OTNARIE. COBANSIT7AILER D O—RTEFET,



ProRBERED R R b

PRERMEBED crx T7AIERARNS Y —/N\—TlE, 2—F =D 0% 0 ) v L THRRIEEEZ AV AR—)LTES
ST BEYE HTTP AvFd —hMERSN TLVEFRIERYFEE A,

ROWTIHDZLET H5HE. Google Chrome 2K T, Z7MILBA U AR—ILATEETHHERLBEINFET,

® TJrAILDALTY BATH application/x-chrome-extension T#H5
® JFAILDY T VYR orx T UATOEANETIEES:
O T7AILEELIT HTTP AyA — X-Content-Type-Options: nosniff AR SN TLVELY
O TF7ANELEBITUTONTAADIALTUY FATHRESN TS
B ZEOXFS
"text/plain’
"application/octet-stream’
"unknown/unknown'

"application/unknown’

||*/*|'

AV AM—ILATREE D 7 A IV ERH TEHENERELTRLLLH DDA, H—/\—IZ&5 X-Content-Type-Options:
nosniff AyA—MEETT, 2 BRIZZWEBRAIE, Y—/\—(CKBRHMDILTUY 847 DFYRHIDRANIA
WarTUY FATDEETT  HTTP AVE—DEEEBIET BI2IE, Y—/N\—DREEEETHH. DY —
IN—T X Z7AINERANTHET,

PLIRBEEEND 7 v 7' 7 — b D N BH

TR BEE ISV B EREITLN, TAM I EERRELE T, 7T T 2RATHFIBIETRDEEYTT,

1. PLEEA%BED Y =TT Rk JSON D7 ILAD/N—2aBEEE JYKRSLEICEERELET,

f5i):

"version": "versionString"

If the "version":"1.0", then you can update to "version":"1.1" or any number higher than
"1 . O"'

2. XML Z74)L®D <updatecheck> M "version" ZBHML T, BIOFIETY=TzAF F7AILICAAL
EBSE—HSETT,
Bl DB:
<updatecheck codebase='https://app.somecompany.com/chrome/helloworld.crx’
version='1.1" />


https://developer.chrome.com/extensions/manifest/version

3. HLWEEAZESL CRX I7MILVEBERLET,
a. Chrome ZFL X/ \—%{#EFHL T chrome://extensions [Z77tALET,
b. [TAQY/N— EF—K] OF v IRV IREAVIZLET .

4. [IETREBRED Ny m— 4] £9vIL, Y—RBHEBTALIM)ERIRLT CRX I7MILEERLET,
E PEM 274ILIZDWNTIE, CRX Z7AM LSO THER SN = EZCE R RESNZDDERLT7A
IWEERLTZELY,

5. CRX ZHRRMEBEDAVRDICRS YT L, i AFEND T EEFERLET,

YR EEE T ARLE T,

7. BWCRX Z7AILEXML D7 E HILWIFZAILICBERZET,

a. hE, A—F—OTNARIZKDT7MILDLRINS H2oO—LRTTEBLRRAMERRIZHINE
NHYET,

o

COEFEIF. ROR)—RH AV PIZRBRENET,

S8 URL:

. AnFEH
B URL
o HIVY—JIRhE

PEABTHE R NEN T 2PL5EHERE DL AT

FI—T R)—R: RE, HEHRAMUYLE#EEDE/RIX. TIL—TF R)o—Z&-oTOHA Y HR—bEShTULVE
T, [BBAVRAM—ILEN =7 T LHRIRBEEED U RN ERTET S| EWVSRY—EFALT, 2—HF—DT/ (R
|ZHEBRAERE R BB AV RAP— LT BT EMNTEET,

(Chrome 2z RR7IZHLY) FERBTRRAREA TLD T T DN TIE, RO KSHEXFINEFEALET
pckdojakecnhhplcgfflhndiffaohfah;https://sites.google.com/site/pushcrx/privatew

ebstore/extension info.xml

URL [X. W87 7"V @ update. xml [CXL TIRESNET , ABIA®D clients2.google.com URL TlEHYE
HA,


https://developer.chrome.com/apps/autoupdate
https://developer.chrome.com/apps/autoupdate#update_url
https://developer.chrome.com/apps/autoupdate#update_manifest

4 (i Computer Configuration -
4 | Policies
- [ Software Settings
I | Windows Settings
4[] Administrative Templates: Policy definition

. Extensions
| Configure the list of force-installed  Setting
apps and extensions \i=| Configure allowed app/extension types

i=) Configure extension installation blacklist

-

p [ Control Panel Bdit policy setting. 2 Configure extension installation whitelist
b J Nebuaik Requirements: 12| Configure extension, app, and user script install
1 Printers Microsoft Windows XP SP2 or later |iZ] Configure the list of force-installed apps and ext|
7] Server e - - ;
| Start Menu and Taskbar CSCrpE Configure the list of force-installed apps
p [ System Specifies ) . . .
p [ Windows Components e_xten;ion E} Configure the list of force-installed apps and extensions @
4 [ ] Classic Administrative Templates (ADM sll.ent\y,
4[] Google without @ t
- 9 which caf ) Mot Configured AT

4 || Google Chrome user. All
1 Allow Google Chrome Frame the apps/ ® Enabled

] Configure remote access opt implicitly) &
] Content Settings = ir:it:ra_cti bR Supportad on: - -
| Default HTML renderer for G ae":l‘:;: Microsoft Windows XP 5P2 or later
|| Default search provider Sersions
|| Extensions Furtherm| i
=] Home page granted f| Opticns: Help:
1 Locally managed users settin enterprisg
enterprisq

1 Mative Messaging
_J Password manager available
|| Policies for HTTP authenticat are

] Proxy server not force|

Extension/App IDs and update URLs to be silently
installed

APls. (Th Specifies a list of app

without user interacti
user. All permissions
granted

implicitly, without us|

Show...

| Startup pages
p [ Google Chrome - Default Setting
iz Al Settings
I [ Preferences
4 % User Configuration
B [ Policies
I [ Preferences

Extensicn/App |Ds and update URLs to be silently installed

Valus
bijihlabcfdrabacfofojgmehjdielb hittp +//dlisnts2 google .com/serviceAupdate 2/cnd

< [T >|

5 setting(s)

[BEIAVA—ILENT=F7 T LHLIEHEED Y AN ERTET D) CPORYS— (AU TFVERT)

D% R)o—IE BRLzA—F—dvar, F=EZ0ORAISERATEE T, R)—EASNSETIC
BRI MNBIENABYFETA, 11— —D/\VarTlgpupdate IERTTHERDZENTEET,

Chrome 7574 V50N EEZEAL THREREZEET D

Windows. Mac, Linux /83> ® Chrome 75 9H&#EEHTEEL, CHADREIZHTS Chrome T50H

DIRELFMICIEIET HEMNTEE T, Chrome TS5 H H5VREEIZKY., Chrome TS5OHY DR EEHELL
FHETEETEET, COAVY—ILADTIERIZIEZEMEREO MY FEE A Google EEILY—ILIZERL
TWBAIDRFLADTRTOEYaVIZ, Chrome DZDMEEFERALTT7 IV EATEEY, ZDavy—IL

FEATHE UTICEAT 21 YA E/AIENTEET,

V) —b2EKIZTTACASNTVBIRED ChromeT 0¥ D/A—T3>
EITFVFITAVRR—)LEN TV ILIRERE

£ISOFITERASN TSR —

Chrome 759% U5 7R ERIZH T AILREEEDEBDFHMIC OV TIX, SHoDEEE SRS
Ly

il 2 E

HENTO Chrome 7599 DE BB DUY—RESBNLET,



https://youtu.be/1xf3fG2Ru8c
https://youtu.be/1xf3fG2Ru8c

Chrome 594 95 9REBDS T4 R—=
Chrome 75924 T2 A3—TJ5A X IN\VE)L

Chrome @QRYL—1RE

Chrome Enterprise YY—X/—k

Chrome 752 Y E#H & E QBRI

Chrome Enterprise NV T2 A2—

Chrome T 74ILEDT SV HIZEEF T S (Windows 10)
Chrome insider @704+ J—X
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https://chromeenterprise.google/browser/management/
https://chromeenterprise.google/browser/download/
https://chromeenterprise.google/policies/
https://support.google.com/chrome/a/answer/7679408
https://support.google.com/chrome/a/answer/9982578?hl=en
https://support.google.com/chrome/a
https://support.google.com/chrome/a/answer/7009292?hl=en&ref_topic=9023257
https://cloud.google.com/blog/search;query=chrome%20insider;paginate=25;order=newest
https://developer.chrome.com/blog/mv2-transition/

