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1. Mandiant(December 13, 2021). Highly Evasive Attacker Leverages SolarWinds Supply Chain to Compromise Multiple Global Victims With SUNBURST Backdoor.


https://www.mandiant.com/resources/apt1-exposing-one-of-chinas-cyber-espionage-units
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2.Mandiant(March 4, 2021). Detection and Response to Exploitation of Microsoft Exchange Zero-Day Vulnerabilities.

3. Mandiant(November 17, 2021). ProxyNoShell: A Change in Tactics Exploiting ProxyShell Vulnerabilities.

4. Mandiant (April 20, 2021). Zero-Day Exploits in SonicWall Email Security Lead to Enterprise Compromise.

5. Mandiant(April 20, 2021). Check Your Pulse: Suspected APT Actors Leverage Authentication Bypass Techniques and Pulse Secure Zero-Day
6. Mandiant(December 15, 2021). Log4Shell Initial Exploitation and Mitigation Recommendations.

7.Mandiant(February 23, 2021). (Ex)Change of Pace: UNC2596 Observed Leveraging Vulnerabilities to Deploy Cuba Ransomware.


https://www.mandiant.com/resources/detection-response-to-exploitation-of-microsoft-exchange-zero-day-vulnerabilities
https://www.mandiant.com/resources/change-tactics-proxyshell-vulnerabilities
https://www.mandiant.com/resources/zero-day-exploits-in-sonicwall-email-security-lead-to-compromise
https://www.mandiant.com/resources/suspected-apt-actors-leverage-bypass-techniques-pulse-secure-zero-day
https://www.mandiant.jp/resources/log4shell-recommendations
https://www.mandiant.com/resources/unc2596-cuba-ransomware
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8. Mandiant(October 7,2021). FIN12: The Prolific Ransomware Intrusion Threat Actor That Has Aggressively Pursued Healthcare Targets
9. Mandiant(December 7,2021). FIN13: A Cybercriminal Threat Actor Focused on Mexico
10. Mandiant (December 17, 2020). DebUNCing Attribution: How Mandiant Tracks Uncategorized Threat Actors
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https://www.mandiant.jp/resources/fin12-ransomware-intrusion-actor-pursuing-healthcare-targets
https://www.mandiant.com/resources/fin13-cybercriminal-mexico
https://www.mandiant.jp/resources/how-mandiant-tracks-uncategorized-threat-actors
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12. Mandiant(December 13, 2020). FIN12: Highly Evasive Attacker Leverages SolarWinds Supply Chain to Compromise Multiple Global Victims With SUNBURST Backdoor
13. Mandiant(October 7, 2021). FIN12: The Prolific Ransomware Intrusion Threat Actor That Has Aggressively Pursued Healthcare Targets


https://www.mandiant.com/resources/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor
https://www.mandiant.jp/resources/fin12-ransomware-intrusion-actor-pursuing-healthcare-targets
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https://www.mandiant.com/solarwinds-break-resource-center
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2021FICIF REOHFBULICEVWT REEHNRACEFZEMICTBIDIC. 77T
PERICHLTHESEP I A—Tr IR EOHEGEEALILIEPBRRINTVWEY
(T1027) »

WEBEIIF. SSIBEXEDBZDICOAI VR AV EZ—TF)Z—FRIIRIIV T A
A=) ZA—%F|IHEIFEBALTED (T1059)  ZDESHERNDE5% (RELED29%) T
PowerShellh#BEINTWLWE9 (T1059.001)

RAELEREDITAT. HEBEE T ) r—a>yEo Ol (T1I07) zEBLTERE
EToTHED. CD53587% (AELILBRELMED3I2%) TIEFICHTTPRHTTPSAR LD
WebZORINWEFERALTVWETD,

MandiantDEFIRIF. FELIREDI2% THEED D AT LIBROERITE (T1082) 217>
TED.T7AUNERRET LI MVBEROFRTE (T1083) 217> TV REDI2%H 7T
CEBBELTVET, FRIC. AELLEEDI2% T KBE IR M EOEZ=2HIBR (T1070)
LTHED. CD55m85% FAELBERED2T%) 17 71 DHIRREHF>TVET,

2020F Atk WEEIZ2021FH . REZEDZHICENORETHATEI D%
FERALELSELTWVWARZENRINTVWET, COZLIFFIC. WEEA WebFOMIIL.
PowerShell. X7 L« #—E X Remote DesktopZfEEICHBALTWVWE M S5HEES
MTY, BfIF. — BB T I/ 00— DRERS LV T/ REOEFaUTrED
NFVREWMBRELHDE T,

BWICHEEICRSN3FENY 10

1. T1027: Obfuscated Files or Information 51.4%
2. T1059: Command and Scripting Interpreter 44.9%
3. T1071: Application Layer Protocol 36.8%
4, T1082: System Information Discovery 31.8%
5. T1083: File and Directory Discovery 31.7%
6. T1070: Indicator Removal on Host 31.7%
7. T1055: Process Injection 28.5%
8. T1021: Remote Services 27.4%
9. T1497: Virtualization/Sandbox Evasion 26.9%
10. T1105: Ingress Tool Transfer 26.5%

T1569: System Services 26.5%
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1. T1071.001: Web Protocols 32.0%
2. T1059.001: PowerShell 29.4%
3. T1070.004: File Deletion 27.1%
4, T1569.003: Service Execution 26.5%
5. T1021.001: Remote Desktop Protocol 23.4%

SEFICIENICTNE T /00— (202145)

Application Layer Protocol (T1071) 087% [RIEIRGItI I gnleyaNsiel)}

(T ELCERL BT I I G S A QR ) Bl 37 PowerShell (T1059.001)

GCITENTEEIGTL DS QR ) ot File Deletion (T1070.004)

Service Execution (T1569.002)

Remote Desktop Protocol (T1021.001)
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MITRE ATT&CKTZL—LT—=2

2.00% 4.99%
0.00% 1.99%

MandiantQENE TR YT - 517
YAOMCIZ WBEDN R EZRTY
BEICERT AN FDOFTES —
TYRATT, sEMICDWTIEhttps://
www.mandiant.com/resources/
targeted-attack-lifecycle® 28 LT
[Qreln

B¥RUNE

Reconnaissance

Active Scanning 0.8% T1595.002: Vulnerability Scanning 0.5%

T1595.001: Scanning IP Blocks 0.3%

Resource Development

T1588.004: Digital Certificates

T1608.005: Link Target

T1608.004: Drive-by Target 0.2%

T1608.001: Upload Malware 0.2%

T1608.002: Upload Tool

T1584: Compromise Infrastructure  3.4%

T1587: Develop Capabilities 1.7% T1587.003: Digital Certificates 0.9%
T1587.002: Code Signing Certificates 0.8%
=
FIEAR A
Initial Access

T1190: Exploit Public-Facing Application 25.8%

T1566.001: Spearphishing Attachment

T1566.002: Spearphishing Link 3.5%

T1189: Drive-by Compromise 4.3%

T1199: Trusted Relationship 0.6%
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Persistence

MITRE ATT&CKZL—LT—2

20.00% 0.00%

T1053.003: Cron

T1053.001: At (Linux)

0.00% 1.99%

T1505.004: IIS Components

T1543.002: Systemd Service

T1098.001: Additional Cloud Credentials 0.6%
T1098.002: Exchange Email Delegate 0.6%
Permissions

T1098.004: SSH Authorized Keys

T1547.009: Shortcut Modification

T1547.004: Winlogon Helper DLL 0.6%

T1547.006: Kernel Modules and Extensions 0.2%

T1136.001: Local Account 1.5%

T1136.002: Domain Account 0.8%

T1136.003: Cloud Account

T1574.002: DLL Side-Loading

T1574.001: DLL Search Order Hijacking 0.3%

T1574.008: Path Interception by Search Order 0.2%
Hijacking

T1546.003: Windows Management 1.4%
Instrumentation Event Subscription

T1546.008: Accessibility Features 0.9%

T1546.007: Netsh Helper DLL 0.3%

T1546.010: Applnit DLLs 0.2%

T1546.001: Change Default File Association 0.2%

T1546.015: Component Object Model Hijacking 0.2%

T1546.012: Image File Execution Options 0.2%
Injection

T1546.002: Screensaver 0.2%

T1197: BITS Jobs

T1037: Boot or Logon Initialization Scripts 0.5% T1037.001: Logon Script (Windows) 0.2%
T1037.003: Network Logon Script 0.2%
T1037.004: RC Scripts 0.2%
T1556: Modify Authentication Process 0.3%  T1556.003: Pluggable Authentication Modules 0.3%

T1554: Compromise Client Software Binary 0.2%
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Privilege Escalation

MITRE ATT&CKZL—LT—2

20.00% 0.00%

T1055: Process Injection

T1055.001: Dynamic-link Library Injection 1.1%

T1055.004: Asynchronous Procedure Call 0.9%

T1055.012: Process Hollowing 0.8%

0.00% 1.99% T1055.002: Portable Executable Injection 0.2%

T1053.003: Cron 0.5%
T1053.001: At (Linux) 0.2%
T1543.002: Systemd Service 0.5%
T1134.002: Create Process with Token 0.2%
T1547.009: Shortcut Modification 1.4%
T1547.004: Winlogon Helper DLL 0.6%
T1547.006: Kernel Modules and Extensions 0.2%
T1574.002: DLL Side-Loading 0.9%
T1574.001: DLL Search Order Hijacking 0.3%

T1574.008: Path Interception by Search Order 0.2%
Hijacking

T1546.003: Windows Management 1.4%
Instrumentation Event Subscription

T1546.008: Accessibility Features 0.9%

T1546.007: Netsh Helper DLL 0.3%

T1546.010: Applnit DLLs 0.2%

T1546.001: Change Default File Association 0.2%

T1546.015: Component Object Model Hijacking 0.2%

T1546.012: Image File Execution Options 0.2%
Injection

T1546.002: Screensaver 0.2%

T1548.001: Setuid and Setgid 0.2%

T1484: Domain Policy Modification 0.8%  T1484.001: Group Policy Modification 0.8%
T1037: Boot or Logon Initialization Scripts 0.5%  T1037.001: Logon Script (Windows) 0.2%
T1037.003: Network Logon Script 0.2%
T1037.004: RC Scripts 0.2%

T1068: Exploitation for Privilege Escalation 0.3%
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Discovery

MITRE ATT&CKZL—LT—2

20.00% 0.00%

T1082: System Information Discovery
T1083: File and Directory Discovery

T1497: Virtualization/Sandbox Evasion

0.00% 1.99% T1012: Query Registry

T1016.001: Internet Connection Discovery

T1518.001: Security Software Discovery

T1087.001: Local Account

T1087.004: Cloud Account

T1087.003: Email Account

T1069.001: Local Groups

T1069.003: Cloud Groups

T1580: Cloud Infrastructure Discovery 0.8%
T1124: System Time Discovery 0.6%
T1040: Network Sniffing 0.3%
T1201: Password Policy Discovery 0.3%
T1538: Cloud Service Dashboard 0.2%
T1526: Cloud Service Discovery 0.2%
T1619: Cloud Storage Object Discovery 0.2%
T1120: Peripheral Device Discovery 0.2%
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Lateral Movement

MITRE ATT&CKZL—LT—2

T1021: Remote Services T1021.001: Remote Desktop Protocol

20.00% 100.00%
T1021.004: SSH

T1021.002: SMB/Windows Admin Shares 4.0%

2.00% 4.99% T1021.005: VNC 0.5%
0.00% 1.99% T1021.006: Windows Remote Management 0.2%
T1550: Use Alternate Authentication Material 0.8%  T1550.002: Pass the Hash 0.5%

T1550.001: Application Access Token 0.2%

T1550.003: Pass the Ticket 0.2%

T1570: Lateral Tool Transfer 0.6%

T1534: Internal Spearphishing 0.5%
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Persistence

MITRE ATT&CKZL—LT—2

20.00% 0.00%

T1053.003: Cron

T1053.001: At (Linux)

0.00% 1.99%

T1505.004: 1IS Components

T1543.002: Systemd Service

T1098.001: Additional Cloud Credentials 0.6%
T1098.002: Exchange Email Delegate 0.6%
Permissions

T1098.004: SSH Authorized Keys

T1547.009: Shortcut Modification

T1547.004: Winlogon Helper DLL 0.6%
T1547.006: Kernel Modules and Extensions 0.2%
T1136.001: Local Account 1.5%
T1136.002: Domain Account 0.8%

T1136.003: Cloud Account

T1574.002: DLL Side-Loading

T1574.001: DLL Search Order Hijacking 0.3%

T1574.008: Path Interception by Search Order 0.2%
Hijacking

T1546.003: Windows Management 1.4%
Instrumentation Event Subscription

T1546.008: Accessibility Features 0.9%
T1546.007: Netsh Helper DLL 0.3%
T1546.010: Applnit DLLs 0.2%
T1546.001: Change Default File Association 0.2%

T1546.015: Component Object Model Hijacking 0.2%

T1546.012: Image File Execution Options 0.2%
Injection
T1546.002: Screensaver 0.2%
T1197: BITS Jobs
T1037: Boot or Logon Initialization Scripts 0.5%  T1037.001: Logon Script (Windows) 0.2%
T1037.003: Network Logon Script 0.2%
T1037.004: RC Scripts 0.2%
T1556: Modify Authentication Process 0.3% T1556.003: Pluggable Authentication Modules 0.3%

T1554: Compromise Client Software Binary 0.2%
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20.00% 0.00%

0.00%

1.99%
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Collection

T1560.002: Archive via Library 1.1%
T1213.003: Code Repositories 1.1%
T1213.002: Sharepoint 1.1%
T1213.001: Confluence 0.3%
T1074.002: Remote Data Staging 1.5%
T1114.002: Remote Email Collection 1.1%
T1114.001: Local Email Collection 0.3%
T1114.003: Email Forwarding Rule 0.2%

T1039: Data from Network Shared Drive 1.1%

T1530: Data from Cloud Storage Object 0.9%

T1005: Data from Local System 0.5%

T1119: Automated Collection 0.2%

T1602: Data from Configuration Repository 0.2% T1602.002: Network Device Configuration Dump 0.2%

Exfiltration
T1567.002: Exfiltration to Cloud Storage 0.9%
T1567.001: Exfiltration to Code Repository 0.2%

T1020: Automated Exfiltration 1.1%

T1041: Exfiltration Over C2 Channel 0.6%

T1030: Data Transfer Size Limits 0.2%

T1048: Exfiltration Over Alternative Protocol 0.2%

Impact

T1486: Data Encrypted for Impact

T1565: Data Manipulation 0.5% T1565.001: Stored Data Manipulation 0.5%

T1531: Account Access Removal 0.3%

T1491: Defacement 0.2%  T1491.002: External Defacement 0.2%

T1561: Disk Wipe 0.2%  T1561.002: Disk Structure Wipe 0.2%
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Credential Access

MITRE ATT&CKZL—LT—2

20.00% 0.00%

T1003.002: Security Account Manager 1.4%
- T1003.008: /etc/passwd and /etc/shadow 1.2%
- T1003.006: DCSync 0.8%
0.00% 1.89% T1003.004: LSA Secrets 0.2%
T1552.004: Private Keys 1.4%
T1552.002: Credentials in Registry 1.1%
T1552.001: Credentials In Files 0.6%
T1552.006: Group Policy Preferences 0.6%
T1552.003: Bash History 0.5%
T1552.005: Cloud Instance Metadata API 0.3%
T1558.004: AS-REP Roasting 0.3%
T1558.001: Golden Ticket 0.2%
T1555.003: Credentials from Web Browsers 1.4%
T1555.005: Password Managers 0.5%
T1555.004: Windows Credential Manager 0.2%
T1110.001: Password Guessing 1.2%
T1110.003: Password Spraying 0.9%
T1110.004: Credential Stuffing 0.5%
T111: Two-Factor Authentication Interception 1.1%
T15639: Steal Web Session Cookie 0.8%
T1187: Forced Authentication 0.5%
T1556: Modify Authentication Process 0.3%  T1556.003: Pluggable Authentication Modules 0.3%
T1040: Network Sniffing 0.3%
T1606: Forge Web Credentials 0.2% T1606.001: Web Cookies 0.2%

Command and Control

T1071: Application Layer Protocol T1071.001: Web Protocols

T1071.002: File Transfer Protocols

T1105: Ingress Tool Transfer

T1573.001: Symmetric Cryptography

T1090.004: Domain Fronting
T1090.001: Internal Proxy

T1219: Remote Access Software

T1102: Web Service 1.1% T1102.001: Dead Drop Resolver 0.2%
T1132: Data Encoding 0.8%  T1132.001: Standard Encoding 0.8%
T1001: Data Obfuscation 0.5%  T1001.002: Steganography 0.2%

T1008: Fallback Channels 0.2%
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T1027: Obfuscated Files or Information

MITRE ATT&CKZL—LT—2

20.00% 100.00% T1027.003: Steganography 3.4%

T1027.004: Compile After Delivery 0.5%

T1070: Indicator Removal on Host T1070.004: File Deletion VYAV

2.00% 4.99%

0.00% 1.99% T1070.001: Clear Windows Event Logs 3.7%

T1070.005: Network Share Connection Removal  1.7%

T1070.002: Clear Linux or Mac System Logs 0.5%
T1070.003: Clear Command History 0.3%
T1055: Process Injection T1055.003: Thread Execution Hijacking 2.8%
T1055.001: Dynamic-link Library Injection 1.1%
T1055.004: Asynchronous Procedure Call 0.9%
T1055.012: Process Hollowing 0.8%

T1055.002: Portable Executable Injection 0.2%

T1497: Virtualization/Sandbox Evasion

T1497.003: Time Based Evasion

T1140: Deobfuscate/Decode Files or Information
T1112: Modify Registry
T1564: Hide Artifacts

T1564.008: Email Hiding Rules

T1564.004: NTFS File Attributes

T1562.003: Impair Command History Logging

T1562.008: Disable Cloud Logs 0.3%

T1562.007: Disable or Modify Cloud Firewall

T1134.002: Create Process with Token

T1218.011: RundlI32 3.4%

T1218.005: Mshta 0.6%

T1218.010: Regsvr32 0.6%

T1218.007: Msiexec 0.5%

T1218.002: Control Panel 0.3%

T1218.003: CMSTP 0.2%
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20.00% 100.00%

2.00% 4.99%
0.00% 1.99%

T1574: Hijack Execution Flow 4.2%  T1574.011: Services Registry 3.4%
Permissions Weakness
T1574.002: DLL Side-Loading 0.9%
T1574.001: DLL Search Order Hijacking 0.3%
T1574.008: Path Interception by Search 0.2%
Order Hijacking

T1480: Execution Guardrails 3.7%  T1480.001: Environmental Keying 0.2%

T1036: Masquerading 3.2%  T1036.005: Match Legitimate Name or Location ~ 0.6%
T1036.007: Double File Extension 0.3%
T1036.003: Rename System Utilities 0.3%

T1548: Abuse Elevation Control Mechanism 2.2%  T1548.002: Bypass User Account Control 2.0%
T1548.001: Setuid and Setgid 0.2%

T1222: File and Directory Permissions 1.7% T1222.001: Windows File and Directory 0.6%

Modification Permissions Modification
T1222.002: Linux and Mac File and Directory 0.5%
Permissions Modification

T1197: BITS Jobs 0.8%

T1484: Domain Policy Modification 0.8%  T1484.001: Group Policy Modification 0.8%

T1550: Use Alternate Authentication Material 0.8%  T1550.002: Pass the Hash 0.5%
T1550.001: Application Access Token 0.2%
T1550.003: Pass the Ticket 0.2%

T1127: Trusted Developer Utilities Proxy 0.5%  T1127.001: MSBuild 0.5%

Execution

T1556: Modify Authentication Process 0.3%  T1556.003: Pluggable Authentication Modules 0.3%

T1578: Modify Cloud Compute Infrastructure 0.3%  T1578.002: Create Cloud Instance 0.3%
T1578.003: Delete Cloud Instance 0.2%

T1014: Rootkit 0.3%

Execution

059: Command and pting prete 99 059.001: PowerShe 9
T1059.005: Visual Basic 4.0%
T1059.006: Python 3.4%
T1059.007: JavaScript 1.8%
T1059.004: Unix Shell 1.5%
69 em Service 6 69.002: Service Executio 6

T1053.003: Cron 0.5%
T1053.001: At (Linux) 0.2%
T1204.001: Malicious Link 3.4%
T1204.002: Malicious File 2.5%

T1047: Windows Management Instrumentation 4.0%

T1203: Exploitation for Client Execution 2.0%

T1559: Inter-Process Communication 0.8%  T1559.001: Component Object Model 0.5%

T1129: Shared Modules 0.6%
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16. Mandiant(2013). APT1Exposing One of China’s Cyber Espionage Unit.
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17. Frost and Sullivan(March 20, 2020). Active Directory Holds the Keys to your Kingdom, but is it Secure?
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E4:GPOA TS U MK TRRRMNHFANEX SN T HU Y M ERETBHDPowerShella<v > KL w b
SGPOPermission = Foreach(SGPO in(Get-GPO -All| Where-0bject {S_.DisplayName -like “*"I)){
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c HROBHBER FHWOBVEFEOVWTNICOWTHT AV MIFERFH
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EROF T IV ERARNICHEL LEWVWHET A7 MMIDWTIE. MandiantTl&. Active
Directory Users and Computersz{ER 35717 MI. AccountZ 7T lccount is
sensitive and cannot be delegated (PAVY MEIEHETHD ZEETIFEA) 1 ZBMIC

TR ZEHTVE T, COREICKST. PHAYY MHEIBRINET,

B7: TAccountis sensitive and cannot be delegated (FAT Y MIEETHD ZEETIELA) I
DRYIRFIVY

Account gptions:
[] Accountis disabled -~
I Accountis sensitive and cannotbe delegatedl =
|| Use Kerberos DES encryption types for this account o

SERAE 7> 7L —bkh'Domain AdminD & 4& %577

Active Directory Certificate Services (AD CS) (&Microsoft®d 7> b7+ —L®DIDT
HO. REET>TS (PKI) #EEZIRME LT, Encrypting File System (EFS) ®RX1>
FREE TURINBE EX—IL-EFaU TR EDOHEEZEEL £, AD CS Certification
Authorities (CA) I&. A—%—F7id<> > 5D Certificate Signing Request (CSR) £
FOoTURITINTVWERT YL —MIESWTHEREERITLET, 7> 7L — b3 iEAE
OB, SIREOFER. EXal T AHICETZIT7 SV —23y - RUS—FRHREDIN
A== FELET

Mandiant A ERR L 7I-—RIARES RICGEAZD TV 7L —MIET2HDHHD . FZ T
DOIZRRLIEADT IO ESR (SAN) ZI8ETRCHFRIThTVWELZo TV
L— T EERAZ D R XA VEREEE SANDAAZ )V VTR TEBR LSICH- TWVWB L. RS
NIERXA Y - A—H—D SANELTEFNZHET AUV MOFBEEZ U T XN LTEIFE

BIENTEET, SRASNIRASY - A—HF—FZDH FEI—HY—DIVTFIIT R

XA IR=ADIVY=RICTITEZATEBLIICHEDET,

B8: 7 U b DREEFAIITBARET L —

Properties of New Template X

Compatibilty General Request Handling Cryptography Key Attestation

Superseded Templates Bxdensions Security
Subject Name Server lssuance Requirements

(® Supply in the request

Ise information from exdsting certfficates for autoenroliment

(O Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify cedificate administration.
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Microsoft Certificate Authority (CA) H—/N\—DtFa)7r%Zi&

b3 DHRRE

- CAL FHICA%Tier 0BEL LTHRV. OY AV $IREEAT 5L T RIY —/\— DR
TORRERFR TN b OREEE R NRICHZ B

« CABE T/ RICIIZEREE (MFA) 2EET3

 EITTNTVWBRAET Y IL—bZ2REL. BOLWT U TL— M PREBRTY TL—bHE
ATHTWVWHRWHEERTS

R9: RITEATYTIL—hERRIEZLHOWindowsAI VRS> - FOTS L

certutil.exe -TCAInfo

« EITENTVEBINTORET VT L—MIEIOHETSNTWSEFaUTrFFRIZREL.
FaUTa TV INILCERTN TV BN REFEC E@MTAIOHEEZIRILY S

B0 : ®{TAATY L — b OFAZRTIESLHDOWindows ARV R -S> FOT S LA

certutil.exe -v-dsTemplate

« SANZFFRILTWVWBEEAEEEER (CSR) ILDVWTR . IR —Jv— DA ZHHETITS

SERRERU > —%REL. EDITF_ATTRIBUTESUBJECTALTNAME2SREAZENTWVS
MR Y %o COREMNMEBERIS—RICHB L. EPREBRERO—EE LTSANER
Z2HBECADFRITIBILICHD. COREIFICALEISERIN. FLZDOCAICE
DREITENIMOITRTOFRET L —HMIHBERINS

BEN: 7> EDITF_ATTRIBUTESUBJECTALTNAME2 D FREZIRIE S B cHDWindowsAY R+ 51> - FOT S L

certutil.exe -getreg policy

s BBEOIERF—FRE (EKU) STV TIL—bOFERICOVWTIR. SFRINREH S LOES
TN —FRIN—TDOHICHIRY B, EKUNLIEIAEIT. EHORRICERATES

« Active Directory®NTAuthCertificates > T OBEEBELRELZTL. BRINhTWVLS
CASERAZ Z1&3E 9 %, NTAuthCertificates ADF 72z hd. Active DirectoryRdER
SEERIREIC T BCASMERAEZER T 5. COF TV U ME EEINTVLS—EDCAIERE
THB. EFaVTa - TV NILOREEITSHIIC. ADIENTAuthCertificatesd 72z
I IVh)—TCRAGIFAZEORITE I —ILRICIBESNTWVWSCAZRER L. CADIEY
MERIT B

Hardware Security Module (HSM) ZERLTN—FI 7 LNILTCATFAR—
Z{REL. DPAPINY I 7y 77O N EMBLIET SAR— MEOTHEREZR<
CAY—N—LOFBAEY —ERICHLTEEOS VI Z2FMICL. SEAZORFE SOt RE
CANY O Ty T ARV EERTS

« Domain ControllerDFEBAER—XDFRFEAR > b ZERTS
« PSPKIAUditZEDRFEY =L 2 EALT SIBBE T L — FADREI AZRIL. BHET S
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Microsoft Azure Microsoft 365MDE&E!J XY

2021 FEICIZZLKDEBD . AT TLZIADBISIRKRA MDA VT SAEBITIEZTS
V=23 v H—EXT—20EEELALE L, REEIXCNICHIGELT FiLLEE

BELEZRARIZIMDEHE#{L L. Microsoft AzurexMicrosoft SaaS7F> v b7 x—LA
(Microsoft 365) R DI SV REERICZINAINTWVWBRIDPT—4Z 1B LE LT,

ZERE (MFA) IC&3#{LZ21ThABVIDZRET I ERICHIA

Mandiant T35 E6E. ISTRR—ZDAI YT STIDE TP/ E R RETBODLSEES
HE (MFA) ZERELTOWARWERD . HEOWHEICE->TVWIIEZHELTVET, REE
BEHEROBERC/NAT—R R TL—IC&2 T ISURKRRNDT FUT—2 30T —EA
DARETIEREZRELTWE L. REBEIX. CNSOFEEFRALTISTURR—ZAD)Y —
2EPEL>TVWBEIFEHDEFHAT L e AV TLIRDT TV =3 0B BRICTSTINEL
Tco BT TV —2avilid VPN — R Iz UE—F - 7R - H—E X RETX
IhyT AV TZARZIF v (VD)  EX=IL - H—ERX XytE—I 0T - H—ERBEDRH
DFELT,

MandiantTld. Z7HIY MR TEELRNIT—RRUS — 2T 3T THR UE—
R REBEINTVARVZRAD S OAZIES) Y —ZAANDT7 I RZERBIIDERE BT
TR EHELTVET, HB#8iIX. Conditional AccessiR!) > — (CAP) ¥ DAzure AD#E
BEEERLTSERDIEERITLED, Azure ADXRXT—RREZFRALT. NXT—R X7
L—HEICEVRCTUVBAELIFTFVWART—ROEREZHIBLIEDTEET,

Azure ADTCZERFE/NM/INATBLH—FREE

WEEHNAZUre T TV MDTIERAZRR T —HRHNABFEDI DN LA —RIE IO
ILEBWERIBROBEP/INRT—R AL —TF, LAV—RIA7OLILIZ. SEHRSR
SEEHR—FLTVWERA £ov (BRMICHE->TVWBIESIF) Azure ADENLTHEIRINT
WBT—ER)Y—ZANDT I REB3-DICFHAINZAREELRHD £,

Microsoft 365AD7 U ABRICEATE S, —RIGEIR DL > —3REE
FORINOBIE RDEEDTY,

- Exchange Active Sync (EAS)

« Autodiscover

« IMAP4

« MAPI over HTTP (MAPI/HTTP)

« Offline Address Book (OAB)

« Outlook Service

- POP3

» Reporting Web Services

- Exchange Representational State Transfer (REST)
« Qutlook Anywhere (RPC over HTTP)
 Authenticated SMTP

« ActiveSync
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SEHEEREEICIE. RAY— b A— R SEFAEAR—XFREE (CBA) H—R/N—FSAML IDZO
NAE—zERALI. BRI (MFA) BEFEFN 79, LRI, Active Directory
Authentication Library (ADAL) ¥ 0Auth v2.0%Z b &ICLTWE Y, Mandiant Tid. B
IELA>—EREZ AL Microsoft 36577 € RIS L TEMICHE>TLBRHESHZHIE
L. Security Defaults#¥#E&7=i3Conditional Access R —DWVWIFNHZEEMBLT LA
O—FREEORILEEMICL., FERIZERATALSHELTVET,

BEARM (LAY ) SBEEEMNBL T2 7HUV M7 ) r— 3 >iZi&Conditional AccessRl
S—=BRALT EETIZIPERICERZHIRTIHENHDE T, REIICIF. 7HAD >V bE
TV —oavik. ERMEYR— b TERZLSTYTIL—RITZBERHBDET,

B12:M3657 > hA EHESREDREICHE>TWB e 2R 37 DPowerShelldv > KLy b

Get-OrganizationConfig | Format-Table -Auto Name, OAuth*

FUTLIADA V7D SRS NS 45MEID

Mandiant TIZ5 | IH:E. Azure ADRD Y O—NILER (X135 &) EENRESNI=AY
TLIZRDTHIY ht‘Iﬂl%%kT%%éhé%ﬁJ’&Eﬂ% LTWET, ChiCk>T . KBEIZA
DILIZADSITIRALBERITIZLSICHDET, ZLDTYIEVRICEWVWT, Il
I&Conditional Access R —%FEAL. EETIZIPEHE (> TLIAREIFEAIND
IPEEREICES) hHAzUrell 77 2R T3 B 6. FERZTIAEMNBLLBVREICLTUVE
To RBEDAVTLIZADA VI SADTI L AR BB TR VSTV RADEEBENTTHE
ICBRDFRTHIY CDERP 7O ROERDILAHRITTIZLSIICHDET,

MandiantTl&. Azure ADICRfRT23 4> LI ROT7AV > hO&EE%ZREL. Global
Administrator® &g (BLTEMOFRINTIRE]) ZEIDEHTEIIEEZHRELTVET,
BBINTBREDTAHVYMIEIDHETONATVWBRIGERE ARIECNZ ISV RODADERT
ATV R LTRET DD (GAZzMHOTESERDIAIHUEICHES) « Microsoft Privileged
identity Management (PIM) z A L TREBAN—IDREIDOEID T EBER—RDEE D
B0 TOmAZRILTIHNENHDXT,

IS UVRERANDREBI VETDRP DR T 71704 —)LiRAI
2021 IC—BMICRSNEHS 1D DOMERED, FAIPEONTE ST 71 7V —LIRAITL
Teo CNUCESTHBEIZISVER - TFHYMTRIAMTNTULBAEERORBAT VIS Y
E—RTTIERTERBESICBDE LI REERSVICUE—RTTIERTIRBER. T—
BOR SYFLITT - NAFUPRENYIRTOF FO1 U5IR 7+ FHTOK
FREPA Y TLIZOA YT IAOEEBBH TRICEDET.

MandiantTl&. BELWAzurexy b7 —2 - tFxa )T - JIL—TF%=FEHLT REXY
T—=IDY TRy RERY N T—=T AV BZ—TAREHBADTEZRY NT—T - STy oD
HEZIAINEZ—FZEHRELTVET, Ry bT—U - 2FXaFr - JI—FIZEENTV
3tFa)TRAICKOT WKODDEA TDAzZure AV R—R Y MIHEADTZ Ry LT —
D hS Ty I RFRIFIFIBERIZENTEED,


https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
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Bastion R b L. 75T RR—2
DIY—REVE—FTEBTZD
DA VA=Y FRE ARy ~T—
IS TTANR=F 2y FT—IAD
TUEAmRMET B0 O NIRRT
Y—N—=T7,

20

KEADOR— L TORILISEIRTEIRETT, KBIIL-THPRT IR KEER. #
BT — 20BN ATZARELHZH 5T, Pa<ed VE—MEBIC—MRMICERT
NB3R—be7ORIL AEBRY b T— I D SELTET W, R—he 7O DA
I ATFDEEDTY,

« SMB (TCP/445, TCP/135. TCP/139)
« UE—h-FRUyT-ZORIIL (TCP/3389)

« WindowsJE— & (WinRM) /1) E—FPowerShell (TCP/80.
TCP/5985. TCP/5986)

« Windows Management Instrumentation (WMI) (Distributed Component Object
Model (DCOM) BHTEIDYTSNIAAF I v - R— EEHE)

RAMTFSI9T4RELTITIR-TFHURTHELTWVWBREI I VOADVE—F 7o
AN ERIZEIE. BastionhA M2 ERALTERZERIZLUELNBDET,

- —ICBEDHERDEIDHTSNTWVS

AzureDBEIN—XO77tZX-a> bO—J)L (RBAC) I&. Azure VY —RIZTF7 VRT3
SHOFBFEICHTZAV RO RAVRERDET, PO ERRREIZIRIE. V5 TRDH
DT ATV EERIEEABT AT FOWTNMIREIEZ DL TEIHNELNHD Y, 20214,
Mandianti3IEFFET AT Y MOBEDOERDEIDE TSN TLWBHAERRBLTLET, DL
SHIEFFET AT MIREINI . WEEIXEREFRIEZOICERL. KFER. 3
DT ATVERIVY—RADRE. Azure®F > LI ADA VT FICHR TN TV R T —2ZAD
TOEZAEAREICLET, WBEICLK IV O1 NI TWBAzured Y 7R Fo gy
DIRENE. KD HED T,

. Contributor (EE{EME) : TRV T avRICRBEINTVWB VY —ROERCEE
EITVWET, KEHZIFCORBEFERALT T ITRIVTISaVHADT—ER—IP I L —
S THIVRRBREDIY—ZAD ST —2EMHELET,

« Virtual Machine Contributor ((REI>VHEERE) I IRNRTOREII VU EERE
LEJ. HBEFTEFIFAHMEBVWTIOREEZEALEY, L X1 Azure Run
Commandr>2—J 1 R=BBLTNYIRTRSOH LT T2 77O LD, B3
BRPT—2EMBLIED. AV TLIRDI VI SICEEBELIOLET, £l ZORE
EEALTUREIYS VDAY RZYZAZHIRLIED REYS VEFE>TT7 IR T 7
V=23 et —EXDuAYICEERS5X-DT3HTEET

- Application Administrator (7 74— 3> EEE) (Azure ADRTERINTWLS
TIVT—2aveERLET, REFFICO®RENZERL. NRT—RPRIERET TV
T2 avICEEMITB T TR REKFGILSE. AzureT Y FRTHERZAE S
BILHTEET,

« Application Impersonation (7 74— 3 >{43) Exchange OnlineID&EITT,
WEEIZZD®REZFE>T, Microsoft 3654 TRIUTa>ADI—HF—C LTEX—/L
ERATEDRELIEDLETD,

Mandiant TlE. SO H B REEZHFEDT DU Y MIKAMICEID Y TR ZeldlEs. LIl
NILDBEIDARBLEDHETUIZEDS YA Y RZALARERDANS CEZHRELTUVET,
AzureI Tl Microsoft PIMA R =S 7L ARV ) a—> 3> e B £ Y, BRIR—IDEE
DEDYTEEBR—RDOBEIOE DY TOMAZRBLTED. P/ ERBEPEEDTILHE
BELRBEINTET,
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FERRBLNREZFT

WEEIF AzureTRERT FUr—> 3>z ERLTEEL. Exchange OnlineZBad 75—
BT TV —a A DOKENBRT I RZBLILET KEELENCOTIEZRAE
AERATIOE. BERAIERIEI—H — I LT, Azure¥®Microsoft 365ICIAIN TS
T—=RINBT TV r—>a>h 7o ERITBLICAEESEZRZ L EHFLTVSREHEAETY,

KEEN T4y VI RBETI—H—%RL. COTIER LRIILICKEBELRREZRHBIES
CEHHDET AEBRT FVT—2aVIil LTV TtARRES5X 28 FCHETIEX:
F=O HEREL. T—EADTAIVE  LRILTOTIERZFICANE T, I—H—0D5R
SEBERISBDEHD EH A

MandiantTi&. AzureZMicrosoft 365D T XUV T a >R EZREL. REZEIL

THRCEHERLTWVETD,

¢« A—HF—DREEBEDHREZEILL. F—RKN—FT 0 7PV —2 3> D72 ADEFAICI—
F—HREETIBEVESICTS, 7TV r—>a>0EEIF BEEBEAD/N Ty v—Il&
37 T)r—2a >y BFEDEIRIDHFADHICHIRTES

AT TV =2 a VIR LTEELHFI 2 EHNICREY

« IV —=23Y  ANFVR RIS —HEREL Y —RN—FT 0 - 7TV —>a>DIR3E
WEEERT 3, Microsoft Cloud App Security (MCAS) ZERBLT. UXID&EW0AUth7” 71
T=oa EBHIL. Azure R—BIILADT TV r—oa 02 RET N TES

B—X3BROTH D7 I r—2a IilE XN VRI0OE
ULWAzure APIZFR]
AzurellBBINFET TV r—>aoid 7TV 5= RICHA VAV L1 V3507«
T A—H—DVWALTH TV Tr—2 a3 P EEHFTE2FEATEERT, TOLSHFHFAICIE
BEZOREBRIBRETT, BEEELVEERLLER. COFIE. 7V r—aVIIlEET 3 —
EX-TUDINILICEIDHETONET,
20214 Mandianti&. AzureTApplication Administrator®&EIHEIDHTENITHY
Vb HEEMEELAVRZVIAERELTVET, CNICL>T HEE KGN T/
2EGELIce WEEIE. 7V r—a> g —EX-FU I NILOFREEER (/N7 —
REIFEEE) OVWThAZEBMLT. 207 TV T—a IlB8D Y THNZEROHF T %
FERITZCEHTEELIe WKOD DAV REVATIE 7PV r—2a > IlidEHDAzure
CEEE) 077> MATHALEDODYETENTED HFS51- FI—VHEOREINHEIN
TWELTz, WEEF. BREEEA (BEETIB) 7V Tr—2avilHEDTHL. SEIEREE
BT TV MEZKEREATZICATEXL,

MandiantTld. 77U —>a V8D Y TENAPIFFA %2 L Ea— LT, Azure IO E R
FTVT—oavCB8IDEToNHFI0ERZEE TS SHELTVWET, 7SV Tr—>3
OB LA Ty Iz ERALTEHETIE Y, Azure Monitor Workbooks# X MAzure
DA T THEEEFERLT. 7TV —>a>0FEREE@EFTLTSE IV, Azure Monitor
Workbooksid. F—Z BT PalR1bLR— N DIERICHERTI £7, BilildF7-. SREER
BERESNIET IV —2a e—ERTUIUNILZERRNICREL. FRHOOHIZERE
BEREEANICO—T—>a > 923REBLRHDET,



https://www.microsoft.com/en-gb/security/business/cloud-apps-defender
https://docs.microsoft.com/en-us/azure/azure-monitor/visualize/workbooks-overview
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BN3: REAEBRMNBESNT TV —> 3> 2HERd 576 DPowerShellaAv > RLw

SApplications = Get-AzureADApplication -All STrue

foreach (SApplications in SApplications){

if (SApplications.PasswordCredentials.Count -ne 0 -or SApplications.KeyCredentials.Count -ne 0){
Write-Host ‘Display Name::'SApplications.DisplayName

Write-Host ‘Password Count::’ SApplications.PasswordCredentials.Count

Write-Host ‘Key Count::" SApplications.KeyCredentials.Count
H

B4 : BREEERA R ESN Y —ER TV INILZHR T D= DPowerShell ATV RLw
SSP = Get-AzureADServicePrincipal -All Strue

foreach(SSPin SSP){

if (SSP.PasswordCredentials.Count -ne 0 -or SSP.KeyCredentials.Count -ne 0){
Write-Host ‘Service principal Display Name::'SSP.DisplayName

Write-Host ‘Password Count::’ SSP.PasswordCredentials.Count

Write-Host ‘'Key Count::’ SSP.KeyCredentials.Count
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TXAVTA BRIV RIFLEARTRINFEL B ZRDEHRAOEEZEICRITTVET,
FROOFIAIIRIELBZINTIYINRID, EEMEECHARAREKBEZIZNICLRED
ML FL. TM-Trends 20221 ORITHEAT. VI 1T TRAIN TV RTIE. HIEE
HBRHREYAN—HBENRBRBRIIEAE>TVWBLERLTVED,

MandiantDEIZ. HAN—HBICH L THESDZEBOEFa) T EREICL. EFETES
HBEEZELETY, E—REIFITO IM-Trends) LR— k3. COEREHETZ-00D%
AKERDPAHAETRTHDTHD. FZTIEMandianth 1> o F Y bRIGEBHI BT —2L
HEMERAINTVETD,

TFAVTAREOREDSKRMETICELCHAD L MR OFREISIEFED24AD SEMRES
N 21BICBDEL o CHIFFELWMERTY, —A. FELBWMERE LTI SV TAYT
TEEEBEDOEAMHRVTVE LD BEIFONT T, RAVRTLEEMEL. §UF—>TH
BIEDS COBRISTIEHE. HSWBMEICL>TDURIEBRBTL LS,

BHICHTBEBERII. SOTLIITICRST, HEWBZF1 TORBICH L THETT. A
EELTE LY FF—LEB TAN-—KEYN LRBDIED. FL—Z2 TP ZOMOFENE
ABNET, BEHEMEENYFOEE. RMERRUS — EFaU TtV orc@eni#
b BRABHHOBRICIDEEF A, REEEIIF—D'EHBZT—IXXETrE. AF >
E7I—b0T7xO0-TF7YvTOEEEEZRLTVET, CORFRETIIREMIC. SEICKSIBER
DRRICESHNBTT,

HAN—PAEEEEDZDIS. TDREBALBZAVTUITVRTY, LT RROBE->T
OV ARBKBORAHETOMNIGHSESNET, MandiantiZFSEH5ISHI. KEORH
RTH/IMBZ IM-Trendss THEL. 2F0EFa) TrICx T22H. FMH. sEHDME EIC
BEALTVWEET, ZLT MBI IN— - EFa VT ORMDEAEFITTWIELS5ZIELT
FUDET,
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