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Today’s cybersecurity trends, developments, and impactful attacker operations revealed
through frontline Mandiant incident response investigations and threat intelligence findings
from January 1, 2023 to December 31, 2023.

Who Attackers Are

Mandiant experts currently track over 4,000 threat groups and activity clusters, which includes 719 newly
tracked groups for this M-Trends reporting period.

In 2023, the active threat groups found across investigations included Definitions
4 financial threat groups (FIN), 2 advanced persistent threat groups UNC: Uncategorized Threat Actor
(APT), and 310 uncategorized threat groups (UNC).

FIN:  Financially Motivated Threat Actor
APT: Advanced Persitent Threat Group
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eolocations ctivity orts 0-43. Over the years, APT11and APT13 were merged into
other groups and subsequently deprecated resulting in 42 APT
groups actively tracked by Mandiant.
Threat Group Spotlight

APTA43 is a prolific cyber operator that supports the interests of the North Korean government. This
group possesses moderately sophisticated technical capabilities with aggressive social engineering
tactics, especially against South Korean and U.S. government organizations, academics, and think
tanks focused on geopolitical issues surrounding the Korean Peninsula.

What Do They Target

Top Industries Under Attack

Response efforts for financial services organizations captured nearly a fifth of investigations. The next four most
targeted industries are consistent with Mandiant’s observations over the last two M-Trends reporting periods.

Industry Percent of Investigations

rrancio. [ 7.3+
Business and Professional Services _ 13.3%
rigntecn | 12.4*
Retail and Hospitality _ 8.6%
Healthcare _ 8.1%

What Do They Want

Mandiant identified data theft in 37% of 2023 The proportion of intrusions Mandiant responded to

intrusions, which is slightly lower than the 40% of that served financially motivated objectives increased

intrusions reported in 2022. from more than a quarter of all investigations in 2022
to more than a third in 2023 at 36%.
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Ransomware

Where Do They Attack

Initial Infection Vector (when identified)

Exploits are also the top
vector by region.
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Most Frequently Seen Vulnerabilities

Exploit Phishing Stolen Credentials

Exploit activity still used actively:

Microsoft Access 2003
CVE-2008-2463

Oracle Web

Windows Server 2016

M OVEit Sggil(itcoa;ions CVE-2017-0144

Transfer Integrator Telerik

CVE-2019-18935
CVE-2023-34362 CVE-2022-21587

When Are Attackers Found

Global Median Dwell Time

The number of days an attacker is present in a compromised 1 6 : | 10
environment before they are detected. The median represents

a value at the midpoint of a dataset sorted by magnitude. days in 2022 days in 2023
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Regional Median Dwell Time

Americas

Median dwell time stayed the same —
10 days in 2023 compared to 10 days in 2022.

With 23% of intrusions related to ransomware —
only 1-point less than last reporting period.

JAPAC

Median dwell time decreased to only 9 days in 2023 —
compared to 33 days in 2022.

With 33% of intrusions related to ransomware —
only 1-point less than in 2022.

EMEA

Median dwell time increased to 22 days in 2023 —
compared to 20 days in 2022.

With 22% of intrusions related to ransomware —
a big spike compared to only 7% in 2022.

Global Ransomware Median Dwell Times

Change in Global Investigations
Involving Ransomware
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H OW Are Attac ke rs Fo u n d IIDnetz:ri:Ioc:l]:tection is when an organization

independently discovers it has been compromised.

External notification is when an outside entity
informs an organization it has been compromised.

Detection by Source, 2011-2023
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I internal Detection [l External Detection
Companies were notified of Organizations were mainly notified by adversaries
ransomware-related intrusions by an in 76% of investigations due to fully executed
external entity 70% of the time. ransomware attacks detected by ransomware notes.

External partners make up the remaining 24% of
Detection by Source, ransomware investigations.
by Investigation Type
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Visit us at cloud.google.com/security/m-trends "
to learn more, download the full report, and M-Trends
explore additional resources. s Spesiepert
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https://cloud.google.com/security/resources/m-trends?hl=en

