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Basic Commands

Windows

L] GUI (Graphical User Interface)

L] CLI (Command-Line Interface)
¢ Command Prompt
¢ Powershell

Linux

° CLI (Bash Shell)
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Basic Commands

Windows GUI - List Directories (Folders)

®  N15UARITIENT Files Uag Folders Vaglu Folder 1u ¢

®  Path iushuendumises File/Folder lngagiuduain Root Directory W C:\ 1udu

- v = | Desktop
Home Share View
“— v 1 m > ThisPC > Local Disk (C) > Users > andy > Desktop >
™

e

C:\Users\Cindy\Desktop
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Basic Commands

Windows GUI - List Directories (Folders)

. . < ca ' PV ' < . . a1y V98 v &
®  Hidden Files \ulndngnaeul’ dalnajaziiu Configuration Files Mlifosnslifldsmunasluauniauily
- M = | Desktop ® = > ThisPC > Local Disk (C:) > Users > cindy > Desktop > v O  Searcl
File Home Shay Vi ~
= © = Name Date modified Type Size
— = P i - — o o ess
l— {Ell Preview pede icons &= Large icons ¥ Medium icons I - Group by e Coolfiles
J =2 Small icons List (TK] Add columns ~ ] File name extensfpns ? Hawaii
Navigation o N ol
pane * [ Details pane & yijes 2= Content ¥ ize all columns to fit [} ‘ads 4 Puppy Pictures
o »
Panes Layout Current view Show/hide S ShareMe
RS k5 . P y
Hawaii 10/5/2017 3:43PM  File folder Hidden items » ] blue 0KB
& Downloads - i "
Puppy Pictures 10/5/2017 3:43 PM File folder Show orbide the hies and | blue_document 0KB
8 Documents ShareMe 10/5/2017 3:45PM  File folder | that are marked as hidden B colors el (pp KB
Dirturac -* i = = s i [ green_document Text Document 0KB
@ hello Application 4KB
] My Super Cool File 0KB
; red_document V Text Document 0KB
‘secret file 10/5/2017 3:43PM  File 0KB
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Basic Commands

Windows CLI - List Directories (Folders)

(] Wa Powershell lalasnnsAumn “Powershell” wagidan “Windows Powershell”

i+

i

Best match

g Windows PowerShell

B Windows PowerSh
indows PowerShe : : :
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

Apps

& Windows PowerShell ISE

EY  Windows PowerShell (x86

& Windows PowerShell ISE (x86) .
. >

PS C:\Users\cindy> .

£ powershel

Settings (1)

| o) pov.‘mslf‘l E
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Basic Commands

Windows CLI - List Directories (Folders)

[ Syntax: s [PATH]

° $n8819: List Directory 984 Drive C

PS C:\Users\cindy> 1s C:\

Directory: C:\

LastwriteTime

10/5/2017
3/18/2017
10/5/2017
10/5/2017
10/5/2017
10/5/2017
10/5/2017
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PerfLogs

Program Files
Program Files (x86)
Users

Vacation Pictures
windows




Basic Commands

Windows CLI - List Directories (Folders)

° fnegn: List Directories Wag Hidden Files w94 Drive C

PS C:\Users\cindy> 1s
Directory: C:\

LastWriteTime

10/5/2017
10/5/2017
10/5/2017
3/18/2017
10/5/2017
10/5/2017
10/5/2017
10/5/2017
10/7/2017
10/5/2017
10/5/2017
10/5/2017
10/7/2017
10/7/2017
10/7/2017

$Recycle.Bin
Documents and Settings
Intel
PerfLogs
Program Files
Program Files (x86)
ProgramData
Recovery
System Volume Information
Users
vacation Pictures
windows

6607331328 hiberfil.sys

3087007744 pagefile.sys

16777216 swapfile.sys

3=
6:
3:
2
3
3:
3:
6:
2
35
3
3:
8:
8:
8:
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Basic Commands

Windows CLI - Help
o  Help uredunsuarisnisldnumdaiueg
® Syntax: Get-Help [COMMAND]

® e veg Help Y0sAds s wuuge

PS C:\Users\cindy> Get-Help Ts

NAME '
Get-ChildItem

SYNTAX
Get-ChildIitem [[-Path] <string[]>] [[-Filter] <string>] [-Include <string[]>] [-Exclude <string[]>] [

[-Attributes {ReadOnly | Hidden | System | Directory | Archive | Device | Normal | Temporary | Sparse
Encrypted | IntegrityStream | NoScrubData}] [-Directory] [-File] [-Hidden] [-ReadOnly] [-System]

[<C

Get-ChildItem [[-Filter] <string>] -LiteralPath <string[]> [-Include <string[]>] [-Exclude <string[]>
[-Attributes {ReadOnly | Hidden | System | Directory | Archive | Device | Normal | Temporary | Sparse
Encrypted | IntegrityStream | NoScrubData}] [-Directory] [-File] [-Hidden] [-ReadOnly] [-System] [<C

ALTIASES
?C1
S

dir
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Basic Commands

Linux - List Directories

® / #® Root Directory

® Path 9zi3ufuan Root Directory 114 /home/cindy/Desktop Wudu
® Syntax: (s [PATH]

° §18819: List Directory 984 Root Directory

cindy@cindy-ayc: ~
cindy@cindy-nyc:~$ 1s /
bin cdrom etc initrd.img

dev home 11ib
=

qp’cindy@cindy-nyc:~$ l
\ |
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Basic Commands

Linux - List Directories

° §9874: List Directory Luuaztdem (Long List) 989 Root Directory

cindy@cindy-nyc:~$ 1s -1 /

root root @896 — b1n

root root 4096 Oct
root root 4096 Oct
root root 4100 Oct
root root 12288 Oct
root root 4096 Oct
root root 33 Oct
root root 4096 Oct
root root 4096

drwxr-xr-x
drwxrwxr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
Lrwxrwxrwx
drwxr-xr-x
drwxr-xr-x

13:36

16:35

16:32 «

13:30 home

13:30 initrd.img -> boot/initrd.img-4.10.0-28-generic
13:31 1ib

07:19 1libe64

13:28 lost+found

[y
wnN
NNNEREWOONAN

N
= unnunnubtunuowuvn;m

Samart Skills @Skooldio

A Grow with Google procraM



Basic Commands

Linux - List Directories

° oens: List Directory way Hidden Files wuuagtdenues Root Directory

[ ] ls-l-a/ %30 ls-la/

“fW=-r==r=--
Lrwxrwxrwx
drwxr-xr-x
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drwxr-xr-x 130 12288 Oct
drwxr-xr-x

4096 Oct
O Oct
33 Oct
4096 Oct

16:32 etc

13:30 home

15:25 .1_am_hidden
13:30 initrd.img ->
13:31 Lib




Basic Commands

Linux — Help

o Syntax: [COMMAND] --help

® (e vag Help Y09 Is

cindy@cindy-nyc:~$ 1s --help

Usage: ls [OPTION]... [FILE]...

List information about the FILEs (the current directory by default).

Sort entries alphabetically if none of -cftuvSUX nor --sort is specified.

andatory arguments to long options are mandatory for short options too.
-a, --all do not ignore entries starting with .

-A, --almost-all do not list implied . and ..
--author with -1, print the author of each file
- -escape print C-style escapes for nongraphic characters
--block-size=SIZE scale sizes by SIZE before printing them; e.g.,
'--block-size=M' prints sizes in units of
1,048,576 bytes; see SIZE format below
- -ignore-backups do not list implied entries ending with ~
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Basic Commands

Windows GUI - Changing Directories

° anansadnlulu Folder Inanis Double Click

®  musndoudunm Folder nouvih lasnisnals Back

« v N m > ThisPC > local Disk () > Users > andy > Desktop »

#* Quick access

. Coolfiles
m Desktop g

Hawau

a Downloads
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Basic Commands

Windows CLI - Changing Directories

P S C : U S e r\ S C -l n 0 y> ® Absolute Path fio Path 7151910 Root Directory

° Relative Path fe Path 7151311 Directory Jagdu
° Prompt axilusianeguen Directory Jagtiuiiisvheuet lagazuenidu Absolute Path

® siaunsaldrds pwd Tunsuen Directory Jaguuflel

° ~ fio Shortcut #wsu Path we¢ Home Directory
® o Shortcut dmsu Path Y23y
[ .. A Shortcut @w5U Path Directory neuniia
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Basic Commands

Windows CLI - Changing Directories

L Syntax: cd [Absolute PATH / Relative PATH]

L] Fog: Wasy Directory U7l Folder C:\Users\cindy\Documents gl Absolute Path

PS C:\Users\cindy> cd C:\Users\cindy\Documents

PS C:\Users\cindy\Documents>

®  hegs Wasu Directory UMl Folder nowwiin

Documents> Cd

y
DSHE: \Users\c1ndy>
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Basic Commands

Linux - Changing Directories

cindy@cindy-nyc:~/Desktop$S pwd

®  pwd feddslunisuen Directory U230y

/home/cindy/Desktop

L Syntax: cd [Absolute PATH / Relative PATH]

L] Fog: Wasy Directory Ui Directory /home/cindy/Docurnents lagld Absolute Path

cindy@cindy-nyc:~/Desktop$ cd /home/cindy/Documents

° Freghe: wWasy Directory Uil Folder Documents gl Relative Path

cindy@cindy-nyc:~/Desktop$ cd ../Documents
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Basic Commands

Windows GUI - Creating Directories

° AM5a314 Folder vlalagnisadnuan den “New” > “Folder” anntulivinnisée®e Folder

B [ [] s | Desktop

Home  Share  View

— ~ 4 B> ThisPC > Desktop v &/ | Search Desktop
Name - Date modified Type

# Quick access
[ Desktop
& Downloads
[%] Documents
& Pictures

[ This PC

% Network

Samart Skills
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This folder is empty.

Size

a

X

View >

Sort by >

Group by 2%

Refresh

Paste

Paste shortcut

Undo Move Ctri+Z

Open command window here

Share with >

New > Folder
L OrtcH

Properties L
= Bitmap image
[ Contact

@Skooldio

2 Rich Text Document

—

M v | Desktop
Share View

v /4 I > ThisPC » Desktop >

Name

New folder

¥ Quick access
Bl Desktop
& Downloads

| Documents

r
|

O O

= Pictures

[ This PC



Basic Commands

Windows GUI - Creating Files

° n13a574 File vilAlagn1smanean 1den “New” > “Text Document” anntiulsivinn1ssstie File
m < | Desktop - o X | Y =t
File Home  Share  View ® - v - Desklop
74 « 4 HE > ThisPC > Desktop > v ® | Search Desktop »
Name - Date modified Type Size _ Home Share View
# Quick access
My New Folder 9/30/2017 9:40 PM File folder
[ Desktop P -
& Downloads # « v 2 BB > ThisPC > Desktop »
[%] Documents *
[ Pictures - BE
I This PC Name
o Network # Quick access
— S & 2 My New Folder
Sort by >
Group by >
Befresh "B Folder ‘ Downloads .
Paste #| Shortcut =
3:::::\::: Cutiz [ e tnage | D“Umeﬂts *
Open command window here &s :":‘::F 1
Share with > R - p'du’s - 4
I New > | ¢ Compressed (zipped) Folder
1item P

B This PC
Samart Skills .
A Grow with Google procrAM @ SKOOIdIO



Basic Commands

Windows CLI - Creating Directories

L] Syntax: mkdir [FOLDER_NAME]

® oty MIAS Folder o “my_cool folder”

Directory: C:\Users\cindy

LastwriteTime Length Name

10/7/2017 1:03 PM my_cool_folder

PS C:\Users\cindy>

° fogne: N15a314 Folder ¥® “my cool folder”

PS C:\Users\cindy> mkdir

Samart Skills @smoldio
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Basic Commands

Linux — Creating Directories

L] Syntax: mkdir [DIR_NAME]

®  haew: MIAS Folder o “my _cool folder”

cindy@cindy-nyc:~/Desktop$ mkdir my_cool_folder
cindy@cindy-nyc:~/Desktop$ 1s

blue_document. txt my_cool_folder my_important_file
file_input.txt green_document. txt myfile.txt red_document. txt
cindy@cindy-nyc:~/Desktop$

° fogne: N5a314 Folder ¥ “my cool folder”

cindy@cindy-nyc:~/Desktop$ mkdir 'my cool folder'|}
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Basic Commands

Linux - Creating Files

L] Syntax: touch [FILE_NAME]

® ety MIAs N File To “my cool file”

~9 touch my cool file

a Grow with Google procraM
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Basic Commands

Windows GUI - Copying Files and Directories

®  nsAmaen Files was Folders @avinlalnanisnanya1yt File/Folder ifosmsuaation “Copy” 9ntulilufl Folder fidasnnsinauainanean lden “Paste”

L Hotkey
o Crl+C = COpy 8 Videos & links 1 176217 Vi
& OneDri misc_folder Open . wew
= nelnve
© Ctrle = Paste & Music Open in new window =] Sort by
& This PC my cool folc P 1o Oick acosss o0 Geoup by
1 fol : A
& Network LS 7-Zip D Refresh
my_cool_folc CRC SHA > [p7e

New foldes Eyan with Windows Defender... Customize this folder..

@ OneDrive

Share with > Raste

1N\

Paste shortcut

= Pictures

Restore previous versions S

» Saved Game

B Seasches Indude in library > 3 S
. ndo ele

8 Videos Pin to Start .t

bl Send'to 2 |p3m Share with

dogs 23 D1

Cut

farm_animal . 43P New

fish iy 110

fruits Create shortaut 46 Pl Properties

Cul+Z

AV
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Basic Commands

Windows CLI - Copying Files

® Syntax: cp [FILE] [DESTINATION_PATH]

° Fog1a: nsfinaen File ¥ “mycoolFiletxt” U5 C:\Users\cindy\Desktop\

PS C:\Users\cindy\Documents> cp mycoolfile.txt C:\Users\cindy

Samart Skills @ Skooldio
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Basic Commands

Windows CLI - Copying Directories

L] Syntax: cp [FOLDER] [DESTINATION_PATH]
° feene: Msdaaen Folder #a “Bird Pictures” TU3# C:\Users\cindy\Desktop\

® e Files way Folders fioglu “Bird Pictures” Folder a¢laignAnaen

PS C:\Users\cindy\Documents> cp

Bird Pictures

Samart Skills @ Skooldio
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Basic Commands

Windows CLI - Copying Directories
®  shathe: msfnaen Folder Fo “Bird Pictures” uag Files/Folders nneflsi Folder LUl C:\Users\cindy\Desktop\ Tnglviuansdioyansyinnunuuaziden
PS C:\Users\cindy\Documents> cp C:\Users\cindy\

y : : P ; :
VERBOSE: Performing the operation "Copy Directory" on target xItem: C:\Users\cindy\Documents\Bird
Pictures Destination: C:\Users\cindy\Desktop\Bird Pictures"

: Performing the operation "Copy File" on target "Item: C: \Users\c1ndy\Documents\B1rd
Pictures\cardinal.jpg Destination: C:\Users\cind Bird Pictures\cardinal.

Samart Skills @smoldio
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Basic Commands

Linux - Copying Files
®  Syntax: cp [FILE] [DESTINATION_PATH]

° fhegna: nsAmaen File 3o “my very cool file.txt” TUfl /home/cindy/Desktop
cindy@cindy-nyc:~/Documents$ cp my_very_cool_file.txt ~/Desktop

cindy@cindy-nyc:~/Documents$ ls ~/Desktop
blue_document. txt green_ document txt myfile.txt

file_input.txt my cool f{ my_important_file
my_very_cool_file.txt

Samart Skills @smoldio

a Grow with Google procraM



Basic Commands

Linux — Copying Directories

® Syntax: cp -r [DIR] [DESTINATION _PATH]

° Fog19: N13Anaen Directory ¥ “Cat Pictures” WUl /home/cindy/Desktop

cindy@cindy-nyc:~/DocumentsS cp -r 'Cat Pictures' ~/Desktop

cindy@cindy-nyc:~/Documents$ ls ~/Desktop

blue_document. txt myfile.txt red_document. txt
Cake.png green_document. txt my_1important_file Soda.png

at Pictures my cool folder my very cool_ file.txt
file_input. txt my_cool_folder Pizza.png
cindy@cindy-nyc:~/Documents$ [

Samart Skills @Skooldio
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Basic Commands

Windows GUI - Moving Files and Directories

v

° 1588 Files 50 Folders W Folder Yanamne Fevhlalaenisaaneini File/Folder wandeon “Cut” antilliluit Folder fidoan1sineuadnanyan ien “Paste”

L] Hotkey

i Y > This PC > Local Disk (C) > Users > cindy

o Ctrl+X = Cut View >
s Quick access
 Desktop . VirtualBox 17 414 PM Sort by >
o Ctrl+V = Paste 1 i Contacts 10/5/2017 621 7
& Downloads * A (' kyy >
® Desktop 10/772 18PM
Documents - > Oup
Documents 1 17 406 PM
s * b oot ki Refresh
& Music Favorites 1 1PM
W Videos # links Open 5 >
Customize this folder..
misc_folder Opsat s v e
@ OneDrive
& Music Pin to Quick access 5
= This PC my cool foldet 7.7 > fom Raste
& Network my_cool foldet  cRC SHA 7 o
my_cool foldet. P with Windows Defender . Paste shortcut
my_cool foldet 5 "
my.coolfolder  Shrewith Undo Delete Cul+Z
Restore previous versions a
New folder V
% OneOrive Include in kbrary > 5
B Pictures Pin to Start Share with >
# Saved Games Sendto > |em
¥ Searches N >
Cut ew
opy
ats v
dogs fee Properties
farm animalc Create shortaut
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Basic Commands

Windows CLI - Moving Files and Directories

® Syntax: mv [FILE/FOLDER] [DESTINATION PATH]

® et msdhe File do “yellow_document.txt” T C:\Users\cindy\Documents\

PS C:\Users\cindy\Desktop> mv .\yellow_document.txt C:\Users\cindy\Documents\
PS C:\Users\cindy\Desktop> 1s C: <Users\c1ndy\Documents\

Directory: C:\Users\cindy\Documents

LastWriteTime

10/5/2017 : Bird Pictures
10/5/2017 - windowsPowershell
10/5/2017 - Cotton candy jpg
10/5/2017 - Hotdo?

10/5/2017 : mycoo | 1 e txt
10/5/2017 : Pretzel.jpg
10/5/2017 : yellow_document. txt

Samart Skills @smoldio
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Basic Commands

Linux — Moving Files and Directories

® Syntax: mv [FILE/DIR] [DESTINATION_PATH]

L] Feene: Mstne File To “blue_document.txt” Tudt /home/cindy/Documents

cindy@cindy-nyc:~/Desktop$S mv blue document.txt ~/Documents

Samart Skills @smoldio
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Basic Commands

Windows GUI - Renaming Files and Directories

° Aswaguie Files 1139 Folders ¥lalaen1sadnuind File/Folder wdudan “Rename” anntfuaraunsaaeudoldmudasnis

o Quick access bl AL LS B L A
= Deskiop > VirtualBox 1 17 414 PM e J MUS!(_
B Contacts 107572017 621 P ;
& Downloads * A
m Desktop 1 2:1 ™ de -
o i & This PC my cool folder
Documents 4:06 PM o folde
& Pictures v % % Ret .

& Downloads

my _cool_foldet2

» Music Favorites y 17621 0M Solder
B Videos # Links o e ‘ Network
@ Oneprve o ok e my_cool_folder3
& Music Pin to Quick access M det
= This PC my_cool_foldet 0 .
" e 2 my cool folder3 - Copy
e y:cool ol BRSO 2 \

my_cool foldet R <car, with Windows Defender..
my_cool foldet

Sh ith
my_cool folder ol > b File
New folder s pretns s New foldes
R OneDrive Inchude in fibrary >
= Pictures oo
I Saved Games Send to >
5" Searches
Cut
B Videos
Copy
cats
Paste
dogs
fatrn_animals Create shortcut
fish
fruits

I5items  1item selected
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Basic Commands

Windows CLI - Renaming Files and Directories

® Syntax: mv [FILE/FOLDER] [NEW_NAME]

o feogne: MaUAsuTe File To “blue_document.txt” Tuidu “yellow document.txt”

PS C:\Users\cindy\Desktop> mv .\blue_document.txt yellow_document.txt

Samart Skills @ Skooldio
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Basic Commands

Linux — Renaming Files and Directories

® Syntax: mv [FILE/DIR] [NEW_NAME]

o fogne: MsLUaeude File ¥e “red document.txt” Tifu “blue document.txt”

indy@cindy-nyc:~/Desktop$S mv red_document.txt blue_document.txt

Samart Skills @smoldio
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Basic Commands

Windows GUI - Removing Files and Directories

° A15au Files %39 Folders ylalaan1sadnuini File/Folder wdudan “Delete”

° Files #3® Folders ﬁgﬂau%iﬂagﬂu Recycle Bin

— v > This PC > Local Disk (C) > Users > dndy @) v e Recyde BinTools  Recyde Bin
Namme File Share View Manage
# Quick access
i Desktop - VirtualBox 1 17 414 PM A o > RecydeBin >
@ Contacts ¥ 1 1PM
8 Downloads ~ #
o 3 3 = Desktop 1 1 Cotton_candy
ocuments : s F i e
3 it Documents ' # Quick access N Bird Pictures E
= Pictures & Dovmloads 1 1 m Desktop »
& Music Favorites
W Videos ¥ links Open % Downloads » My Super Cool File
misc_folder i g 31 o f my.cool folder3
Ot . Open in new window Documents * my_cool_folde
Music Pin to Quick s :
. in to Quick acces: e Pk 2
This PC my_cool folder 7-Zip >
my_cool_folder2 CRC SHA M & Music
& Network s > v Puppy Pictures
EYCOOLIIOn Eym. with Windows Defender E ® Videos
my cool folder3 J
Share with >
my_cool_folderd 5 A OnoNieie

ore pres jersions
o ol Restore previous versior
% OneDrive Indlude in library 21,

e Pictores Pin to Start

# Saved Games Send %o St
¥ Searches
Cut
B Videos
Copy
aats
Paste
dogs
farm_animals Create shortcut
fish
fruits
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Basic Commands

Windows CLI - Removing Files

° File 9zgnaueE190123
[ Syntax: rm [FILE]

L4 fheea: Msau File Jo “Text1.txt” ?jqag”lu Folder C:\Users\cindy

PS C:\Users\cindy> rm ~\textl.txt

Samart Skills @ Skooldio

A Grow with Google procrAM



Basic Commands

Windows CLI - Removing Directories

®  Folder 9NaULL0IT
® Syntax: rm [FOLDER] -Recurse

®  §pge N13au Folder ¥ “misc_folder” @sagjn1eld Folder C:\Users\cindy

PS C:\Users\cjndy> rm ~\misc_folder

PS C:\Users\cind

Samart Skills @ Skooldio
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Basic Commands

Linux - Removing Files

° File 9zgnaueE190123
[ Syntax: rm [FILE]

° fagne: n1sau File o “textl.txt”

cindy@cindy-nyc:~S rm textl.txt

Samart Skills (Y skooldio
A Grow wif oog e PROGRAM



Basic Commands

Linux — Removing Directories
®  Directory 3QnNaUBE1NANT
@) Syntax: rm -r [DIR]

®  ¢hatw: Myau Folder o “misc_folder”

cindy@cindy-nyc:~S rm -r misc_folder

® v Directory tuldififoyasy szaunsaldds rmdir lun1sau Directory Wuile

o Syntax: rmdir [EMPTY_DIR]

Samart Skills @smoldio
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File and Text Manipulation

Windows GUI - Display File Contents

° mssuiionlu File ¥inlélaunns Double Click File

« v N > ThisPC > locad Disk (C) > Users > andy

#* Quick access
: - MattyealRoxx
w Desktop -
¥ farm_animals - Notepad
3 Downloads
File Edit Format View Help

v Uouments e chicken horse

« Pictures
& Musk
B Videos

@& OneDive
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File and Text Manipulation

Windows CLI - Display File Contents

® Syntax: cat [FILE]

® 81w 115874 File o “important_document.txt” fiogllu Folder Jaguu

PS C:\Users\cindy> cat .\1mportant_document.txt

his is a very important document.
PS C:\Users\cindy>

Samart Skills @ Skooldio
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File and Text Manipulation

Linux - Display File Contents

® Syntax: cat [FILE]

®  ¢hae1w: MI9U File ¥9 “important_document.txt”

cindy@cindy-nyc:~S cat important _document. txt
This i1s a very important document.

cindy@cindy-nyc:~$ |}

a Grow with Google procraM
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File and Text Manipulation

Linux - Display File Contents

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Aliquam lacinia mi ac

sldiam gravida elementum. Etiam finibus, lectus quis tristique bibendum, nisi
iipsum efficitur orci, non vulputate neque sem a ex. Donec molestie arcu tellus, A o & da ' . Aa & &
q-,id pellentesque massa dictum eu. In risus felis, mattis sed magna vitae, congue L] RIA Wawu&lﬂﬁﬂumimu File vilUamlgazAa less
\-Jlinterdum nisl. Sed nibh risus, feugiat eget posuere non, lacinia sed nisi. Nam
”effi.citur massa mattis placerat posuere. Nam dapibus ultrices lectus, vel
apibus massa. Donec ac placerat enim, volutpat aliquam dolor. Maecenas [ Syntax: less [F||_E]
ristique nec tellus a tempor. Donec quis ante ac massa finibus tristique in Y| .
porta ante.

o ' S
Integer quis iaculis quam, quis blandit mi. Phasellus id turpis semper, euismod [ ] A19814: N1591U File ¥ “Large document.txt”
risus vitae, scelerisque quam. Interdum et malesuada fames ac ante ipsum primis -
in faucibus. Pellentesque vitae sagittis tellus, eget lobortis libero. Praesent
ullamcorper justo gravida, hendrerit leo non, malesuada ante. In mollis gravida o
facilisis. Sed nec bibendum ex. Nulla in sapien a ligula facilisis volutpat a
sit amet odio. Aenean scelerisque ullamcorper leo, at tincidunt odio hendrerit
vitae. Quisque eu fermentum libero, et bibendum est. Aliquam erat volutpat. a‘ o o i
Aliquam eget purus auctor, consequat arcu eget, rhoncus enim. Sed velit elit, @] g - Laaul‘l_h/’lﬂﬂljl](}]uﬂ_laﬂ Flle
euismod vel enim ac, pellentesque tempus ante. Integer rhoncus diam nec felis N
semper, sed efficitur metus rutrum. Curabitur in ultrices magna.

Page up/down

1
&

o G - Aeuluignduanvad File

liquam augue erat, fringilla in erat ac, venenatis tempor ante. Mauris sit amet H 3
elementum dolor, at iaculis ipsum. Nulla porttitor sit amet metus in porttitor.

Etiam arcu ligula, aliquam vel pharetra facilisis, varius nec justo. Mauris at o o
eros diam. Cras et commodo tellus. Quisque tellus est, vehicula sit amet mattis O /<keyword> - AUNIAN
vel, fringilla at odio. In consequat, sapien a maximus bibendum, urna velit

vestibulum dui, nec venenatis enim dui vel risus. Donec luctus quis ligula sed

suscipit. Aenean sollicitudin nisl mi, id dictum felis viverra ut. Aenean T_J FL
large_document.txt o q - Unm File

Samart Skills @smoldio
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File and Text Manipulation

Windows GUI — Modifying Text Files

®  msudly File aunsald Editor Software &® Notepad++ lun1siliaeuuazuslale lnaliadnuani File ududon “Edit with Notepad++”

¢ MUBLNE): §io4 Install Notepad++ now lneaunsa download 167 https://notepad-plus-plus.org/

Open
Cookle sy Print
Edit
-Zip
CRC SHA
& Edit with Notepad++
Sibpatiidy E Scan with Windows Defender

Open with

Samart Skills

A Grow with Google procrAM

@Skooldio

H C\Users\cindy\Desktop\mycoolfile.txt - Notepad + +

File Edit Search View Encoding language Settings Tools Maao Run Plugins Window ?

o HEHG 3B FGR IDCHag 2z BF 51 ES§Az= D

= mycoaitie mEz]


https://notepad-plus-plus.org/

File and Text Manipulation

Windows CLI - Modifying Text Files

] Syntax: Start Notepad++ [FILE]
° 910 File Yudelalfl WWsunsuaganuindaenisadne File Fuanludvisalad?

° fhogne: nMsasenazuily File Fo “hello.txt”

Samart Skills @ Skooldio

A Grow with Google procrAM



File and Text Manipulation

clndy@cindy-nyc: - Linux - Modifying Text Files

Ilcindy@cindy-nyc:~$ nano my filell

° 1512¢ 1% Editor Software %8 nano Tunsuily File

° Syntax: nano [FILE]

cindy@cindy-ayc: ~

~# GNU nano 2.5.3 File: my file L fee: nsadauazudly File Fo “my file”

e} Ctrl+X = Exit

[ Read 1 line ]
e Get Help Write Out Where Is [R& Cut Text @8] Justify Cur Pos Prev Page
£ M Read File @Y Replace &Y Uncut Text @] To Spell @Ml Go To Line @Y Next Page

Save modified buffer (ANSWERING "No" WILL DESTROY CHANGES) ?
Yes
N No Cancel

Samart Skills @smoldio
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File and Text Manipulation

Windows GUI - Searching within Files

o o Aw & .
[ ASAUMATNRBINTT MULTlEIUel File

Tagun® Windows aglallansanlmsiAumealuilonves File 16 Aeluisagaoawinnis Enable anuanunsaiiduinneu Inglufiuny “View” 1@en “Options” > “Change

: ”»
Folder and Search Options
2 < | Documents - o P@ll:nace  Tools  View
K e [T ~ @
B | DEPreviewpane ® Extralarge icons (& Large icons I + [ ttem check boxes =
& Medium icons - i [C] File name extensions .
Navigation e = Sort o, Hide selected | [Options
e~ [WDetalls pane | [gg 1jst |= by~ B3 [ Hiddenitems ten il
Panes Layout Current view Show/hide -] Change folder and search options.
& Downloads »
<] Documents -
&= Pictures -
3 This PC
¥ Network
Hide
Oitems |2 =

Samart Skills @ Skooldio
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File and Text Mani

Windows GUI - Searching within Files

®  fpde AUMAI1 “Business” luyn File Tu Folder Desktop

Folder Options X

=

How to search
[[] Don't use the index when searching in file folders for system
files (searches might take longer)

Home _ stare

Current folder

= All subfolders
This

‘When searching non-indexed locations
o Search againin ~

[ Include system directories
PC
[7] Always search file names and contents (this might take
several minutes)
«

Location

Restore Defaults
v 5k Quick access
[B Desktop
¥ Downloads
Cancel Apply

Samart Skills

A Grow with Google procrAM

pulation

ntulilufiuny “Search” wduden “Always Search File Names and Contents” > “OK”

View Search
By Kind ~ €2 Recent searches ~
. = 4+
L size~ 2] Advanced options ~ -
Date . Open file
modified~ L Other properties * [ Save search lcation
Refine Options

v 4 W > Search Results in Desktop >

course outline.txt
Date modified: 2/12/2021 4:40 PM

A
»
b g

X

Close
search

C:\Users\thana\Desktop Size: 247 bytes
... 0 Risk Management Concepts o Business Continuity Planning (BCP) o Laws, Regulations, and Compliance



File and Text Manipulation

Windows CLI - Searching within Files

] Syntax: Select-String [KEYWORD] [FILE]

®  agw AumA1I1 “cow” Tu File ¥o farm_animals.txt

PS CI\Users\cinday> Select-String cow tarm_animals.tXt

farm_animals.txt:1l:cow chicken horse

®  ¢hegn AumAI “cow” Tuyn File Moawinesie txt

PS C:\Users\cindy> Select-String cow *.txt

farm_anima1s.txt:1:cow chicken horse
ranch_animals.txt:1l:cow sheep horse

Samart Skills (Y skooldio
A Grow with Google ProcrAM



File and Text Manipulation

Linux - Searching within Files

] Syntax: grep [KEYWORD] [FILE]

] Syntax: grep -rw [DIR] -e [KEYWORD]

®  fagw AunIA191 “cow” Tu File To farm_animals.txt

cindy@cindy-nyc:~$ grep cow farm_animals.txt

chicken horse
cindy@cindy-nyc:~$

®  hed: Aumdrin “cow” luyn File Adoasinedne _animals.txt
grep cow * _animals.txt
chicken horse

sheep horse

Samart Skills @smoldio
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File and Text Manipulation

Windows CLI - Input, Output, and Pipeline
®  stdin flo dwiielisu Input wletlUszanana (Process)
®  stdout fie dawileliuanina Output MdsNSUSELNANE

®  stderr A @i liLAU Emor Messages ndsnsuseaiana

A Grow with Google procrAM
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File and Text Manipulation

Windows CLI - Input, Output, and Pipeline
L] Redirector Operator (>) Az N5t Output lUidsunay Save 1 File
®  hegia nsh Output M “woof” lUdieunas Save ashu File #8 “dog.txt”

PS C:\Users\cindy\Desktop> echo woof > dog.txt
PS C:\Users\cindy\Desktop> 1s

Directory: C:\Users\cindy\Desktop

LastwriteTime

10/5/2017 : CoolFiles
10/5/2017 = ShareMe
10/5/2017 - blue.txt
10/5/2017 . colors.zip
10/7/2017 - dog. txt
10/3/2017 : he?]o.exe

PS C:\Users\cindy\Desktop> cat .\dog.txt
oof
PS C:\Users\cindy\Desktop>

Samart Skills @smoldio

a Grow with Google procraM




File and Text Manipulation

Windows CLI - Input, Output, and Pipeline

®  Append Operator (>>) fip N1511 Output lUTguseinalu File

® g nsu Output A1 “woof” IUd@susevinglu File ¥o “dog.txt”

PS C:\Users\cindy\Desktop> echo woof >> dog.txt
PS C:\Users\cindy\Desktop> cat dog.txt

Samart Skills @Skooldio
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File and Text Manipulation

Windows CLI - Input, Output, and Pipeline

®  Pipe (|) Ao msu Output nmdmialuidu Input vesdnddanils

° fagha: n5i Output 91nAEs cat Tl Input ¥84A& Select-String

PS C:\Users\cindy> cat words.txt
street

Samart Skills @smoldio
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File and Text Manipulation

Windows CLI - Input, Output, and Pipeline

®  ¢hete M5 Output 91nAds cat Tl Input vesAds Select-String i Output TUd@eunay Save Wu File ¥0 “st_words.txt”

PS C:\Users\cjndy> cat words.txt | Select-String st > st_words.txt
PS C:\Users\cindy> cat st_words.txt

Samart Skills @smoldio
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File and Text Manipulation

Linux - Input, Output, and Pipeline
® Redirector Operator (>) wag Append Operator (>>)

®  hed1e: nmsu Output A1 “woof” lUdlsulay Save adlu File Fo “dog.txt”

cindy@cindy-nyc:~/DesktopS echo woof > dog.txt
cindy@cindy-nyc:~/Desktop$S cat dog.txt

woof

cindy@cindy-nyc:~/Desktop$S echo woof >> dog.txt

cindy@cindy-nyc:~/DesktopS cat dog.txt
woof

oof

cindy@cindy-nyc:~/Desktop$

Grow with Google procRras

§amart SkiIIsM @Skooldio



File and Text Manipulation

Linux - Input, Output, and Pipeline
° Pipe (|)

° fhagha: M5 Output 91nAEs s Uil Input veeAds grep

cindy@cindy-nyc:~/Desktop$ 1ls -1la /etc | grep bluetooth
drwXxr-Xr-xX 2 root root 4096 Oct 5 13:38

cindy@cindy-nyc:~/Desktop$ |}

a Grow with Google procraM
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Users and Groups

Admin

All Access & rights

Samart Skills

A Grow with Google procrAM

Parents

Can't install software

@Skooldio

Users (§ld91) awnsauddlaidu 2 Uszuan

®  Standard Users fie flisuneuitunesily
o JHufnfavsiielunisiinuneuiumnes
° Administrators (Admin) fie fuaszuy

& vadaa S a s 1 I3
¢) Lﬂuwuawﬂumiﬂ’mﬂmaumLmaﬁamamyﬁm
Children

. v
Can'tingtall software o U Linux 9¢19%9791 Root

Child safety restrictions

Groups (nga) Ao N3Innguliiiu Users



Permissions

Permission @8 n15lwansluni1syinauniu Files 58 Directories i 9714 (Read) 5o Weau (Write) 1Huduy

Access Control List (ACL) A8 $19n15AUBNDY Permission %aa;ﬂ%@mﬁﬁ@ia Files %15@ Directories

A Grow with Google procrAM
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Permissions

Windows GUI - File Permissions

® @309 File Permission lalaan1snandnuini File/Folder Wien “Properties” udaluiluau “Security”

Name
VirtualBox
4= Contats
m Desktc
= Docun Open
%D d Open in new window
\ Favord Pinto Quick access
# Links 1Zp
& Music GHCSUA
% OneDr |1 Scan with Windows Defender..
& Picture Share with
» Saved Restore previous versions
» Search e in library
BVideos  pin 1o Start
my_fike
Send to
Cut
Copy
Create shortcut
Delete
Rename

Samart Skills

A Grow with Google procrAM
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e View
This PC > Local Dish
Name

VirtualBox|
& Contacts
m Desktop
& Document|
& Downloadi
v Favorites
# Links
& Music
4 OneDrive
& Pictures
#» Saved Gany
# Searches
B Videos

my_file

3 3 3 3

= Desktop Properties

Prewous Versons

Obectname  C\UsersiandyDesklop

Group of user names.

B8 SYSTEM

P Yondy CNOY-NYCany
’ (CINDY-NYC\

To change permissions, click Edit

Permissions for andy Asow

Full control

Moaty
Read & execute

List folder contents

Read
Write

For special permissions or advanced settngs. =y

chck Advanced

o ][ omn




Permissions

Windows CLI - File Permissions

® Syntax: icacls [FILE/FOLDER]

° #10819: N30 File Permission 984 Folder C:\Users\cindy\Desktop

N - no access
G: \Users\c1ndy\Desktop\ NT AUTHORITY\SYSTEM (OI)(CI)(F) F - full access

BUILTIN\Administrators: (0I) (CI) (F) M - modify access

CINDY-NYC\cindy: (0I) (CI) (F) RX - read and execute access

' ‘ . ) R - read-only access
Successfully processed 1 files; Failed processing 0 files W - write-only access
PS C:\Windows\system32> D - delete access

Samart Skills @ Skooldio
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Permissions

Linux - File Permissions

o Syntax: s -l [FILE/DIR]

° #10819: N30 File Permission @4 File /home/cindy/my file

cindy@cindy-nyc:~$ 1ls -1 ~/my_file

SFWXPWEREE 1 cindy cool _group © Oct 9 17:48 /home/cindy/my_file

L Others

Group

Owner

File / Directory

Samart Skills @smoldio
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Permissions

Windows CLI - Modify Permissions

[ Asuily Permission
® Syntax: icacls [FILE/FOLDER] /grant [USER]:[PERMISSION]

[ ] #10e19: N13uAlY Permission w84 Folder “C:\Vacation Pictures” Inglvigflganuynay (Everyone) am15n81u (Read) lat

PS C:\Windows\system32> icacls /grant

processed file: C:\vacation Pictures . :
Successfully processed 1 files; Failed processing 0 files

A Grow with Google procrAM
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Permissions

Windows CLI - Modify Permissions

° #1ee19: N13uAlY Permission ve4 Folder “C:\Vacation Pictures” aglvilanzgliauitil Password (Authenticated Users) @1313081u (Read) 1

PS C:\Windows\system32> icacls /grant
processed file: C:\vacation Pictures

successfully processed 1 files; Failed processing 0 files

A Grow with Google procrAM
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Permissions

Windows CLI - Remove Permissions

L] 158U Permission ‘U@ﬁféﬂ‘fl’ﬁmaaﬂmﬂ Files/Folders
® Syntax: icacls [FILE/FOLDER] /remove [USER]

[ ] #19E19: N138U Permission vaslFauynAY (Everyone) 88na1n Folder “C:\Vacation Pictures”

PS C:\Windows\system32> 1cacls

processed file: C:\vacation Pictures -
successfull rocessed 1 files; Failed processin

/remove Everyone

0 files

Samart Skills @ Skooldio
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Permissions

Linux - Modify and Remove Permissions

® Syntax: chmod [OWNER][+/-][PERMISSION] [FILE/DIR]

® OWNER: u = Owner, g = Group, o = Others, a = All

L] PERMISSION: r = Read, w = Write, x = Execute

A Grow with Google procrAM
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Permissions

Linux - Modify and Remove Permissions

Samart Skills

a Grow with Google procraM

feene: nsuAly Permission U84 File “my cool file” Taenfin@nslulil Owner anunsasulusunsu (Execute) 1¢1

indy@cindy-nyc:~S Ls -1 my_cool_file
1 cindy cool_group © Oct 9 17:49 my_cool_file

wnal _cindy-nyc:~$ chmod u+x my_cool_file
indy@cindy-nyc:~$ 1s -1 my_cool_file
1 cindy cool_group © Oct 9 17:49 my _cool_file

indy@cindy-nyc:~$ 1ls -1 my_cool_file
1 cindy cool_group © Oct 9 17:49 my_cool_file

indy@cindy-nyc:~$ chmod u+rx my_cool_file
indy@cindy-nyc:~$ 1s -1 my_cool_file
1 cindy cool_group © Oct 9 17:49 my_cool_file




Permissions

Linux - Modify and Remove Permissions

o Syntax: chmod [NUMERICAL PERMISSION] [FILE/DIR]

®  wdndivila = Owner, ndndides = Group, wénfiany = Others

° 4 = Read (1), 2 = Write (w), 1 = Execute (x)

o foee: nsuAly Permission va4 File “my cool file” Taeifis@vdly Owner ansnse Read, Write, Execute ¢ 8y Group @11190 Read, Execute 6 wag Others

#1350 Read Tawintiu

cindy@cindy-nyc:~$ 1ls -1 my_cool_file
1 cindy cool_group © Oct 9 17:49 my_cool_file
cindy@cindy-nyc:~$ chmod 754 my _cool _file

cindy@cindy-nyc:~$ 1ls -1 my_cool_file
-rwxr-xr-- 1 cindy cool _group 0 Oct 9 17:49 my_cool_file
cindy@cindy-nyc:~$

Samart Skills @Skooldio
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Permissions

Linux - Changing Owners

Samart Skills

A Grow with Google procraM

iannsnAsuiives File/Directory Idlagldidds chown wag cherp
Syntax: sudo chown [NEW_OWNER] [FILE/DIR]
Syntax: sudo chgrp [NEW_GROUP_OWNER] [FILE/DIR]

feene: nsuAly Owner v8s File “my cool file” Tngluaeu Group Owner Hu “best_group_ever”

cindy@cindy-nyc:~$ ls -1 my_cool_file
-rwxr-xr-- 1 devan cool _group 0 Oct 9 17:49 my_cool_file
cindy@cindy-nyc:~$ sudo chgrp best_group_ever my_cool_file

cindy@cindy-nyc:~$ ls -1 my_cool_file
-rwxr-xr-- 1 devan best_group ever © Oct 9 17:49 my_cool_file
cindy@cindy-nyc:~$

@Skooldio
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Software Distribution

Package 79 ﬁﬂ%@ﬂlﬂﬁﬁiﬁﬁuﬂﬁ Install Software

Package Dependencies #o N157 Package %ils S1Judpsian@sduiiolmiiauy

i

DLL 19]

(Physics engine)

DLL

(Rendering library)

Samart Skills @ Skooldio
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Software Distribution

Windows Software Packages

®  Executable File (.exe) Wulwdnuszneumegadduazlvdiidndudmsvraniumeslunsdiiunudiogniu

° #3158 Install el GUI »ise CLI

A Grow with Google procrAM
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Software Distribution

@ Secure | https//git-scm.com/d

D R i Windows GUI: Installing and Uninstalling Software

About o ' .
Docomentation Downloading Git . AMIBE19N13 Install kag Uninstall Tusunsu “Git” Tu Course 1
Blog
R Your download is starting...
Logos. You ling the latest (: ) 64-bit version of Git for Windows.
“This is the most recent maintained build. It was released 23 days ago, on
Community 2017-08-10.

If your download hasn't started, click here to download manually.

Other Git for Windows downloads
The entire Pro Git book Git for Windows Setup_
written by Soott Chacon and it Gt for Window
Ben Straub s available to read

Git for Windows Portable (“thumbdrive edition™)
32-bit Git for Windows Portable.

63-bit

for Windows Portable.

€5 Git 2.14.1 Setup. X | (€5 Git 2.14.1 Setup. |
e bt o Completing the Git Setup Wizard

Setup has finished instaing Git on your computer. The
When you are ready to continue with Setup, cick Next. ‘appication may be launched by seecting the installed

THE COST OF ALL NECESSARY SERVICING, REPAIR OR

ok i t0 s Setup.
12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED. S,
7O TN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY. N ltaunch G Bash
WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED . Q
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, [AView Release Notes
NCDENTAL R COUSEQUENTI DAMAGES ARISING G Or

TE WITH ANY OTHER PROGRAMS), EVEN IF SUCH
HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF
'SUCH DAMAGES.

END OF TERMS AND CONDITIONS.

Samart Skills .
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oftware Distribution

Best match

55 Windows Powershell > Windows CLI: Installing Software

App

Apps

B el [ #09.Un Powershell M85 Administrator (Run as Administrator)

% Windows PowerShell ISE App

> Windows PowerShell (x86) . . o
(] A5 Install wag Uninstall usiag Software a1ausnsnanuly

Windows PowerShell ISE (x86) I Open

% Active Directory Module for Run as Administrator

Windows Pomershel i = it ° LENUNIANTIAEOY Package MavdaTign Installed vupewfiamesingldfnds Get-Package
Search the web % Windows PowerShell ISE

P powershell - See web results
Documents (1+)

Settings (3)

O powershell

ility Scr
Add to Pa

Samart Skills @ Skooldio
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Software Distribution

Icindy@cindy-nyc:~$ sudo dpkg -i atom-amd64.deb

|Selecting previously unselected package atom. H

|(Reading database ... 176090 files and directories currently installed.) Llnux SOftware PaCkageS
IPreparing to unpack atom-amd64.deb ...

lUnpacking atom (1.21.0) ...

atom (1.21.0) ... ) . .

triggers for gnome-menus (3.13.3-6ubuntu3.1) ... Deblan (Ubuntu) D deb (DEbIan PaCkage)
triggers for desktop-file-utils (0.22-1ubuntu5.1) ...

triggers for bamfdaemon (0.5.3~bzr0+16.04.20160824-0ubuntul) ...

Jusr/share/applications/bamf-2.1index... (] Syntax: sudo dpkg [OPT|ONS] [PACKAGE]

IProcessing triggers for mime-support (3.59ubuntul) ...

[ OPTIONS:
cindy@cindy-nyc:~$ sudo dpkg -r atom
(Reading database ... 183451 files and directories currently installed.) .
Removing atom (1.21.0) ... O -i ¢ Install

Processing triggers for gnome-menus (3.13.3-6ubuntu3.1) ...

Processing triggers for desktop-file-utils (0.22-1ubuntu5.1) ...

Processing triggers for bamfdaemon (0.5.3~bzr0+16.04.20160824-0ubuntul) ... e} . f
Rebuilding /usr/share/applications/bamf-2.1index... r : Remove/Uninstall
Processing triggers for mime-support (3.59ubuntul) ...

o - List Installed Packages (inldsauriu grep)

lcindy@cindy-nyc:~$ dpkg -1 | grep atom

‘tii 1.21.0

iditor for the 21st Century.

il 1lib ic1:amd64 5.4.0-6ubuntul~16.04.5

iroviding __ ic built-in functions
il  1libxcb-utill:amd64 0.4.0-0ubuntu3
for X C Binding -- , aux and event

a Grow with Google procraM
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Software Distribution

o

Archive fio yavaslnanigndudn

u
®  §eg: tar, zip w30 rar Wudu

° 157813150 Extract (wanlng) Archive sanunls

Windows GUI - Archives
Z I L 7-Zip \Ju Software F#lunns Archive wae Extract T

O https://www.7-zip.ore/download.html

A Grow with Google procrAM
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https://www.7-zip.org/download.html

Software Distribution

Windows GUI - Archives

®  @unsa Extract Archive lalngadnundilid Wdon “7-Zip” uaadon “Extract Here”

®  aunsa Archive lWdlalnonsidenlwdiauniidesnis Archive Ldnanuan den “7-Zip” ududen “Add to Archive”

@ > This PC > Local Disk (C)) > Users > cindy > Desktop

Name
s
"~ CoolFiles
ShareMe
s -
blue
-~ :f i colc
* @he OPe"
Open in new window
ers Extract All
CRC SHA
Pin to Start
&/ Edit with Notepad ++
E Scan with Windows Defender...
Onan with
Samart Skills Skooldio
A Grow with Google procrAM

Date modified

4:46

Type

File folder
File folder

lext Document

TemssT 200 PM Compressed (Zipp.

M Applicatior

Open archive
Open archive

dract filoc

Extract to “colors\"

ey

oKs

1KB

s
@

CoolFiles
new_cc’
ShareM ¥

Open in new window
colors

Pin to Quick access
hello

1-Zip

CRC SHA

E Scan with Windows Defender...

PM  File folder

File folder

PM  File folder
PM  Compressed (zipy
VR P T

Add to archive...

Comhpress and email...

Add to “new colors.72"



Software Distribution

Windows CLI - Archives

® Extracting
9 Syntax: Expand-Archive -Path [ARCHIVE]
® Archiving
o Syntax: Compress-Archive -Path [FILE1], [FILE2], [FILE3],... [ARCHIVE_NAME]

E¥ Windows PowerShell

PS C:\Users\cindy> Compress-Archive C:\Users\cindy
PS C:\Users\cindy> 1s ~\Desktop

Directory: C:\Users\cindy\Desktop

Mode LastwriteTime Length

10/5/2017 3 coolFiles
10/8/2017 new_colors
10/5/2017 : ShareMe
10/5/2017 475 colors.zip
10/8/2017 : 246 CoolArchive.zip
10/3/2017 g 4096 hello.exe
10/8/2017 259 new_col8rs.7z

Samart Skills @Skooldio
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~\Desktop\Coo |Archive.zip



Software Distribution

Linux — Archives

® Extracting
o) Syntax: tar -xvf [ARCHIVE]
® Archiving

O Syntax: tar -cvf [ARCHIVE_NAME] [FILE1] [FILE2] [FILE3] ...

~$ tar -xvf def.tar ~$ tar -cvf abc.tar a.txt b.txt c.txt

T 4 T s
eitxt: FoExt E bitxt ‘c.tXEt

Samart Skills @Sm.dio
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Package Managers

Package Manager f® Software M19183An151A8AUNNT Install, Uninstall wag Update 521899an151594 Dependencies 1#eng

® Windows — Chocolatey

° Linux — apt (Advanced Package Tool)

A Grow with Google procrAM
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Package Managers

Windows - Chocolatey

o

° M57i19Ea1130 Install Package flagfui “Chocolatey Repository” ¢ i519zsieaviin1ssey Repository {u Chocolatey \deriou dwililneldiidadiadl

@) Register-PackageSource -Name chocolatey -ProviderName Chocolatey -Location http://chocolatey.org/api/v2

PS C:\Users\cindy> Register-PackageSource noco latey Chocolatey
ProviderName IsTrusted Location

Chocolatey http://chocolatey.org/api/v2

PS C:\Users\cindy> Get-PackageSource

ProviderName IsTrusted Location

Samart Skills @Skooldio
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Package Managers

Windows - Chocolatey

° \SEaAUN Package Tidiaens Install ¢
@) Syntax: Find-Package [PACKAGE] -IncludeDependencies

° foEne: N5AUN Package 3B “sysinternals”

PS C:\Users\cindy> Find-Package sysinternals

Name version source

srsinterna]s 2017.9.12 chocolatey
chocolatey-core.extension 1.3:1 chocolatey

PS C:\Users\cindy>

Samart Skills @Skooldio
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summary

Sysinternals - utilities to help you
Helper functions extending core choco

ma



Package Managers

Windows - Chocolatey

® Install Package
@) Syntax: Install-Package -Name [PACKAGE]

° foeng: 113 Install Package %o “sysinternals”

PS C:\Users\cindy> Install-Package sysinternals

The package(s) come(s) from a package source that is not marked as trusted.
Are you sure you want to install software from 'chocolatey'?
[Y] Yes [A] Yes to A11 [N] No [L] No to A11 [S] Suspend [?] Help (default is "N"): Y

Name version source Summary

sysinternals 2017.9.12 chocolatey Sysinternals - utilities to

Samart Skills @Skooldio
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Package Managers

Windows - Chocolatey

° 7151989U Package ﬁgﬂ Installed W2
O Syntax: Get-Package -name [PACKAGE]

° foLne: NIMTIVEBU Package &9 “sysinternals”

PS C:\Users\cindy> Get-Package sysinternals

version source ProviderName

sysinternals 2017.9.12 C:\Chocolatey\Tib\sysinternal... Chocolatey

A Grow with Google procrAM
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Package Managers

Windows - Chocolatey

® Unlinstall Package
@) Syntax: UnInstall-Package -Name [PACKAGE]

° foeng: 113 Uninstall Package %@ “sysinternals”

PS C:\Users\cindy> Uninstall-Package sysinternals

Samart Skills @ Skooldio
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Package Managers

Linux — apt
® Install Package

o Syntax: sudo apt install [PACKAGE]

° §19E19: N5 Install Package “GIMP”

cindy@cindy-nyc:~/ p$ sudo apt install gimp

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following additional packages will be installed:
gimp-data libamd2.4.1 libbabl-0.1-0 libblas-common libblas3 libcamd2.4.1 libccolamd2.9.1 libcholmod3.0.6 libgegl-0.3-0
libgfortran3 libgimp2.0 liblapack3 1libsdl1.2debian 1libumfpack5.7.1 python-cairo python-gobject-2 python-gtk2

Suggested packages:
gimp-help-en | gimp-help gimp-data-extras python-gobject-2-dbg python-gtk2-doc

The following NEW packages will be installed:
gimp gimp-data libamd2.4.1 libbabl-0.1-0 libblas-common libblas3 libcamd2.4.1 libccolamd2.9.1 libcholmod3.0.6
libgegl-0.3-0 libgfortran3 libgimp2.0 liblapack3 1libsdl1.2debian libumfpack5.7.1 python-cairo python-gobject-2
python-gtk2

0 upgraded, 18 newly installed, @ to remove and 16 not upgraded.

Need to get 17.2 MB of archives.

After this operation, 92.5 MB of additional disk space will be used.

Do you want to continue? [Y/n] [}
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A Grow with Google procraM



Package Managers

Linux — apt
® Unlinstall Package
o Syntax: sudo apt remove [PACKAGE]

° §19819: N15 Uninstall Package “GIMP”

cindy@cindy-nyc:~/ top$ sudo apt remove gimp
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following packages were automatically installed and are no longer required:
gimp-data libamd2.4.1 libbabl-0.1-0 libblas-common libblas3 libcamd2.4.1 libccolamd2.9.1 libcholmod3.0.6 libgegl-0.3-0

libgfortran3 libgimp2.0 liblapack3 libsdl1.2debian libumfpack5.7.1 python-cairo python-gobject-2 python-gtk2
Use 'sudo apt autoremove' to remove them.
The following packages will be REMOVED:
gimp
0 upgraded, 0 newly installed, 1 to remove and 16 not upgraded.
After this operation, 16.0 MB disk space will be freed.
Do you want to continue? [Y/n]
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Filesystem Types

Filesystem fie lassasnsdoyad OS Tlunsiiuuasfsdeyaainunaniudeys

NTFS ext4
formatted formatted
4GB max file size
- = - =
@ @ * N FAT3 2 32GB max file system
NTFS ext4 ext4
Read & Write Read & Write

Read & Write

Windows Linux Mac 0OS

A Grow with Google procrAM
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Filesystem Types

Partition A N15WUIEILYBI Disk

° Partition ag¥inlls1aunsadl Filesystem fuananaiuuu
Disk tieafiule

® Volume #8 Partition 51 Format Filesystem uan

Windows

s Linux
— " ®

A Grow with Google procrAM
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Filesystem Types

Windows GUI - Partitioning and Formatting

(] Computer Management > Disk Management

& Computer Management

File Action View Help

e 2mEDM =X2 2L

& Computer Managemant fLocal)
v ¥ System Tools
© Task Scheduler
& tvent Viewer
» i) Shared Folders
¥ Local Users and Groups
& Dovice Manager

v e o
[ g n! . ications
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Volume

T fie
Simple Basc NTFS

= System Reserved Simple Batic NTFS

Status

|

Healthy [Boct, Page Fie, Crash Dump, Primary Partition) &

Healthy (Systermn, Active. Pimary Partition)

~ Disk 0

23847 GB
Online

Reserved

System
500 MB NTFS
Healthy (System, Active. Pri | Healthy [Boct. Page Fie. Crash Dump. Primary Partition)

<)
§ 237.98 GB NTFS

More Achons



Filesystem Types

Windows GUI - Partitioning and Formatting

° Tun"5 Partition 1A Disk azdoaflanuzidu “Online”

° wn Disk flanuzidiu “Offline” og 51aunsadsulidu “Online” ldlnunandnuil Disk udaiden “Online”

*© Disk 1 —I
Online

Offline o Properties "
Help
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Filesystem Types

Open
Explore

Mark Partition as Active
<
Change Drive Letter and Paths...

—pisko | W Form:..

Basic (€

499868 100 M8 49.89 GB NTFS —
Online Healthy (EFI System Part || Healthy (Boot, Page File, Crash m
AQq Mirror

= Disk 1 I N Ocictc Volume..

Basic (D2) Propert;
4992 GB 100 M8 49.39 GB NTFS P i
Online Healthy (EFI System Part || Healthy (Primary Partition) Help
Shrink D: X
Total size before shrink in MB: 51083
Size of available shrink space in MB: 29013
Enter the amount of space to shrink in MB: I 10240/ =
Total size after shrink in MB: 140843

You cannoet shrink a volume beyond the point where any unmovable files are located.
See the "defrag" event in the Application log for detailed information about the

operation when it has completed
See "Shrink a basic volume" in Disk M: help for more
_
Shrink Cancel
e
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Windows GUI - Partitioning and Formatting

° 151813150 Partition Disk l@laan1saanuinfidiufifeaniswua Partition wadiian “Shrink
Volume”
° TdduuvesiuANABINISUUMAINA “Shrink” W §1HBINTSKWUS Partition @0nu1 10 GB 19

$51hd 10240

= Disk 1 —

Basic (D:)

49.98 GB 100 MB 39.89 GB NTFS 10.00 GB
Online Healthy (EFI Sy || Healthy (Primary Partition) Unallocated




Filesystem Types

N roer—

New Spanned Volume... Windows GUI - Partitioning and Formatting
ash Dump, Primary New Striped Volume., )
New Mittored Volome:. [ ] A5 Format Disk ¥ilalaen1saany31# Unallocated Partition waatdan “New Simple
I New RAID-5 Volume.
_ Volume”
%' Properties
1110.00 GB H P o o Yy 2 v v
{\: Urillocated Help [ ] AR Next, Next 31NUULTIEIUITOLEDNHIDNYTAINIU Volume ‘L!‘LJVLG] WY T WUy waIne Next
New Simple Volume Wizard >4 New Simple Volume Wizard X s y
Welcome to the New Simple Specify Volume Size o
Volume Wizard Choose & volume size that is between the maximum and minimum sizes. ‘“g‘r;';a':;‘::u':‘“awa R R A
This wizard helps you create a simple volume on a disk.
A simple volume can only be on a single disk
To continue, click Next. Maximum disk space in MB 10239 (©® Aasic tic Followeig dhiv Icler
Minimum disk space in MB: 8 O Mount in the following empty NTFS folder:
Simple volume size in MB ;

O Do ot assign a drive letter or drive path

ack Cancel
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Filesystem Types

New Simple Volume Wizard X
Format Partition
To store data on this partition, you must format i first

Windows GUI - Partitioning and Formatting

Choose whether you want to format this volume, and f so, what settings you want to use.

(O oot fomat i vokume ® 4o Filesystem Aidosn1s Format a1 NTFS
(@ Format this volume with the following settings:
File system NTFS v A4 qua v
IN — J ®  awnsnasdeliiiu Volume 16 1wy Tony
location size: Default v
| votume iabei [Torml Il |
(] Perfom a quick fomat ® nn Next Lagnm Finish

[ Enable file and folder compression

< Back Next > Cancel

New Simple Volume Wizard x

Completing the New Simple
Volume Wizard

You have successfully completed the New Simple Volume
Wiz

You selected the following settings: = Disk 1 [/ )

P Basic (D)

Drive letter orpath: T 49.98 GB 100 MB 39.89 GB NTFS

Alocation unt size: Defauk Online Healthy (EFI S || Healthy (Primary Partition)
Tony

Volume lat
Ouick fnmat: Yos v

To close this wizard, click Finish.

 —
Tony (T3)
10.00 GB NTFS
Healthy (Primary Partition)

Samart Skills ;
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Filesystem Types

(o] . oy . .
i Windows GUI - Partitioning and Formatting
Mark Partition as Active o o X v o P ,
Change Drive Letter and Paths... ® mnsReINsUaBU Filesystem T FAT32 151@ansavinnis Format Volume tiulul
NS | |
= lalagn1sAdnuINd Volume fifpensuaiidon “Format”
rash Dump, Primary Partit Shrink Volume... =
Add Mirror.. L] 88N Filesystem vJu “FAT32” waine “OK”
I Ociete Volume.. . .
flom 2 7 Popaies ° JPUUATUAUAeNT1 M3 Format Volume agvilvideyarisvungnau fsliunisasdesiinis
110 N

| Healthy (Primary Partit Help

drsestoyanou

Format T: X
. o | S 8 S ——
| Fie system: FAT32 <l : x5 — - :
Formatting this volume will erase all data on it. Back up any i TONY (T') !
Allocation unit size: Default v | datayou want to keep before formatting. Do you want to 110.00 GHFAT32 {
continue? R ¢ !
[ Peform a quick fomat Healthy (Primary Partition) |
Enable file and folder compression R : :

==

@Skooldio
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Filesystem Types

~$ 1sblk
SIZE _RO_TYPE MOUNTPOINT Linux — Partitioning and Formatting
10G disk
5.9G part /etc/hosts o P 4 o v . 4 .
part ° Blocks 1Uu Layer vosgunsaliiuteyaneynalvlusunsudnfiald Fasamnsagdeyaieniu
part
g dm ¢ & v szr[ Iyo o
B ok gunsalifiudayalalaglimds tsbik
~ part ) )
Pa’fz o) MOUNTPOINT aguanindl Partition lyuvas Disk fignaeiteuuditig
par
part o an 2 v P I Y o ve &
part ° gniswildlunsgleyavesgunsniiiuteyaiignselenudife n1slidds df -h
part

part

part
disk
part
part
part
part
part
part
part
part
part
part
part
part

~$ df -h
Used Avail Use% Mounted on
814M 4.9G 14% /

0 64M 0% /dev

< 0 64M 0% /dev/shm
/dev/sdal 814M 4.9G 14% /etc/hosts
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Filesystem Types

~$ sudo fdisk -1
Disk /dev/sda: 10 GiB, 10737418240 bytes, 20971520 sectors
Disk model: PersistentDisk
mits: sectors of 1 * 512 = 512 bytes ) )
Sector size (logical/physical): 512 bytes / 4096 bytes ®  aunsa List deyalienriu Partitions lalagldrnas fdisk
I/0 size (minimum/optimal): 4096 bytes / 4096 bytes v
Disklabel type: gpt
Disk identifier: 118C2462-588C-1B43-8FCE-99F03EC48DDA L4 Syntax: sudo fdisk -l [DEVICE]

Linux - Partitioning and Formatting

ey ice SEarL End Secenms SlzerTypy . O wnliszy DEVICE 9231n1s List Partitions veangunsal
/dev/sdal 8704000 20971486 12267487 5.9G Linux filesystem | A

20480 53247 32768  16M ChromeOS kernel o Y .
4509696 8703999 4194304 2G ChromeOS root fs L] A39814: N3 List Yaya Partitions 03)NYUNI
53248 86015 32768 16M ChromeOS kernel
315392 4509695 4194304 2G ChromeOS root fs
16448 16448 512B ChromeOS kernel
16449 16449 512B ChromeOS root fs
86016 118783 16M Linux filesystem
16450 16450 512B ChromeOS reserved
16451 16451 512B ChromeOS reserved
64 16447 16384 8M BIOS boot
/dev/sdal2 249856 315391 65536 32M EFI System

Partition 7 does not start on physical sector boundary.
Partition 9 does not start on physical sector boundary.
Partition 10 does not start on physical sector boundary.
Partition table entries are not in disk order.

Samart Skills @Sm.dio
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Filesystem Types

GPT PMBR size mismatch (18874524 != 20971519) will be corrected by write.
The backup GPT table is not on the end of the device. This problem will be corrected by write.

~$ sudo fdisk -1 /dev/sdb

Disk /dev/sdb: 10 GiB, 10737418240 bytes, 20971520 sectors
Disk model: PersistentDisk
i sectors of 1 * 512
Sector size (logical/physical): 512 bytes / 4096 bytes

I/0 size (minimum/optimal): 4096 bytes / 4096 bytes

Disklabel type
Disk identifier:

ev/sdb5
/dev/sdb6
/dev/sdb7
/dev/sdb8
/dev/sdb9
/dev/sdbl0
/dev/sdbll
/dev/sdbl12

Partition 7 does not
Partition 9 does not

Samart Skills
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Start
8704000
20480
4509696
53248
315392
16448
16449
86016
16450
16451
64
249856

gpt
118C2462-588C-1B43-8FCE-99F03EC48DDA

End
18874476
53247
8703999
86015
450! 5
16448
16449
118783
16450
16451
16447
315391

512 bytes [

Sectors Size Type
10170477 & Linux filesystem Y
32768 Chrome0OS kernel
4194304 Chrome0OS root fs
32768 ChromeOS kernel
4194304 Chrome0S root fs [ )
Chrome0OS kernel
Chrome0OS root fs
Linux filesystem
Chrome0S reserved L]
Chrome0OS reserved
8M BIOS boot
65536 2M EFI System

art on physical sector boundary.
art on physical sector boundary.
Partition 10 does not start on physical sector boundary.
Partition table entries are not in disk order.

@Skooldio

Linux - Partitioning and Formatting

A79814: N3 List Gﬁaaﬂa Partitions ‘Umqﬂﬂiﬂi /dev/sdb

Mounting fie nsvibigunsalifudeyanseuldsmuu Linux Filesystem
foufagyinnns Partition 1519¢Aos Unmount aunsaineu tngldrds umount

Syntax: sudo umount [DEVICE]



Filesystem Types

Linux - Partitioning and Formatting

° N3 Partition Disk anansavilalagldeds fdisk
® Syntax: sudo fdisk [DEVICE]

° aeinglyun interactive Tils1dsn13sie

~$ sudo fdisk /dev/sdb
sudo: unable to resolve host a6875aal5d30: Name or service not known

elcome to fdisk (util-linux 2.33.1).
Changes will remain in memory only, until you decide to write them.

Be careful before using the write command.

GPT PMBR size mismatch (18874524 != 20971519) will be corrected by write.
The backup GPT table is not on the end of the device. This problem will be corrected by write.

Command (m for help):

A Grow with Google procraM
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Filesystem Types

Command (m for help): p

Disk /dev/sdb: 10 GiB, 1073 8240 bytes, 20971520 sectors Linux _ Partitioning and Formatting

D1SKk model: PersistentDisk
nits: sectors of 1 * 512 = 512 bytes
Sector size (logical/physical): 512 bytes / 4096 bytes ° m — Help
I/0 size (minimum/optimal): 4096 bytes / 4096 bytes
Disklabel type: gpt ’
identifier: 9ECD95D3-12FA-CF44-99EB-8993FF42BE40 ° p- me%‘gyjmﬁmﬁu Partition

Start End Sectors Size Type
8704000 18874476 10170477 4.9G Linux filesystem ® d - au Partition
20480 53247 32768 16M ChromeOS kernel
4509696 8703999 4194304 2G ChromeOS root fs
53248 86015 32768 16M ChromeOS kernel
315392 4509695 4194304 2G ChromeOS root fs )
16448 16448 512B ChromeOS kernel 2 e
16449 16449 512B ChromeOS root fs ¢ t Lﬂaau Partition Type
86016 118783 16M Linux filesystem
16450 16450 512B ChromeOS reserved (] v — n539day (Verify) nsasunyad
16451 16451 512B ChromeOS reserved
64 16447 16384 8M BIOS boot , o
/dev/sdbl2 249856 315391 65536  32M EFI System L] w - Save ANTlasuLUasazeanan fdisk

° n — @514 Partition Ty

Partition 7 does not start on physical sector boundary. °
Partition 9 does not start on physical sector boundary.
Partition 10 does not start on physical sector boundary.

q - na1n fdisk Tngly Save

Partition table entries are not in disk order.

Command (m for help):

A Grow with Google procraM
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Filesystem Types

Linux - Partitioning and Formatting

° #9819 A15aU Partition

Command (m for help): d
Partition number (1-12, default 12):

Partition 12 has been deleted.

° fagna: n1sase Partition 1y vum 2 GiB
o 10 GiB = 20971520 sectors

(@] 2 GiB = 20971520 + 5 = 4194304 sectors

Command (m for help): n

Partition number (1-128, default 1):

First sector (34-20971486, default 2048):

Last sector, +/-sectors or +/-size{K,M,G,T,P} (2048-20971486, default 20971486): 4194304

Created a new partition 1 of type 'Linux filesystem' and of size 2 GiB.

A Grow with Google procraM
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Filesystem Types

[Command (m for help): t
Selected partition 1

Partition type (type L to list all types): L

EFI System
MBR partition scheme

Intel Fast Flash

BIOS boot

Sony boot partition

Lenovo boot partition
PowerPC PReP boot

ONIE boot

ONIE config

Microsoft reserved
Microsoft basic data
Microsoft LDM metadata
Microsoft LDM data

Windows recovery environment
IBM General Parallel Fs
Microsoft Storage Spaces
HP-UX data

HP-UX service

Linux swap

Linux Iilesystem
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C12A7328-F81F-11D2-BA4B-00A0C93EC93B
024DEE41-33E7-11D3-9D69-0008C781F39F
D3BFE2DE-3DAF-11DF-BA40-E3A556D89593
21686148-6449-6E6F-744E-656564454649
F4019732-066E-4E12-8273-346C5641494F
BFBFAFE7-A34F-448A-9A5B-6213EB736C22
9E1A2D38-C612-4316-AA26-8B49521E5A8B
7412F7D5-A156-4B13-81DC-867174929325
D4E6E2CD-4469-46F3-B5CB-1BFF57AFC149
E3C9E316-0B5C-4DB8-817D-F92DF00215AE
EBDOAOA2-B9E5-4433-87C0-68B6B72699C7
5808C8AA-7ES8F-42E0-85D2-E1E90434CFB3
AF9B60A0-1431-4F62-BC68-3311714A69AD
DE94BBA4-06D1-4D40-A16A-BFD50179D6AC
37AFFC90-EF7D-4E96-91C3-2D7AE055B174
E75CAF8F-F6 4ACEE-AFA3-B001E56EFC2D
75894C1E-3AEB-11D3-B7C1-7B03A0000000
E2A1E728-32E3-11D6-A682-7B03A0000000
0657FD6D-A4AB-43C4-84E5-0933C84B4F4F
OFC63DAF-8483-4772-8E79-3D69D8477DE4

@Skooldio

Linux - Partitioning and Formatting

° feeng: NMsUAeY Partition Type W “Linux swap”

O awn3agInd Partition Type oglstng lagnsiiam L [ Linux swap #e 19

Partition type (type L to list all types): 19

Changed type of partition

'Linux filesystem' to

'Linux swap'




Filesystem Types

Linux - Partitioning and Formatting

° feg1e: N5 Save AMsiUABuLUasLasepnan fdisk

~$ sudo fdisk -1 /dev/sdb
Disk /dev/sdb: 10 GiB, 10737418240 bytes, 20971520 sectors
Disk model: PersistentDisk
Units: sectors of 1 * 512 = 512 bytes
Sector size (logical/physical): 512 bytes / 4096 bytes

Command (m for help): w
The partition table has been altered.

Calling ioctl() to re-read partition table.
Syncing disks.

I/0 size (minimum/optimal): 4096 bytes / 4096 bytes
Disklabel type: gpt
Disk identifier: 118C2462-588C-1B43-8FCE-99F03EC48DDA

Device Start End Sectors Size Type
/dev/sdbl 2048 4194304 4192257 2G Linux swap

A Grow with Google procraM
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Filesystem Types

Linux - Partitioning and Formatting

° w&91n31le Partition W&n 157813150 Format Partition Talaeldi@ds mkfs
® Syntax: sudo mkfs -t [FS_TYPE] [PARTITION]

° §19E19: N5 Format Partition 1u Filesystem wuu extd

:~S sudo mkfs -t extd4 /dev/sdbl
mke2fs 1.44.5 (15-Dec-2018)
Discarding device blocks: done
Creating filesystem with 524032 4k blocks and 131072 inodes
Filesystem UUID: 1d716805-b1f3-4403-b536-c4c9d9f4d55a
Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912

Allocating group tables: done
riting inode tables: done
Creating journal (8192 blocks): done
riting superblocks and filesystem accounting information: done

Samart Skills @Sm.dio
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Filesystem Types

:~$ sudo mount /dev/sdbl /mnt

| -sdal
| -sda2
| -sda3

| “=vroot 253:
8z

| -sdad
| -sdab
| -sda6
| -sda7
| -sda8
| -sda9
| -sdalOl
|-sdall
*—-sdal2
sdb

*—-sdbl

Samart Skills

A Grow with Google procraM

WO WN-O

8
8
8
8
8:
8:
8=
3
8:
8:

e o e i =]
SN O

=
=
=1
E

:~$5 1sblk Linux_
SIZE RO TYPE MOUNTPOINT
10G 0 disk °
5.9G6 0 part /etc/hosts
16M part
2G part
2G dm
part o
2G part
[ J

part
part
part
part
part
part
part
disk
part /mnt

Q- 0RO D 0O 0O O
OO0 00 OO0 O0OO0O~OO

@Skooldio

Partitioning and Formatting

iawsati Partition 71 Format uwdaluieusis (Mount) fu
Linux Filesystem 161

Syntax: sudo mount [PARTITION] [DIR]

A79814: N5 Mount Partition sdb1 AU /mnt



Filesystem Types

Windows GUI - Disk Usage

fCompula Management L. Local Disk (C) Properties
File Action View Help Securty Pravious Versons Quota
—_— | Geners Tocks Hardearo Sharg
s 2B ER O
= = J
& Computer Management (Local) || Voksme T File Status - ‘
v 1} System Tools Simole  Basc  NTFS Healthy (Boot. Page File, Crash Dump, Primary Trox Local Disk
> () Task Scheduler - Open Healthy (Active. Primary Partition) Flasystem  NTFS
> @l Event Viewer - Sy Explore Healthy (System. Active. Primary Partition)
> @) Shared Folders 25992105084 bytes 242G8
s @ Local Usors and Groups Mark Partition as Active B Freespace.  229501805816byes 213GB
» (8 performance Change Drive Letter and Paths_ Capasty 25STBT280bes 237GB
& Device Manager R
v £ storage
" Disk Management Extend Volume..
=
> [ Senvices and Applications Shrink Volume.. e Dok Caancp
Add Murror
Delete Volume.. ‘

[ Comgress ths dave 10 save disk space
[ Allow tles on thes deve to have contents ndexed 0 ddton 1o
6 properes.

EH=1 1
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Filesystem Types

Linux - Disk Usage
® mawnsauansunaiunfignlddmiuusiazlngly Directory il Inglddnds du
o Syntax: du -h [DIR]

B wnlisyy DIR 9gyueds Directory Yaguu

®  hedie nsuansueunngnlddmiuusaylngly Directory /home

/home$S du -h /home
/home/student/.ssh
/home/student
/home/lab/downloads

/home/lab/storage
/home/1lab
/home

Samart Skills
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Filesystem Types

Linux - Disk Usage

° IrEUnsakanfiuisAinsanlduuasasnauiimesialagldAnds df -h

Samart Skills

A Grow with Google procraM

cindy@cindy-nyc:/$ df -h
Filesystem

@Skooldio

Size
3.9G
787M
109G
3.9G
5.0M
3.9G
511M
787M

Used Avail Use%

0 3.9G
9.4M T777M
5.5G 99G
308K 3.9G
4.0 5.0M

0 3.9G
3.4M 5S08M

76K 787M

0%
2%
6%
1%
1%
0%
1%
1%

Mounted on
/dev

/run

/

/dev/shm
/run/lock
/sys/fs/cgroup
/boot/efi
runj/user /1000
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Life of a Process

Programs e Application 7ils1@1sn35a5ule Wi Chrome Web Browser

Process #® Program #ifinassuag

®  wils Program ©139zldvane ¢ Processes Tun1ssu

° urag Process agillavianigsiisanin Process ID (PID)

Processes

Program

Program

&

Chrome

A Grow with Google procrAM
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Managing Process

Windows GUI - Reading Process Information
® Task Manager (taskmgr.exe)
[ Hotkey: Ctrl+Shift+Esc

File Options View
-P!vformance App history Startup Users Details Services

1% 13% 0% 0% File Options View
Name cPu Memory Disk Network Processes Performance App history Startup Users Details Services
Apps (3) ~ o0t
Name q Status User name CPU Memory (pr.. Desaiption
> UG Task Manager 04%  11.7MB 0 M8/s 0Mbps W aesm_service.exe 1243 Running SYSTEM 00 3540K Intel® SGX Application Enclave Services Manager
> [l Windows Command Processor 0% 04 MB 0 MB/s 0 Mbps W ApplicationFrameHos... 6892 Running cindy 00 6.600 K Application Frame Host
> E¥ Windows PowerShell 0%  230M8 0 MB/s 0Mbps X CAudiofilterAgent64... 4808  Running cindy 00 612K Conexant High Definition Audio Filter Agent
W cndexe 7028  Running cindy 00 400 K Windows Command Processor
Background processes (41) B conhost.exe 6472 Running cindy 00 4552K Console Window Host
> (@) 64-bit Synaptics Pointing Enhan... 0% 16 M8 0 MB/s 0 Mbps W conhost.exe 7448 Running cindy 00 3,004 K Console Window Host
[ Application Frame Host 0% 65M8 0 MB/s 0 Mbps 7 csrss.exe 528 Running SYSTEM 00 932K Client Server Runtime Process
W corss.exe 624 Running SYSTEM 00 1,504 X Client Server Runtime Process
4
MBI CoMSuragite OB IS OMOs] OMbps Y cxAudMsg64.exe 3556 Running SYSTEM 00 1.352K Conexant Audio Message Service
[W) COM Surrogate 0% 09 M8 OMB/s  OMbps W CxUNiISve exe 3596  Running SYSTEM 00 1.040 K Utility Service
[®) COM Surrogate 0% 27 M8 0 MB/s 0 Mbps.
> N Conexant Audio Message Service 0% 13MB  OMB/s  OMbps

Samart Skills @ Skooldio
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Managing Process

Windows CLI - Reading Process Information
®  awIngUayaves Processes 74 9 lalaeliA1ds Get-Process
rs\Public> Get-Process

NPM(K) PM(K) b $ s) ProcessName

o

backgroundTaskHost
backgroundTaskHost
conhost

conhost

conhost

conhost

conhost

CSrss

CSrss

CSrss

1
P
p
1
1
1
1
P
5

sSUuunmNununN ;Y

N = T
WONPODOLONWONY

HBNOONVUVVUVON®
DI
NHEHONDIOIDINN

w N

oy =
[y

a Grow with Google procraM
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Managing Process

Windows CLI - Reading Process Information

v

®  pleyaams Process Mifoins
L4 Syntax: Get-Process -Name [PROCESS NAME]

° fege: NIgloyaves Process NaTufuvzoasvingme google

PS C:\users\Public> Get-Process

NPM(K) M(K) WS(K ] 's) SI ProcessName

18944 : @ google_osconfig_agent
1612 : @ GoogleVssAgent

Samart Skills @Skooldio
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Managing Process

Linux - Reading Process Information

. Syntax: ps [OPTIONS]

. OPTIONS:
o -aux:uand Processes MauaidssusgdmIvdldemagiu
o -ef uaMTWALIBEAYY Processes MiamuaNmasTuagdmsugldanunnau

o Tdswmiu grep WoAumaWAeIns

cindy@cindv-nvc:~$ ps -ef | grep Chrome

cindy 10165/10123 0 15:15 pts/1 00:00:00 grep --color=auto

Samart Skills @smoldio
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Managing Process

14 Task Manager — O X

File Options View

Processes Performance App history Startup Users Details Services Windows GUI — Terminating Process
~ 2% 44% 0% 0%

Name Status CPU Memory Disk Network L End Task

~

Apps (4)

> @ Google Chrome (20) 04% 1,2599MB 0.1 MB/s 0 Mbps

> m Microsoft PowerPoint (2) 0.1%  465.7 MB 0 MB/s 0 Mbps

> 4 Task Manager 0.8% 29.5 MB 0 MB/s 0 Mbps

> 7 Windows Explorer 0.1% 68.7 MB 0 MB/s 0 Mbps

Background processes (113)

> [C] Adobe Acrobat Update Service (... 0% 0.3 MB 0 MB/s 0 Mbps
!% AlpsAlpine Pointing-device Driver 0% 0.4 MB 0 MB/s 0 Mbps
AlpsAlpine Pointing-device Driver 0% 1.0 MB 0 MB/s 0 Mbps
& AlpsAlpine Pointing-device Driv... 0% 0.3 MB 0 MB/s 0 Mbps
> [®] Antimalware Service Executable 0.1% 360.8 MB 0 MB/s 0 Mbps
[ ApMsgFwd 0.1% 0.6 MB 0 MB/s 0 Mbps
[ Application Frame Host 0% 6.5 MB 0 MB/s 0 Mbps
< >
~) Fewer details [ End task

Samart Skills @ Skooldio
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Managing Process

Windows CLI - Terminating Process

®  MIMYANTYINIUYRY Process
° Syntax: taskkill /F /PID [PROCESS_ID]

®  ¢hethe MIngannsviaues PID 5816

PS C:\users\Public> taskkill /F /PID 5816

SUCCESS: The process with PID 5816 has been terminated.

Samart Skills @ Skooldio
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Managing Process

Linux — Terminating Process

L4 Syntax: sudo kill [PROCESS ID]

®  ¢hetn MIngAnIsYinaues PID 10235

cindy@cindy-nyc:~S$ kill 10235

Samart Skills @ Skooldio
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Logging

Logs fia Uufinuaeminnisalang & MARTUULSTUU Wy Startup, Shutdown, Login 1usiu

Tas vieyls Alwu egals dielus

bluetoothd[740]:
bluetoothd[740]:
bluetoothd[740]:
bluetoothd[746]:
bluetoothd[740]:

bluetoothd[740]:
bluetoothd[740]:
systemd[1]: Reached target Bluetooth.

bluetoothd[740]:

message repeated 2 times: [ Not enough free handles to register service]
Current Time Service could not be registered

gatt-time-server: Input/output error (5)

Not enough free handles to register service

Not enough free handles to register service

Sap driver initialization failed.

sap-server: Operation not permitted (1)

Endpoint registered: sender=:1.75 path=/MediaEndpoint/A2DPSource
7

Samart Skills
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bluetoothd[740]:

@Skooldio

)
Endpoint registered: sender=:1.75 path=/MediaEndpoint/A2DPSink
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Logging

Windows Event Viewer (eventwwr.msc) {ufitanlig Logs i

Best match

Event Viewer
Desktop app

Settings

=5 View event logs

B2 & 0O 0 8 =

event

@Skooldio

in

{8 Event Viewer

¥ Custom Views

& Windows Logs
£ Applications and Services Log
23 Subseriptions

< >

¥

JUVUTTUU Windows

Last refreched: 10/9/2017 9:25:38 AM

=]

To view events that have occurred on your computes, select the appropriate source, log or custom view node in the console tree. The
Admunistrative Events custom view contans all the admnistrative events, regardiess

below.

of source. An aggregate view of all the logs is shown

 Summary of Adminatrative Events

Event Type EventiD  Source log Last hour 24 hours 7 days &
6B Critical ° o 3
B Error 2 @ 213
B Waming B 6 3% v
Recently Viewed Nodes -]

Name Description  Modified Crested
Windows Logs\Secunty NA 1082017 15314 P 10/5/2017 60628 PM

eazummey :
Log Name Size {Curre..  Modified Ensbled  Retention Policy 5
Application 107MB2- 10772017 45817 PM Enabled  Overwrite events as nece_
Hardware Events 65KB20.  10/5/2017 60724 PM Enabled  Overweite events a5 nece-.
Internet Explorer 68KB/1.00.  1/S/2017 60724 PM Enabled  Ovenwrite events a5 nece.. v

Actions
| Event Viewer (Local)
Open Saved Log.
¥ Croste Custom View-
Import Custom View..
Connect to Ancther Computer..
View

G Refresh

Help




Logging

B Event Viewer Windows Event Viewer

File Action View Help

o 2m - ®  Application fio Logs igarfun1sitemuves Application g 1
Event Viewer {Local) ®  Security fie Logs ignfunsidndsszuunagldeng o
ik *'c?w;:umlm —— Keywords [ System fo Logs WeaiusEuy Windows

W Error View A Audit Success
v L Windows Logs A Audit Success

&1 Application A Audit Success

1 Security A Audit Success

ﬂ Setup ‘\Audlt Success

System Q_ Audit Success

|| Forwarded Events @ Audit Success
> r;ﬁ Applications and Services Lot | @ audet Success

% Subscriptions | Q Audit's

Samart Skills @ Skooldio
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Windows Event Viewer

° 157813150 Troubleshoot Uggvsng § MAnTuRusyuvulflnenseuwazidenves

Event Viewer (Local) Application
> [F Custom Views
v [ Windows Logs Level Date and Time Source EventID Task Cate.. * LOg IﬂEJLﬂW'W Waming LOgS VI%E] Error LOgS
[+] Application @information  10/16/201710:0812AM  WMI 5615 None
5] Security (i) Information 10/16/2017 10:09:27 AM WMI 5617 None
] Setup @Infovmaﬁon 10/16/2017 10:09:24 AM WMI 5615 None
[&] System (@) Information 10/16/2017 10:08:26 AM WMl 5617 None
] Forwarded Events (@ Information  10/16/2017 10:08:59 AM User Prof... 1532 None
& Applications and Services Lo (D Information 10/16/2017 10:08:11 AM User Prof... 1531 None
4 Subscriptions (@ Information  10/16/2017 10:09:21 AM User Prof... 1531 None
@ Information 8/8/2017 10:24:18 PM User Prof... 1532 None
A\ Waming 10/16/2017 10:44:20 AM User Prof... 1534 None
@Informm’on 10/16/2017 10:10:08 AM Security-... 1033 None
(@) Information 10/16/2017 10:10:15 AM Security-... 20482 None
@Infovmation 10/16/2017 10:10:10 AM Security-... 20481 None v

A Grow with Google procrAM
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Logging

Linux Logs

® Logs U998 UU Linux %gmﬁ'uaﬁlm Directory /var/log
®  auth.log Ao Logs Weafunsidndesyuunazlndmg o
® dmesg #® Logs LAgnfiun1s Startup System

® syslog Ao Logs tAgafiu System, Programs Way Services

cindy@cindy-nyc:~$ 1s /var/log

alternatives.log boot.log dmesg gpu-manager.log lastlog Xorg.0.log.old
lapport.log bootstrap.log dpkg.log hp Llightdm un ‘

apt btmp faillog installer dispatche pst:

auth.log cups fontconfig.log kern.log \;ufmp

lauth.log.1

dis sck kern.log.1 syslog.1 Xorg.0.log
cindy@cindy-nyc:~$ i

Samart Skills @Skooldio
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Logging

Linux Logs

® 1591 Logs auuileununsenulua

° f0E19: NT9U /var/log/syslog

~$ sudo cat /var/log/syslog
Jun 3 12:17:31 450598992ded root: Qwiklab Error:
d file. Remove this file.
Jun 3 12:17:31 450598992ded root: Qwiklab Error:

3 12:17:31 450598992ded root: Qwiklab Error:
terminate the process immediately!

3 12:17:31 450598992ded root: Qwiklab Error:
3 12:17:31 450598992ded root: Qwiklab Error:

There is a corrupted file found in /home/lab/corrupte
VLC - Package out of date, upgrade to the latest vers

Process: [bash /home/totally not malicious] is malici

Permission Denied: /home/lab/super_ secret file.txt
Disk space is super low, fix it!
3 12:17:32 450598992ded rsyslogd: imklog: cannot open kernel log (/proc/kmsg): Operation not permi

3 12:17:32 450598992ded rsyslogd: activation of module imklog failed [v8.1901.0 try https://www.rs

yslog.com/e/2145 ]

Jun 3 12:17:32 450598992ded rsyslogd: [origin software="rsyslogd" swVersion="8.1901.0" x-pid="1234" x

—info="https://www.rsyslog.com”] start
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