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It should be noted that in the limited time allocated for the project, iSecurity could not possibly
attempt to identify all known security best practices that need to be configured by customers.
Management should be aware that a dedicated malicious person (or group), capable of
committing extended time and sufficient material resources to the task of assessing the Google
Cloud services environments, may eventually succeed in breaching the security resulting from
exploiting known and/or newly discovered bad practices or configuration changes performed on
Google Cloud services and/or networks. It should also be noted that this report was not an audit
and more of an opinion based on industry knowledge. Beyond documentation that was
provided and listed in the information provided during the interviews was not validated for
accuracy.
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1 Executive Summary

iSecurity has conducted an independent Threat Risk Assessment (TRA) of Google Cloud to
provide guidance to Canadian customers that intend to leverage Google Cloud to process
and/or store personal health information (PHI) as part of their initiatives. This assessment
addresses the confidentiality, integrity, and availability (CIA) of Google Cloud assets in a
customer’s environment when it comes to the management and operation of a hypothetical
customer’s solution.

The recommendations and security best practices stated in this report were based on a
snapshot of these elements at the time of the assessment (April 2023).

Risk management is an exercise that creates a balance between the business processes and the
costs incurred through the addition of security measures designed to reduce overall risks. There
will always be some degree of operational risk incurred to conduct the required business which
is the chances and uncertainties a company faces in the course of conducting its daily business
activities, procedures, and systems.

Customers deploying resources to Google Cloud must also exercise their own risk management
and define their target residual risk level.

An approach that mitigates the risks associated with potential misconfigurations by customers
and potential bad security practices is included in this assessment.

1.1 KeY ENGAGEMENT STATS AND HIGHLIGHTS

In our assessment, Google has all the security controls in place at the platform level and offers
the necessary controls, products and services for customers to configure to meet their
compliance obligations. Please refer to Google Cloud’s Trust Center. We recommend that
healthcare customers need to follow secure best practices to address the following

considerations by using Google cloud healthcare data protection toolkit.

In particular, it is advised that the implementation of the following recommendations for
healthcare customers (but not limited to) be given the highest priority:

1. Follow published prescriptive guidance to establish their landing zones and configure
Google Cloud services to meet PHIPA and Canada Health Infoway security requirements.

2. Enable Google Cloud Access Transparency Logs and Access Approval

3. Ensure data repositories containing PHI are configured to generate Cloud Audit Logs —
Data Access audit logs providing traceability of access to EHR.
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1.2 OBsJECTIVES
The key objectives of this assessment were to:

* Provide information to enable Google Cloud Customers in Canada to make informed

decisions on information security considerations related to leveraging Google Cloud for
initiatives that enable the collection, use and disclosure of PHI.

» Assess the adequacy of the safeguards implemented by Google Cloud to protect PHI and
other sensitive assets with respect to hypothetical customer systems and operations.

1.3  ArPROACH & METHODOLOGIES

During information gathering, iSecurity interviewed key personnel at Google, and reviewed
available documentation to understand the business processes and objectives of a subset of the
Google Cloud services offered in Canada, and to identify gaps and risk findings based on threat
scenarios within the context of a hypothetical customer’s solution.

A technical vulnerability assessment of the Google Cloud infrastructure and applications was
not conducted to assess the effectiveness of the implemented logical and technical safeguards
for the protection of PHI as other external auditors have confirmed that Google Cloud is subject
to external third-party penetration tests on an annual basis (see 2022 Google Cloud SOC 2 Type
Il Audit Report).

1.3.1 HARMmONIZED THREAT AND Risk ASSESSMENT FRAMEWORK

This TRA was conducted based on the Harmonized Threat and Risk Assessment (HTRA)
standard, which was jointly developed by the Royal Canadian Mounted Police (RCMP) and the
Communications Security Establishment (CSE). Elements of the Government of Ontario’s
Ministry of Government Services’ (MGS) TRA methodology were also incorporated into this
assessment.

Other international standards were also used such as:

= |SO/IEC 27005:2008 Information technology -- Security techniques -- Information

security risk management

= |SO/IEC 27799:2008 Health informatics -- Information security management in health
using ISO/IEC 27002

= NIST SP 800-30 Risk Management Guide for Information Technology Systems
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1.3.2  AssesSMENT AGAINST CHI SEcurITY REQUIREMENTS

Canada Health Infoway (CHI) Privacy and Security Requirements for the Electronic Health
Record Infrastructure has been used as a main framework. A major benefit of using this
framework is that these requirements address Canadian legislative requirements and ISO

recommendations.
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1.4 SHAReD FATE MoODEL

Google Cloud is designed to enable customers to leverage its services, such as virtual machines,
serverless functions, and petabyte-scale databases, to develop and/or deploy their applications
to meet their business requirements. For example, Healthcare organizations may leverage the
Google Cloud services for data analytics and integrations between electronic medical records
(EMR) systems.

Customers must understand the Shared Fate Model. Google Cloud introduced the Shared Fate
model to address challenges with the traditional shared responsibility model —in which both
Google Cloud and the Customer have responsibilities which vary based on the consumption
model (laaS, PaaS, or SaaS) chosen. By contrast, a key component of shared fate is providing
resources to help customers get started, including security foundations, secure blueprints,

architecture framework best practices, and landing zone navigation guides.

Customer’s Compliance Responsibility

Google Cloud services are also designed to enable customers to implement specific policies,
procedures, and controls. In certain situations, the application of specific or additional controls
by the customer is necessary to achieve the applicable requirements, such as PIPEDA and
PHIPA.

1.4.1 Security FounpaTion FOOTPRINT FOR GooGLE CLouD

As a part of its shared fate for security, Google Cloud enables customers to start with a solid,
secured foundation, and then empowers and make it easy for customers to understand and
execute their part of the shared fate model. As an example, Google Cloud provides the Security
foundations blueprint to guide customers. Additionally, customers can refer to Trusting your

data with Google Cloud.
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Figure 1 - Google Cloud Shared Security responsibilities (source: Google Cloud)

Google Cloud offers customers the tools and security best practices and they need to consider
additional policies, procedures, and controls to complement Google’s policies, procedures, and
controls defined based on HTRA, including but not limited to:

Organization and Administration

Customer responsibilities:

Customers are responsible for considering information security requirements in the
deployment, configuration, and modification of their instance of the Google Cloud
services.
Customers are responsible for establishing organizational policies and procedures for the
installation of third-party services.
Customers are responsible for reviewing the default Cloud IAM security policies and the
security capabilities in the Google Cloud services to determine their applicability and
modify their internal controls as appropriate.
Customers are responsible for providing the appropriate training to end-users on proper
use of Google Cloud consistent with the Acceptable Use Policies and Terms of Service.
Acceptable Use Policies available at:

o Google Cloud Platform: https://cloud.google.com/terms/aup
Customers are responsible for defining, documenting, and making available to users,
procedures for the operation of their instance of the Google Cloud services.
Customers are responsible for identifying and managing the inventory of information
assets on the Google Cloud services.
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Google Cloud commentary:

As a cloud innovator, Google understands security in the cloud. Their cloud services are
designed to deliver better security than many on-premises approaches. Google Cloud
makes security a priority in their operations.

Security drives Google’s organizational structure, culture, training priorities, and hiring
processes. It shapes the design of its data centers and the technology that they house.
It's central to everyday operations and to disaster planning, including how Google Cloud
addresses threats. It is prioritized in the way they handle customer data, account
controls, compliance audits, and their certifications.

The Google Cloud security overview whitepaper describes the approach to security,
privacy, and compliance for Google Cloud, which is their suite of public cloud products
and services. The document focuses on the physical, administrative, and technical
controls that Google has deployed to help protect customer data.

Logical Access

Customer responsibilities:

Customers are responsible for defining and maintaining policies and procedures
governing the customer's administration of access to their Google Cloud environment.
Customers are responsible for provisioning service availability, user roles, and sharing
permissions within Google Cloud consistent with their organizational policies.
Customers are responsible for implementing secure log-on procedures to access Google
Cloud consistent with customer access policies.

Customers are responsible for provisioning, maintaining, and disabling users' access in
accordance with their internal access management policies.

Customers are responsible for reviewing users' access rights periodically, consistent with
their organizational policies, to mitigate the risk of inappropriate access.

Customers are responsible for enabling and enforcing the use of two-step verification on
privileged administrator accounts.

Customers are responsible for establishing procedures to allocate the initial password to
access Google Cloud to end-users when Google password authentication is used.
Customers are responsible for training users on the use and disclosure of passwords
used to authenticate to their Google Cloud environment.

Customers are responsible for assigning responsibilities for the operation and
monitoring of their Google Cloud services.

Customers are responsible for configuring Google Cloud Marketplace permissions in
Google Cloud consistent with customer’s internal policies (Google Cloud Marketplace
contains enterprise applications that can be added to a customer’s Google Cloud
environment).

Customers are responsible for restricting access to and monitoring the use of Application
Programming Interfaces (APls) available in Google Cloud.
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e Customers are responsible for configuring logging and monitoring functionalities to
detect administrator activity, customer support activity, security events, system errors,
and data deletions to support incident management processes.

e Customers are responsible to comply with their security policies, In case of integration
with other Google Cloud products or tenants.

e Customers are responsible for configuring Google Cloud mobile device options
consistent with their policies and procedures.

Google Cloud Commentary:

® Google’s internal data access processes and policies are designed to prevent
unauthorized persons and/or systems from gaining access to systems used to process
Customer Data. Google designs its systems to (i) only allow authorized persons to access
data they are authorized to access; and (ii) ensure that Customer Data cannot be read,
copied, altered or removed without authorization during processing, use and after
recording. The systems are designed to detect any inappropriate access.

® Google employs a centralized access management system to control personnel access to
production servers, and only provides access to a limited number of authorized
personnel.

e Google’s authentication and authorization systems utilize SSH certificates and security
keys, and are designed to provide Google with secure and flexible access mechanisms.
These mechanisms are designed to grant only approved access rights to site hosts, logs,
data and configuration information.

e Google requires the use of unique user IDs, strong passwords, two factor authentication
and carefully monitored access lists to minimize the potential for unauthorized account
use.

e The granting or modification of access rights is based on: the authorized personnel’s job
responsibilities; job duty requirements necessary to perform authorized tasks; and a
need to know basis. The granting or modification of access rights must also be in
accordance with Google’s internal data access policies and training. Approvals are
managed by workflow tools that maintain audit records of all changes.

® Access to systems is logged to create an audit trail for accountability. Where passwords
are employed for authentication (e.g. login to workstations), password policies that
follow at least industry standard practices are implemented. These standards include
restrictions on password reuse and sufficient password strength. For access to extremely
sensitive information (e.g. credit card data), Google uses hardware tokens.

Change Management
Customer responsibilities:

e Customers are responsible for configuring testing environments in their instance of
Google Cloud, as applicable, and restricting access to data in these environments.
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e Customers are responsible for ensuring that individuals creating and/or updating profiles
or changing the product configurations are authorized.

e Customers are responsible for ensuring any application software which they deploy onto
Google Cloud follows their specific software change management policies and
procedures.

e Customers are responsible for reviewing and testing features, builds, and product
releases, including Application Programming Interfaces (APls), to evaluate their impact
prior to deploying into production environments, as applicable.

e Customers are responsible for configuring test and/or development environments in
their instance of Google Cloud, as applicable, and restrict access to data in these
environments.

e Customers are responsible for periodically reviewing the configuration of their Google
Cloud environment to ensure it is consistent with their policies and procedures.

Google Cloud Commentary:

® Google has established change management policies and procedures which integrate
the risk management process with the change management process. Google's change
management process requires approvals from relevant stakeholders before being
released into production. Google maintains policy and procedures to ensure
consideration of security, quality and availability throughout the SDLC (Software
Development Lifecycle). Every Google Cloud product maintains a well documented
release and deployment process. This process is validated for each product during the
semi-annual compliance audit cycle.

e Additionally, Google’s source code is stored in repositories with built-in source integrity
and governance, where both current and past versions of the service can be audited.
The infrastructure requires that a service's binaries be built from specific source code,
after it is reviewed, checked in, and tested. Binary Authorization for Borg (BAB) is an
internal enforcement check that happens when a service is deployed.

Physical Security
Customer responsibilities:

e Customers are responsible for ensuring any devices that access Google Cloud or
containing customer data are properly handled, secured, and transported as defined by
the product requirements.

Google Cloud Commentary:
® Google’s data centers maintain an on-site security operation responsible for all physical

data center security functions 24 hours a day, 7 days a week. The on-site security
operation personnel monitor closed circuit TV (CCTV) cameras and all alarm systems.
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On-site security operation personnel perform internal and external patrols of the data
center regularly.

Incident Management

Customer responsibilities:

Customers are responsible for establishing responsibilities and procedures to respond to
relevant information security incidents pertaining to the use of Google Cloud.

Customers should train administrators and end-users on their responsibilities and
organizational procedures for identifying, handling, and responding to security incidents
pertaining to the use of Google Cloud.

Customers should contact Google if there are any issues with service availability or
security, including, but not limited to, unauthorized use of their password or account,
compromise of data, and security events. Google Cloud product SLAs are published here.
Google has also commitments for incident notification in the CDPA. Ref: Section #7.2

— here.

Google Cloud Commentary:

Google has a rigorous incident-management process for security events that might affect
the confidentiality, integrity, or availability of systems or data. Their security
incident-management program is structured around the NIST guidance on handling
incidents (NIST SP 800-61). Key members of Google’s staff are trained in forensics and in
handling evidence in preparation for an event, including the use of third-party and
proprietary tools.

Google tests incident response plans for key areas, such as systems that store customer
information. These tests consider various scenarios, including insider threats and
software vulnerabilities. To help ensure the swift resolution of security incidents, the
Google security team is available 24/7 to all employees. If an incident involves customer
data, Google or its partners will inform the customer and their support team will
investigate. For more information about Google’s data incident response process, see
Data incident response process.

Google commits to notifying customers when incidents impact their data. Key facts are
evaluated throughout the incident to determine whether the incident affected
customers’ data. If notifying customers is appropriate, the incident commander initiates
the notification process. The communications lead develops a communication plan with
input from the product and legal leads, informs those affected, and supports customer
requests after notification with the help of the support team.

Google strives to provide prompt, clear, and accurate notifications containing the known
details of the data incident, steps Google has taken to mitigate the potential risks, and
actions Google recommends customers take to address the incident. Google does their
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best to provide a clear picture of the incident so that customers can assess and fulfil
their own notification obligations.

Availability
Customer responsibilities:

e Customers are responsible for maintaining business continuity plans, including disaster
recovery and backup procedures pertaining to the use of Google Cloud.

e Customers are responsible for configuring data storage locations that support their
business and operational resiliency requirements.

Google Cloud Commentary:

® Google designs the components of its platform to be highly redundant. This redundancy
applies to their server design, to how they store data, to network and internet
connectivity, and to the software services themselves. This "redundancy of everything"
includes exception handling and creates a solution that is not dependent on a single
server, data center, or network connection.

® The highly redundant infrastructure also helps customers protect their business from
data loss. They can create and deploy Google Cloud resources across multiple regions
and zones to build resilient and highly available systems. The systems are designed to
minimize downtime or maintenance windows for when Google needs to service or
upgrade their platform. For more information about how Google Cloud builds resilience
and availability into its core infrastructure and services, from design through operations,
see Infrastructure design for availability and resilience.

® Google implements a business continuity plan for its Services, reviews and tests it at
least annually and ensures it remains current with industry standards. In addition,
information about how customers can use its Services in their own business
contingency planning is available in the Disaster Recovery Planning Guide.

Data Centers

Google Cloud products are serviced from data centers operated by Google around the world.
These data centers are grouped into regions and zones that are publicly listed by Google at
region zones. The scope of the current assessment includes only the regions physically located
in Canada:

North America — Northeast 1 Montreal, QC
North America — Northeast 2 Toronto, ON
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1.5 RecomMmeNnDATIONS FOR GooGLE CLoub CUSTOMERS

An approach that mitigates the concerns associated with potential misconfigurations by
customers and bad security practices is included in this assessment.

In particular, healthcare customers are advised to implement the following highest priority
recommendations:

1.

Follow published prescriptive guidance to establish their landing zones and configure
Google Cloud services to meet PHIPA and Canada Health Infoway requirements.

Enable Google Cloud Access Transparency Logs and Access Approval

Ensure data repositories containing PHI are configured to generate Cloud Audit Logs —

Data Access audit logs providing traceability of access to EHR.

1.5.1 Key Security Considerations

It is also important for Google Cloud Customers to understand the Shared Fate Model

documented in Section #1.4 and understand that Google is responsible for certain activities,
however the Customer is ultimately responsible for ensuring the configuration of its own tenant
and securing the Google Cloud Services in use.

In order to learn more about Google’s security, privacy and compliance
controls, refer to Google Cloud’s Trust Center

Google also publishes guidance on: security best practices, security use
cases, security blueprints.

Follow published whitepapers and guidance documentation for
Canadian Healthcare customers to establish their landing zones and
configure Google Cloud services to meet PHIPA and Canada Health
Infoway requirements.

Enable Access Transparency Logs and Access Approval to ensure access
by Google Cloud Support engineers to customer environments and data
is logged and approved by the customer.

Ensure data repositories containing PHI are configured to generate Cloud
Audit Logs — Data Access audit logs providing traceability of access to
EHR.

If leveraging the Google Cloud MLLP Adapter to send and receive
messages from external networks, leverage IPsec VPN tunnels to encrypt
trafficin transit.

High

High

High

High

High
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Ensure applications leverage encrypted protocols (e.g., HTTPS, FTPS,

6. etc.) wherever possible to provide for encryption in transit. High
Leverage Labels to provide information to administrators, including
7. classification of the data (e.g., PHI) stored or processed in the Google High
Cloud resource.
Leverage Liens to protect resources from accidental deletion.
8. High
If required by corporate policies, leverage Google Cloud Organization
9. Policy to restrict deployment of resources only to Google Cloud regionsin  pmedium
Canada.
Customers should leverage and configure the Consent Management API
10.  functionality available to ensure access to PHI is in compliance with e
Privacy legislation
Customers should ensure that their privacy incident procedures are Medium
- updated and can work seamlessly with Google's privacy incident
management pr
Regularly review access privileges to Google stored PHI data. Medium
12.
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1.6 Source DocumenTs List

Document title

Google Cloud Platform Acceptable Use Policy

rity foundations blueprin

Google cloud healthcare data protection toolkit.

Cloud Data Processing Addendum (Customers)

Google Cloud Regions and zones
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