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Executive Summary

« Arequirements-driven approach to cyber threat intelligence represents a commitment across the
intelligence lifecycle to explicitly meet the specified needs of all relevant stakeholders. This paper
outlines what it means to be requirements-driven in practice, and offers actionable advice on how
Intelligence functions can implement and optimize such an approach themselves.

» Implementing arequirements-driven approach can significantly improve the efficiency, utility, and value
of anintelligence program. An intelligence function that is requirements-driven can effectively triage
and balance competing demands.

« Arequirements-driven approach to intelligence requires a clear strategy. While simple in theory,
aconstant focus on stakeholder needs necessitates discipline, structure, and focus. Building and
maintaining arequirements-driven approach is both achievable and straightforward.

« Athreat profile provides context around the most relevant threats to an organization’s sector, industry,
andregion. Threat intelligence team members should regularly refer to and update their organization’s
threat profile as they build out arequirements-driven approach.

Intelligence teams must identify and understand relevant stakeholders to build requirements.
Stakeholders can be anyone within an organization that would benefit from or be enabled by intelligence.

« Ause caseoutlines astakeholder’s current challenges and critically what they need from the threat
intelligence team to enhance their decision-making capabilities. Use cases provide intelligence programs
with valuable context on surrounding teams and business units and explains how they can help. Use cases
provide a foundation for developing intelligence requirements.

Structured and repeatable processes should underpin the creation and maintenance of intelligence
requirements. Intelligence requirements should be documented and organized on both an individual
and collective level.

Stakeholder education is an essential, but often overlooked, challenge. It is especially important when
engaging with developing stakeholders (those with minimal understanding on how to effectively consume
intelligence). Anintelligence program should never assume that all their stakeholders will have had
firsthand experience with intelligence before.

» Feedback significantly increases the utility of intelligence products, provided it is gathered, analyzed,
and actioned effectively.

« Demonstrating return oninvestment represents a challenge for all intelligence programs. However,
an approach that relentlessly prioritizes stakeholder needs will make it significantly easier
to demonstrate value. Thisis because arequirements-driven approach is, by definition, deeply
connected to empowering individuals and teams across the security team.
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Introduction

Cyber threat intelligence (CTl)is never an end in itself. It instead serves a broader mission: to inform, advise, and
empower stakeholders within an organization or community. Stakeholder needs drive intelligence requirements.
Intelligence requirements are therefore pivotal to a successful CTl capability. This paper describes the value

of arequirements-driven approach to intelligence, outlines requirements-driven practices, and offers actionable
advice on how Intelligence functions can implement and optimize such an approach themselves.

All cyber security functions and CTl teams operate in resource-constrained environments. Security
practitioners must therefore be pragmatic and highly selective when pursuing new initiatives that ultimately come
at an opportunity cost. Even for security teams that are already feeling stretched, taking the time to implement
arequirements-driven approach will ultimately optimize resources and maximize efficiency.

The importance of arequirements-driven approach to
intelligence cannot be overstated. Requirements stand at the
very beginning of the intelligence cycle and should underpin all
subsequent steps of the intelligence process. A CTl team should
tailor their collection efforts to the threats and issues
concerning their organization. Likewise, the dissemination

of intelligence should be aligned with stakeholder workflows.
When organizations turn to vendors to collect and produce much
of their intelligence, such third parties should also be judged by
their ability to satisfy internal stakeholder needs and align with
organizational workflows (either directly or indirectly). Once
intelligence products are finalized and disseminated to relevant
stakeholders, intelligence requirements should be revisited
through feedback.

The focus on stakeholders and requirements should be
relentless throughout anintelligence program. A requirements
driven approachisaprocesswith no finish line and is best seen
as dynamic and iterative. If implemented correctly, it will drive
standards, improve security outcomes, and enable CTl to
become an essential component of an organization’s security .
The ultimate measure of any CTl team’s maturity is its ability

to continually meet the needs of its stakeholdersin an ever-
changing threat environment.

Despite the importance of intelligence requirements,

CTlteams can easily stray. CTI teams may fall into the habit

of writing reports without serious engagement on whether
these products are actually useful or being consumed. Similarly,
although CTIteams should step up to provide insight around
emerging developments, thereis the risk that analysts can allow
fleeting or personalinterests to drive intelligence production.

Arequirements-driven approach to intelligence requires
aclear strategy. Although simple in theory, a constant focus

on stakeholder needs necessitates discipline, structure, and
focus. Identifying stakeholder requirements can take time.
Relevant individuals will need to be socialized into the
intelligence function, and stakeholders may have preconceived
notions about what CTlis(oris not). CTl leaders must therefore
be prepared to guide individuals through the process of
consuming and deriving benefit from CTI.

While anintelligence function will naturally vary based
on the sector, geography, and unique use case of an
organization, arequirements-driven approach should
be the goal of every CTI team.
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Components of a Requirements-Driven Approach

A requirements driven approach to CTlis acommitment across the threat intelligence lifecycle that explicitly
meets the specified needs of all relevant stakeholders.

Arequirements-driven approach enablesa CTl team to both
prove tangible value by meeting stakeholder needs and to
clearly articulate where a security funciton can better use
intelligence by identifying unmet and yet-to-be documented
intelligence requirements.

Arequirements-driven approach is best understood as a cycle
or process. The threat intelligence lifecycle only provides a
high-level conceptual understanding of how intelligence is
developed and disseminated, yet is often presented in
anoverly abstract way and without deeper engagement

on how this process works in practice. CTl teams must define
their processes in more depth to build a mare pragmatic
understanding of what arequirements-driven approach

looks like in practice.

Stakeholder
Analysis

Threat Profile

The following explicit, detailed and output-driven process
is centered onintelligence requirements(Fig. 1):

« AThreat Profile provides a CTl team with vital context on the
most relevant threats to their sector, industry and region.

Stakeholders Analysis results in Intelligence Requirements
and Use Cases.

« Theserequirements, alongside a threat profile,
inform Collection Planning as well as the development
of collection assets.

« The combination of Intelligence Requirements, Use Cases,
and Collection Planning form Service Lines.

« These service lines generate Outputs that meet
the requirements, formats, and reporting frequency
of the stakeholder.

Outputs should then generate Stakeholder Feedback,
interpreted as further or refined requirements, which
restarts the cycle.
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FIGURE 1. Arequirements-driven workflow.
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Each of the eight components from the output-driven process
is detailed below.

1. Threat Profile
Athreat profile identifies those that are most likely to target
anorganization based on factors such asindustry, geography,
areas of business, and key personnel. This insight provides an
important foundation for any intelligence function and helps
them focus on what really matters.

CTlteam members should regularly refer to and update threat
profiles as they build out a requirements-driven approach.
Athreat profile is therefore a vital source of insight for
identifying use cases and intelligence requirements.

2. Stakeholders
Stakeholders are individuals or entities who require threat

intelligence to make informed and justifiable decisions about

future actions. These actions may be taken at any business
level, be that strategic, operational, or tactical.

Stakeholders are not necessarily familiar with threat
intelligence, its process, or capabilities. When this occurs,

it will be necessary to socialize CTl with stakeholders,
understand their needs, and generate intelligence
requirements. Some stakeholders may fall outside of outside
of acyber defense role, such as executives, risk management
teams, and compliance units.

. Use Cases

A use case outlines a stakeholder’s current challenges

and what they need from the CTl team to enhance their
decision-making. Use cases provide CTl teams with valuable
organizational context and provide a foundation for more
precise intelligence requirements to be developed.

TABLE 1. Use case examples.

Team Use Cases

Governance, Risk Management and
Compliance to the organization.

Understand the threats associated with theirindustry sector and take decisions as appropriate to the risk posed

Red Teaming Emulate the tactics, techniques and procedures(TTPs) of relevant adversaries (based on an organization’s threat profile) to

test defenses, identify weaknesses and make security recommendations.

Incident Response

Thoroughly eradicate a threat actor from an environment in the event of a compromise.

Vulnerability Management
of concepts are available.

Identify and prioritize vulnerability patching where there is evidence of active exploitation or where exploit code and proof

Threat Hunting

Conduct proactive investigations based upon the TTPs of the threat actor targeting the organization.

Security Architecture

Identify areas of anetwork that are likely to be actively targeted by relevant adversaries.

4. Intelligence Requirements
Anintelligence requirement identifies aneed to collect,
analyze, produce, or disseminate threat intelligence.
These requirements should create the structure and purpose
to drive future collection and analysis efforts.

Intelligence requirements should be focused on supporting
stakeholders and their intended outcomes. Well-formulated

requirements will directly support the decision-making process

through relevant and actionable insight.

5. Collection and Collection Management

Collection defines the information gathering process that is
usedinthe production of intelligence. This encompasses a
wide variety of activities—ranging from a simple search of
open-source material to consulting network logs or reviewing
cyber criminal forums. Collection efforts should be directly
aligned to requirements and identify relevant insight that
supports the goals of a parent organization.

The collection process should be managed to ensure that the
appropriate sources are curated according to budgets,
resources and the maturity of an intelligence function.
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6. Service Lines

Use cases can be grouped to create efficienciesin
intelligence production. For example, two separate use cases
may require an in-depth understanding of both adversary

. Outputs

Qutputs are the finalintelligence products and are the result
of all previous steps. Intelligence products can take various
forms but should, be based on stakeholder requirements

tactics and techniques. These different use cases and and workflows.
requirements could be combined to form part of an

operational or threat knowledge service line. A service may
have one or more use cases. Each service may also have one « Periodicreporting

or many outputsin technical or written formats.

Examples of intelligence products include:

« Threatalert

Service lines help CTlleaders manage and delegate resources « IR support
as well asavoid any unnecessary duplication of work.
CTlanalysts will naturally have interests or skillsets suited
to particular service lines. CTl leaders should try and strike « 10C enrichment
anappropriate balance between allocating work to the most
qualified and well-suited analyst and broadening analyst
skillsets by allocating less familiar tasks. In addition to
building analyst expertise, this will also reduce single points
of failure withina CTl team.

« Planning support to red team activity

« Technical feed integration
« Strategic briefing

There are various considerations to make when developing
outputs, including product cadence, stakeholder knowledge,
and format(Table 2).

TABLE 2. Considerations when developing intelligence products.

Consideration Questions to ask

Product cadence - Whatwould be the ideal reporting cadence for a stakeholder’'s use case?

« Howoftencana CTlteam realistically produce a certain intelligence product given the team’s skillset and capacity?

- Isanintelligence product’s content appropriate for the stakeholder’s knowledge and understanding of an issue?
Stakeholder knowledge . . . . .
- Doesanintelligence product need to have a technical or strategic focus? Does it need both?

Format « What format(email, white paper, presentation or other) suits relevant stakeholders?

- Whatisthe current workflow, processes, and tools used by stakeholders? How can intelligence products align with this?

8. Feedback

Theintelligence cycle does not conclude afterareportis disseminated. The report should launch the start of a new, iterative improvement
cycle inwhich the stakeholder’s needs are revisited to ensure that CTl outputs stay relevant. Gathering feedback is not the end of the
journey; itinstigates the direction of travel for future intelligence products.

Feedback comesin many forms. It could be an informal call or a face-to-face discussion for CTl teams familiar with their
stakeholders. A survey or questionnaire can provide a more formal collection method, which is particularly useful if the intelligence
product is widely distributed.
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Effective Intelligence Requirements

Intelligence requirements create structure and purpose for an organization’s overall intelligence mission.
They should drive collection and analysis activities at every level. Therefore, they should be aligned with the
overarching goal of intelligence. CTl teams should provide insight that ultimately gives stakeholders decision
advantage to mitigate risk and improve an organization’s security outcomes.

Stakeholder Analysis

Intelligence requirements are based on a clear understanding
of stakeholders.

A stakeholder is anyone who would benefit from or be enabled by
intelligence. Intelligence reporting to stakeholders might include
timely information on threats, prioritization of identified threats,
and asummary of the current threat level. Reporting should
include customized recommendations on how the stakeholder
should mitigate the issue or facilitate decision-making.

Most importantly, the relationship with stakeholders should
never be one way. Intelligence must be proactive and delivered
to stakeholders early enough for them to act onit. To make this
possible, strong two-way relationships should be established
wellinadvance of any issues.

Itis far easierto establish effective intelligence requirements
if aCTlteam first understands the needs and challenges
of stakeholders.

A CTlteam can conduct a stakehalder analysis by following
these steps:

Identify stakeholder roles. Identify internal and external
stakeholders. Determine each stakeholder’s primary functions
and roles by team, unit, or other group designation. Conduct
surveys and interviews to gatherintelligence needs.

Socialize CTl value and function. Communicate the role
and value of intelligence. Providing examples of relevant
intelligence reports can help articulate the value and
opportunities forusing CTI.

Define application use cases. Collaborate with individual
stakeholders to develop use cases(specific ways intelligence
can be usedto create value). Look for places where CTl can
enhance primary business functions and identify threats,
vulnerabilities, and risks.

Determine product frequency, format, and content.
Determine the product types(such as different report
types), formats, and delivery methods. Focus on the intent
of intelligence content.

Establish expected actions and feedback. Discuss how
each stakeholder can turnintelligence into action. Establish
feedback mechanisms.

Thorough stakeholder analysis delivers a strong understanding
of stakeholder needs, the kinds of decisions they face and

any uncertainties they may have that can be addressed
throughintelligence.
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Establishing Intelligence Requirements

Detailed stakeholder analysis makes it possible to create
relevant intelligence requirements that ensure analyst and
collections teams are focusing their effortsin the right places.
Intelligence requirements quide the intelligence lifecycle in the
right direction.

Example: An organization has identified repeated intrusion
attempts by financial crime actors whose TTPs align with
several Russian-based threat actors; they have been unable
to establish attribution beyond this.

At this point, many organizations would create an intelligence
requirement focused on Russian cyber crime actors.
However, thisrequirement is extremely broad and does not
guarantee actionable intelligence that would mitigate risk.

A better technique would be to elaborate on this interest

in Russian cyber crime actors by looking at what people,
processes, and technologies are likely to be targeted,

and creating a separate intelligence requirement for each.
The priority of each requirement should align to the potential
impact of a successful attack.

Allrequirements should be crafted in accordance with
five criteria:

1. Intelligence requirements should be threat- and
impact-centric. They should be explicit enough for analysts
and stakeholders to understand the threat, impact,
or central issue under investigation.

2.Intelligence requirements should be focused on outcomes.
They should be driven by a clear understanding of the
actions stakeholders are expected to take based on the
provided analysis. This can also be thought of as the intent
of the requirement.

Example: Theintent of anintelligence product may be for
immediate action or situational awareness. The expected
action may be to specifically detect or block a threat or
threat actor.

3. Intelligence requirements should be structured and
repeatable. They should explicitly identify collection
sources, analysis guidelines, product types, and stakeholder
courses of action whenever possible. Collection efforts
aligned to requirements can then produce a consistent
body of knowledge over time.

4. Intelligence requirements should have explicit ratings and
priorities. This helps analysts determine how to prioritize
work across multiple requirements and tasks. Organizations
should create standardized time scales based on their
needs, resources, and capabilities.

Example: "Analysis created based on a high priority
requirement must be communicated to stakeholders
in less than eight hours after an instigating event.”

Example: "Analysis created based on a medium priority
requirement must be communicated to stakeholdersinless
than seven days since the time of the instigating event.”

5.Intelligence requirements should be achievable. This helps
ensure that intelligence requirements are appropriately
focused. Anintelligence requirement for “all intelligence
related to Iranian threat actors” would be too broad to ever
achieve ameaningful level of collection and understanding.

Having achievable requirements allows analysts to periodically
review and measure how well they have succeeded in meeting
their requirements. This allows a CTl program to course
correct and make data-driven improvements to their
operations over time.
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Organizing Intelligence Requirements

Well-organized intelligence requirements are a critical component of any successful intelligence function.
CTlteams should dedicate time and effort to determining how they will sort and categorize their

intelligence requirements.

Clear documentation creates a strong foundation for CT]

team structure and workflows. Organized requirements provide
areference point for all CTl analysts and establish a mutual
understanding of security team'’s highest priorities. The end
resultis a clear mission for the entire team. Well-organized
intelligence requirements can also withstand employee churn
and remove the single points of failure that inevitably occur
when intelligence requirements are only retained through
verbal and/or ad hoc agreements.

Intelligence requirements should be categorized both
individually and collectively. CTl teams will also benefit from
buildinga communication workflow. Templates are available
inthe Appendix.

Organizing Individual Intelligence
Requirements

The format of intelligence requirements will vary based on a CTlI
team’s workflow. However, there are several markers or “tags”
that can be used by any cyber security team to keep
requirements actionable, easily searchable and organized:

« Priority. Thisinforms analysts when research tasks associated

with a requirement should be completed.

« Category. By aligning requirements to one or more categories,
aCTlteam can build up arepository of easily accessible
intelligence on arange of issues that are important to their
organization and cyber defense capabilities. Categories
should be drawn from the organization’s cyber threat profile
and comprehensively speak to the issues that an organization
and its stakeholders care about. Well-managed categorization
also helpsa CTlteam to conduct periodic reviews of these
topics to check forany imbalance inissue coverage.

» Focus. This outlines the goal of arequirement and includes
terms or topics that analysts should look for. Digital threat
monitoring services can be configured to alert on these terms
to help analysts be proactive and stay informed of relevant
information and events.

Expected Outcome. Because intelligence should facilitate
decision-making, analysts should be aware of expected
outcomes and align research efforts accordingly. This will
help them include the appropriate content and detail to meet
stakeholder’s needs.

Intelligence Requirement

PRIORITY:

1/ HIGH - Less than X days ‘ 2/ MED - Lessthan X days ’ 3/LOW -Lessthan X days

CATEGORY: ‘ Adversary TTPs

H Threat Actor Tracking H Service Availability I

CTlanalysts will leverage external sources to perform tactical and trend analysis regarding new
FOCUS: malware development or evolution (weaponization). Analytic focus will be on identification of
TTPs and curation of high value indicators of compromise.

EXPECTED
OUTCOME:

Resulting product output will be used to guide Cyber Security Operations’ monitoring,
detection, and response functions.

FIGURE 2. An example of anindividual intelligence requirement.
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Regardless of the individual intelligence requirement format used,
the structure should be easily repeatable. Analysts can then easily
search and reference well-organized past intelligence to build
context for current and future intelligence requests.

Organizing Multiple Intelligence Requirements

While categorizing individual requirements guides the design
and research process, organizing all intelligence requirements
collectively to define broader privatization and communication

A CTlImanager may refer to previously completed high-priority to stakeholders.

requests to predict future staffing requirements. Organized
intelligence requirements can also be reviewed to understand
whethera CTlteam is currently fulfilling requirements and
identify areas for improvement.

Collating an organization’s intelligence requirements should
ideally be done within a single view, such as a spreadsheet or
threat intelligence platform. Well-defined and explicitly
described tags canreveal the focus of the intelligence program.
The collation can help identify trends in reporting and gaps in
requirements or communication and guide the creation of key
performance indicator (KPI).

When a CTlteam catalogs and organizes multiple intelligence
requirements(Table 3), many of the tags used to categorized
individual requirements can be used to compare across
different requirements.

TABLE 3. An example of how multiple intelligence requirements can be categorized and organized.

Intelligence Requirement Priority Collection Sources

Priority Stakeholders

Intent

Primary Product Type

TRANSACTIONAL PLATFORM SERVICE & AVAILABILITY

Information will be collected and 1 External CTl Providers
analyzed that may indicate or identify
against transactional platforms and

associated service infrastructure.

Cyber Security Operations
Open Sources
CTlanalysts will focus on producing Banking Regulators
intelligence that can be actioned to
prevent, mitigate or intermediate,
or limitimpact of any threat to

the operationand SLA of
transactional platforms.

Community of Interest
(COI)FS-ISAC

GOVCERT

Executive Leadership
Cl0/CISO

Service of Delivery
Operations

Enterprise Architecture

Transactional Platform
Custodians

Immediate Action

Preservation of SLA Public
Relations and

External Communication

Threat Advisory

Tactical Threat Report
Daily/Weekly Threat

Summary Report
Monthly Threat

Summary Report Strategic
Threat Briefing

Intelligence Requirement. Thisis a high-level overview of each
individual requirement. It should align to the “Focus” category
outlined within individual requirements.

Priority. This tells analysts when the research task associated
with the requirement should be completed.

Collection Sources. This provides a checklist of sources
analysts should reference when conducting research on this
requirement. It should be periodically revisited to ensure
accuracy and relevancy.

Priority Stakeholders. Thisidentifies anintelligence
requirement’sintended audience, who can help steer
intelligence production. CTl leadership can also compare
priority stakeholders with intelligence products to
determine whether specific stakeholders are receiving a
disproportionate amount of the team’s overall capacity.

« Intent. This provides a high-level overview of how an
intelligence requirement might be used by stakeholders.
This differs from the "Expected Outcomes” section described
within the individual requirements which is relatively
open-ended and intended to guide the collection and analysis
based on what is known about the stakeholder’s needs.
Instead, intent should be generated from a list of pre-defined
use cases and help stakeholders understand what the
intelligence requirement can help them accomplish.

« Primary Product Types. This outlines how analysis on a
requirement should be communicated to stakeholders—its
cadence and format. CTlleadership can use this information
toreview all requirements and to avoid undesirable
communication styles.
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Communicating Intelligence Requirements

Structured and repeatable processes should underpin the creation, maintenance and communication of intelligence requirements.
Itisimperative that CTl programs establish a communications plan which keeps all stakeholders informed, manages expectations,
and establishes the standards to be upheld.

Threat Communication Workflow

CTI Analysis & Production

STRATEGIC OPERATIONAL TACTICAL

» Board of Directors - Security Functions » Net Operations
» Executives « IT/Infrastructure » SOC Operations
« CSO « HR/Legal » PatchManagement
[ 202012111 ] [ 202012111 | 202012111 ]
Monthly Threat Summary
[ 202012111 ] [ 202012111 | 20201211-1 ]
[ 202012111 ] [ 202012111 | 202012111 ] T
a visor epor
Daily/Weekly: Brief Yt
[ 202012111 ] [ 202012111 | 202012111 ]
[ 202012111 ] [ 202012111 | 202012111 ]
AD/HOC: [ 202012111 ] [ 20201211-1 | 202012111 ] 'SOC Update Alert
ummary
[ 202012111 ] [ 202012111 | 202012111 ]

FIGURE 3. An example of how intelligence products can be organized within a communications plan.

In Figure 3, report cadence is broken down by level of intelligence (strategic, operational, tactical). The organization has chosen
toadoptanaming convention schema using numbers, so we see different intelligence requirements such as 20201211-1.

There are many different ways to build a communications plan, but all of them should include the:
« Type of intelligence being communicated

« Audience or stakeholders

« Frequency for each communication

« Format of each communication

A Note on Naming Conventions

The naming of intelligence requirements can provide useful information and should foster your organization system. In Figure 3, each requirement follows a
standard format: YEAR - TOPIC ID-ANALYST ID. The organization assigned TOPIC ID numbers to the different elements drawn from their threat profile. Knowing
these IDs makes it easier to understand the focus of the intelligence requirement. The organization also assigned ID numbers to different analyst teams, broken
down by geographic focus and analysts specializing in operational technologies (0T)and cyber crime.

There is no standard way to implement naming conventions. However, all naming conventions should reflect your overall organizational system and provide
additional information about the intent of the requirement.



MANDIANT ARequirements-Driven Approach to Cyber Threat Intelligence

13

Optimizing Intelligence Requirements

After establishing and organizing intelligence requirements, a CTl program will seek to optimize the process

and may experience challenges.

Working with Developing Stakeholders

Stakeholder education is an essential but often overlooked
challenge forany CTlteam. It is especially important when
engaging with developing stakeholders(i.e. those with minimal
understanding of how to effectively consume CTI). Although
CTlisbecomingincreasingly integrated into cyber security
strategies, a CTl team should never assume every stakeholder
will have had first-hand experience with intelligence. Other
stakeholders may have previously had negative experiences
with CTlor preconceived ideas of what CTlis(or is not).

CTlleadership must guide developing stakeholders through
the opportunities and benefits of consuming intelligence. This
is a positive challenge and there should be no stigma attached
toward teams with limited understanding of CTI.

Many core principles of stakeholder engagement previously
outlined will still be applicable. However CTl teams should pay
extraattention to ensure individuals fully understand the
process and how they can derive actionable insight. Highlighting
relevant use cases andreportsis an effective method to
overcome this challenge.

When working with developing stakeholders, CTl teams are
advised to start with alimited and basic set of requirements.
This establishes aninitial foundation and educates an
intelligence team around the challenges they face. By gathering
regular feedback, the CTl team can determine the current
success of intelligence products and how it can be fine-tuned.
Once the foundations have been established, the CTl team can
iteratively build a more refined list of requirements over the
medium-to-long term.

Aqility is also important when initially working with developing
stakeholders. CTlteams should be prepared to interpret

use cases for stakeholders who struggle to articulate their
requirements or have unrealistic expectations. Under such
circumstances, CTl teams should suggest practical
modifications to enhance intelligence requests. To prevent
any misunderstanding during this process, building positive
relationships with developing stakeholders will establish trust
and goodwill.

Linking Intelligence Requirements
to an Organization’s Risk Profile and
Cyber Threat Profile

Riskis often calculated as the likelihood of an event occurring
multiplied by the impact of that event each time it occurs. In the
context of establishing intelligence requirements, it may be
simpler to think of risk in terms of relevance. A threat profile,
which identifies threats most likely to target an organization,
represents avitalanchor forall CTl teams. This insight allows
asecurity function or CTl program to ask: If these threats were
to successfully target orinfiltrate me, which ones have the
potential to do the most damage?

The answers to these questions helps an organization to
understand where they face the most risk and form the focus of
anintelligence program. A CTl program should focus on specific
threats and the potential targets of those threats(oftenin
categories such as people, process and technology). Having
defined these broader areas of focus, intelligence requirements
should help analysts and collections teams focus on significant
threats andrelevant areas.
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Organizations that do not currently have a Cyber Threat Profile
can still explore an organization’s risk landscape by asking the
following questions:

« Business Summary: What do we do? How do we do it? Where
are we located? Who are our clients? Who are our partners?
What are our strategic priorities?

« Cyber Business Summary: What are my crown jewels/key
resources? Critical infrastructure? Manufacturing lines?
What technology do | use and need to protect to effectively
do my business?

« Cyber Threat Landscape: Who is likely to come after me based
on my industry, profile, etc.? Who are the current threat actors,

and do | see trends on the horizon?

Historic Threat Exposure: Who has targeted me in the past
and how? How successful were they?

« Cyber Defense Strategy: How many use cases do | currently
have? How mature/effective are they? Do | practice defense
in depth(technical)and have the right reporting, oversight,
mitigation, and reactions(processes)in place? Where are
my weaknesses?

Again, the goal is to see where external threat meets internal
people, processes, and technologies to create risk.

This examination should be done in partnership with key
stakeholders throughout the organization as no single analyst
will have the answers to these questions.

Building an Effective Feedback Workflow

Ultimately, the purpose of CTlis to enable other cyber defense
functions within a security function to operate more effectively
and efficiently. CTl teams should have a solid understanding of
how their stakeholders plan to use the threat intelligence
provided to them.

Feedback significantly increases the utility of intelligence
products, provided it is gathered, analyzed, and actioned
effectively. There are several ways to optimize this process.

1. Foster alearning culture

CTlteams should strive to create a culture that thrives on
feedback. It can be all too tempting for analysts to feel the job
isdone once anintelligence report has been disseminated.
Crucially, feedback should be treated as an essential
component of a CTI workflow, not an optional extra.

Itisvital that this processis correctly managed for analysts
and teams receiving feedback. Many finished intelligence
reports are the result of ateam’s orindividual’s effort and
time. Receiving criticism can naturally feel deeply personal.
Analysts will do their best to avoid feedback if it is only
associated with comments on their deficiencies and failures.

Alearning culture is therefore essential for ensuring that
feedback is treated as both important and positive. CTI
leaders should therefore ensure that feedback is framed as
an opportunity for analysts to develop and better understand
stakeholder requirements. This means creating space for
analysts to identify how their intelligence products can be
improved, without fear that this will create ared mark in their
performance reviews.

2.Don’t forget the positives

Feedbackis typically associated with how to improve,

yet positive feedback is equally useful. This ensures that
analysts understand what stakeholders truly value and, most
importantly, what they are able to use. This equips analysts
with the criteria and insight to replicate this successin
future products. It also empowers analysts to proactively
identify issues that are likely to be of interest to the wider
security team.

Aside from benefitting the quality of intelligence, positive
feedback also has a variety of benefits for CTl team members
themselves. Celebrating major wins and positive affirmation
remains a sure-fire way to keep analysts motivated.

Positive feedback can also be used to establish the return
oninvestment of an Intelligence function and could even

be used tojustify additional resources.

3. Feedback as a practice

If feedback is only provided on alimited and ad hoc basis—
such as during an end-of-year review—organizations risk
stunting the growth of an Intelligence function. Soliciting
and implementing feedback should therefore be integrated
into aregular workflow. This means setting aside dedicated
time to review and engage with stakeholders.

Feedback should also be adynamic and agile process.
This means creating mechanisms where intelligence
consumers can easily and conveniently provide feedback
and anintelligence function can quickly adaptits reporting
to best suit its stakeholders.

CTlteams should therefore consider the level of friction
within the feedback process and find ways to reduce it.

If stakeholders are unclear on how they can provide feedback,
need to set up new online accounts to access surveys, or must
navigate through a cumbersome process, then they will simply
avoid participating. Conversely, intelligence products that
provide email addresses to contact regarding feedback or
readily available feedback form links provide a more simple
and positive experience for stakeholders.
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4. Embrace feedback as a two-way street

Feedback can-and-should be a two-way process.

Itis easytoforgetthat CTlis arelatively new function for
many organizations. Some cyber security teams will have only
recently introduced a CTl capability, others are yet to do so.
Itis essential to educate stakeholders about the contribution
of CTland its potential to make their lives easier.

No one understands the value of intelligence more than CTI
personnel themselves. CTl teams should actively assess how
intelligence is being consumed and provide recommendations
to extend its use. This could involve outlining the variety

of intelligence use cases and applications(ranging from
vulnerability management and cyber risk management to red
teaming and incident response). ACTI team might also work
with stakeholders to help them ask better questions.
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5. Human-in-the-loop

Because CTlis often delivered in text format (emails, PDFs
orintelligence portals), the human component of intelligence
is often underestimated. Improved communication often
provides a shortcut to optimizing various CTl processes.

The human connectionisanimportant component of the
feedback loop. It helps CTl analysts and relevant stakeholders
build mutual understanding. Each analyst brings a unique view
and insight, which needs to be carefully paired to a finished
product. Some stakeholders prefer technical details and
others do not. Likewise, acomprehensive and well-written
regional threat report might be too strategic for a specific
security operations analyst or vulnerability manager use case.
Ultimately, feedback can be more productively digested

and implemented when the CTl team understands the

context and requirements of its stakeholders.

Building these relationships comes with many additional
benefits. Stakeholders who approach intelligence with a
positive spirit and see the intelligence function as a part of
their core team will be mare likely to take advantage of it.

Positive relationships also make it easier for CTl analysts to
provide suggestions on how intelligence can be used without
fear of retribution.

Strongintelligence offerings recognize the importance of
human connection and provide organizations with advice and
insight based onits concerns, needs, and long-term strategy.

Optimizing the feedback loop enables organizations

to build a meaningful and symbiotic relationship.
Refining intelligence based on stakeholder requirements
ultimately makes CTla more important tool in solving
business challenges and increases the value of an
intelligence function.
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Benefits of a Requirements-Driven Approach

There is a clear process to establish, organize and optimize intelligence requirements, but is this exercise a
worthwhile investment of time and resources? The majority of security teams and CTI programs are already
stretched. Implementing a requirements-driven approach must therefore provide clear and tangible benefits.

Taking the time to implement arequirements-driven approach
will optimize resources and maximize efficiency. Stretched CTlI
programs should prioritize stakeholder requirements because of
their resource challenges, not in spite of them.

Focus on What Matters and Improve
Security Outcomes

In aresource-constrained environment, a requirements-driven
approach focuses on what really matters to an organization and
its security team. While an organization with hundreds of
intelligence requirements might seem impressive on the
surface, it can become difficult to provide relevant insight
across such abreadth of issues. Arequirements-driven
approach takes a pragmatic approach to understanding what
the CTlteam can produce and sets realistic expectations for
what stakeholders can expect.

TABLE 4. Examples of common CT] pitfalls.

Prioritization sits at the heart of this approach. ACTl team that
scopesrequirements effectively will have a clear understanding
of what really matters to its stakeholders and organization. Once
implemented, intelligence products will naturally speak to-and-
provide decision advantage on some of the most pressing
challenges facing an organization or security team.

Clearrequirements and priorities provide CTI teams with

vital insight during high-stress situations. Breaking news

and developments, such as anetwork intrusion or prominent
industry attack, caninstigate a barrage of intelligence requests.
By working with stakeholders ahead of a crisis, a CTl team can
identify focus areas and build processes for triaging requests

to ensure preparedness.

Avoid Common Threat Intelligence Pitfalls

Intelligence based on stakeholder requirements might seem
obvious. However, if notimplemented carefully, CTl teams may
operate on a different model (often inadvertently). When this
occurs, priorities and intelligence production risk being driven
by other factors(Table 4).

Pitfall Description

Examples

Product-driven
intelligence

intelligence products because they have always done so.

The topics, format, and cadence of intelligence products are developed « Aquarterlyindustry threatreport thatis never read by stakeholders.
through habit and without consideration of whether it is useful or
consumed by stakeholders—i.e., aCTl program that produces certain

A weekly threat activity email report that does not fit with the security
operation center’sinternal workflow(i.e., preference to consume
intelligence via security platforms and/or via Slack).

Analyst-driven
intelligence
the organization’s threat profile.

Outputs focused on what analysts are interested in or perceive to be
important. Leads to reports that do not consider stakeholder needs or

Extensivereporting on geopolitical developments within Iran and their
impacton the cyber threat landscape foran organization thatisrarely
targeted by Iranian threat actors.

Majority of analyst time spent producing strategic reports within
anorganization that has predominantly tactical and operational
CTlstakeholders.

Event-driven
intelligence

Reactive and ad hoc reporting based on what is trending in the news
without connection to the impact or why it matters to an organization.

In-depthreporting on software vulnerabilities gaining attention in
industry news which are not present on the organization’'s network.

Frequentreporting on destructive campaigns targeting industrial
control systems for organizations with limited cyber-physical
networks.
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Alternative approaches to intelligence production pose pitfalls
if they are allowed to dominate. However, they should not be
entirely discounted. CTl teams should be agile when responding
to breaking news and equip stakeholders with additional context
where appropriate. Analysts should take advantage of their
expertise and interests on specific topics. Providing analysts
with some freedom can empower them to proactively identify
concerning issues stakeholders may not know about.

Itis useful to distinguish betweenintelligence drivers and
intelligence influences. While current events or specific areas of
analyst expertise can-and-should influence intelligence products,
they should not underpin the entire CTl program and intelligence
lifecycle in the way that requirements should.

Intelligence Aligned to Stakeholder Workflows

Intelligence aligned with a stakeholder’s workflow is intelligence
that will be consumed. A requirements-driven approach goes
beyond matching the substance of anintelligence product and
aligns areport’s format and dissemination cadence to
stakeholder needs.

CTlwill likely be consumed in different ways depending on the
stakeholder. An organization’s executive team or security
leadership might consume CTl via a quarterly threat brief
delivered by a CTlanalyst. ASOC analyst will be more interested in
directly applying relevantintelligence to various platforms and/or
security information and event management (SIEM)tools they use.

Stakeholders are more likely to act on intelligence when they
can easily understand and apply it to their day-to-day activities
and workflow. A requirements-driven approach reduces friction
to create a more positive experience for stakeholders across
acyber security team.

Demonstrate Return on Investment

Demonstrating the return on investment (ROI) of an intelligence
function has been along-standing challenge. This is because it
involves attempting to prove a negative—i.e. showing that CTlI
helped to prevent something that never actually happened.

Tracking the decisions based on CTl services can help
demonstrate ROI. CTl services that enable decision advantage
include introducing new security controls to mitigate prominent
attacker techniques, prioritizing a patch rollout for a widely
exploited vulnerability, or provisioning high fidelity indicators

to block known malicious traffic. The benefits of intelligence-
informed decisions are not always fully appreciated or even
identified because cyber security functions rarely have the
capacity to investigate all the traffic blocked on their network
or to conduct counter-factual studies on what might have
happened if a particular vulnerability was not patched as quickly.
This means demonstrating ROl remains a tricky task for any
intelligence function and a requirements-driven approach will
not solve this challenge alone. An approach that relentlessly
prioritizes stakeholder needs will make it significantly easier to
demonstrate value. Arequirements-driven approach is,

by definition, deeply connected to empowering individuals

and teams across the broader cyber security team.

An effective CTl team with insight that is implemented

and actioned by relevant teams presents an opportunity

to document their contribution to the broader security mission
of an organization. This reinforces why gathering positive
stakeholder feedback is so important.
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Unlocking the Potential of a Requirements-Driven Approach

CTlcan be instrumental for improving security outcomes, empowering decision-makers, and eradicating large
portions of an organization’s attack surface. These opportunities will be quickly realized when there is a deep
and meaningful connection to stakeholder needs and intelligence requirements.

AlICTI programs are ultimately service providers. Intelligence
isameans toan end. Its value should be measured by how it is
consumed and used. CTl professionals are interested in the cyber
threatlandscape and want to share their knowledge with others,
but they must also listen. Building relationships with stakeholders
and understanding their concernsis at the heart of aCTl practice.

Within anindustry that is constantly changing and prone to
burnout, security leaders must be highly selective in pursuing new
initiatives. Introducing new approaches or frameworks presents a
clear opportunity cost. Arequirements-driven approach should
not be perceived as atime or cost sink.

Arequirements-driven approachisachievable and
straightforward to implement. The resulting CTl program can
effectively triage and balance competing demands. Itisan
approach that confers benefitstoa CTl program’s morale,
effectiveness and sustainability.

Based on Mandiant’s experience working with a range of
intelligence programs in different industries and regions,
arequirements-driven approach is one of the best investments
aCTlprogram can make. It creates a solid foundation for not just
the CTlteam and sets the broader cyber security function on the
pathtosuccess.
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. Limited understanding of the environment,
Appendlx threat and stakeholders needs leads to

ineffective IRsand an unfocused and
inefficient CTl capability.

Cyber Threat Profile

Understand the Identify and
—> Businessand —> Track Threats
Environment and Exposure

THREAT
PROFILE

Establish
Expected
Actionand
Feedback

Identify Socialize CTI Define Determine Product
Stakeholder —>  Function = — Application ——Frequency, Format,—>
Roles and Value Use Cases and Content

STAKEHOLDER 5
ANALYSIS

Draft IRs Establish

Sort Define the Define Actual
INTELLIGENCE >  Basedon '. Expected
REQUIREMENTS Established 2 PR, 2 (et 2 Ul 2 Actionand

Criteria and Prioritize Output Types Feedback

DEVELOP CTI Build CTl practices and capabilities based on stakeholder needs and high-fidelity

—>

CAPABILITIES intelligence requirements ensures a pragmatic, justifiable, business-oriented program.
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Intelligence Requirement Template

PIRNAME:

Tracking ID:

Intelligence Requirement | Priority Collection Sources

Priority Stakeholders

Intent

Primary Product Types
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Stakeholder Profile: Template

Role Intelligence Interests Informed by

Level of Intelligence

Actions to take

Communication Format
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Mandiant Threat Intelligence

Mandiant Threat Intelligence draws on the experience and
expertise of more than 180 researchersin 23 countries and
speaking more than 30 languages. Mandiant helps organizations
navigate developments in the cyber threat landscape through
atruly globallens. In addition to being a trusted intelligence
provider, our intelligence Capability Development (ICD)team
works directly with organizations to help build and mature
theirinternal Intelligence functions. We have worked with
government agencies looking to build out Intelligence
functions from scratch and private sector organizations
seeking to enhance their CTI maturity.

This cumulative experience equips Mandiant with a unique
perspective on the characteristics of top-performing CTI
teams and how to build them.

Mandiant Intelligence Services

Mandiant Intelligence Services advises security leaders and
operational teams onintelligence best practices to create

a proactive security posture by informing enterprise-wide
decisions toreduce cyberrisk.

Through our Program Advisory services, we help cyber security
functions build and develop CTI programs. Our consultants work
alongside security leaders to ensure that their CTl program is
aligned to business goals.

Program Advisory services include:

« Assess: Capture the current-state capability of a CTl program
across people, process and technology. We develop a strategic
roadmap to help clients realize the long-term potential of an
internal CTl program.

« Design: Create a blueprint for organizations to achieve
their target-state CTl capability. Thisincludes a breakdown
of requiredroles, team size, responsibilities, processes,
technical requirements and cross-enterprise intelligence
integration points.

« Enhance: Work iteratively with clients to build
organization- wide CTl capabilities through ongoing strategy
development, operational procedure implementation and
technical consultation. Through regular check-ins, Mandiant
consultants equip organizations with mentorship and
operational oversight as they mature their CTl programs.

Learn more at www.mandiant.com

Mandiant Intelligence Training

Mandiant On-Demand Cyber Intelligence Training is a cost-
effective way to empower cyber security teams to effectively
useintelligence across different job roles at different skill levels.
Courses include videos led by Mandiant subject matter experts
and practitioners, written text and interactive assessments.

Intelligence is vital to making sure your organization is
proactively tracking and mitigating the threats that matter.
Intelligence training makes sure your team members know how
to turn that intelligence into action so you can respond
effectively and efficiently to whatever threats you are facing.

Course Offerings

The Mandiant On-Demand Cyber Intelligence Training courses
are designed to help producers and consumers of intelligence
better craft and interpretintelligence reporting to make sure
intelligence leads to action. Each course incorporates real-
world intelligence reporting and scenarios drawn from our
front-line expertise. Content can be accessed 24/7 from a
standard web browser, with no downloads required.

Each course has between eight and 32 hours of content and
aligns to adifferent phase of the Intelligence Lifecycle.
Currently, available courses include: Cyber Intelligence
Foundations(CIF), Intelligence Research [(Scoping)and
Intelligence Research Il: Open Source Intelligence (OSINT)
Techniques and Tools. New courses will be added quarterly.

Additional Education Services

Mandiant offers numerous training services beyond intelligence
training, including teacher-led and web-based training. The full
catalogis available on the Mandiant Academy training site.

1. Use casereports via the Mandiant Advantage platform

2. Training: how to use intelligence requirements to scope
implicit and vague prompts(Intel Research 1)
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Since 2004, Mandiant®has beenatrusted partner to security-conscious
organizations. Today, industry-leading Mandiant threat intelligence and
expertise drive dynamic solutions that help organizations develop more
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