
Providing a safer digital-learning environment is an essential objective of 
Google for Education, so everyone can teach and learn knowing that their 
personal information is private and their educational tools are secure.

Secure by default
Enterprise-grade privacy 
and security are built into 
the very foundation of 
Google for Education.

Private by design
Prioritize privacy with tools 
that uphold the highest 
standards of digital 
responsibility.

You’re in control
Retain full control of your 
school’s data with 
easy-to-use privacy and 
security settings.

Cybersecurity is more important 
than ever for school communities
● Educational institutions and their data remain a 

top target for cyber attacks globally 

● 96% of education institutions lose their ability 
to operate after a cyberattack – sometimes for 
months at a time

Support compliance with rigorous
privacy and security standards
Google for Education supports compliance with 
the most rigorous global education standards for 
security and privacy, and we’re audited by 
independent, third-party organizations.

Google keeps more people safe
online than anyone else in the world 
● There have been zero reported successful 

ransomware attacks on Chromebooks

● Google Workspace is one of the world’s most 
secure and popular cloud-based 
communication and collaboration suites

Trustworthy content 
and information
Access high-quality, 
reliable educational 
resources.

PRIVACY AND SECURITY

Safer learning with 
Google for Education

Learn more about privacy and 
security at edu.google.com/privacy

Every day is safer with Google 

https://assets.sophos.com/X24WTUEQ/at/j74v496cfwh4qsvgqhs4pmw/sophos-state-of-ransomware-education-2023-wp.pdf
https://assets.sophos.com/X24WTUEQ/at/pgvqxjrfq4kf7njrncc7b9jp/sophos-state-of-ransomware-education-2022-wp.pdf
https://cloud.google.com/security/compliance/?hl=en
https://workspace.google.com/blog/product-announcements/generative-ai?utm_source=twitter&utm_medium=unpaidsoc&utm_campaign=FY23-Q1-googleworkspace_workspaceblog_Product-Update&utm_content=-&utm_term=-
https://workspace.google.com/blog/product-announcements/generative-ai?utm_source=twitter&utm_medium=unpaidsoc&utm_campaign=FY23-Q1-googleworkspace_workspaceblog_Product-Update&utm_content=-&utm_term=-
http://edu.google.com/teachingandlearningupgrade
http://edu.google.com/privacy


Create a secure foundation for teaching 
and learning with Google for Education
Rely on built-in, automated features that provide 
comprehensive and ongoing monitoring and mitigation,
while also minimizing disruptions, across productivity 
tools, hardware, device management and more with: 

● Google Workspace for Education Fundamentals1

● Chromebooks
● Chrome Education Upgrade
● Google for Education App Hub

1. Available at no charge for qualifying institutions.

Get industry-leading education 
technology that provides a safer digital  
learning environment for every school, 
every classroom, and every student.

Secure by default
● Automatic protections 

built-in to help ensure 
devices are secure and 
up-to-date against the 
latest security threats

● Proactive blocking with 
24/7 monitoring and 
AI-powered detection to 
prevent security issues

● Enterprise-grade 
scalability and reliability 
designed to handle 
extreme shifts in activity 
to ensure 99.9% uptime

● Helpful tips and 
recommendations are 
customized to help you 
stay ahead of digital 
threats

 

Private by design
● Supports compliance 

with rigorous global 
privacy standards, like 
FERPA, COPPA, and GDPR

● No advertising in Google 
Workspace for Education 
Core Services, and 
personal information is 
never used or sold to third 
parties for ad targeting

● Transparency you can 
trust, with strict security 
protocols to protect your 
school’s personal 
information and full 
transparency into our 
privacy policies 

You’re in control
● Retain full control over your 

institution’s data, while 
managing how, when, and 
where service data can be 
accessed

● All-in-one-place security 
dashboard offers real-time 
alerts and a place where 
admins can change 
domain-level or individual 
settings across devices, 
applications, browsers, and 
more 

● Analytics and insights 
customized to your needs 
with usage reports in the 
security dashboard

Trustworthy content 
and information
● Safer browsing and 

age-based content in 
Google Search and YouTube 
limit content that might be 
inappropriate for students 
under the age of 18

● Recommended 
applications for education 
are curated for safety and 
quality, and integrate with 
our tools – and our 
build-solution partners must 
meet and maintain rigorous 
standards

● Digital responsibility 
resources and training 
provided at no charge to 
help support internet safety

PRIVACY AND SECURITY
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Learn more about privacy and 
security at edu.google.com/privacy

Add premium capabilities to fit the 
specific needs of your institution
Get additional security features within your 
security center to proactively protect your 
school’s data and devices. Upgrades include:

● Google Workspace for Education Plus
● Google Workspace for Education Standard

https://support.google.com/a/answer/134628?hl=en
http://edu.google.com/teachingandlearningupgrade
http://edu.google.com/privacy

