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Executive Summary:

Securing Your Al
Advantage with Google
Cloud’s Model Armor

Enabling confident Al innovation with purpose-built security




Securing Google Cloud in the Age of Al

With the rapid adoption of Generative Al (GenAl) and Large Language Models (LLMs) already
reshaping the business landscape in profound ways, the conversation has decisively shifted from if
Al can be deployed securely to how to do it (because it simply must be done). Traditional security
approaches, designed for predictable infrastructure, aren’t built to handle the entirely new class of
security challenges inherent to Al’s dynamic, autonomous, and non-deterministic nature—and can’t

stop threats like prompt injection, Al-driven data leakage, and harmful content generation.

>.] Model Armor: Google Cloud’s
\~/ Shield for Al Protection

Recognizing these unique threat vectors and the imperative of Al security, Google Cloud enhanced
its leading Security Command Center (SCC) with Al Protection—a purpose-built solution to
safeguard the end-to-end Al lifecycle. With Al Protection solution, SCC users can discover Al assets
and risks, secure Al assets from development to product, and manage threats against Al by

detecting and remediating issues before they escalate.

A keystone capability within Al Protection is Model Armor, which operates as an intelligent,
intermediary gatekeeper—a specialized security layer engineered specifically for the dynamic, often
unpredictable interactions between users, applications, and intelligent models—directly confronting

core GenAl risks like sensitive data leakage, prompt injections, and harmful content generations.

How Model Armor Works SCC

Model Armor meticulously screens both the prompts sent AIP
to LLMs and the responses received from LLMs against a

set of centrally managed, configurable policies within

SCC—enabling seamless and targeted protection.
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Model Armor’s Key Features & Capabilities

e Targeted threat protection: Proactively identifies and blocks sophisticated prompt

injection, jailbreaking techniques, and malicious URLs.

° Granular content safety: Provides fine-grained control over harmful content categories with

adjustable thresholds for context-specific enforcement.

Integrated sensitive data protection: Uses Google Cloud's Sensitive Data Protection,

adapted for Al text, to prevent Pll and other sensitive data leakage.

Model & cloud agnosticism: Protects virtually any LLM via its REST API, regardless of the

underlying cloud platform.

Centralized management & governance: Simplifies Al policy administration with reusable

Templates and Floor Settings within SCC.

Flexible deployment: Offers a REST API for developer integration and inline options for
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safeguarding existing Al applications without code changes. Model Armor is available with

pay-as-you-go or subscription-based pricing to suit various deployment needs.

e Powered by proven Google-scale technology: Leverages Google's advanced,

battle-tested Al-driven detection technologies like Safe Browse, Content Safety Al, and DLP.

Model Armor in Action: Example Use Cases
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Securing a customer Enterprise Al Brand-safe
service chatbot copilot deployment GenAl use
Model Armor sits between Model Armor prevents the Model Armor enables
the chatbot and the inadvertent exposure of brand-safe content
customer, preventing PlI confidential internal data, generation by marketing
leakage, blocking harmful or such as project secrets or teams—filtering out factually
off-brand responses, and sensitive employee inaccurate, offensive, or
defending against prompt information, in responses off-brand material and
injection attacks. while ensuring professional ensuring outputs align with
communication standards. approved themes.
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The native advantage: Why SCC + Al Protection
provide the best security for Google Cloud

By offering the complete Al Protection solution within the comprehensive SCC platform, Google allows
organizations to take a truly integrated approach—managing Al security within the same platform used
for overall cloud security. And because SCC and its Al Protection functions are natively built into the

fabric of Google Cloud, they deliver powerful advantages over third-party bolt-on solutions:

o Unified visibility & control: SCC provides inherent visibility and control, managing Al risks

alongside infrastructure and data risks in one console.

Streamlined operational efficiency: A single platform reduces complexity and tool fatigue,

fostering cohesive SecOps workflows and simplifying governance.

Optimized cost structure: Native integration avoids hidden costs of third-party tools, such
as separate log egress and agent management fees.

Frictionless interoperability: Native tools ensure seamless interaction, with findings flowing

naturally into remediation and response workflows.

Continuous, cutting-edge innovation: Google consistently enhances SCC and Al
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Protection with the latest threat intelligence, detection techniques, and Al-driven features.

Accelerating Al innovation:
Securing the future of your business

As the GenAl revolution picks up speed, leading organizations see that effectively harnessing Al first requires
addressing an entirely new class of security challenges. Navigating this dynamic risk landscape demands
specialized, content-aware protections at Al speed and scale. Organizations that proactively implement the
needed Al security capabilities will innovate faster to build and extend their competitive advantages, while
those trying to scale up conventional security approaches will find their defenses to be inadequate and face
the consequences of breaches and eroded trust and brand reputation. Google Cloud’s Al Protection solution
and its core Model Armor capabilities deliver the essential toolset for the Al era, providing the complete

visibility, granular control, and intelligent defenses to secure Al interactions and empower organizations to

Read the full paper
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move forward with confidence.


https://cloud.google.com/resources/content/security-a-guide-to-model-armor
https://cloud.google.com/resources/content/security-a-guide-to-model-armor
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