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hat is System Administration?

Printer ° IT Infrastructure Usznounae Hardware, Software, Network Lag Services #19 ¢ 1 Email,

[ s File Sharing, Website, Internet @sdiiivelvisiiiugsiavetesAnsla

Il

®  System Administrator (Sysadmin/SA) ¥utiusmsdnnis IT Infrastructure Wvieule
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What is System Administration?

Servers fa Software ¥50LA3BINIAUINNT Services WU Web Server, Email Server,

SSH Server

SSH Server Wudu
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—
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"
an ms
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° Clients o Software W3ai3oeil4usns Wy Web Client (Browser), Email Client ,

SSH Client

VICES mummm SSH Services
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Is System Administration?

®  Server Hardware Juin3asfignesnuuunamgliannsadn 24/7 16

s =
o = - ~ , '
et - = O Sysadmin @ansndeansiiu Server iy KVM Switch viserun1siensesseslng
. - \
. = (Remote Connection) wu SSH
.. -
. iz . R - cdogy A '
o KVM (Keyboard, Video, Mouse) Switch As gunsaifivilvilsienseuazaiuay
D —— —— '
Servers a1y € LA3BIHIU Keyboard, Mouse Wag Monitor gaLfgn
Tower Server Rack Server Blade Server *
KVM Switch
w% ! e : o—

Mac PC Linux
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What is System Administration?

Data Center fig viasiignesniuuaielidmsu Servers 91u3uLN

Datacenter

° vJudves, W %38 Cloud

Cloud vihlisansadniiadeyalannyniivialan
Security Updates

YouigawAdl Internet

Server Hardware File
Storage

D a o I3 1ol '
Service ® %auﬁawaguu Cloud Nﬂﬁ]ggﬂtﬂuaqw Data Center “anguns

Software Updates o 4 . v \ .
L] #1311309AN13 Server Naguu Cloud Ak Internet WU Security Update, Hardware

; /Software Updates 1ufu
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What is System Administration?

Cloud Services

[ ] Infrastructure as a Service (IaaS): TUSn151ASa9 Servers wag Network @ Amazon EC2,

App"catlons Linode, Microsoft Azure, Google Compute Engine

o fliuinsdufiuiiaveu OS, Applications uazdoya

0/S

Virtualization
Servers
Storage

Networking
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What is System Administration?

Cloud Services

° Platform as a Service (PaaS): 1#u3n1s Platform Tun1swaunaumg ¢ iwu web,

Applications Application

o Heroku, Microsoft Azure, Google App Engine

o fldusnadudiuiinveu Applications wardeya

0/S

Virtualization
Servers
Storage

Networking
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What is System Administration?

Cloud Services

® Software as a Service (SaaS): uSn1s Software Wy Microsoft Office 365,

App“C&tions Google G Suite

Y a & Y a v
Data o gliuinmadudiuiiaveudeya

0/S

Virtualization

Servers

Storage
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What is System Administration?

Ja1deves Cloud

®  Cost: MATMUAAUEUALDIIYNNTIINITTBLATET Server UiT1AlUTEEZENIUEIDIILUINT] NS 12ABIT AN subscription ¥n ¢ WWeou
®  Dependency: Yayavaustitanagiu Cloud
O wn Cloud Wisldaulild wliansaudloedld sesseliidmmii Cloud Wududly

o v ST VPN ' v Sa a '
@) Li']ENﬂW]ENLﬂUQSUNﬂ‘U@UWBQﬂﬂWIUﬂSNVILﬂﬂ‘{jiy/w]ﬁ]’]ﬂ 9
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Systems Administration Tasks

Organizational Policies e wleuigvesasAnsiiedfiumslianu IT Gaagimuainddeneygnlimvilduasadanlieusnlvi

®  dwsuesdnsidn Snluminfives Sysadmin Tunisivun Policy
®  dwiussdnslug i Chief Security Officer (CSO) 1Budiimua Policy

®  Policy msvsowgniinduenatsuazysznmialymingunsiy
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Systems Administration Tasks

o o =] a 3 .
L3BDINAN 9 fndsnasalun1snvug Policy

® oy nliltau Install Software tosvialsi?

o ;s Wesnniiauidesnylfinuenave Install Malware

o  aynlidldnusssiaiundanududeu (Complex Password) wieli?

O @5 elilvigduansiarulade

®  msoyy bl Website AiliiAeaiuaiu wu Facebook livsely?

o) wEUFRIANT U19eeAnslY Social Media Tinsusenduiusasing usiunsesdnslusndu

° Asiasasnulunsnileliovesasrnsusell?

o s wsewndifnuhieiemeviegnulue sgrdesfivihliliainsalagfeyaldlaede
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Systems Administration Tasks

IT Infrastructure Services
o File Storage (ﬁﬁ'ﬂLﬁU%’auﬁ)
O Email @avunedidnnsaind)
O Website (Fulus)

@) Network Access (M58 Network)

o Secure Connection (NMs\Wauneag1sUasniiy)

o
Y s

O Setup, Update, Security Patch Services (f3f1 §WLaW azinndauasnis USA156n9 )

O Maintain Compatibility (Urgesnwliiansiig q Tfaule)
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Samart Skills @ Skooldio



Systems Administration Tasks

o e . A g 2/ 6 1
User and Hardware Provisioning g n133nndldauuazgunsaleng 9
o  ahuldnuuaglviavsildautulunsdifis Resources #19 9 ¥8383AnT
o  aufldruuaznisdnis Resources fia 9 iefinsaneanviseinBum saudisdnstoya (Wipe) nsosldsuiovzliiinseddlddela

o  puasesldou wu vlvigldeu Login 16 finss Software isnduluntsvihen
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Systems Administration Tasks

Hardware Lifecycle Ag 24a5¥3nvadgunsal Usenausie 4 anus Ao

Procurement o

[ ]

Retirement .
[ ]

Maintenance K=
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Procurement : Mslagunsaiulaenisdexilui vise hveady (Re-used) 1l

v
o

Deployment : msAnsauazaargunsal vligldanurhauld wu A Hostname uax
Username, Andd Software Nandulunisvinauy

Maintenance : M3t13e¥nygunsel W Swian Software, Hou vive MyudumaLnUlunsl
&

Fuguldgm

Retirement: \logunsalide wielidndusoddnuuds Wiiharemuanumanzay wu

Recycle



Systems Administration Tasks

. . o o < o
Routine Maintenance fAa n15U15esnwludsedn
®  Batch Update fio nsswiamitinnumiiiuseu wu swiam Security Patch @1gnifu Server yjnifiou

° Fnan Software Ty Version aan

Y a

Vendors e fnangunsaiag 4 1wy Aeuitimes Usumes Insdni wind Video Conference 1Jusiu

®  Sysadmin fnthilviausauiu Vendor lidnazdun1stegunsalene 4 210 Vendor wialw Vendor Wndeugunsaleing 9

° a51amnudusiusiu Vendor Wislilaansuselominaznisansian

i (o

A Grow with Google procrAM

Samart Skills @ Skooldio



Systems Administration Tasks

Troubleshooting and Managing Issues Ao Nsyameveslymuasuiludymsing 9
® Troubleshooting: N1sa1uAIR"Y (Asking Questions), nMshusvauavaIlyvliuauas (solating the Problem), nswenenulaaiuligm (Reading Logs) uaz BUn3EE
'ﬁejﬂﬁau (Start with the Quickest Step First)
®  Customer Service: flmuiueniiulaiu (Empathy), sz Sinstiindes (Tone), Sn1smeusunsiu (Acknowledging), uae ﬁ’&ummmﬁaﬁaﬁ’ugnﬁw (Developing Trust)
®  Ticketing System: szuuiildlunsaatuiintaymisng g ﬁ;ﬂ%’mum’mﬁwm wardsmsuilatlagmiiu 5’;u5:151wmmﬁlﬁuﬁaamﬂumiamiaﬁaaﬁﬁ’upﬁ%ﬂuﬁﬂﬁaa

®  Service Monitoring Alerts: szuufineadnsudafoudiofindgmas § Ju
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Systems Administration Tasks

U a wva

. . A a aa Yy
Plannmg for Disaster and Recovery A9 NITIMAUEINANYNUALAZITNIINAUISUU
®  Regular Backup e nsdsesteyaiduuszdn

®  Physically Distant Backup Location fie nsdsesdeyaluiiuliduiumisiivhelnasnduvistlagdu
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Systems Administration Tasks

ayUniiiindnyas Sysadmin
Organizational Policies

IT Infrastructure Services

User and Hardware Provisioning
Routine Maintenance

Vendors

Troubleshooting and Managing Issues

Planning for Disaster and Recovery
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Intro to IT Infrastructure Services

Usetnnvas IT Infrastructure Services

Physical Software Network Directory
=~ BRaA
- 7 R
— L L Zagg
Workstation P—— Cloud Wireiens Directory
Switch

Server Router

Printer Scanner
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Intro to IT Infrastructure Services
oy —— Directory Service %’mmsé‘l%’muuazﬂﬂs‘lﬁﬁw%‘hmi@’w%ﬁaga (Authorization)

N v a '3 & o § v P a v
[ ] Uiﬁ'ﬁﬁﬁ%ﬂ"mLLa%ﬂﬂuW’JLGIEJiLL‘U‘UT)lIQmEJ ylanunsaiiy wWasuulas au lade

L4 Directory Service fifealdifufie Windows Active Directory wag OpenlLDAP

[ ] maldiwuu Cloud Aawidunin Directory as a Service (DaaS)

A Grow with Google procrAM
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Physical Infrastructure Services

Server Operating System fia OS gnuSuussnlifnaadmiuinTes Server W

9

AUl Network Connection #3814 RAM wag Storage FMuausnta
Server 0S

—_— = ) T I
® Server OS wilnany Services uay Security 91 Built-in 3nliiae

° A79814 Server OS:
(@] Windows Servers
O Ubuntu Servers

(©] Mac OS Servers

A Grow with Google procrAM
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Physical Infrastructure Services

1518111505U Service 19 2 35

L] Dedicated Hardware Server g 1a584 Server AU Hardware 939 45181311505 Service wilaliuwadoatiuls

®  Virtualized Server fio n1sfiiAsedaiiou (Virtual Instance) wiane 9 LA3aITUBEUN Server Uazis1@1nIasu Services #19 9 8gUY Virtual Instance iantiuld
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Physical Infrastructure Services

Wisuileutanuazdaidevas Dedicated Server wag Virtualized Server

° Performance: N334 Service U Dedicated Server 3gdiUss@nsnmAninuu Virtualized Server insngdluanils Service Uunilam3ng §ouAni1N15avane Services UMl
a
GERR
° Cost: Dedicated Server 812851AMININNTIEVINADINTIU 10 Services dpdldin3os 10 1ww5as uadwdu Virtualized Server agldidfies 1 13adlun1sdu 10 Services
®  Maintenance: Virtualized Server viliisanunsaungesnwiladiendy wu vilisannsadne Service lWliBnaseamtaiielivinisde luvariianunsatigesnw Service T
sele
° Point of Failure: #1n Dedicated Server auwad avvinlilalanunsaliu3nng Service I8 uwsivnilu Virtualized Server duwian 151a13150a314 Virtual Service duludiuun

Tl
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Physical Infrastructure Services

devan@devan-server:~/Desktop$ sudo apt-get install openssh-server » o 4 e -
Reading package lists... Done ® Remote Access Aa N384 Server a1nsseglna wenly Troubleshoot “se
Building dependency tree
Reading state information... Done
Suggested packages:
ssh-askpass rssh molly-guard monkeysphere
The following NEW packages will be installed: O Linux: OpenSSH Server-Client
openssh-server
0 upgraded, 1 newly installed, © to remove and 205 not upgraded. o
Need to get 0 B/338 kB of archives.
After this operation, 912 kB of additional disk space will be used.
Preconfiguring packages ... @) Windows CLI: WinRM, PuTTY
O

Maintenance

Windows GUI: RDP

Selecting previously unselected package openssh-server.
(Reading database ... 179520 files and directories currently installed.)

Preparing to unpack .../openssh-server_1%3a7.2p2-4ubuntu2.2_amd64.deb ... VPN

devan@devan-client:~$ sudo apt-get install openssh-client

devan@devan-client:~$ ssh devan@100.113.96.31
devan@100.113.96.31's password:
Welcome to Ubuntu 16.04.3 LTS (CGNU/Linux 4.10.0-28-generic x86_64)
Suggested packages:

ssh-askpass libpam-ssh keychain monkeysphere
The following NEW packages will be installed:

openssh-client

upgraded, 1 newly installed, © to remove and 200 not upgraded.
INeed to get © B/587 kB of archives.
After this operation, 3,784 kB of additional disk space will be used.
Selecting previously unselected package openssh-client.
(Reading database ... 176849 files and directories currently installed.)
Preparing to unpack .../openssh-client_1%3a7.2p2-4ubuntu2.2_amd64.deb ...
Unpacking openssh-client (1:7.2p2-4ubuntu2.2) ...
Processing triggers for man-db (2.7.5-1) ...
Setting up openssh-client (1:7.2p2-4ubuntu2.2) ...

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

200 packages can be updated.
112 updates are security updates.

Last login: Tue Oct 24 07:23:54 2017 from 100.113.108.220
devan@devan-server:~$
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Network Services
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Authentication

Samart Skills

A Grow with Google procrAM

SFTP

EEEEEEEE
REREEERE

SSH Encryption

Authentication

@Skooldio

File Transfer Service vilssnaunsasuaslndntu Network g

FTP (File Transfer Protocol) fleuldlunissuds Web Content

o

a a 6 o v " 1 v v Y
finsfigauimaugldenusliinadhsiadeya

SFTP (Secure FTP) ad1e FTP uaUaendenia

o

IS a € o v a o ¥ 1 v v Y
UNINEIY ’W]UQ‘I‘UQ’]ULLQ&JWWUW SSH L‘UW&JW‘U’JEJIUﬂWiL‘U’]S%ﬁ“UB;J”a

v

TFTP (Trivial FTP) ade FTP wilddmsudayaasnsmeg wu OS

o

o

v
o a

Lifivanisiigaddmuuaznisdnsviateys
Heulddmiuniavi Pre Boot Execution (PXE) %138 Network Boot &3agvinliiisn

@358 Install OS &y Network 161



Network Services

GPS satelite

Internet time server

Samart Skills
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NTP Server

@Skooldio

Computers

Network appliances

Network Time Service azuantIa WU Network

) NTP (Network Time Protocol) tflu Protocol #ldilunsvinlasadlu Network flainseiu
Tagaganuanluil NTP Server
° Local NTP Server fia NTP Server 1anfdluasnns f9l5e95un1suanialbiaiadbundnng

®  Public NTP Server fia NTP Server fifleafnsduidudiuiiavounazuennatdmsuansisos

Proxy Server o \A3aeiviminidusinanssening Network 83Ansiag Interet

° anansaly Block Website filsisosnslvgldaudnaslea



Network Services

DNS 9283ug Name-IP Address

® il 3 wpNandniieannsnisazas DNS Server uvasasrnsios fio
O 83Ansi Website uazfaan1susenIAlA Intermet 531 Website 1uil IP Address ol
o #93n13 Remote Access LU8a Server Tuasdnslagld Domain Name %38 Hostname
B P o ¢ ) %% . =
O demsdugeirseanigluesdnsiu IP Address Inglsifipaudly Hosts File vawmniases
°

Software fifeuldlunnsvi DNS Ao Bind uaz PowerDNS
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Network Services

SettingUpDNSIsFun.example.com

Domain registrars

GoDaddy.com
BlueHost.com

E Website files Personal server Cloud hosting
(@) DNS settings Domain

registrar

(&) P address DNS Server
OR
@ Authoritative Your own
DNS servers DNS Server

@Skooldio
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DNS for Web Servers

#e9l Domain Name @135U Website
4 Website 1wl Domain Name 11
Host Website Ul Server 98994AnS 58 Cloud

#a#1 DNS Server



Network Services

DNS for Internal Networks
®  Local Hosts File azifiuuviasusniineuiianesazénsdsdiniunsdug Name-IP Address

L] Linux: /etc/hosts

localhost

# The following linesare desirable for IPv6 capable hosts
ip6-localhostfip6-loopback
ip6-localnet

ip6-mcastprefjx
ip6-allnodes
ip6-allrouter

127.0.6.1 www.google.co o
This site can’t be reached
# The following lines are desirable for IPv6 capable hosts
8 | ip6-localhost ip6-loopback

www.google.com

fe00::0 ip6-localnet

ffe0::0 ip6-mcastprefix . K
ip6-allnodes < iChaktat
ip6-allrouters

Samart Skills @Skooldio
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Network Services

DHCPOFFER ®  DHCP viwthildnass Network Settings Wifuin3asliauognednlus
Destination: Source: ®  lumsusuusiern DHCP masavdesiiansandail
255.255.255.255:68 192.168.1.1:67 , ,
O IPrange: ¥34%0¢ IP Nvgdnassiviuimsowlianu
Eo— <
O Subnet Mask
&

O Gateway IP Address

Client machine DHCP server

O Local DNS Server IP Address

A Grow with Google procrAM
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Troubleshooting Network Services

Unable to Resolve a Hostname or Domain Name @ i'Jzy,mﬁm‘%amauﬁ'smaﬂsjmmmﬁué Name-IP Address 18

o

° ngnnunMsgitultannsadt Website 16

® ws0silalunis Troubleshoot A ping way nslookup

®  ¢hegne N3 Troubleshoot Yeymigldsulaianansaidn google.com et

ww.google.com

N

This site can’t be reached

www.google.com refuse

Samart Skills @smoldio

a Grow with Google procraM

devan@devan-server:~/Desktop$ ping www.google.com
.google.com (127

from
from
from
from

wWw
wwWw
WWw
wWw

.google
.google
.google
.google

«1.1.

.com
.com
.com
.com

3) 56(84) bytes of data.

(127.1.1.3): icmp_seq=1 ttl=64 time=0.021
(127.1.1.3): icmp_seq=2 ttl=64 time=0.048
(127.1.1.3): icmp_seq=3 ttl=64 time=0.030
(127.1.1.3): icmp_seq=4 ttl=64 time=0.033

--- www.google.com ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3065ms
rtt min/avg/max/mdev = 0.021/0.033/0.048/0.009 ms




Troubleshooting Network Services

Unable to Resolve a Hostname or Domain Name

®  ¢heye N3 Troubleshoot Yaymitgldaulaianansaith google.com ld

127.0.0.1 localhost
M7.1.1.3 www.google.com

devan@devan-server:~/Desktop$ nslookup www.google.com

Server: 127.0.1.1

Address: 127.0.1.1#53 # The following lines are desirable for IPv6 capable hosts
| ip6-localhost ip6-loopback

Non-authoritative answer: E:ggff ip6-localnet

; ip6-mcastprefix
Name: www.google.com ff02::1 ip6-allnodes

Address: 216.58.194.164 ffO2:: allrouters

DNS Serveris OK B

This site can’t be reached

Google

(=
n
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Software Services

Software Services o Software intnauldiioriauused1iuresssia wu Word Processors, Internet Browsers wag Email Clients 1ugiu

° Software Services BanyiiluesAnIUsENaUME

o Communication Services
o) User Productivity Services
O Security Services

A Grow with Google procrAM
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Software Services

Communication Services g Software ﬁiﬁiﬂumiaﬂ@iaﬁami W1 Email, Phone, Instant Messaging (Chat)
L] Instant Messaging Service
o Internet Relay Chat (IRC) 1l Protocol dusulddedonnu chat Fafiunuu Client -Server
B Uagtuludenw
o) Paid for Options W Application Tidesteunld Wy HipChat, Slack (Hug
O XMPP (Extensible Messaging and Presence Protocol) W Open IM Protocol a1 1M Applications, Social Networking way §3l4lu 10T Applications  wu

Pidgin Wag Adium

A Grow with Google procrAM
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Software Services

Email Service

L] #oail Domain Name iielddusu Email Address Wy devan@example.com

° i 2 38lunseAuazUSuusis Email Service
¢ (?15& Email Server TuasAns
] aﬁmzﬂ Email Service Software Uu Server
| @579 DNS Record d@w5u Mail Server (MX Record)
B Josiu Spam wag Virus 9nlWduuy

¢ T4uSn1s Cloud Email Service 1y Google Suite

A Grow with Google procrAM
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mailto:devan@example.com

Software Services

A Grow with Google procrAM
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Email Protocols

POP3 (Post Office Protocol Version 3) 14§ Download Email 910 Email Server g

gUNIaINTa ud1azay Email aduliuuu Server #ia

¥
A A

O Uszndaiufidaiu Email uu Email Server
o flaaududda (Privacy) mseisaganansaey Email atunislauauu
= ¢ 1 &
nilsgunsaiviniy
IMAP (Internet Message Access Protocol) 14 Download Email 310 Email Server
wliuunarsgunsalld wavdanaiu Email aduliulivu Server

SMTP (Simple Mail Transfer Protocol) lglun1sas Email



Software Services

User Productivity Services Ao Software ﬁ;ﬁ‘ifmﬂ%’wamwamu WU Software Development Programs, Word Processing, Graphical Editors,

Finance Software wazdu

®  Software Licensing Ao #van5n1sliau Software Fadudsiiesdnsagsosiansan wazdesitonnadlunisliaiu (Terms and Agreements)
O Opensource: 1Faulsns wananeuazuSuunaiafiule
O Commercial: flosreduiialfinu uaglfiunudonnas wu 1 license sie 1 fldanw Wusiu

° a@unsafnfslduuAIeas useldusnisuu Cloud

Samart Skills @ Skooldio
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Software Services

Security Services g A5 HUIASANS 9 Aaulasane

®  Web Service il Protocol HTTPS (HTTP over SSL/TLS) @¥il# HTTP fianuuasnse
) SSL (Secure Socket Layer) 1 Protocol fivilinsdeanssewing Web
Client uaz Web Server finsidnsviataya uithiyiulivaensiowe
o TLS (Transport Layer Security) {u Protocol fifamnsionin SSL Uagtu
1Ju Version 1.3

o 4 Digital Certificate isusaslng Certificate Authority (CA)

A Grow with Google procrAM
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File Services

File Services fa N1stusnsnedIfulng wu Ndadulna wse nsuwsing

File Storage Server Storage Server

Wumu

° File Storage Services Ao nskrusmsAdaiulva
O @4 File Server uagaygalvigldsnuthiislndignues Whluiia au vide
wilylng 16

O %3 #azlHusns Cloud File Storage

A Grow with Google procrAM
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File Services

Network File Service (NFS) «Ju Protocol ﬁﬁﬂﬁlﬁ/\lﬁgmvﬁﬂhu Network

NFS Server 0
A

/share

v
o

®  §insd NFS Server Software uagUSuuasAd@msu File/Directory fidoan1sagues
® Client @an3014184 File/Directory 91U Hostname w83 NFS Server

®  NFS omaziillgwinisldauiu Windows

Workstation Workstation Workstation

Samart Skills @3k00|d|0
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File Services

®  Samba Services 9zAd NFS fianansaldléitu Windows way OS ndndu 9
O Windows Shared Folder 14 SMB Protocol
® Samba vs SMB
O Samba tlu Software #ildvh File Service
O SMB (Server Message Block) \Uu Protocol 7 samba Wluld
®  Network Attached Storage (NAS) Wugunsaidnifiudegaiuiivuialuaiiignosnuuusnifiedaivdeyalasams wayligldonudias

17

AN Network 1at

Samart Skills @smo,dio
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Print Services

Print Services A® N1SMAUSNISNUNLONATS

®  Printer Server mMIUIMIIANT Printer WU eudayaiieiuniiniian

o Windows: @3n5aRAA4 Printer Server lalaan1s@nde Printer Service asuu Server

Select server roles

9, " Select one or more roles to install on the selected server.
8 Roles
IR ctive Directory Certificate Service:
] ] | Active Directory Domain Services (Installed)

b N
- [] Active Directory Federation Services
ss— . [ Active Directory Lightweight Directory Services
e =
T [] Active Directory Rights Management Services

= 1
L

[[] Device Health Attestation

I — [] DHCP Server

/' DNS Server (Installed)

Print Server [ Fax Server

¢ [m] File and Storage Services (2 of 12 installed)
. [[] Host Guardian Service

[ Hyper-v
[ MultiPoint Services
[ Network Controller
[ Ae, oot Do " <

[ ] Print and Document Services
TOTE ACCEss
(7] Remote Desktop Services
[C] Volume Activation Services
[ Web Server (IIS)
[C] Windows Deployment Services
[] Windows Server Essentials Experience
[C] Windows Server Update Services

A Grow with Google procrAM
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Print Services

Print Services

® Linux: CUPS (Common UNIX Printing System) iy Printer Service 7lWis19an"s Printer H1umii Website

Home - CUPS 2.1.3 - Google Chrome B9 <€) 5:09PM
& Home-CUPS2.1.3

&« C | A Notsecure https//localhost

CUPS.org BEGIWEE Administration Classes Help Jobs Printers

CUPS 2.1.3

CUPS is the standards-based, open source printing system developed by Apple Inc. for OS X* and other UNIX"-like operating systems.

DD D @

CUPS for Users CUPS for Administrators CUPS for Developers
Overview of CUPS Adding Printers and Classes Introduction to CUPS Programming
Command-Line Printing and Options Managing Operation Policies CUPS API

User Forum Using Network Printers Filter and Backend Programming

Developer Forum

o cupsd.conf Reference HTTP and IPP APIs

A Grow with Google procrAM
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Print Services

Print Services

®  wdwINAnds Printer Server wd 13139vAouY Printer Server vuiASewldnuiag Aavvilianansafinrienansld

° 51aunsaldusnis Cloud dwsU Print Service Al B51amnsaUsMsdansEumiin Website

Samart Skills @ Skooldio
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Platform Services

Platform Services Ao USN15 Platform @wmsutiniaunlunis@eulaniazadte Applications

° Web Server il HTTP Server finsise] wagvimihfiiuwazliuinisitlenn Website fu Web Client #1u Internet

o HTTP Server Software fifluuvian fio Apache

° #aevin DNS ela Website 1159310 Internet

devan@devan-server:~$ sudo apt-get install apache2 -y
sudo: unable to resolve host devan-server

Reading package lists... Done

Building dependency tree

Reading state information... Done
Suggested packages:

apache2-doc apache2-suexec-pristine | apache2-suexec-custom
The following NEW packages will be installed:

Samart Skills @smoldio

a Grow with Google procraM

&

Web Server

¢

[ Apache2 Ubuntu

@ localhost 1

@ Apache2 Ubuntu Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after installation on Ubuntu
systems. Itis based on the equivalent page on Debian, from which the Ubuntu Apache packaging is derived. If you can
read this page, it means that the Apache HTTP server installed at this site is working properly. You should replace this
file (located at /var /wwu/html /index . html) hefore continuing to onerate vour HTTP server



Platform Services

Database o giudoyafianunsaliisniu dum (Query) nseq (Filter) uaz

Database Files

dnn13 (Manage) Tegadnuiuannle

®  Database fineliAudayasiie 9 vas Web Server Wy foyagnén doyadud

[ ] AnAY Database Software asuu Server

L] Database Software iflailsud MySQL wag PostgreSQL

A Grow with Google procrAM
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— Week 4

: : ® o O

Directory Services
® B x O
O ¢
X @ x
O =N O 5 X
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Introduction to Directory Services

Fnsfiumd UImMsInmsiieaivasing 4 Tu 1T esing wu Jay@dlda (User Account), ngugldanu (User

®  Directory Server fig iA30s7IHUINSAUMITOLA (Lookup Service) uag

Group), LUasInsfns, Network Shares 1fusiu

L a o o " ™ v 4 Ay P M o
[ ] Repllcatlon D ﬂ’]‘éﬂ(ﬂﬁ@ﬂLLﬁZﬂi#ﬂ’]ﬂlUﬂﬂ Server a1y € bATB LLE]ENﬂﬂﬁﬂﬂwslﬁmuﬂuuﬁ’m‘ﬂa%a@ﬂLWEJ’J?I’WﬁUﬂ’]SﬂUﬁ’]LLagﬂﬂﬂ’ﬁ

O Iveyadisenszawegvateyn (Redundancy)

O aamua1d (Latency) lumsiddauinislel Taenisidndis Directory Service flndign

O gangunaziiglunisasna Object Womnudanisiieu

Samart Skills @ Skooldio
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Introduction to Directory Services

®  Directory Services 9lassadnauuuadutu (Hierarchical Model) 999 Objects uaz

Containers
E O Container #38 Organizational Unit (OU) a@11150U559 Objects %38 OUs
Company Domain wWiguatieuriu Folder
B dayanele OU asi3und Objects
B mswdsuwdasuu oU vilaghifinanssnuiu oU Bu q flegnneld ou
OU = Users Computers ) “ .
i (Parent OU) tngany
B aunazlasu Characteristics 910 Parent OU

OU = sales Engineerin Marketin o o da B o o o ) i
' 9 9 9 ° Sysadmin ¥ wfiaace USuuss wayUn395nw Directory Service

user user user user user user user

Samart Skills .
A Grow with Google procrAM 8k°°|d 10



Introduction to Directory Services

Implementing Directory Services

® X500 \Junmsgiuves Directory Service
®  Active Directory (AD) \u Directory Service fiiaiuilag Microsoft Fefinsiinanuansnsavatgeeadiludwsu Windows

° OpenLDAP (¥ Opensource Directory Service #ssas5uiiunans OS 1 Windows, Linux wag Unix

A Grow with Google procrAM
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Centralized Management

Centralized Management f8 N15UIMI59ANTS IT Infrastructure WUUTM

Identities Roles Resources
G4
Role Assignments Permissions qua
@
A @ — ® Directory Services NMNLI19ANTRUUTINAULAINTU Authentication, Authorization
. v = = a v = '
@) — uag Accounting (AAA) 1@ FamunefianseugnuazUiasnisidnfis Resources 64 9
e “ - .
m— O Role-Based Access Control fia N15l¥ild1iia Resource #14 9 laggan
- : ;
- Limited user Roles 38 Groups wnuflavgann Users
) m sl ®  uanNisanunsavin Configuration Management UWuusINAUELABNAIY LU Aap
— —

Printer, USUl®Y Software

o) AD 19 Group Policy Object (GPO)

Samart Skills @ Skooldio
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LDAP

Lightweight Directory Access Protocol (LDAP) U1 Protocol mﬂumilf‘ﬁﬁﬁayja (Entry) Uy Directory Service

®  AD uag OpenLDAP T4 LDAP

LDAP Entry/Notation vngfia ¥nvestoyailldussenguniagns

®  5ULUUYeY LDAP Entry ¢dl Distinguished Name (dn) uagmsu@igdsiig 9

@ CN=Devan Sri-Tharan,OU=Sysadmin,DC=example,DC=com
Distinguished name

Samart Skills @ Skooldio
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LDAP

LDAP Authentication fe n15l4 Directory Service lun1stieiigausnuglisuneuniasdnga Service la

° “Bind” Operation 1%’Lﬁaﬁ§%ﬁﬁamuﬁﬂ‘ﬁﬂ1uﬁia Directory Server
Bind Request
Bind Result
Web Server

Operation Request (search)

it Operation Result Entry #1
H Operation Result Entry #2
. o Result of Operation (search)
LDAP client Unbind Operation _

A Grow with Google procrAM

Samart Skills @ Skooldio

Close Operation

LDAP server



LDAP

LDAP Authentication & 3 35uanfa

®  Anonymous: liisiesiigatisiany 14wy Directory Services a15158u%

®  Simple: ¥ Entry Name wag Password Tunisiigaisieu usignasuuulsiinsia (Plaintext)

° SASL (Simple Authentication & Security Layer): 14 Security Protocol i%u TLS %38 Kerberos ntiglunisiigavsnu

Samart Skills @ Skooldio

a Grow with Google procraM



Active Directory

Dashboard

Server Manager * &l iy

Active Directory (AD) \Uu Directory Service fiflufu Windows

B Dashboard WELCOME TO SERVER MANAGER

T Local Server
i AllServers o
il ADDS
& DN
>

B4 file and Storage Services

o 1 LDAP Tunisdeans vilwanunsaviarusiudu Linux, MacOs, waziasoadlila
—— Windows e

[ ] ﬁaﬁwuﬁwﬁlﬂugwuﬁagaﬂmq (Central Repository) 984 Group Policy Objects (GPOs)

Fallunisdmnis Configuration UaaLAIB Windows fie 9 16t

B} Active Directory Administrative Center

(©7)~  Active Directory Administrative Center » example (local) » L Active Directory Administrative Center (ADAC) tJuin3asiiaflldlunisdnnis AD

B Active Directory... ¢ example (iocal) (13)

I Overview
& example (local)

Samart Skills ;
A Grow with Google procrAM Skoold 10



Active Directory

. Overview

4 w example (local)

> [l Buitin

Name

B WIN-DOMAIN Computer

> il Domain Controllers
> [l ForeignSecurityPrincipals

- Overview
4 Ueumplc(!ocal)
> [ Builtin
i Computers
B8 Domain Controllers
> [l ForeignSecurityPrincipals
> il Keys
> [ LostAndFound
> [l Managed Service Accoun
> [ NTDS Quotas
> il Program Data
= [l System
>l TPM Devices

> [l Dynamic Access Control

o Bl Athantiratinn

Samart Skills

A Grow with Google procrAM

B B 0o B Do e 3o B B Mo |

N

Name

~. Administrator

Allowed RODC Password R.

Cert Publishers.

DefaultAccount

DnsAdmins
DnsUpdateProxy
Domain Admins
Domain Computers

Domain Controllers

Administrator

User logon:  Administrator

@Skooldio

Cloneable Domain Control.

Denied RODC Password R.

User

Group
Group
Group
User

Group
Group
Group
Group
Group

Group

Built-in account for admini_..

Members in this group ¢a.-

Members

f this group ar.

Members group th
A user account managed...
Members in this group ca

DNS Admunistrators Group

DNS chents who are perm:..

Designated admansstrators.
All workstations and serve.

All domain controllers in t.

Expiration:

AD #ilaseds1auuuannuy (Hierarchical Model)

nnegsazgniiuidu Object
®  Container \du Object nilsfillunsifiu Object Bu 9 Wineluld
O Taguni Container a¢ldanusaifiu Container 3u o Bnneldls
®  Organization Unit (OU) 18 Container wuufiveis fianunsaifiu OU 8u q Hnneluls

Wisuiatlourtu Folder fianunsatfu Files uag Folders fng o 1@



Active Directory

B Active Directory Administrative Center

Active Directory Administrative Center » example (local

B Active Directory... < Users (24)

Fiter s @~ @~
¥ Overview .
4 [§l example (local) - » otion
g o & DnsAdmins Group DNS Administrators Group

| Computers =
P! DnsUpdateProxy Group DNS chents who are permi.

&
B8 Domain Controllers . =
& Domain Admins Group Designated administrators.

I ForeignSecurityPrincipals o
9 o P2 & Domain Computers Group All workstations and serve.

I Keys Domain Controliers domain controllers in t..

B LostAndFound

& Domain Guests Group All domasn guests
I Managed Service Accoun £ Domain Users Group Al domain users
il NTDS Quotas £ Enterprise Admins Group Designated administ
i Program Data & Enterprise Key Admins Group Members of this group ca
. System & Enterprise Read-only Dom... Group Members of this group ar.

Members in this group <a

InetOrgPerson

i A Delete | Group Type:
o Search under this node k“ Scope:
Glg |
Properties Computer

AT COMBINT COMIOWErS 11 I Somfin
Add as navigation node

Samart Skills

A Grow with Google procrAM

@Skooldio

A158519 User Account Uu AD

Security Account Manager (SAM) Lﬁugm‘ﬁauﬁalumitﬁu Username gy

Password 493 Windows

Create User: Kristi

Account Account
Organization

First name:
Member Of Middle initials:

Password Settings Last name:
Full name:

Profile
User UPN logon:
Policy User SamAccountName lo... example
Silo
Password:
Confirm password:
Craate in' FAolleace NV cavameal Ia NV cracn Chanaa
Account expires: ® Never
) End of
g
®\User must change password at next log on I
: I, 9
- " »
& kristi Microsoft Passport or smart card is required for interactive log on
Password never expires
User cannot change password
Encryption options:
ge...

Other options:



Active Directory

a

\Ueandsvas ADAC fie Powershell #u5181311509 Command #i19 9 fignlglafiviinging “Windows Powershell History” fiagiinuans

®  sansaluadie Script wisldlunisadie User Account fiazduauuin o e

Wl Uomain Lontroliers

& Domain Admins Group Designated adminstrators...

- FoptignbecuitPncs $ Domain Computers Group All workstations and serve.
B Keys %5 Domain Controllers Group All domain controliers in L.
B LostandFound & Domain Guests Group All domain guests
B Managed Service Accc & Domain Users Group All doman users
I NTDS Quotes & Enterprise Admins Group Designated administrators..
- Progmm DalA B Corncncicn Vome Adenins rmivm VMo ~d S e
s Domain Controllers

WINDOWS POWERSHELL HISTORY

Search £ Copy StartTask EndTask Clear All
Cmdlet
@ New-ADUser

-Name:“Kristi* -Path:"CN=Users DC=example DC=com" -SamAccountName:"knisti* -Server:"dc 1.example.com” -Type:‘user”

@ Set-ADAccountControl
-Accoul\WNotl

legated:Sfalse -AllowReversibleP

@ Set-ADUser

Encryption:Sfalce -CannotChangePassword:Sfalse -DoesNotRequirePreAut.

Time stamp

10/24/2017 5:02:22 PM

10/24/2017 502:23 PM

10/24/2017 502:23 PM

~ChangePasswordAtl ogon:$true -Identity:"CN=Knisti CN=Users DC=example DC=com" -Server:"dc 1.example.com™ -Smartcardlog...

Samart Skills

A Grow with Google procrAM
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Active Directory

158519 Group UU AD

®  Security Group @1%150U539 Users, Computers 1§ #sldlunseuginvseufiasnisdintia Resources

O Domain Users Wag Domain Admin Group fowdu Security Group Uiy

Group
Managed By

Member Of

Members

Password Setting|

Extensions Unmversal
Protect from accidental deletion

Search under this node Las N HARAH T
(O Global Sea Properties Computer byt
Add 35 navigation node B Office
er can update membership hist
|E¥ Administrator: Windows PowerShell = P %

PS C:\Users\Administrator> New-ADGroup

Samart Skills @ Skooldio
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Active Director

A User W luTy Group

4 Tl example (local)
> [l Builtin

W Computers
B8 Domain Controllers

> Il Keys

> [l LostAndFound

> [l Managed Service Acce
> [l NTDS Quotas

= [l Program Data

> [l System

Name ype Desc:
40 Guest User Built-in account for guest..
£ Key Admins Group Members of this group ¢ca—
40 kibwgt User Key Distribution Center Se
Bl - o |
P Reset password..
& Protected Users P par.
View resultant password settings...
& RAS and IAS Se w zana.
10 group..
Read-only Dom “par.
: only Dom Enable par
Researchers rsear..
Delete
& Schema Admin: stors..
Move_.
Kristi (Disabled) Properties

B New-ADCGroup

-Descniption:"All members of the Research Dept” -GroupCategon

pe Description

B Add-ADPrincipalGroupMembership

Gr

Select Groups

Select this object type

Groups or Bult i securty pancpals Obyect Types

From thes location

example com Locations

Enter the object names to select (gxarmples)

Researchers Check Names
Advanced OK | Cancel

10

- -

"Secunty” -GroupScope:"Global™ -Name:"Researchers” -Path:"C..

~Idejytity:"CN = Kristi CN = Users DC=example DC=com® -MemberOf:"CN=Researchers CN=Users DC=example DC=com” -Server:"dc

Samart Skills

A Grow with Google procrAM
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ctive Directory

N153AN15 Password i@ User a4 Password

- -y a0 LUTH user DU~ SKCOUTTR

S ‘ ¥ &g = 2z . iak

o kibtgt User Key Distribution
Dynamic Access Control s s User

Authentication _— Lice
Global Search & fiins) [}Rtmpamvd—
Mateo (Dis.

View resultant password settings.

o

m L] ﬂgaﬂmm‘hdwﬂu User ﬂuﬁuaﬁw%ahi?

° Aeswarugans1 (Temporary Password) T User autiu

o

®  JsAUlW User AutiulU@eu Password Tuns Login aSednly

Add to group_
NDOWS POWERSHELL HISTORY Enable
rch P Copy Star Delete
flet Move..
: Properties
B Set-ADAccountPassword
B Reset Password X

Password: v,

Confirm password: & e ‘

User must change password at next log on

Unlock account

Samart Skills

A Grow with Google procrAM

@Skooldio

WINDOWS POWERSHELL HISTORY

Search » Copy StartTask EndTask Clear All
Cmdlet

@ Set-ADAccountPassword

@ Set-ADUser
-ChangePasswordAtLogon:Strue -Identity:"CN=Mateo,CN=Users, DC=example, DC=com" -Server:"dc1.example.com”

-Identity:"CN=Mateo,CN=Users DC=example, DC=com™ -NewPassword:"System.Security.SecureString” -Reset:Strue -Server:"dc1.ex...



Active Directory

3 system
Y [ ]
« ~ 4 E3 > Control Panel > System and Security > System
Control Panel H X o ’
ontrelfeneitome View basic information about your computer
@ Device Manager Windows edition ®

& Remote settings

e Advanced system settings

Samart Skills

A Grow with Google procrAM

Windows Server 2016 Datacenter

© 2016 Microsoft Corporation. All nghts reserved.

System
Manufacturer: Google Cloud Platform
Model: Google Compute Engine Virtual Machine
Processor: Intel(R) Xeon(R) CPU @ 2.30GHz 2.30 GHz
Installed memory (RAM):  3.75 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch No Pen or Touch Input is available for this Display

Google Cloud Platform support

Website: Online support

Computer name, domain, and workgroup settings
Computer name: win-workgroup

Full computer name: win-workgroup

Computer description:
I Workgroup: WORKGROUPI

Windows activation

@Skooldio

TngunAeies Windows 9zl Workgroup 8 WORKGROUP Gamsnefisnguusaiedos
Stand-alone fivhanusaniu
wieliaTesrauiiamedaninsah Authentication wuusmAUSUY AD 1§ 1aTestuae
oty AD UJoined AD/Domain)

O \A%0sil Joined-Domain vl AD axdifenfuneuiumesiatosiy

O i;Asestuariiiediu AD uazaiigatdnuiu AD Tunns Login Wna3esiy



Active Directory

35015 Join Domain #2g GUI

® This PC > System properties > Change Settings

B = ThisPC

“ Computer View
Jd 2= P ~ @ [

[} Uninstall of change a program

m properti
e

Properties Oper ame Access Map network Add a network Ope:
media~  drive~ location Settings e
Location Network System
S Uesktop 5 Vocuments
& Downloads * -
) Documents .
- = Pictures Videos
& Pictures * [~
This PC ~ Devices and drives (1)
¥ Network - Local Disk (C:)
[=—]

B free of 49.9 GB

Samart Skills @ Skooldio
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Control Panel H i A A
e View basic information about your computer

0 Device Manager Windows edition
© Remote settings Vindows Server 2016 Datacenter
© Advanced system settings © 2016 Microsoft Corporation. All rights reserved.
System
Manufacturer: Google Cloud Platform
Model: Google Compute Engine Virtual Machine
Processor: Intel(R) Xeon(R) CPU @ 2.30GHz 2.30 GH:z
installed memory (RAM): 37568
System type: £4-bit Operating System, x64-based processor
Pen and Touch: No Pen of Touch Input is available for this Display
Google Cloud Platform support
Website: Online support

Computer name, domain, and workgroup settings

Computer name: wan-workgroup
Full computer name: win-wotkgroup
Computer description:

Workgroup: WORKGROUP

28 Windows Server' 2016




Active Directory

35015 Join Domain #2g GUI

® Change > Domain: [DOMAIN] > Domain Admin’ Password

®  Restart lA304#INTT Join Domain auysal

System Properties X
Computer Name  Hardware Advanced Remote

Windows uses the folowing information to identfy your computer

= onthe network
Computer description: ||
For example: “IIS Production Server” or
“Accounting Server”
Full computer name: win-workgroup
Workgroup WORKGROUP
To rename this computer or change s doman oc

Samart Skills .
A Grow with Google procrAM @ SKOOIdIO

Computer Name/Domain Changes

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Con puter name:

X

win-workgroup

Full computer name:
win-workgroup

Member of
(® Domain:

lexaﬂﬂecom

O Workgroup:
WORKGROUP

g o=

Rl

Windows Security

Computer Name/Domain Changes

Enter the name and password of an account with permission
to join the domain.

e l EXAMPLE\Administrator |

..oooooooo[

9

Domain: EXAMPLE

OKb Cancel



Active Directory

35015 Join Domain #2g GUI

° 71849 Join Domain W&3 Ul ADAC 5agiiiuadadlual fasnavanunsald GPOs dansindesillasel

!_ oo 77\ 7\

Filter L0

(i

. Overview

o Name Type Description
|| example (local) - L escnp

& WIN-DOMAIN

Computer
(I ﬁVIN—WORKGROUP Computer

Users

Domain Controllers

Computers

il Dynamic Access Control >

Samart Skills .
A Grow with Google procrAM @ 3k00|d 10



Active Directory

35115 Join Domain #2e CLI

® Add-Computer -DomainName [DOMAIN] -Server [DOMAINCONTROLLER]

®  Restart lA304#INTT Join Domain auysal

EN Administrator: Windows PowerShell
PS C:\Windows\system32> Add-Computer

mdlet Add-Computer at command pipeline position 1
Supply values for the following parameters:

redential
ARNING: The changes will take effect after you restart the computer win-workgroup2.
PS C:\Windows\system32> g

Windows PowerShell credential request ? X

=
£ &,
\

'

Enter your gedentials.

User name: € oxAvPLEAdministrator
Password: sssssseces
(I

a Grow with Google procraM
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Active Directory

Group Policy Object

=3 Computer Configuration

from group polices.

User logs on

Computer starts Applies “computer” settings

Applies “user” settings
from group polices.

E =gl User Configuration

A Grow with Google procrAM

Samart Skills @ Skooldio

Group Policy Object (GPO) f® YUY Policies way Preferences fianunsa

Tdfiunguwes Objects Tu Directory 1@

° GPO az#ipgn Linked 11 Domain, Site w30 OU Feawilnali GPO ﬁugﬂﬂ’aﬁﬂ%
o GPO awviliiusiaz OU fien Settings Aiumnsnaifullér
[ GPOs Usznausieni Computers Configuration k&g User Configuration Ltu A
Tals#ldaru Install Software e fmuasuauadslunsld Password mnldiusiuiu

A$3 92 Lock Account udu



Active Directory

GPOs

o o

®  Policies fio A1 Settings NvzgnUsduldnn 9 90 wnil wazidue Settings Mliarsgnudlale

U

a

®  Preferences Ao A1 Settings fignimualiliduan Template wavanmnsalyiudlaldmnsiosnis

a

° \ile User Login L11g\@38371 Joined Domain U&7 tA38sagfnsiariu Domain Controller (DC) LiVe Download GPOs 91 Shared Folder “Sysvol” uagi1 GPOs ianiiusn

v o

Jaauldiuimies

Samart Skills @ Skooldio
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Active Directory

Group Policy Management Console (GPMC) Huadesdleildlunisdnnis GPOs

T Server Manager

Server Manager * Dashboard

i@ Dashboard WELCOME TO SERVER MANAGER

i Local Server

& Al Servers

& ons

& ADDS
W§ File and Storage Services b

ROLES AND SERVER GROUPS

Samart Skills

A Grow with Google procrAM

261 i' Manage  Tools
Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell

Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives

Disk Cleanup

ONS

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)

'3 Group Policy Management

& File Action View Window Help
s 2@ 0 Ec HE
. Group Policy Management example.com

v £\ Forest: example.com
vz Domains
v F3 example.com
i/ Default Domain Policy

2 Domain Controllers
_Jomain Controllers

% WMI Filters
7 Starter GPOs
i@ Sites
st Group Policy Modeling
=, Group Policy Results

Status  Linked Group Policy Objects Gn

This page shows the status of Active Dir

Status Details
»  dclexample comis the ba

No Infrastructure Status information exs



Active Directory

A USRS D

nsuily GPOs

v 3 Domains

- Links

v 53 example.com
+i/ Default Domain Policy Dusplay brks in this | ° Udauutatiuds assinarius ?.1 v AN B
) Domain Controllers Thed . UINLUAYULUAIATAT ISTUNANIUN PNINTATUUATTITADININIINAFDUNDUNISUILULY

v 7 Group Policy Objects

] Default Domain Controllers Policy Location

_J DefaultDor . =~ aa i o
+ WM Filters o
2 Starter GPOs GPO Status >
8 Sites
¥ Group Policy Modelins Sackdlp--
2 Group Policy Results Restore from Backup...
Import Settings... -
Save Report... ginn

=/ Group Policy Management Editor
File Action View Help

e @ E= HE

.-/ Default Domain Policy [DC1.EX/ ‘

v & Computer Configuration
> | Policies
> | Preferences
v 4 User Configuration
> | Policies
> | Preferences

Samart Skills

A Grow with Google procrAM

Select af item to view its description.  Name

& Computer Configuration
#® User Configuration

@Skooldio

939 WarA25 Backup GPO wulineufiagivdsuniasss

=/ Group Policy Management Editor
File Action View Help

e nm X2 HE

=/ Default Domain Policy [DCT.EX | Name .
v & Computer Configuration
v | Policies
> | Software Settings
v | Windows Settings
> | Name Resolution
& Scripts (Startup/S
> == Deployed Printer:
v i Security Settings
> jﬂ Account Poli¢
> @ Local Policies

3 Password Policy
:ﬂ Account Lockout Policy
3 Kerberos Policy

Description

Password Policy
Account Lockout Policy
Kerberos Policy



Active Directory

5 Group Policy Management

& File Action View Window Help
e 2mOo0|XDc @Bm

& Group Policy Management

i Policy
41/ Security Policy - Domain
41 Domain Controllers
41 Finance
van

&) Computers

&) Severs

&) Users

&) Marketing

v &) Research
&) Computers
&) Servers

‘=0
o Btk Drives - Sales
s Sklaiiagi s - Sales
2=

2] Test

) Users
+ Group Policy Objects
7 WMI Filters

/I Starter GPOs

i Northamerica
& Group Policy Modeling

Samart Skills

A Grow with Google procrAM

‘Computers
Linked Group Policy Objects Group Policy Inhertance  Delegation

is list does not |§ude any Gpoﬁnked to stes. For more detas. see Help
ost Specific

Pregadefice GPO Location GPO Status WMI Fiter
) Network Drives - Sa... Sales Enabled None
o 3 Network Printers -S...  Sales Enabled None
i 4 Security Policy - Do...  example.com Enabled None
& 5 Default Domain Policy ~ example.com Enabled None
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Group Policy Inheritance and Precedence

° Precedence Rule fia nganiulunisin GPOs LUl

o

GPOs ﬁgﬂ Linked fiu Container ﬁLQW’wLmzmﬁaaﬁqm (Least Specific)
sggniunldiney

GPOs ?iz_]ﬂ Linked fiu Container ﬁmwwmzmmﬂﬁqm (Most Specific)
szgnihanliiings wazaziu Policy figninluldeds FeazgniBenia
Resultant Set of Policy (RSoP)

site [l Domain [J ou @1n Parent Tum child)



Active Directory

VVIVII TIIETS 1

. emmet on EMMETPCO1

2 Starter = . .
v i Sites G""P[}M"M""‘"’*- Group Policy Inheritance and Precedence
» B Australia View >
{ E :d'am New Window from Here ° , \ Dy
: < ] o vo o < .
> [l Nowhimy L] RSoP Report Wusreauiiuanisrinnisth GPOs TulduinSes 9 pilathudusesls
¥ Group Policy Help
-, Group Policy Kesuits = z, v . : & °
Y RO | Feanunsnad1e Report 1@a1n “Group Policy Results Wizard” &z Remote
T
. 4 S ey u o
Connection Tuniadostiulsiass Report 194
Group Policy Results Wizard X
Computer Selection r
You can view policy settings for this computer or for another computer on this network.
— v (3 Domains ‘emmet on EMMETPCO1
~ eample.com [\
- D:laun Domain Policy Sy Gt [y v
Select the computer for which you want to display policy settings. - ls;:::z z:x':’yo-“:::m.m py =
O Tacorptm o —————
© o W s
[ExAMPLE\EMMETPCDI | Browse... g Sl 9
21 Marketing Name Parameters Lozt Aun Script Order in GPO ‘Winning GPO
v @ Research C\Program Fles\Google'\Compxte Net configured Local Group Polcy
2. Computers ‘
(] Do ot display poicy settings for the selected computer in the resuts (dplay user polcy Pt e
settings only) 21 Users K5
v 2] Sales Security Settings
#1/ Network Drives - Sales Accourt Polices /Password Policy
41/ Network Printers - Sales
3] Computers Policy Setting Winning GPO
31 Servers Erforce password htory 28 passwords remenbered Defaut Doman Polcy
2] Test Maomum password age. Q2days Defauk Doman Pokcy
3 Users Miisousn password age: 1days Defaut Doman Poicy
I}  Group Policy Objects p— o - Po——
3 m:z;’; ;mwummw-mw Eraties :: l;: :::
v i Sites o8s passisoadslag revemtla encrypiion Oheabiecs
S == E :“;:”"' Accourt Polcics/Accourt Lockout Pobcy
é NorthAmerica Policy Setting Winning GPO
¥ Group Policy Modeling Account lockou threshold Oirvaid logon atempts. Defauk Doman Polcy Vi
. 2, Group Policy Results < >
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Active Directory

Group Policy Troubleshooting

® oy User ldanansa Login lhginsesmaniiamesld enafininvanganive wu

Samart Skills

A Grow with Google procrAM

o

c O O O O

User & Password

User 1d Password ﬁwmaﬂ%ﬂw Account gn Lock
idesnaufnesiilianunsafindaiiu Domain Controller I
idasnaufnmesiiuliianunsafindaiu DNS Server 8¢l4lun1séum Domain Controller 1t
DNS Server #sAn SRV Record Lsigneias

a a ¢ & ' o . a a
LATDIADNWILADIUULIAININAY Domain Controller iU 5 U
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Active Directory

Group Policy Troubleshooting

®  misiiiAsesneuiiimesazfinderiu Domain Controller I la3asiuazfAnsia DNS Lien SRV Record N1ugiiu Domain figntiat

L] SRV Record #iaulafio _ldap._tcp.dc._msdcs.[DOMAIN]

dap._tcp.dc. _msdcs. example. com
1dap._tcp.dc._msdcs. example. com

: dcl.example. com
: A
: 600

: Additional
: 10.128.0.3

: dc2.example. com
A

: 600
: Additional
: 10.128.0.4
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SRV

600

o

_ldap._tcp.dc._msdcs. example. com

Section

Answer

NameTarget
dcl. example. com
dc2.example. com

U

Priority Weight Port




Active Directory

Group Policy Troubleshooting

® 2D lf Kerberos lunsigavsmugldanu Jefinaveunseldeuiu Domain Controller Huazdowineiulsiiiu 5 wiit
v v a s 1%
o mannmddliaiesmeniiumes Sync nanld

® Syntax: w32tm /resync
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Active Directory

Group Policy Troubleshooting

o  dJym: GPO Lignihluldiuiniesmenitumesidegigndes o1aiinanvanegame W
O Fast Logon Optimization e1avi1lwn1sih GPOs Tuldaeusenly

o Replication Failure
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Samart Skills @ Skooldio



Active Directory

Group Policy Troubleshooting

Fast Logon Optimization fia n1suSuussaliniigaiiieliinig Logon fanusinsy
winnnsi GPO Tlduuasaspeufiamesldiauuiuly msiiluldduerangarinau
ransodsiiiaiosth GPOs Maviuaulgle Tngldrnds

gpupdate /force

gpupdate /force /sync ] logoff and reboot
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Active Directory

Group Policy Troubleshooting

®  Replication Failure Ao N1sARanMsUABULUAsan DC wilsludniaspemilslid1Sa finaviili DC udazinSeaiiAn GPOs linsartu
®  5@nsanTI9deu DC ineuiunesid Logon 16
® Powershell: Senv:LOGONServer

® Command Prompt: echo %LOGONServer%

PS C:\Users\Administrator> Senv:
\\DC1

C:\Users\Administrator>echo (RLOGONSERVER%
\\DC1
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Active Directory

5 Group Policy Management
& File Action View Window Help
o znm acl@Bm
& Group Policy Management
v A\ Forest: crample.com
~ 3 Domains
53 cmple.com
i Stes
¥l Group Policy Modeling
v Group Policy Results
“ emmet on EMMETPCO!

Status Details

example.com
Satus Lked Group Polcy Objects  Group Pokcy Inhertance  Delegaton

This page shows the tatus of Actve Drectory and SYSVOL repication for this doman 25 € relates to Group Pokcy.

Sttus Detais
» &1 for

No Frastucture atus rformation exsts for ths doman

Cick the Detect Acithe. o

(») dc1.example.com is the baseline domain controller for this domain.

? () 0 Domain controller(s) with replication in progress

4
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J (¥) 1 Domain controller(s) with replication in sync
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Group Policy Troubleshooting
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OpenlLDAP

OpenLDAP Ju Open Source Directory Service annsaldlans
° LDAP Notation %38 LDAP Data Interchange Format (LDIF) a1s1savinlviisiigausnu Wizl aU Users/Groups/Computers Uu Directory ¢
° anansaldldiauy Linux, MacOS uag Windows
o wimnededlussinsveusdninald Windows wuziiilild AD

®  sansadeasiu OpenlDAP lsumateve wWu CLI 3o phpLDAPadmin
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OpenLDAP

Managing LDAP

dn: uid=cindy,ou=Engineering,dc=example,dc=com . '
objectClass: inetOrgPerson ®  LDIF File Wulwdhuensiens Attributes wagasng 9 Tunisusseneuneda
description: Cindy works in the Engineering department. e gt LDIF File w83 User Cindy

cn: Cindy

uid: cindy

Samart Skills @ Skooldio
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OpenlLDAP

Managing LDAP

® LDAP Commands:

o

o
o
o

Samart Skills
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\dapadd: izl Object audifuualu LDIF File
ldapmodify: ufily Object ﬁﬁag'
\dapdelete: au Object awdifuualu LDIF File

\dapsearch: Aum Entries Ul Directory
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— Week 5

Data Recovery ¢ @ ©

and Backups ® B x O
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Planning for Data Recovery

& P o a e 0o g vy ]
®  Data Recovery Ao nszulunistumsifiudeyandmnifiaumanisaiivinlideyamevsadems
dadfyAe N3 Backup egefiusz@nsam msazdes Backup Teyaidulszdrdmiudeyaiia

Backup System E-mail databases o
udndulunsduiiugsia wu deyagndn deya Configuration vesyuy Tayanenisidu

T

Server configurations ® 113 Backup Yoya azsesinauladendeyanidndulunis Backup wazssaziianiiauiiu Backup wu

N ehas O 84 Backup wndsdiAlddneastu
O Bufiu Backup wuddiAldTege

_ O demuunuieteyaiendvziiurulueuwinnme
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Planning for Data Recovery

[ ]
(©]
(©]
Local storage ®  Backup
(©]
(©]
o ynaiidiA

Off-site storage

Samart Skills

A Grow with Google procrAM

@Skooldio

Backup Onsite Al N3 Backup Tuifiuliuussuuiegluiiuiiiieaduiudeya

Fof: Backup oglndile vhlidinisteyaliagnssinid uazld Bandwidth aneenlunis Backup
wenIniideya
v o A v awaocqud A4 o o8 v a Y
Faide: nniindeRvivinlinuitudene 91avili Backup @emeluae

Offsite fie N3 Backup lUiuliuuszuudiegvinslnaaniiuiifidoyasy wu dinaueau wie Cloud

a £ v 1 ]
seflanuvaendegunsvdayaligndlunieuen

v a a v awvaocqud A8 o o o
Udn: W'mLﬂﬂﬂﬂWUmVl']IﬂWuVluuLﬂUW']ﬂ Backup sgaUannny

fo: 14 Bandwidth genin wardndudesdimsdhsiadeya

v

UBL

v
o @

2 g uumnlideininSaellsuysyana




Planning for Data Recovery

Magnetic Data Storage Tapes

= ()
— ©

—
—
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Backup Solutions

e v

® Magnetic Tapes Lﬂuﬁaﬁ‘l‘ﬁlﬁu%yja Backup

o fisagn uitleudnluniseuideu

o faulflunmafiudeyauuuszezem
®  Rsync \Ju Software fillunssudslidssninsaeaos

o feudunldluns Backup eyauuudnlulia Fa3095Un155USALNE (Compression) uag SSH
® Time Machine {u Software 989 Apple il Backup %a;&auum%‘yaa Mac OS

® Backup and Restore 1{u Software 499 Microsoft il Backup %’a;gauum?aq Windows



Planning for Data Recovery

Testing Backups Ao N1sMAdaUN15UN Backup Tuunlgau
o  msrewmmaeuidulsziuiteliuladn Backup Seanunsahnduuldle
[ Restoration Procedures Aansyuaun1s1in Backup Funlon

ax v o v Y 2yve o wva o v o v
o ’]ﬁﬂ’]iﬂ?ﬁﬁ]&fﬂaﬂgﬂ"i]ﬂ‘U‘u‘WﬂI‘ULE]ﬂﬂ'ﬁLLa%ﬂIWL‘U’mﬂlﬂﬂ’MiUQ‘V]‘W’WTU’W] Restore voYa
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Planning for Data Recovery

Types of Backup

®  Full/Complete Backup fio N3 Backup Toyann 4 ags Ingliauladideyavzinsdeuudamselyl

®  Differential Backup fio N13 Backup anedayaninisidsundamiegnasiavulvaitduain Full Backup Asidan

U

¥
o A A

o drwannandildlunig Backup wazUsenaiuidniiu
®  incremental Backup A& N113 Backup langdayaniinsildsunamiegnasiadulnituain Incremental Backup ASa1an

©) PdrvannatnniazUszndaiufiuinnituuy Differential Backup
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Planning for Data Recovery

File Compression s n150usalg agaelilng Backup Svuindnas siliussudadiuiilunisdaiu

o lumsiAudeyaan Backup \i19zdesraten1siusn (Decompress) fiau

RAID (Redundant Array of Inexpensive Disk) fia 35lun1s1h Physical Disks wanegnunsaufiudu Virtual Disk Tugjuilegn
o 14438015 Backup
® il Performance waz Capacity Tumsdafiv

®  dauiiiu Reliability Wiofl Disk e
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Planning for Data Recovery

v
(9

Disaster Recovery Plan fg wiukaznszuIun15e1e 9 Nlineulduazdnnisilledmnnisaliefvminuy

o

Goal: ann1sneAveINARYURUSIHY
Risk Assessment @0 N15insgiuanudssiasiiaumnnsaliefviduszuuddeysig q
Preventive Measures fio 11n3n1stunistesiuldliveiavseliiinnansenuilesdian wu n1s Backup, Redundant Power Supplies

Detective Measures Ao 119135015LUN15M5793UkAZILILFBWMA W Alerts, Monitors, Sensors, NAFBUAIUNSOUVDIINTT

Corrective or Recovery Measures fia 1nasnslunisudluvizedAuilomsin 1wy dAuan Backup, af1eszuuuanlg, maunsalumaunu
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Disaster Recovery Plans

Disaster Recovery Testing fio n13naaaun1sAuszuy wWislvtulaiauisadfulaasdunaigniduauiilanuaull

o o ¢ . . U A wvad Y g va v o a v
® nsUAERUEINNIRYIIAgN1IINaBIEnUNTEl (Simulation) AENUAYUU LLa'ﬁVWlllQﬂua@ﬂm’]ﬁnmumum'ﬂﬂl’]

° AsNegEaUatetiay 1 aswed WawduumSuiledunnanudululsdam wasmdedwivesunudau
9 v Y
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Post-Mortems

' 19 = Az Y et va £ Y o
Post-Mortem LLUaﬁWﬂWi%u@miﬂ‘W Falundl ﬂ@ﬂ'ﬁ%u%ﬁ@ﬁWWJﬂ’]imVIbLﬂLﬂWUUVLULLa'JUULaQ
o enszAuliiAnimusssunsBeuinndiianainmsgausamnsaianainiuld
o adhlaunnresruiinnatauazisnistesiuliliiingn
o ieliifiuuazauiineitesSeuianmenisal uasuiunszuiumsiulelingsdu

@) Sharing is Caring
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Post-Mortems

A15WEUSIB9U Post-Mortem

° Brief Summary Ao unagUlngge

®  Detailed Timeline fie idunalngaziden vendsdrAunisinmanisal

®  Root Cause fio awvsiiuviasavestym wu iWasuulas Setting lnglilldnaaeu vie fiu

Brief Summary

- What the incident was
- How long it lasted
- What the impact was

- How it was fixed

*Dates, times, timezones

Samart Skills .
A Grow with Google procrAM 3koold 10

Detailed Timeline

[l

—
—8

0_7

*Dates, times, timezones

& o a

Hirdsianain 1udu

Root Cause

*What can be learned?



Post-Mortems

N15WEUSIBIU Post-Mortem

®  Resolution and Recovery Efforts fia T5nmsufilulaymuagnisiaulasasiden

P

®  Actions to Avoid Same Scenario fia nMsnsgvinimIANGeLeldliAnmaNsalgannIEYIasUS UL e i3S ullieAvu (What Went Poorly) saufiannsnsy

Vivilad (What Went Well)

Resolution and Actions to
Recovery Efforts Avoid Same Scenario
=
[
[
— — .
*Dates, times, timezones *Dates, times, timezones
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Final Project . O
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Final Project

Final Project agliisnihanuiniseuninaesailuvszendltau lnglisvihmihnduiivneilunisusudessuu IT Infrastructure 109U39m

A Grow with Google procrAM

Samart Skills @ Skooldio



NS N N N A

© O O OC
ORCHENORGNC

® O O OC
OO0 O0OO®EL
OO0 ®®O0OC
ONONONONERS
ONONERGEONC
OO0 0OC



