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The TCP/IP Five-Layer Network Model
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The TCP/IP Five-Layer Network Model

Physical Layer yiutinfiliausa Physical Devices 1W1@18fiu

16 (Cables) wagda@ause (Connector) SINTNAAUAISNNT

17

. ° MnunTwazdunvesasdy
=)

2 Lo _ o
— desfaysynsd (Signals) UUNSWUMD

Workstation erver
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The TCP/IP Five-Layer Network Model

Data Link Layer ¥inntinfinnnun3snisulannuningvasdyqyiad (Interpret

Signals) fia1# Network Devices snansadeansiuld

Internet ®  Protocol Ae YavewnsgIUSengTizyhlineuiumesansadeasiule

° Ethernet \Ju Protocol flddmniunsiliauseuwuuilans (Wired Connection)

Network Layer 11419119 Network fiuansinsfiugnunsafasanulasiugunsal

#38n91 Router

° IP 1. u Protocol wdnuu Network Layer
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The TCP/IP Five-Layer Network Model

Transport Layer simtifidnisesdaya (Sorting) #lUsunsu Client uag Server

edasldsu uazvilvidoyagndslufis Application Nidaansld

www.google.com Q

® TCP (Transmission Control Protocol)

L UDP (User Datagram Protocol)

Application Layer ¥iiin#13an151% Application UULABIABNRILADIANGE
dunsadeasiuld wasiludiudousia (Interface) 51313 Application wazild

U (Users)

° #9819 Protocol: HTTP, FTP, DNS, DHCP
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The Basics of Networking Devices

dedgyaInd (Cables) iutiausia Devices w14 9 Wddenusinli

— Copper cable ® e (Copper) lidyaulniilunisdadeya
l¥dmiuszozlng
; Fiber optic

aeglouiaiuas (Fiber) THuaslunisdedaya

o i wmiuszelnag
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The Basics of Networking Devices

Q HUB Me neither.

X

| |
Workstation 1 Workstation 4
Not me. V Me!
] = ] =l
Workstation 2 Workstation 3

Data
Collision

| _ | —
Workstation Workstation

olf [

Workstation Workstation
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Hub 1Ju Physical Layer Device fiuszneumetosdeou (Network Ports)

“a8999 YMAS1@LNTaReUmBRRURN RS aNUAT BT eeiule

Collision Domain fg d@uve1 Network fin1siudsteyaanunsagnsuniula
ibisliiganiegUnsalvinduiiansedeasld o nantu
o mnfmnnimilgunsaidstoya a nandeaty axihlideyaiansvuiuwazsili
foyatudems
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The Basics of Networking Devices

3 Switch 1Ju Data Link Layer Device 1vwitifinane Hub we Switch @unsa
'S:':aizgiﬁ:tj Switch a ¢ = Y v A4 o v %
: ’JLﬂi']%‘ViLLaﬁLa@ﬂﬂﬂﬂ@%ﬁiﬂiﬁLﬂW’wLﬂi@\WILﬂEJ'J‘U@\‘i‘lﬂ
| B L] Preanvauwaued Collision Domain Tu Network

Works:atiom o Workst.ationA o

Works(.ation 2 o Works:ation 3 o

? Switch
v/

V\'o«ks:abom o Wo(ksl-almd o

Wolks(-mion 2 = Worksl-a(ion 3 o
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The Basics of Networking Devices

Hub wag Switch azwausogunsailu Network tieafiuminiiu

Router 1 Network Layer Device 71535 sdusiedoyalugs Network 8uld

A bianunsadensiagunsnitnu Network fiuansneiule
, . ®  Border Gateway Protocol (BGP) lid w3y Router lumsuvidoyaiieatuidumsiia
e—— o Lt fian (Optimal Path) flaglilunsdasiadoya
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The Basics of Networking Devices

Clients Server : : v
= Nodes Aa aunsaliianunsadeasiuld
®  Servers Al Node filiidoyavidouinis
S ®  Clients Ao Node fi¥osvedoyavidouinis

Laptop

i

Phone

DNS
server

Client

Client Mail server
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The Physical Layer

Bit fie Yayafidinfigniineniiamesanunsaiilala Fafide 0 fu 1

Sender . Line Coding Receiver = I
e = Modulation fi® NSzUIUNISIUNISEIAN 0 LAy 1 61U Cable F991ABNNS
. L . 0 WasulUaswes Voltage
Digital signal ° 1519%158n Modulation ﬁgﬂﬁmﬂﬂu Computer Network 71 Line Coding

Digital data Digital data
01010001010010101000101 0 (LALS L 18 LISIoTs [T, 11010010101000101001
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The Physical Layer

Twisted Pair Cables (a1egdninge) Wuganefivihunainnosuas (Copper)

e Y o a = Y v o A o A
uaandandgatineiuietislunisUesiuaiusuniulag Crosstalk
NNAAETIAL
®  Crosstalk \iintwuile fyaailrihuumenigresinduldvudnaendslaedady
#1811M3§ U Category 6 (Cat 6) Ailanenaaunsiainde Iy 4 ¢ (8
Cat3 Cat5 Cat5e Caté Cat 6a Cat7 Lé’u) agjﬂqgié{ﬂaaﬂ (Jacket)
Y

YA TANTANIZANZAN
\COWCONS N N
t U/ W
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The Physical Layer

RJ45 (Registered Jack 45) tTu Network Port

Rada port Ril45plug (Woudeu) way Plug (Wnideu) Aidexldlunis

" duanvesany Twisted Pair
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The Physical Layer

Patch Panel Jugunsaifiusznausie Ports $1uaunn Wy 48 ports tusu

° Patch Panel luil@viuifiaglsidudivee vnieauaausonsudinwasiuda Switch

—_ 38 Router fiogdnuangvasaneiintiu

| Patch panel
‘ (1]

= LA L L L L Ll ]} LA L L L L L L}
=
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The Physical Layer

- Simplex Simplex Communication A NM3FaITRLALUUTIANINALL g9y
(Only sends) Baby Monitor, 3¢ (Radio)
L —_—
Client Computer Sietver
_— Full-duplex .o o o - o
Duplex Communication A8 msaamwagawuammmq MNIDYINLYU
el (simuitaneous) n13Aelns@ny (Phone Call)
Client Computer Server ) Y , ) )
®  Full-duplex fis nsigunsalvivaesilsanunsodeasneniuls o natlanainds
= Half-duplex ®  Half-duplex e miflgunsaiilaiaiiufiansnsodeasls a nanlanamils

(Takes turns)
||

Client Computer Server
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The Data Link Layer

Data Link Layer vutnfin nun3sn1suianinuvunsvesdeyaiad (Interpret Signals) Liveln Network Devices @snsafnsiafule
®  Data Link Layer vl Layer 8u q flogwiiotuluu ifesalaingunsaiiuld Hardware o¥lseg (Abstraction) 1wy Web Browser lisnifusosiingunsaiideusiorty

@18 Twisted Pair %50 Fiber

v

o dyauu Data Link Layer 9ggni3endt Frame
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The Data Link Layer

Ethernet {1 Protocol U Data Link Layer m‘t’ﬂumsdﬁayjﬂu Network
Collision

PinsWeausawuuiany (Wired Connection)

HUB
a L] CSMA/CD (Carrier Sense Multiple Access with Collision Detection) 1uinailad

@ I t @ Heuilymisesnisvuiuvesdeya (Collision)
] _ . _
Workstation Workstation

@ | @ |

Workstation Workstation
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The Data Link Layer

Media Access Control Address (MAC Address) L‘f]uﬁ’sizqﬁﬁ]umﬂé’ﬂmﬁ

00:60:2F:3A:07:BC

(Unique Identifier) ﬁgﬂﬂﬂagjuu Network Interface

Hexadecimal 0|1]2|3]4|5]6]|7]|8]9 = B (o] D E
Decimal of1]2[3]als]e|[7]8f[o]10f[11]12[13]14]15 ®

uaw a8-bit igndmegluguuuuresavgiudunn (Hexadecimal) 2 ndn 13U 6 U wse

1a3enl@dnd 6 octets

o  anudululdvas MAC Address ianunda 2%

Organizational Unique Vendor Assigned MAC Address mmmgm&i&iﬁlﬂu 2 @

Identifier (NIC Cards, Interfaces)

Y a

® 3 octets Usn 9zi38n71 Organizationally Unique Identifier (OUI) %ﬂ%‘uaﬂﬁﬂamam

L . ) Network Interface %luﬁ,;u
Size, in bits |<— 24 Bits —>| ] 24 Bits —>|
® 3 octets %de 13801 Vendor Assigned Fusiuaviidnandugszylvi lneusaz

U gl

Size in hex digits |+— 6 Hex Digits —»[<+— 6 HexDigits —» v oo ¥ o
9 | g l 8 I Network Interface azfpsfitaulagniu (Unique)
Example |[+—  00602F —»|<«— 3A07BC —»|
Structure  |<«— Cisco — | «— Particular Device —»|
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The Data Link Layer

Unicast Multicast ® Unicast AB ﬂ?iﬂﬂ%@ga‘lﬂﬂﬁﬂiULWENLLF’]LﬂiENLﬂEJ’J

O #" Least Significant Bit (Special Bit) Tu Octet usnwes Destination Address i
Sender . Y Y
Ay “0” uanei Frame flgndannd1mu Destination Address Wiyt

®  Multicast fia nsdsdeyalumgSunaneiaios

Type of Transmission

O #" Least Significant Bit (Special Bit) Tu Octet usnwes Destination Address i

Andu “17 wanein Frame Hgndandmiunany Destination Addresses

...................

®  Broadcast Ap NsdsvayalUmESUNNATETlY Network WWeariu

Broadcast O Broadcast Address f® FF:FF:FF:FF:FF:FF

Sender

Receiver Receiver Receiver
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The Data Link Layer

Preamble  SFD Source address Ether-type FCS
8 bytes 1byte 6 bytes 2 bytes 4 bytes
| i I l I I l I | l |
| [ |
Destination address VLAN header Payload
6 bytes 4 bytes 0-1,500 bytes
Samart Skills

@Skooldio
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Uoyalu Ethernet Awi38n71 Ethernet Frame @sUsenaumedayasig q fgn

InBgImUATURal

® Preamble: {11813 8 bytes (64-bit) Tilunsuenia3esy3uin Ethernet Frame ds
o = [ |
i egnuvadu 2 dau
O 7 bytes usn fis yndeya 1 uaz 0 aduiulun w1l3lddu Buffer sening Frame
wenantuddlilunis Synchronize Clock iieusuanuislunisdsdayasiae
O 1 byte %4 (38091 Start Frame Delimiter (SFD) fie dyayiauiiiazesssudn

Preamble dugnaduazlilom Frame iTUMAIINY



The Data Link Layer

Pgegmble 1st'tD Sourgzaddress Etgebr-type Af)cts » ~ veo o
i 4 ™ " Destination Address fio MAC Address U84LA3833U 111871 6 bytes
i i 11 | | .
! | | (48-bit)
Destination address VLAN header Payload
6 bytes 4 bytes 0-1,500 bytes

Source Address Aig MAC Address ¥aaLAT83Eds 1A1318713 6 bytes

(48-bit)

A Grow with Google procrAM
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The Data Link Layer

Preamble  SFD Source address Ether-type FCS
8 bytes 1byte 6 bytes 2 bytes 4 bytes
| l i | | ] [ l
| = [
Destination address VLAN header Payload
6 bytes 4 bytes 0-1,500 bytes
Switch
o iite i
|
VLAN 2 © VLAN1
o

VLAN1 VIAN2
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Ether-type: flA118717 2 bytes (16-bit) 1¥lun1sueninilem Frame 1Ju

Protocol agls

VLAN Header: da111811 4 bytes (32-bit) 14lunisuenia Frame 10u VLAN

Frame 5ol

® Tl VLAN Header Usngeglu Etheret Frame uia sialUazanudiy Ether-type
Field

®  VLAN (Virtual LAN) Wuwadadiviilsiisidivans LANs lelaelduugunsalifeadu

= 1y

Payload fia Jayasseiiavgnasld FanAedeyaves Layer du o iogwiile

Data Link Layer



The Data Link Layer

FCS
4 bytes

Fiﬁ

Preamble  SFD Source address Ether-type
8 bytes 1byte bytes 2 bytes
| | i | | I I l [
[ I
Destination address VLAN header Payload
6 bytes 4 bytes 0-1,500 bytes
—— Checksum
— number

Ip header /
TCP header

Samart Skills

A Grow with Google procrAM

Frame Check Sequence (FCS) ia11u817 4 bytes (32-bit) Juaviiuans

ANNATINATIVFBU (Checksum) d1SUNY Frame Uu

®  Checksum fa AfignAwInlaen1s Frame lUd38n1siuiuiisonda Cyclical

Redundancy Check (CRC)

(e]

o

Tilunisnsivaeunnugneesauysaivastaya (Data Integrity)

fmnaIesgsuAuIne Checksum laliinsafuAnly FCS Ndeun 3o

19

Vg Frame 1u
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The Network Layer

dotted decimal notation IP Addresses \Jutavninuena 32 bits QﬂLL‘UﬂLfJu 4 octets lnalaay octet

(8-bit) @iy Decimal lasaus 0-255

1 2 ° 3 4 . 5 6 ° 78 M ® P Addresses ({uvas Network lailiwesgunsal &4 IP Addresses azunnssfiuidle

00001100.00100010.00111000.01001110 Aouste Network s

[ ] Dynamic IP Address [l pHep

[ ] Static IP Address || manually

123.456.789.100 X

01111011%11001000%400010101.01100100

8 76543 21.98765 43 2 54 321.8765 4321

a Grow with Google procraM
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The Network Layer

neld IP Protocol Yayaazgnisenin IP Datagram

IP Datagram Header

®  |P Datagram Header Usgnausigdayasiig 4 fail

[0 |4 l8 .1 6 .1 9 |31 O Version: flmuen 4 bits lo1lfuen Version ¥e4 IP daaduunnagld IP Version 4
Version {338 Service Type Total Length (IPva)
Identification Flags Fragment Offset o) Header Length: finuen 4 bits w1l ivenaiuenives Header Filaeunfandu
TTL Protocol Header Checksum 20 bytes il IPva
Source IP Address O Service Type: fauem 8 bits Tlunsuenseazdenieatu Quality of Service
Destination IP Address (QoS) Baifiu Service vl Router §31 IP Datagram Intuddgynindu
Options Padding

A Grow with Google procrAM
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The Network Layer

Total Length: $in1ue1 16 bits w1liusnAue1vianuaved IP Datagram

IP Datagram Header

(] Maximum Size #a 2 = 65,535 bytes

0 4 8 16 19 31 . L .y
: J . s : ! Identification: 4A31U817 16 bits Iﬁ’ﬂUﬂ’liﬁlUﬂQN%@yjaL‘U’lﬂ’wﬂu
Version {338 Service Type Total Length
Identification Flags Fragment Offset
1k Protocol Header Checksum

Source IP Address
Destination IP Address

Options Padding

Samart Skills @ Skooldio
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The Network Layer

IP Datagram Header - _ . g v
Flags: A1 3 bits Tolun1suenin IP Datagram Wuanunsagnsiauwyages

4 . v !
b 2 8 o =B &l (Fragmentation) lausell
Version  }ie3%eT  Service T Total Len I o
I L g ® Fragmentation Wunsyuaunisin 1P Datagram JndinuUagesidy 1P Datagram viang
Identification Flags Fragment Offset
TTL Protocol Header Checksum 7 &

Source IP Address

e ——— Fragment Offset: m11ug17 13 bits Tilunisueniasesfsuliaunsaysznay

el il Toyafignuiagesudd Tnduuludeyasdule

Data

...E
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The Network Layer

IP Datagram Header

Time To Live (TTL): fin1uena 8 bits Tlun1suenswau Router Hops i

v

0 4 8 16 19 31 Datagram @nusasiun1sla neuazgniistoua
| 1 1 1 1 1 )
Version 12T Service Type Total Length * “"Wﬂifam’”@"jm“” Endless Loop ) |
Identiteation Flags Fragment Offset ®  ynA3YY Datagram TU@s Router fi3lwsi Router fatiuazanan TTL aemils
L Pl = ® 0 TTL ¥ 0 ud? Router ﬂsﬁﬁagaﬂfu

Source IP Address
Destination IP Address

Options Padding

-
P
=
e~
L~
P~
L~
e

A Grow with Google procrAM Workstation Server
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The Network Layer

IP Datagram Header Protocol: fm1uen1 8 bits Tglunisuen Transport Layer Protocol (TCP %58 UDP)

[0 ,4 .8 .1 6 ,1 e .31 Header Checksum: fiA111817 16 bits 16lun1suan

: Header g .
Version [ength Service Type Total Length A1 Checksum 284 IP Datagram

Identification Flags Fragment Offset . 4 - 4
° A1 Checksum agtUagumn Hop 1ws1g TTL dnsiauudas
1k Protocol Header Checksum
Source IP Address Source IP Address: dA118717 32 bits

Destination IP Address

O Padding Destination IP Address: 3111817 32 bits

Options: lglunsnsafiAwliiu Datagram Ineunnudilvdusunageu

Padding: ¥aveaY 0 Ngnl¥vinly Header fvunafignaes

Samart Skills @ Skooldio
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The Network Layer

Message
payload
TCPor
ubp Message
header
payload
P TCPor
UDP Message
header et
payload
TCPor
Ethernet IP
UDP Message
header | header e
Samart Skills

A Grow with Google procrAM
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Ethernet
footer

Application

Transport

Network

Data-link

. & A v & i o <,
Encapsulatlon A8 ATIVVBUAVNUUAVD Layer ARUMINa1gNLUY

Payload ﬁgﬂﬁaﬁuﬁm Header %39 Footer

Decapsulation fia N1508n Header %38 Footer pan



The Network Layer

Address Class System (Jusyuuiiuaniisisnisuuadiy IP Address

® P Address gnuuseanidu 2 du Ao Network ID uag Host ID
Class A Class B
123.456.780.00 123.456.780.00
Rstvenki network ID
123.456.780.00 123.456.780.00
host ID host ID
224 =16,777,216 216 = 65536

Samart Skills .
A Grow with Google procrAM @SKOOIdlo

Class C

123.456.780.00

network ID

123.456.780.00

host ID
28 = 256




The Network Layer

®  Address Class System

®  Class D Todwmsu Multicast

®  Class E lgdwmsunisnaaauwingy

Samart Skills @ Skooldio
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The Network Layer

Address Resolution Protocol (ARP) w1 Protocol ‘m“ﬂumwﬂ MAC Address (Hardware Address) @115U IP

Address Mﬁ\i

o ARP Table L‘T‘Jumi’mﬁﬁu@jiwiw IP Address way MAC Address

Samart Skills @ Skooldio
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The Network Layer

ARP Process —_—

HOST A

10.20.30.40
00-14-22-01-23-45

Samart Skills @SkOOldIO
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ARP response
00-14-22-01-23-45

lam 10.20.30.40.

I will send you my
MAC address.



Subnetting

Subnetting Ao N15UUS Network Tugjeenidu Network gee ¢ 58ni1 Subnet

IP address classes 9.0.2.1
Class Range Max Hosts Subnet
A 0-126 16 Million 9.0.2.0/24 9.0.2.2
B 128-191 64,000
"
C 192-224 254
9.0.2.3
D 224-239 N/A
E 240-255 N/A u

Samart Skills @ Skooldio
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Subnetting

Basic Binary Math

Binary Decimal

32 16 08 04 02 01
1

- aBE 2= 16
1T 0 O
10 1 8bit  28=256 0-255
1T 1T ©
1 149 16bit  2'°=65536
1 0 0 O
1 0 0 1
1 8 1 @
o I 0 A N

Samart Skills @SkOOlle
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Subnetting

Basic Binary Math

® Operators

nsuIn
(Addition)
0+0=0
0+1=1
1+0=1
1+1=10

el

(AND)
TAND 1=1
TANDO=0
OANDO=0

(OR)
TOR1 =1
TOR0O =1
OORO=0



Subnetting

IP address

IP address
(in binary)

Subnet mask
(in binary)

10.0.1.1

O

L]

Network ID Subnet ID Host ID

g 100 100
0000 1001 0110 0100 0110 0100
1111 1111 1111 1111 1111 1111

259.255.2556.0

Subnet ID = 92100.100.0

- anudululeves Host ID sianusda 28 = 256

- Uil Host 1D Wléamun 256 - 2 = 254

Samart Skills

A Grow with Google procrAM
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100

0110 0100

0000 0000

Subnet ID Lﬁuﬁ’sizq Subnet

Subnet Masks (Juia binary 32-bit fldRuans Subnet ID Tngld Operator

“AND”
° “17 guifuduen Router 1aulvudu Subnet ID
° “0” aulusuangiuvas Host ID

YUIAYBY Subnet ALIUBLRU Subnet Mask

®  Subnet wilaagdl Host ID #lAld “dowasly 2 IDs” 1llos91n ID usnazgnaelildidu

Subnet ID uaz ID anvieazgnaesliléidu Broadcast Address



Subnetting

9.100.100.100

255 . 255 . 255 . 224

111111171 11111111 111111117 11100000

9.100.100.100/27

- anuiiuladlsiwas Host ID Wanuada 25 = 32
- w6l Host ID A leivvvium 32 - 2 = 30

Samart Skills @ Skooldio
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Subnetting

Subtiet masks and IPaddress CIDR (Classless Inter-Domain Routing) \Uuisn1s7iganeulunisuus

Network ID itag Host ID

A 255.0.0.0 /8 16,777,214
11111111.00000000.00000000.00000000 Y d‘ d‘ ,
B 255.255.0.0 16 65534 e 13 Subnet Mask lWavagluswaulus (Demarcate) U< Network
11111111.11111111.00000000.00000000 !
. ) [ ; o o
c 255.255.255.0 /24 254 ® Demarcation Point fAa Yniduanued Network %l kagilugnisy
T1111111.11111111.11111111.00000000 9 9 9
255.255.240.0 o o -
11111111.11111111.11110000.00000000 /20 4‘094 GI‘N‘UEN’EJﬂ Network WLN
255.255.255.224 /27 30
TTILINILI1111111.11100000 [ CIDR Notation
255.255.255.252 /30 2
RRRRRRRRRERERRRARARARRRRRERRRRT )

9.100.100.100
9.100.100.100/24

255.255.255.0

A Grow with Google procrAM
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Routing

Router fia gUnsaltanansniinzvinazdesie Traffic lUniiieguanenis (Destination IP Address) It

[

ad o dy Y A 3 g
I9N1INNUVDY Router LUDNAUL 4 YUNDU AU

Examines Looks up
destination IP IP destination network

in routing table

Receive Bouitar Forwards traffic
data packet to destination

Samart Skills @ Skooldio
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Routing

7129819015 Routing 31 Computer A (192.168.1.100) lus1 Computer B (10.0.0.10)

Samart Skills

A Grow with Google procrAM

P
Network A fiSsier
192.168.1.0/24

192.168.1.1
00:00:0A:BB:28:FC
— N\
Computer A —
192.168.1100 l’\
00:1B:44 113487
. P—
Destination
1P?
Network name Network range
A 192.168.1.0/24
B 10.0.0.0/24

@smoldio

Network B
10.0.0.0/24
10.0.0.254
00:00:0A:BB:28:FD
Computer B &
10.0.0.10
00:0A:95:90:68:16
B —
ARP table
MAC address IP address
00:1B:44:11:3A:B7 192.168.1.100
00:0A:95:9D:68:16 10.0.0.10



Routing

719819015 Routing 31 Computer A (192.168.1.100) lU#1 Computer C (172.16.1.100)

Network A Network B Network C
192.168.1.0/24 10.0.0.0/24 172161.0/24
Router A Router B
Computer A Computer B Computer C
E @ =i

Samart Skills @ Skooldio
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Routing

Samart Skills

A Grow with Google procrAM
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¥
v a

Routing Table Usznaumedeyanan 4 g4 fail

Destination Network #i& Network ID 7 Router 390

Next Hop f® IP Address 484 Router fasialufimsaglsisutioya iofiazdwialum
Destination Network st

Total Hops e $1u3u Hop Havuaiilélunisdstoyalum Destination Network

Interface f® Interface 71 Router fiasdwiodayaiiielinlufia Destination Network



Routing

Routing Protocols \Ju Protocol #i Router Tlunisdeansiuiioswan Routing Table 1ne Routing Protocols @1u15aluiasn

Ju 2 Uszianlug) o Ao
[ Interior Gateway Protocols

[ Exterior Gateway Protocols

A Grow with Google procrAM

Samart Skills @ Skooldio



Routing

Local area network 1 Local area network 2

Interior Gateway Protocols Iﬂummﬂiﬁayjamﬂu Autonomous System

-— - | — :_ (AS) WWigafiu

1 e : . . : ®  AS o nguuas Networks fiegmeldmsaiunuguavesesdnsifien
| = = = = |

- e . — Interior Gateway Protocols QﬂLL‘U'QL‘fJu 2 Uszian@me

1 i E E ° Distance-vector: #13113U Hop ﬁﬁaﬂﬁi}ﬂ

NS Office 1 e N S / ®  Link-state: mudunsiidiian

A Grow with Google procrAM
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Routing

Exterior Gateway Protocols Tilun1suuideyasening Router fioguuvey

Access network

§ P (Edges) w99 AS
— e ® hlviwwiteya Routing druesdnslel

= = .
= ® Internet Assigned Numbers Authority (IANA) Yiwtfilunisdnass Autonomous

Core internet
routers

\ System Number (ASN) TifiuasAnsmng « 1w IBM & ASN Ao AS19604

S\ 1]

Access network

A Grow with Google procrAM
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Routing

® 10.0.0.0/8

® 172.16.0.0/12

® 192.168.0.0/16

A Grow with Google procraM

Samart Skills @Skooldio

IPv4 Litigawadnsunisldaulutagtuuda

RFC (Request For Comments) vhwthilvilidunesidndiiulusafasgu
® T 1996 1¢fin15Uszn1a RFC1918 381 Non-routable Address Space

Non-routable Address Space f® Nguvas IP Addresses ﬁl@i@gﬁgﬂﬂﬁ Route 1o

Exterior Gateway Protocols

® LLGialgigws[,mﬁu Internal Network 3514 Interior Gateway Protocols 16
° Network Address Translation (NAT) t1glsineyfianesiild Non-routable Address Space

doansiuasesfioguy Internet 16



X ¢ o
— Week 3
The Transport and .-
Application Layers ® H x O
O O
X @ X <>
O O 5 X
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The Transport Layer

Transport Layer viwith#idniseadaya (Sorting) MlUsunsu Client uag Server
wspalasu wazvilvideyagndsluiia Application Migiaansle

L] TCP wag UDP

Demultiplexer ® TCP Segment Fausznoude TCP Header waz Payload

m¢
1011100

IP:10.1.1.100 IP:10.1.1.100 Transport Layer 49n151589 Multiplexing wag Demultiplexing {11 Ports
®  Multiplexing fie msviliimeufinmesanunsaliuinsmas Services uuaIoudientuls
10 -I 1 100.21 ®  Demuliiflexing fio ns¥udeyauazdsiolus Service fidpsnisuurdosneuiiowmes
weniule
Socket number or

®  port 1uav 16 bits (0 - 65,535) ﬁgﬂlﬂumidﬁm&ﬁlﬂﬁq Service/Application fifd4

socket port

%’uasjumamﬂama%ﬁvﬁawiaﬁu Network & FTP 19 Port 21, HTTP 19 Port 80 1Jusiu

Samart Skills ;
A Grow with Google procrAM SkOOId 10



The Transport Layer

Bit 0 Bit15 Bit16 Bit 31

Source port (16) Destination port (16)

Sequence number (32)

Acknowledgment number (32) 20
Loty || emety(e) | Compifece Window (16) B
Checksum (16) Urgent (16)
Options (0 or 16 if any) Padding

Data payload (varies)

Google.com

Googe |
Client E
u L

Local printer

A Grow with Google procrAM

Samart Skills @ Skooldio

TCP Header iA11318M1 20 bytes Usznaumedayansil

Source Port e Port ﬁ'umﬁdgmﬁaﬂmmn Ephemeral Ports (49152 - 65535)

Destination Port i Port 981 Service Uanemnaiigasnsdsluiis wu FTP 14 Port 21



The Transport Layer

Sequence Number da113817 32 bits Tglunsinauadu (Sequence) 104

Bit 0 Bit15 Bit16 Bit 31
Sy Dectnationportiie) TCP Segments Tnududuiimsazfuviolsl
Sequence number (32) o windayafvwalvg sulusesisfoyasendu
Acknowledgment number (32) 20 nane 9 @ (Segment) Alaedosiiddu
Loty mev(  ComEads Window (16) Bites
Ghecksum (16) Urgent (16) Acknowledgement Number ilaa1me11 32 bits 14lun1sinau Segment dn
Options (0 or 16 if any) Padding

1

Data payload (varies)

A Grow with Google procrAM
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The Transport Layer

Bit 0 Bit15 Bit16 Bit 31 Header Length (Data Offset) dia1ue173 4 bits IHuanAue1Ives TCP

Source port (16) Destination port (16) Header V]WIME’J’]R}@LS@JG}H%E}Q Payload

Sequence number (32)
Window $inaue13 16 bits Tglunsuenaieniiueives Sequence

Acknowledgment number (32) 20
e N IS s Window (16) Bites Number f9zgnasnaunvzfesns Acknowledgement
Checksum (16) Urgent (16)
Options (@ oF 161 ary) Padding Checksum fimue13 16 bits Tglun1suena Checksum we9 TCP Segment

Data payload (varies)
Urgent Pointer &A23e17 16 bits Tolun1suanainuiseniguss Segment

o  lufeuldludagiuuds

A Grow with Google procrAM
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The Transport Layer

Bit 0 Bit15 Bit16 Bit 31

Source port (16) Destination port (16)

Sequence number (32)

Acknowledgment number (32) 20
Loty mev(  ComEads Window (16) B
Checksum (16) Urgent (16)
Options (0 or 16 if any) Padding
Data payload (varies)
Samart Skills

A Grow with Google procrAM

@Skooldio

Control Flags ia111817 6 bits

URG (Urgent): Segment iiiaansisesiumialsl

ACK (Acknowledged): Tstlunsaaaou Acknowledgement Number

PSH (Push): thiiayail Buffer Bluifiuliuu Application TneiEaiign

RST (Reset): IiSusudstoyalmifusiusn o1amsziatostfsuliannsn Recover
Segment Mdeluudals

SYN (Synchronize): WiSusun1siouste (Establishing Connection) wazlilunsa

@y Sequence Number

FIN (Finish): 14lunsUansideusie



The Transport Layer

nszunsElunsiSudunsdendawuy TCP (TCP Connection Establishment)

9z139n71 Three-way Handshake

Client Server

SYN Seq# =1

Len = 669

v

SYN/ACK

F-N

TCcP
Seq# = 670
Len = 1460

- ACK

Computer Computer

v

TCP
Seq# = 2130
Len = 1460

\/\/\/
11K

Samart3kils — Jskooldio e

:
g



The Transport Layer

nszvIuNsNlElunsUanisitiausdeuy TCP (Close Connection) a138n31 Four-way Handshake

FIN
E
— ACK

N

o FIN
' 3

- — ACK .
Computer < Computer

Samart Skills @ Skooldio
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The Transport Layer

Socket States

Samart Skills

A Grow with Google procrAM

LISTEN: TCP Socket nioslviudnsuagiduinsedmiunsidensioiinan

SYN_SENT: SYN lﬁgﬂz«iﬂﬂLLé"JLwimsﬁmﬁuﬂm%mméhhiLa%ﬁ]??u

SYN_RECEIVED: \edaaiiogluaanuy LISTEN 165U SYN udn uaeldds SYN/ACK nduluudn
ESTABLISHED: msL%amiaﬁwﬁw‘imul,l,azv'?qaadEﬂﬂmmiadﬁa;&amﬁﬂﬁ

FIN_WAIT: FIN l6gnasluudn usdslalléisu ACK anndnila

CLOSE_WAIT: mil,%amiagﬂ%awu TCP Layer us Application §i3lsiuase Socket

CLOSED: ns\¥ensiogninateensasysal

@Skooldio



The Transport Layer

Connection-oriented Protocol fie Protocol #ivinn1siteusialaesusesindeyananunizgnastuisiiensuagrsnsudiuauysal wu TCP

=3 c =3
pkt0
peod pk(o - Pk!o
PktO
Rev ptkO

Send ack0
Rev ptkO L )
Send ackO Send pict1 Y‘kﬂ
Rcv ackO x
SAC Pt} Pkn -
Rev ptk1
= \ Rev ptkl
s Ack1 Send ack1
\ Rev acki /
Send pkt0 PktO
Rev ptkO \
AckO Send ackO
=

Rev ptk0
Send ackO

A Grow with Google procrAM
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The Transport Layer

Connectionless Protocols g Protocol fivhn1sfeusielaglaifinissusesindeya wu UDP

o Tllunsdwoyanlddndudedisleofiunsudou wu Streaming Video

A Grow with Google procrAM
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The Transport Layer

- = Firewall A2 guUNInin3e Software MvihwmihfieugInvsoUfias Traffic Mung
B g Agaly
= Desktop

° Network-based %38 Host-based

Desktop
Port 80
v
- .
i EC_E=E Port 445
] |
HEE
a = =
Desktop Server Firewall
L] —
Desktop

Samart Skills .
A Grow with Google procrAM @ SKOOIdlo



The Application Layer

Application Layer vimitinidnnisli Application ULLAIDIABNAADIAN 9 aunsndeansiuls
o  doualuduil fie ilewil Application Fesnisdeansifiy wWu Web Page, Video wia File

° #8819 Protocol Wy HTTP, FTP, DNS, DHCP Judu

Web Browser waz Web Server %sqaﬁ’uﬁﬁu Protocol HTTP

L] Web Browser @ Chrome, Internet Explorer, Safari

L] Web Server @y Microsoft IIS, Apache, Nginx

A Grow with Google procrAM
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The Application Layer

0S| Model TCP/IP 5-Layer Model Open Systems Interconnection (OSI) Model
° Session Layer vhuihiilusauszanueusewing Application Layer uag Transport
Application Y . PP Y P
Layer lngtidayaves Application Layer 7ign Decapsulate w3 dstalviiu
Presentation Application Presentation Layer
®  Presentation Layer yinuthilthdayasndalegluguuuudl Application amnnsadhla
Session 3
19
Transport Transport
Network Network
Data link Data link
Physical Physical
Samart Skills

A Grow with Google procrAM
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All the Layers Working in Unison

Router A Router B

10.1.1.1 @ 192.168.1.254 192.168.1.1 @ 172.16.1.1

Network A Network B Network C

10.1.1.0/24 192.168.1.0/24 172.16.1.0/24



Router A

10.1.1.1 192.168.1.254
FF:FF:FF:FF:FF:FF
Network A 00:11:22:33:44:55 Network B
192.168.1.0/24
ARP Request
FF:FF:FF:FF:FF:FF

00:11:22:33:44:55

10.1.1.100 S0y
10.1.1.1 222

Esta n...

Samart Skills .
A Grow with Google procrAM 8k°°|dlo

192.168.1.1

Router B

172.16.1.1

Network C
172.16.1.0/24

172.16.1.100
Port 80



Router A

10.1.1.1 192.168.1.254

Network A Network B

10.1.1.0/24

192.168.1.0/24

10.1.1.100 o 0 0 17216.1.100:80

Establishing a TCP Connection...
Open Port: 50000

Samart Skills .
A Grow with Google procrAM @ 8k°°|d 10

192.168.1.1

Router B

172.16.1.1

Network C
172.16.1.0/24

172.16.1.100
Port 80



Router A Router B

10.1.1.1 192.168.1.254 192.168.1.1 172.16.1.1

Network A Network B Network C
10.1.1.0/24 192.168.1.0/24 172.16.1.0/24
TCP Segment
Source port: 50000 Destination port: 80
Sequence number (32)

1041100 Acknowledgement number (32) 172161100
e ey e Window (16 rort8o
Checksum (16) Urgent (16)
Options (0 or 16 if any) Padding

Samart Skills ;
A Grow with Google procrAM SkOOIdlo Data payload (VarieS TCP



Network A
10.1.1.0/24

10.1.1.100

Samart Skills

A Grow with Google procrAM

10.1.1.1

@Skooldio

Router A

192.168.1.254 192.168.1.1
Network B
192.168.1.0/24
IP Datagram
. Header .
Version Length Service Type Total Length
Identification Flags Fragment Offset
TTL: 64 Protocol Header Checksum

Source IP Address (10.1.1.100)
Destination IP Address (172.16.1.100)
Options Padding

IP TCP

Router B

172.16.1.1

Network C
172.16.1.0/24

172.16.1.100
Port 80



Router A

10.1.1.1 192.168.1.254
Network A Network B
10.1.1.0/24 192.168.1.0/24
Ethernet |IP TCP
10.1.1.100
Ethernet Frame
Destination Source
Preamble Address Address Type
Router A Computer 1

Samart Skills @ :
A Grow with Google procrAM 3kooldlo Ethernet

Router B

192.168.1.1

Frame
Data Check
Sequence

IP TCP

172.16.1.1

Network C
172.16.1.0/24

172.16.1.100
Port 80



Router A

10.1.1.1 192.168.1.254

Ethernet P TCP

10.1.1.0/24 E Recognizes Address 192.168.1.0/24
Calculates Checksum
Compares Checksum
Match Detected

Ethernet IP TCP

10.1.1.100

Samart Skills .
A Grow with Google procrAM S|(00|d 10

192.168.1.1

Router B

172.16.1.1

Network C
172.16.1.0/24

172.16.1.100
Port 80



Network A
10.1.1.0/24

10.1.1.100

Samart Skills

A Grow with Google procrAM

Router A

10.1.1.1 192.168.1.254

Ethernet P TCP

Checksum Match Network B
192.168.1.0/24
IP Datagram
. Header .
Version Length Service Type Total Length
Identification Flags Fragment Offset

TTL: 63 Protocol @der Checks@

Source |IP Address (10.1.1.100)

Destination IP Address (172.16.1.100)

Options Padding

@Skooldio

Network C
172.16.1.0/24

172.16.1.100
Port 80



Network A
10.1.1.0/24

10.1.1.100

Samart Skills

A Grow with Google procrAM

Router A

10.1.1.1 192.168.1.254
Ethernet |IP TCP

Destination

Preamble Address

Router B

@Skooldio

Network B
192.168.1.0/24
Ethernet IP TCP
ETNernet rrame

Source
Address Type
Router A

Router B

192.168.1.1 172.16.1.1

Ethernet [P TCP

. Network C
Receives Frame

Recognizes Address 172.16.1.0/24
Calculates Checksum

Compares Checksum

Match Detected

Frame
Data Check
Sequence
172.16.1.100
Port 80



Network A
10.1.1.0/24

10.1.1.100

Samart Skills

A Grow with Google procrAM

10.1.1.1

@Skooldio

Router A

192.168.1.254
Network B
192.168.1.0/24
IP Datagram
. Header .
Version L Service Type
Identification Flags
TTL: 62 Protocol

Source IP Address (10.1.1.100)

Total Length

Header Checksum

Router B

192.168.1.1 172.16.1.1

IP TCP

Checksum Match Network C

172.16.1.0/24

Fragment Offset

172.16.1.100
Port 80

Destination IP Address (172.16.1.100)

Options

Padding



Router A Router B

10.1.1.1 192.168.1.254 192.168.1.1 172.16.1.1

Ethernet IP TCP

Network A Network B Network C

10.1.1.0/24

192.168.1.0/24 Ethernet IP TCP

172.16.1.0/24

Ethernet Frame

Destination Source Eromnn
Preamble Address Address Type Data Ethernet IP TCP
Computer 2 Router B S
10.1.1.100 172.16.1.100
Port 80

Samart Skills .
A Grow with Google procrAM Sk°°|d 10



Network A
10.1.1.0/24

10.1.1.100

Samart Skills

A Grow with Google procrAM

Router A

10.1.11 192.168.1.254
Network B
192.168.1.0/24
Ethernet Frame
Destination Source
Preamble Address Address Type Data
Computer 2 Router B

@Skooldio

Router B

192.168.1.1 172.16.1.1

Network C

172.16.1.0/24

Frame

Check Ethernet IP TCP

Sequence
172.16.1.100
Port 80



Network A
10.1.1.0/24

10.1.1.100

Samart Skills

A Grow with Google procrAM

10.1.1.1

@Skooldio

Router A

192.168.1.254 192.168.1.1
Network B
192.168.1.0/24
IP Datagram
. Header .
Version Length Service Type Total Length
Identification Flags Fragment Offset
TTL: 62 Protocol Header Checksum

Source IP Address (10.1.1.100)
Destination IP Address (172.16.1.100)

Options Padding

Router B

172.16.1.1
Network C
172.16.1.0/24
IP TCP
172.16.1.100
Port 80



Router A Router B

10.1.1.1 192.168.1.254 192.168.1.1 172.16.1.1

Network A Network B
10.1.1.0/24 192.168.1.0/24
TCP Segment
Source port: 50000 @nation port@
Sequence number@ TCP
1011100 Acknowledgement number (32)

Header Control .
Length (4) Empty (6) flags (6) Window (16)
Checksum (16) Urgent (16)
Options (0 or 16 if any) Padding

Samart Skills ;
A Grow with Google procrAM Skooldio Data payload (VarieS)

Network C
172.16.1.0/24

172.16.1.100
Port 80



X ‘ O
— Week 4
Networking " " U
Services ® B x O
O ¢
X ® X <>
O O X
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Name Resolution

Domain Name System (DNS) @ sguufivimiinil Name Resolution Aan153ue)

WWW'Weather'00m SEwingde (Domain Name) AU IP Addresses

° DNS 914 UDP Port 53 lun1sdeans

184.29.131.121 Vst

° 18791531 Address

o  iwlunisdugidlesieanisivien IP Address usulny

DNS Server wusaanlu 5 Usennfe

® Caching Name Servers
[ ] Recursive Name Servers
[ ] Root Name Servers

[ ] TLD Name Servers

(] Authoritative Name Servers

A Grow with Google procrAM

Samart Skills @ Skooldio



Name Resolution

The IP of
facebook.com
is 10.10.1.10
You
What is the IP address
of www.facebook.com?
Caching/recursive
name server
Network

Samart Skills @ Skooldio

A Grow with Google procrAM

Caching Name Servers yiwti7iliua1ves Name-IP Address 135gegiian

=
NN
=3 1

®  Time To Live (TTL) Wuszeziian (Gundl) faziuan Cache oy neuiiaziiauay

$paw@ Full DNS/Recursive Resolution Tvsl

Recursive Name Server ynutinflun1s589v8 Full DNS/Recursive

Resolution
®  dulngiudn Caching Name Server sinvimiih#iilu Recursive Name Server 628
®  Caching and Recursive Name Servers 3nlu3nisiag Intemet Service Provider

(ISP) #58 Local Network



Name Resolution

Root Name Servers viwii1#ilun153ug Name-IP Address lilum TLD Name Server sialula
o lusiinilfionun 13 Lﬂ%’laqmsmﬁagmuﬁuﬁma 9 ¥hlan

®  Anycast {uiBmsiivilinda IP Address gnuassiiunans 9 gunsalld

o) Anycast {Humnpdafililunswidunalumeunsaivatenis (Destination) Aiuanssiudufiuladesig 9 wu @auil (Location), Ayumuuiiuves Traffic

(Congestion) Wusiu

TLD (Top-Level Domain) Name Servers ﬁmﬁwﬂumﬁud Name-IP Address Tlunn Authoritative Name Servers

Authoritative Name Servers vivti1#lun153ue Name-IP Address ¥8¢ Domain Name wu 9

a Grow with Google procraM
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Name Resolution

Full Recursive Resolution aztiin?1ila Name Servers Wulsifitoyaras Name-IP Address

www.facebook.com E
f
Top level domain (TLD) 13 root servers
TLD name servers

User Caching/recursive
name server

H

Thousands of
name servers

Samart Skills @ Skooldio
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Name Resolution in Practice

www.microsoft.com

Samart Skills

A Grow with Google procrAM

@Skooldio

DNS Record Types

A Record: §ug Name-IPv4 Address

o) yile¥panunsaiiviane IP Address 19 #93gsilis1a@u1savin DNS Round Robin

¢ 1 Junns Balance Traffic laﬂﬁwﬁnﬁ IP Address Wﬁﬂ

¢ Round Robin Wuwadialunisalumusienisidauaisu weasuniusiens
zunduluSuduAswuLsAURIsIEANT

AAAA (Quad A) Record: 9uUf] Name-IPv6 Address



Name Resolution in Practice

CNAME Record: Redirect Traffic 911 Domain Name Mﬁﬁlﬂé’ﬂﬁﬂ Domain Name vn'ja

[ | f18g1a: microsoft.com gn Redirect 1UA www.microsoft.com

] dreliinelunisiudou IP Address lunnemds
MX Record: THivalitda Email lum Mail Server fignéias
SRV Record: Talun1suanen Parameters 719 §) 904 Service WU Protocol wag Port 14

TXT Record: Tglun1suendayaiiiuifisl

Samart Skills @ Skooldio

A Grow with Google procrAM


http://www.microsoft.com/

Name Resolution in Practice

Domain Name Usznaunie 3 dqufe

£com (] Top Level Domain (TLD): 1%u .com, .net, .edu, .cn, th, .museum, .pizza, etc.

O The Internet Corporation for Assigned Names and Numbers (ICANN) Vil

Jan15iRgItu TLD Names

v
Py

®  Domain: UBNA4YNAUAALUNIIAIUANAIN TLD Name Server Waglsusun1sAIuALlag

google !
Authoritative Name Server

o Registrar yiwtfilunisaangideu Domain Name
° Subdomain %38 Hostname U1 Domain gasneldesdnsifeniu Feanuisasessu

www Subdomain @4 127 levels

Fully Qualified Domain Name (FQDN) @ dawfiufisiuiia 3 drudneeiu

host.sub.sub.subdomain.domain. o uwiasduagiimmenmisnusldua 63 ity uasuils FQDN axfinnuemisisnusldgean

71 255 ¢

A Grow with Google procrAM
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Name Resolution in Practice

Samart Skills

A Grow with Google procrAM

@Skooldio

LY

Authoritative DNS 9¢5URATBUAMSU DNS Zone Aseulidnsusigiu

)
Wiy

° Root DNS D Root Zone

e 7LD DNS L TLD Zore

[ ] Authoritative DNS D lts Zone

DNS Zone vilviansnsaniuas Multiple Levels 484 Domain vilsladng

° foge: wnufagdl 1 Zone duu 600 Fo wranunsausneandu 3 Zones wialidne

Tun1smun (aumiavunaesl 4 Zones)



Name Resolution in Practice

Zone Files Tlun1sUsuwsaaieInu DNS Zone

° SOA (Start Of Authority) Record: T4lun1susene®ie Zone uag Name Server iflgrunantifsuiinaeu (Authoritative) dusu Zone wu
® NS Record: UsniiBafiu Name Servers 8u 9 191938 SURATOUAMTU Zone 1u

O @31 Name Server nilaldaulalls agladidndses

Reverse Lookup Zone Files augy1silyi DNS @11503ugnauann IP Address 1du FQDN 14

® PTR (Pointer) Record: %’U@: IP Address-Name

A Grow with Google procrAM

Samart Skills @ Skooldio



Dynamic Host Configuration Protocol

Laptop 1

192.168.1.100

Laptop 2

192.168.1.101

DHCP server

Laptop 3

A Grow with Google procrAM

Samart Skills @ Skooldio

Dynamic Host Configuration Protocol (DHCP) T4lun1sdnassan Network
Setting #1149 9| liReuIwaToE19dnlulR Jaman 4 azdley 4 A1 fie
IP Address

Subnet Mask

[ ]
[ ]
® Gateway
[ ]

Name Server

1ana1NH DHCP §9a1u1509nas5A1 NTP Server bol

L] NTP (Network Time Protocol) viliaunsalsing 4 Tu Network H3aaseiiu (Synchronized)

d93U Servers wsa Network Devices A5l4 Static IP Address (Manually)



Dynamic Host Configuration Protocol

3. Fixed Allocation fia N15UaN IP Address WUUIRNI#IANEAIE MU MAC Address Milausaitnin Inesasiin1sdus MAC Address wa IP 13aaamth

MAC address / IP address MAC address / IP address

comrococo [ P
Salnes e 00-17-FC-25-00-00 1040411 Y

00-17-FC-11-00-00 1010112 00-17-FC-11-00-00 1040412

[00-7-FG-72-00-00 00-17-FC-36-00-00 1010113

1
fosde Faddess Looking fo MAC address Ineed a IP address
Looking fo MAC address
00-17-FC-72-00-00
MAC address 00-17-FC-72-00-00
MAC address .
Client DHCP server
Client DHCP server
I need a IP address Failed to give IP,
no MAC address
found in table
Client DHCP server

Samart Skills @ Skooldio

A Grow with Google procrAM



Dynamic Host Configuration Protocol

DHCP 1% Port UDP 67 wag 68 hun15¥1971u

DHCP Discovery Process fio nszuaunsviuiiebigunsainiislasuen Network Settings ailviaviun 4 Junounadl

Samart Skills

A Grow with Google procrAM

o DHCPDISCOVER

(broadcast)
Source: Destination:
0.0.0.0:68 255.255.255.255:67
.
. - E
Client machine DHCP server
e DHCPREQUEST
(broadcast)
Source: Destination:
0.0.0.0:68 255.255.255.255:67
= e
- :
Client machine DHCP server

@smoldio

e DHCPOFFER
(broadcast

Destination: Source:
255.255.255.255:68 192.168.1.1:67

e 4—
. , E

Client machine DHCP server
9 DHCPACK
(broadcas
Destination: Source:
255.255.255.255:68 192.168.1.1:67

=4—E

Client machine DHCP server



Dynamic Host Configuration Protocol

DHCP Lease @ A1 Network Settings 71 DHCP wanli Ingaziiongmsliauriiuly

® 1 Lease unangy DHCP Client 9x¥i1 DHCP Discovery Process lniidnasudielitlan Lease Tl

Samart Skills @ Skooldio

A Grow with Google procrAM



Network Address Translation

10.1.1.100

Network A

Computer 1

NAT

10.1.11

Router

Destination IP: 192.168.1.100
Source |P: 10.1.1.100

—

J

10.1.1.0/24

Samart Skills

A Grow with Google procrAM

@Skooldio

192.

168.1.1

Network B

Computer 2
192.168.1.100

Destination IP: 192.168.1.100
Source IP: 192.168.1.1

L

192.168.1.0/24

Network Address Translation (NAT) Aawafialunisudas IP Address wilsly
1Judn IP Address Mﬁq

®  Gateway (Router/Firewall) @mnsaillauviu Source IP U84 IP Datagram aneonlsl Tuuny
fifinnss Original Source 1P 13 itovzldldideuviulunisneundu (Response)
®  |P Masquerading s n13¥eu IP fumaenld wagld IP v Gateway Tunisinse
O w@nsageu IP vaui Network :inaeuenls

TneldinaiinfiSonit One-to-Many NAT



Network Address Translation

Port Preservation 1J1n1511 Source Port ﬁgm?ﬁaﬂiﬂﬁl Client ywdu Port

Port = v o
preservation Lﬂﬂ%ﬂuﬂuwgﬂiﬂm Router

° Aaufnal NAT 91080 Router azdfudin Source Port 7 Client 19lun1s@insiawnan wag Router

n - ﬁ agl4 Port siulunsds Traffic ndululy Client wiule

Computer 1 Router Server
10.1.1.100 192.168.1.1
Destination IP: 10.1.1.100 Destination IP: 192.168.1.1
Destination Port: 51300 Destination Port: 51300

10.1.1.0/24

A Grow with Google procrAM
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Network Address Translation

Port Forwarding tJuweailafiliis1sey Destination Port wiedswaludsgunsalilig
Port

forwarding IRNIANP]

- o wallalviliisgeu IP Bilduwidenmnsaliuinnsiulanaeuenuagaiuisa Remote Access

port}forward Waniim3esly Internal Network 16

Web server Router Client
10.1.1.5 192.168.1.1
Destination IP: 10.1.1.5 Destination IP: 192.168.1.1
Destination port: 80 Destination port: 80

10.1.1.0/24

Samart Skills .
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Network Address Translation

Internet Assigned Numbers Authority (IANA) fiwtiiil#nnsdnass Address Blocks T

5 Regional Internet Registries (RIRs)
®  ARRNIC Tsiusnsfiu Africa
° ARIN T9iUSnnsiu US, Canada wavaiuvad Caribbean
o APNIC Tiu3n13fiu Asia, Australia, New Zealand uagvigin1e Pacific
®  LACNIC Wu3msfiu Central and South America Wagaauves Caribbean 7 ARIN liasaungu

o RIPE 19U3n13fu Europe, Russia, Middle East wazdauues Central Asia

1%

IPva il anesionsldaunas vilvisesil Non-routable Address Space (RFC1918) wag NAT w19isundaymiisesiineud IPv6 aggnin

Tvagrauwnsviany
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VPNs and Proxies

Virtual Private Network (VPN) 1umnaluladiivinlsisianansavens

" Private/Local Network lﬂiﬁﬁ’Uﬂauﬁamai‘mﬂﬁaﬁu Local Network tiailg
= o vpN Flitminauannsaddis Network veseadnslel Tasfilsidioaisegiioadns
] .% % ®  vpN i Tunneling Protocol dwilinsaeansiinnaendfesemsitsiiadeye
o e Ve o VPN duduilazdesiinisiigatmnuegiadunn ieliiulatn VPN asgnlilaediiians

Wity
E O Two-factor Authentication fia n1sfigavsmukuy 2 Jade Falaeunagls

Internal
DNS server

Password ez OTP

A Grow with Google procrAM
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VPNs and Proxies

VPN a5 siliausionuy Site-to-Site VPN e Fsazviliiaeseenaiiogineiiiu saundu Network weariulsiiiu Tunnel

I
¢

Workstations Workstations
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VPNs and Proxies

v o

Proxy 1Jugunsaifivihuihiidusaunuves Client lunisidndis Service

Uselewivuasg Proxy:
® Anonymity

® Security

L] Content Filtering
[ ]

Increased Performance

A Grow with Google procrAM
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VPNs and Proxies

Web Proxy 1Ju Proxy flmenuuuniite Web Traffic

®  \Web Proxy 9231 (Cache) Web Page ignisanienli minil Client 8uSen Web Page e i

| zannsanaulalay
— :: ::: S : . )
KT o YeqtuBuwesidedenuiSuivdu uaziusin q Abeuwlasiudmsuusasdldom
Web WEB Web L s oau My o aw v
client PROXY S 11U F911lA Web Proxy laildgnunanld Cache Web Page uda
®  Web Proxy awnsatunldnges (Filtering) n314189 Website 1w Hswiinauld Website
—— . ' o @ v
Twitter Tugasnavhar Wudy
Web WEB
Client PROXY Server
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VPNs and Proxies

Reverse Proxy t{u Proxy uwuunilsidusunulit Client fiegnnewen anunsadinda Server g q Tuesdnsla

° au15a%i1 Load Balancing 161

v
BEERERER
RERARANA

Clients Reverse Application
Proxy Servers
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A Grow with Google procrAM



X ’ O

— Week 5

Connecting to the .-

Internet ® B x O
O ¢
X ® X <>
O O X
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POTS and Dial-up

PSTN (Public Switched Telephone Network) %38 POTS (Plain Old Telephone Service)

dunsldanelnsdwilunissudsioya vilidedayaluszeglnald

¥
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POTS and Dial-up

Digital

Digital

One smartphone photo = 2 Megabytes

2 Megabytes = 16,777,216 bits
16,777,216 bits at 14.4 kilobits/sec = 1165 seconds

1165 seconds = 19.4 minutes

Samart Skills @ Skooldio

A Grow with Google procrAM

Usenet 1J1Asn1s@ausioniu POTS NUszauaudnsadusuusn wazdanail

Tduegauindatagiu

Dial-up Connection 14 POTS iiefeusadumesiin Inefigunsal Modem

(Modulator/Demodulator) {usidouste
o wias Digital luillu Audible Wavelengths (Analog)
° Baud Rate (Speed) o 33M5¥ns1uau bits Tianunsodsihuaneinsdmilunisiund
(bps)
®  Tuilvsl 1990 Dial-up Access il Baud Rate agj‘ﬁ 14.4 kbps



Broadband Connections

Broadband #s msweusedumesidauuudu q nlilyuuu Dial-up
o Junsieuseuuuilalinasanan (Always on) hifesdeilunseq wilou Dial-up

®  {musagend Dial-up wn

A Grow with Google procrAM
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Broadband Connections

T-carrier Technologies #e malulagildlunisdinisaelvsdnsi (Phone Call) naneya

B LY & v a
=== === === = NuA8lNIANILEULAE

|
+ 1 1t
+ 1 tt
: t

@18 T1 (Transmission System 1)

I | o Juaevewn (Copper) WUURNIE
®  awnInsesiuls 24 Phone Calls
®  usiay Phone Call aunsndsdeyarienninis 64 kbps
o e Tt wiladu anansadstoyalsfinuds 1.564 mbps
I @y T3

° sasfulawinduane T1 28 a1

®  au51 44.736 mbps

A Grow with Google procrAM
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Broadband Connections

Digital Subscriber Line (DSL)

é ' o limelnsdwilunisdstoya unsansalilnsdmilunion q Aulinudunesilalunaniesiu
Toioe = Tngldaneynieaiula
Lihopnd = - g L] % Modem wuulaw1edii3en31 DSLAMs (Digital Subscriber Line Access Multiplexers)
o senfufielildemauniasUagunsal DSLAM (Always on)
pats peia O ADSL (Asymmetric DSL) #A213157lun1s Download uag Upload laiwiniu
O SDSL (Symmetric DSL) fins3lunis Download uag Upload winiu Tnafinanuisy
< 1.544 mbps (WU T1)

O HDSL (High bit-rate DSL) Siaui5asnnndn 1.544 mbps

Samart Skills .
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Broadband Connections

@@

Cable Broadband

Samart Skills

A Grow with Google procrAM

@Skooldio

TV Broadcast Bugulngldinelulad Wireless

929U 1990 cable TV Infrastructure fvuiawe ¢ fu POTS

Tdene Coaxial lunisdsdaya

gy DSL avsansearntulum Central Office (CO) Feiliaansasulsziudasnudaly
w5zl Point-to-Point 13838071 Dedicated Bandwidth

Cable Broadband \Jumaluladuuy Shared Bandwidth fie wsiasthuserugomaiieatuile
Uasfu3ns JeoravililianansadulsziuGosnnudals

Cable Modem fugunsaiflegiiilslfau Wlun1sifeuseluil Cable Modem Termination

System (CMTS) flogigliuinns

LY



Broadband Connections

. . [ ' &V <
Fiber Connection anunsadslayalassasnatsludiieninuigias
o alureuilyimroudieuns Jeflenlilunguiliuinsdumesidn dmsu Core Network

o ludagtuililidmiunguilinuiluudlusuuuuaes FTTX (Fiber To The X)

FTTN
cabinet @) FTTN (Fiber To The Neighborhood)
o} FTTB (Fiber To The Building)
FTTB
il O FTTH (Fiber To The Home)
L. o Optical Network Terminator (ONT) Lﬂuaﬂﬂiﬂjﬁﬁmﬁ’lﬁlwm Protocol 911 Fiber U

I P .
I —_ /\l FTTH 1 Twisted-pair Copper FTTP
i (Fiber To The Premises)

A Grow with Google procrAM
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WANSs

'
a

WAN (Wide Area Network) fia Network ﬁﬂiamqwmﬂ 9 Ui

Demarcation o v gy o o 8 4 g o P B N~ = VS S I

point o dinvzsedliuinisdumesidariu ISP ieliaunsaouseduiuile Faawviily
\ Demarcation naumeslussdnseginaviailouveusoaglu Network WWeariu

point . _
Regional / ®  Demarcation Point fia yndugnves Network vouildusnisuazilugaisusiuves ISP
ce

. Network 1w ONT t¥u Demarcation Point &3 Fiber Connection

Local loop f &g o . "

° WUNTENIN Demarcation Point wag ISP Network 3¢gn3einid1 Local Loop w4

anansngniensiafiuiieg T-carrier w3e Fiber Connection

®  ilvane Data Link Layer Protocols Alilunisdediosiadn wan ¢

Samart Skills @ Skooldio
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WANSs

Point-to-Point (Site-to-Site) VPN @a n15l4 VPN i1 Tunnel srudumesidaiiio@ousaiusyninsaesiiud
o  lLifesefunisifeusiowuu Dedicated High-speed WAN
®  aunsnld Router vido Firewall lugunsaflunisiessievesisaasila

o Lisudusesiarinislouseln 9 vwesesgldnu

Internet

VPN tunnel

A Grow with Google procrAM
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Wireless Networking

Wireless Networking #ie 33n15uousie Network Tnglalldane (wWiF)

® [EEEs02.11 WuiwspuidvuagaantRuagiinsdmivgunsaling q lun1svi Wireless Network UnAsasREiEnd1 802.11 Family
O 802.11b, 802.11a, 802.11g, 802.11n, 802.11ac
O usaranasgu 802.11 1y 9¢ld Protocol ugtumileusuusiaesinfuil Frequency Band fild
Frequency Band fis avunswesndusudiilaiinmsanassiufuiiolddmiunisieasuia
® Wik 914 2.4 GHz uay 5 GHz

A
o

¢} 5 GHz 9zflarusigandy waldldluszogmanidund

A Grow with Google procrAM
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Wireless Networking

[
o

802.11 Protocols vieuegitauu Physical Layer uag Data Link Layer

802.11 Frame Usznaussdoyass q il

Frame Control: fa1us11 16 bits 1%’lunﬁuanswazl,§sml,ﬁ'mﬁu frame ﬁ’;umd 11 Version 993 802.11
Duration/ID: fimuena 16 bits Tlunsuenanueniimanves Frame

Address 1-4: Tlun1suenin Access Point falwuimiinisu Frame

Sequence Control: fimue1i 16 bits [lunsAnauasiunissuds Frame

Frame Check Sequence (FCS): §inanug1 32 bits 1¥uanen Checksum

Octets:

2 2 6 6 6 2 6 0-7951 4
Frame | Duration/| Address Address Address Data
BEEEEEEEES
- MAC Header
Data frame

Samart Skills @ Skooldio
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Wireless Networking

. B
/- .Y

Lt

Samart Skills
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Wireless Network Configurations

Ad-hoc Network: gunsaldeansiuiedlagnse

o

flealdiu Smartphone Tumsdsdogamiu wu Unsednle Wusu



Wireless Networking

Wireless Network Configurations

Wireless
~ network

N )))'
\acziss‘p?/ Y L]
o i

U

Local network

—
!

Samart Skills
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®  Wireless LAN (WLAN): 1 Access Point 18ugzniu (Bridge) Wouseszwing Wireless

way Wired Network

o

o

213lY AP vaneslunsilvinseunguituiianitg

gunsalfisiBansiiionsia Wireless Network zdiouitiousie (Associate) 1191 AP
= = % aa

Falaeunawionsadiiidyaaiian

AP 9z Traffic nelu7l Gateway Router wiieidauseriu LAN virlwanunsaes

Joyaludumesidnle



Wireless Networking

Wireless Network Configurations

° Mesh Network: nasfiuszing Ad-hoc tag WLAN

o PeLANTZEZNN (Range) WazUszansnn (Performance) 109 WLAN

Samart Skills @ Skooldio
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Wireless Networking

Wireless Channels #io Yosdygu dadudiugos 9 209 Frequency Band

° 9813 2.4 GHz band Uy 802.11b Wireless Network ¥neiia aananinadaus 2.400 GHz &
12345 67 8 910119213

2. 8312 2.8437 2.802 2.500 GHZIWBU?SN’]QJ

~ a8 “ B
é é : - > . vy <
( % ’;( ; \; Feaunsautsgoatfu Channel 16 13 Channels usiaz Channel aziauniis 22 MHz Tneisu
AN - AWl A L 1 A 0 A G A \ S
T T T ANLA 2.412 GHz
2400 2.410 2.420 2.430 2.440 2)450 2.460 2.470 2.480 2.490 2.500 ‘ = S H i
T L S llaE o B G el b ‘G G o Freuniayy Collision Domain Ul Wireless Network

O msHeansdimsviuteou (Overlap) fuvad Channel 81aviliilAn Data Collision
Aatis1agdedld Channel Nldvivdeuiulilduniian wu 1, 6, 11
o) AP $iauanunsalun1sngia@eyu Channel ivunudusaziudeululd Channel #ily

pLUUlO R LULR

Samart Skills @ Skooldio
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Wireless Networking

Wireless Security
®  yu Wireless Network ia3asiiegluiiufinseunquazanansadindu Traffic veuesesdu 9 1
®  WEP (Wired Equivalent Privacy) {umedialunmsdhsiiadeya (Encryption) wieldlvieuiilifidvsidladeyals

O i WEP 14 Encryption Algorithm gauue uazldninuen Key duiuly (40 bits) vhlighivssasdfanunsanensiatenrnulilnedie

®  WPA (WiFi Protected Access) gnAnduanlimauyu WEP uuudansn deudiezsl WPA2

¢) AN Key 128 bits

®  WpA2 1¥u Wireless Security Tililuilagtunasdafianudaensdived

¢) AN Key 256 bits

Samart Skills @ Skooldio
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Wireless Networking

Wireless Security

®  MAC Filtering 1{Judn35ivaedoaiu Wireless Network lng AP azeygnlianizieiasiiil MAC Addresses ana List finsliidngls Network eiwinidu

o wu Yastuldliminauihreuiawesdiusiundouss Wireless Network

Samart Skills @ Skooldio
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Wireless Networking

Cellular/Mobile Networking fia Network v8%iiotio
® 391N WLAN asefild Frequency Band sisffunasssesmisiilfauarinaniiann eneay
Wuvaneilamnsile
®  Cellular Tower ¥inthilrdne AP usifiaseunguszazmsiilnann Tnausiaz Cell 2zl

Frequency Band il Overlapped fu

A Grow with Google procrAM
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— Week 6

Troubleshooting
and the Future of
Networking
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Verifying Connectivity

I T I I

Samart Skills

A Grow with Google procrAM

Data section
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ICMP (Internet Control Message Protocol) \Ju Protocol ﬁﬂﬂgfﬂﬁﬂﬂ

Router %38 Remote Host \itefivznsiadauiwhlumsdstoyadisduman

®  ICMP aguu Network Layer Usznausedeyasing q dall
0 Type: iinue17 8 bits Hj‘lumsuaﬂﬂszLﬂmaa%’ammﬁﬁwﬁqgﬂda 1
Destination Unreachable, Time Exceeded
O Code: fimme 8 bits Iﬂumiuaﬂmawaﬁwﬁuﬁammﬁu 12 Destination

Network Unreachable %38 Destination Port Unreachable

o Checksum: faue17 16 bits AU Checksum



Verifying Connectivity

m w W m’ ®  Rest of the Header (Optional): firnuen 32 bits Wlumsuendeyariiufudmsu

Type Wag Code

Code Checksum ®  Data Section (Payload): {uilemitueniugSuinnisasluuiiviliintgym

Rest of the header

Data section

A Grow with Google procrAM

Samart Skills @ Skooldio



Verifying Connectivity

3 windows poverstel Ping tJu Software #ldlunsdetaniny ICMP Uszinnwila 58nin Echo

Windows PowerShe ] > .
Copyright (C) 2016 Microsoft Corporation. All rights reserved.

, : : Request Faduntsaulufumiosaemeinlaeguisly
PS C:\Users\cindy> ping 8.8.8.8 T

Ping1ng 8.8.8.8 with 32 bytes of data: o fuaseslanemalineguazanunsadeansuiu Network 19 n5eatihiaznau ICMP Echo
Reply from 8 : bytes=32 time=5ms TTL=56 v

8.8.8.

Reply from 8.8.8.8% bytes=32 time=4ms TTL=56 Ul oy
Reply from 8.8.8.8: bytes=32 time=3ms TTL=56 Reply nau U“WE‘J?N
Reply from 8.8.8. : bytes=32 time=3ms TTL=56
Ping statistics for‘ 8.8.8.8: o Syntax: ping [IP/FQDN]

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round tmp times in milli-seconds:

Minimum = 3ms, Maximum = 5ms, Average = 3ms
PS C:\Users\ci ndy>

cindy@cindy-nyc: ~

cindy@cindy-nyc:~$ ping 8.8.8.8

PING 8.8.8.8 (8.8. .8) 56(84) bytes of data.

64 bytes from lcmp seq=1 ttl=56 time=3.
from : icmp_seq=2 ttl=56 time=4.
from : icmp_seq=3 ttl=56 time=3.
from : icmp_seq=4 ttl=56 time=3.

icmp_seq=5 ttl=56 time=3.

-ooooooooooco
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Verifying Connectivity

Router I3 .al' 13 % 1 s
- > m— Traceroute LUu Software Nl¥nsiaaeuidunIssEninsasdgunsel uay
; Y- o 4 o . o 5
' foter R UDNUDUALNYINULLRAS HOp FAALAUNINUU
' s ’
: o  TTL anldunvrelunismsiaaeuidunig
: ¥ Roder * . o
i i O fie TTL fidndu “0” Packet avgniiauazdonaiy ICMP Time
B Exceeded azgnasndulumiaiasiuma
o Traceroute 3¢ Set TTL vJu “1” dwmsu Packet usn meﬁu%uﬁax
ICMP destination unreachable Wﬁ\??‘hW%JU PaCket 5@1‘U
ICMP TTL exceeded
ICMP TTL exceeded
ICMP TTL exceeded
ICMP TTL exceeded
TTL=1 e TTL=2 e TTL=3 a TTL=4a
Router 1 Router 2 Router 3 Router 4
SRC DTS
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Verifying Connectivity

cind.y@cindy-nyc:~$ traceroute google.com Tr r
B8 traceroute to google.com (216.58.195.78), 30 hops max, 60 byte packets aceroute
1 100.111.191.252)(100.111.191.252) 2.768 ms 3.427 ms 4.609 ms

172.27.120.113 (172.27.120.113) 4.694 ms 5.065 ms 5.144 ms ° Linux wag MacOS: Traceroute agld UDP dslufiiaa Port a9 ¢
172.27.104.17 (172.27.104.17) 8.696 ms 8.704 ms 9.214 ms Y

104.133.2.193 (104.133.2.193) 9.227 ms 9.547 ms 9.552 ms g a ~ o

72.14.210.37 (72.14.210.37) 9.775 ms 72.14.210.99 (72.14.210.99) 10.480 ms 72 O MTR 1Judnuils Software Aldlun1svia Traceroute

108.170.242.81 (108.170.242.81) 14.063 ms 3.441 ms 4.297 ms

108.170.235.237 (108.170.235.237) 5.194 ms 5.191 ms 108.170.235.239 (108.170.

sfo07s16-1n-f78.1e100.net '(216.58.195.78) 5.150 ms 5.154 ms 5.131 ms
cindy@cindy-nyc:~$ [l

] Windows: Tnaun@iazld Software #e “Tracert” sa¢ldf ICMP Echo Request Tu

E¥ Windows PowerShell N1991 Traceroute

E Vel s S A R @) PathphgLﬂuﬁﬂwﬁﬂSoﬁwamzﬁ?ﬂuﬂﬁiﬁﬂTmcemnﬂe
Tracing route to google.com [2607:f8b0:4005:80a::200e]
over a maximum of 30 hops:

985 2620501001 Fd 0% 2
26205 051001E7207-¢3
2620:0:1001:7203::
2001:4860:1:1:0:fd37:0:6
2001:4860:0:1006::1
2001:4860:0:1::1f71
sfo07s17-in-x0e.1el100.net

Trace complete.
PS C:\Users\cindy> _
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Verifying Connectivity

Test Port Connectivity 10un1snsavaeudn Port Uanenalnegusoll

® Wunsesaegeuuu Transport Layer

Linux tta% MacOS: Netcat

® Syntax: nc [OPTIONS] [IP/FQDN] [PORT]

® OPTIONS:
o -z : status of a port (@1uUgYs port)
O -v : verbose LﬂUH’WiLLﬁﬂﬂi’Wﬁla%ﬁLaﬂﬂ

A Grow with Google procrAM
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Verifying Connectivity

Linux ¥ MacOS: Netcat

° fee19: N13ld Netcat naaeudn Port 80 UuA3EY google.com LWnegwisli
O /bidn Netcat azUasiosonn

O Wl audl Cursor sebilddoyaiiiuinsold

iindy@cindy-nyc:~$ Nnc google.com 806

° fag1e: N5 Netcat lnguananiugwed Port LagkanssIeaziden

cindy@cindy-nyc:~$ nc -z -v google.com 80
Connection to google.com 80 port [tcp/http] succeeded!

cindy@cindy-nyc:~$

a Grow with Google procraM
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Verifying Connectivity

PS C:\Users\cindy> Test-NetConnection google.com Windows: Test-NetConnection

ComputerName : google.com ® Syntax: Test-NetConnection [IP/FQDN] -Port [PORT]
RemoteAddress : 2607:18b0:4005:80a: :200e
S L © 2620:0:1001: fd01:8991:b921:7702:69a2 o dnlasey PORT 2¢1d ICMP Echo Request lunsnageunaneiu Ping

PingSucceeded : True
7

PingreplyDetails (RTT) : 731 ms ®  pge N5l Test-NetConnection naaauLAsed google.com Iagliiszy Port

PS C:\Users\cindy> o

Samart Skills @smoldio

a Grow with Google procraM



Verifying Connectivity

PS C:\Users\thana> Test-NetConnection google.com . .
Windows: Test-NetConnection

: google.com ° #ae1a: N5l Test-NetConnection nAgauIn Port 80 UWLATEY google.com LUnag
: 142.250.199.14 “
. 30 visoll
Ethernet
[SourceAddress : 192.168.1.107
cpTestSucceeded : True

PS C:\Users\thana> Test-NetConnection google.com
WARNING: TCP connect to (172.217.26.78 : 81) failed

ComputerName : google.com

RemoteAddress 172 5217.26.78
o el
: Ethernet

SourceAddress : 192.168.1.107
PingSucceeded : True
PingReplyDetails (RTT) 26 ms
TcpTestSucceeded : False
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Digging into DNS

cindy@cindy-nyc:~$ nslookup twitter.com nslookup LUu Software #l4lun1sa1a DNS Server ielvagnau Name-IP
11227/ (8 b
12729153 Address

° Syntax: nslookup [FQDN]

Non-authoritative answer:

s ° §eee: nslookup iea IP Address w84 twitter.com
Name: twitter.com P

Address: 104.244.42.193
Name: twitter.com
Address: 104.244.42.65
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Digging into DNS

51ndy@c1ndy-nyc:~$ nslookup nslookup

o  ynlyld FQDN awduni15ila Interactive Mode

cindy@cindy-nyc:~$ nslookup

> server 8.8.8.8
Default server: 8.8.8.8
Address: 8.8.8.8#53

127.0.1.1
127.0.1.1#53

Non-authoritative answer:
coursera.org
54.192.146.230
coursera.org
54.192.146.18
coursera.org
54.192.146.32
coursera.org
54.192.146.150
coursera.org
54.192.146.234
coursera.org
54.192.146.188
coursera.org
54.192.146.67
coursera.org
54.192.146.4

> set type=MX
> google.com
Server:
Address:

Non-authoritative answer:
.com mail exchanger
.com mail exchanger
.com mail exchanger
.com mail exchanger
.com mail exchanger

30 alt2.aspmx.l.google.
56 alt4.aspmx.l.google.
16 aspmx.l.google.con.
20 altil.aspmx.l.google.
40 alt3.aspmx.l.google.

W

lAuthoritative answers can be found from:
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Digging into DNS

Public DNS Servers tJu DNS Server MUalslasninunenldusnsiagldidealdane
®  awnsaldlunis Troubleshoot Tunsdlil DNS Server vasasinsiiailayw
® Google Public DNS IP Address: 8.8.8.8 ez 8.8.4.4

®  Public DNS d@uluajazldinadia Anycast
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Digging into DNS

Domain Registrar \Juniheaufivimtinglunisdness Domain Name Ty

mydomain.com )
www.domains.com mydomain.net
X [ J
 — mydomain.org
thisismydomain.com
[ J

Samart Skills @ Skooldio

A Grow with Google procrAM

aﬂﬁﬂiLLazuﬂﬂa i Network Solutions Inc., GoDaddy

D
o

Domain Name faalalgniu

15@1315aleu Domain Name Maangilouiu Registrar Wmdlsliuga TUlsk Registrar 8n

Y o a s

Wwdlald urazdpsiainududives Domain Name siuneu Inanisld TXT Record

U

Domain Name fiasnzideulinzdiongnisléanu mnnueenguds audu 9 agaunsoas

yzidou Domain Name uld



The Cloud

— T

Operating System Hypervisor

A Grow with Google procrAM

Samart Skills @ Skooldio

¥

Cloud Computing e imAdlafvili Resources maufialnasaansauysiuls uaglv

T arusuruannldau Resources mMuffanisha

o =

walula8idAgyiiagiUeands Cloud Computing Ae Hardware Virtualization

Virtualization Aa N1svilmesasrauimasnianiad (Host) @aunsadinsaaioula

a1y 9 1A394 (Guest)

Hypervisor Ao Software Ailtlunssutazinnisiaseaailou (Virtual Machine) Tnevindailu

it
U

o

2

Aslunisinse Hardware 234



The Cloud

Public Cloud #e Cloud l¥usnslneuSTmay

Private Cloud A® Cloud Nlanuntelussansviniu

o TpsUnfAuemaniluidives Hardware uazgnindsegluaniufivesuien

Hybrid Cloud @® Cloud ﬁi‘i’fﬁgﬂ Public Cloud Wag Private Cloud Waunu

° 9199214 Private Cloud dwsudeyaiiilunnuduresesdns uagld Public Cloud dwsudeyaiiUawmeld
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The Cloud

Cloud Services

° Infrastructure as a Service (laaS): 191USn15A509 Servers wag Network Wy Amazon EC2,

Applications Linode, Microsoft Azure, Google Compute Engine

o fidusnadudiuiiaveu OS, Applications uazdaya

0/S

Virtualization
Servers
Storage

Networking
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The Cloud

Cloud Services

° Platform as a Service (PaaS): T1U3n15 Platform Tun1swauaueg 9 wu Web, Application

Applications O Heroku, Microsoft Azure, Google App Engine

o fiduinadudiuliaveu Applications uazdeya

0/S

Virtualization
Servers
Storage

Networking
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The Cloud

Cloud Services

[ ] Software as a Service (SaaS): 1%USN15 Software W Microsoft Office 365, Google G Suite

o fidusnaduiiuliaveudoya

Applications

Data
0/S

Virtualization

Servers

Storage
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The Cloud

Cloud Storage o Cloud filiusNsNuAIdAiudaya Fsasvinbideyavessfianudasnde (Security) Wrisladne (Accessibility) waznsou

Y

Tduegiaue (Availability)

®  awnsaldluns Backup deyaldnsdmsuneuiiamesuay Smartphone
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IPvé6

IPv4 (32 bits) seasulanisvun 4.2 Wudu IPs Falimemeuailulagiu

IPv6 1Auen7 128 bits s995ulevianusawiniusiLey 39 vian

340,282,366,920,938,463,463,374,607,431,768,211,456

IPv6 Usgnaumelay Hex 4 vian 31u3u 8 9

2001:0db8:0000:0000:0000:ff00:0012:345



IPvé6

fing) 2 Yonvilvitsnguadue IPvé Tiduasld

®  awnsnauaw 0 fhegdamih (Leading Zeros) Tuusiazaals wu 0001 [ 1
® ol 0 flaginiu anunsold “: avstaumils wu 0:0:0: [ =

LLﬁﬁWll'ﬁﬂV]’]bLﬂﬂWLﬂEJ']L‘V]’]uuﬂ']ﬂi‘U‘Vl‘LN IPv6

2001: (zSdbs DADO:00P0:PPPO:FF00:0P12:3456

2001:db8t0:0:01ff00:12:3456
2001:db8::ff00:12:3456




IPvé

Reserved IPs w84 IPv6

[ ] Loopback Address

0000:0000:0000:0000:0000:0000:0000:0001
4

®  Multicast IP Fusiudng FFO0:
° Education Purposes (3ufuéae 2001:0db8
®  Link-local Unicast Address 3ufusig FESO:
o Link-local Unicast Address 1%'ﬁﬂw§uqﬂﬂiaim‘8' IPv6 Tun195u Network Settings A3 ¢ Adwiu DHCP waagliigu MAC Address 48 bits vauaiaaiuan

Amnauiielilé Unique Address 64 bits udrtluldludiumes Host ID
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IPvé6

Network ID wag Host ID 064

2001:0db8:0000:0000:0000:ff00:0012:3456
Network ID Host ID

o %14 IPv6 Network 5895U Host leda 2

o  Lisududesi Subnetting

o  uivasuieliiralunisuSmsdanis Network 151@1un30vi1 Subnetting lalaeld CIDR Notation willeufiuiiviiu IPva
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IPvé6

Version Class Flow Label
Payload Length Next Header § Hop Limit .
[ J
Source Address
Destination Address b
m .
[ J
Data Payload
[ J
[ J
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IPv6 header Usznaulumedayasiia 9 fall

[

Version: A1u8M 4 bits Tilunisusn IP Version

Traffic Class: mue1 8 bits 1ilunsuenusenn a0 Traffic

ﬁag”lu IP Datagram

Flow Label: a3 20 bits Tsaaifu Traffic Class d1115u Router Tunsdinauladientiv
QoS ¥83 Datagram i

Payload Length: A7ue17 16 bits 14lun1susnAuenIves Payload

Next Header: m13811 8 bits Tilunisusnuszlnnues Header 909 Datagram sudialy
Hop Limit: A11817 8 bits vusifimilou TTL uu IPva

Source and Destination Address: A314813 128 bits



IPvé

IPvd4 Mapped Address Space wadlafiviley IPva awnseldlu Network 74 1Pv6 16

° IPv6 NTUAUME “0” F1U7 80 FILAINUME “1” 31U 16 &7 Lav 32 bits ndwantuife IPva

192.168.1.1
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IPvé

IPv6 Tunnel Ao wadafvile IPv6 anansaldly Network 714 1Pva 1g

IPv6 header IPvé6 data IPv6 header IPv6 header IPvé data IPv6 header IPvé6 data
Y a o & y - '
[ ] A9 IPv6 Tunnel Server WWWQWQﬂaQEJQSUENﬂ']ﬁLmE]Nma
v = v
IPv4 network i ®  Server ilsdsazil IPv6 Traffic 11 Encapsulate aslu IPv4 Datagram wagaseu IPva
IPv6 network @ IPv6 over IPv4 tunnel SES==T IPvé network

Network @3 Server #9§U9% Decapsulate 910 IPva ndusnidu IPv6 Traffic

a v dAwu o

®  |Pv6 Tunnel Broker fa U3EMN5UvmTNT IPv6 Tunneling TiueeAns LileNiosAns

aeldlisnsgogunsaliiudndmiuied

s

1Pv6 host 1Pvé host
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